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1 OBINHUE YKA3AHUA

1.1 @opmyiisap Ha uzjienue «lIporpammusiil komiuieke «C-Teppa Knuen». Bepecus 5.0» sB-
JIICTCA JOKYMEHTOM, VAOCTOBEPSIIOIUM OCHOBHBIC MApaMETpbl M TEXHUUESCKHE XapaKTePHUCTHKH
H3ICJIHSL, OTPAKAIONIUM €r0 TeXHHUUSCKOS COCTOSHHE H COSPIKAIUM CBEACHHUSI IO ero DKCILTyaTa-
IHH.

1.2 Tlepen skcrnuyaraiueid u3jieusi HEOOXOMMO BHHMATEIBHO O3HAKOMHTHCS C KOMIUJICK-
TOM JOKYMEHTAIIMH H3AC/Hs U IPHHATH 3alIHTHLIE OPraHHU3AlMOHHBIE MEpLI, PeKOMEHIYEMbIC B
JOKYMEHTAIHH.

1.3 Cocrap KOMIUIEKTA MOCTABKH M3JIC]IHS ONPEJISNASTCA B COOTBETCTBHH € 3asBKOM 3aKas-
YUKa H yKazeiBaeTcs B pazjiene 4 Qopmysipa.

1.4 B cnydae oOHapyxkeHHS 1edeKTOR caeaveT oOpamaThest K MOCTABIIHKY H3/ISIIHSL

1.5 @opmyJsip JOKEH HAXOOUTLCS ¥ OTBETCTBEHHOIO JODKHOCTHOTO JHNA (aAMHHHUCTpA-
TOpa), OTBEUAROIIETO 3a BKCIUTyaTaluio u3fieaus. Bee sanucu B QopMylisipe TPOH3BOISTCS TOJILKO
YepHHIIAMH OTUETIHBO W aKKypaTHO. [loJUMCTKH, MOMapKh W He3aBepeHHbIE HCIIpaBJeHHs 3A-
[IPEIIAIOTCS. HenpapmiabHasd 3aluch JOKHA OBITh aKKYPATHO 3aUepKHYTA H PAIOM 3alucaHa
HOBas, KOTOPYIO 3aBepsieT OTBETCTBeHHOS JHI0. 1locae MoaMHUcH NpoCcTaBisiioT haMIINIO H UHH-

OHaJIbl OTBCTCTBCHHOI'O JIHLA (H_ITEI.MH HCHOHHHTGJIH).
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2 OBIIUE CBEAEHMA

2.1 HaumMeHoOBaHME W31/ THA

Ilonmnoe mammeHoBanue mzneaust: «llporpammuniii kommeke «C-Teppa Knuent»n. Bepcus
5.0».

Kparkoe naumenosanue uznenus: IIK «C-Teppa Knuenr».

Obozrauenne: PJIKE.00038-02.

2.2 MHMsroroBuTEThH
ObmecTrBo ¢ orpanHueHHOH oTBeTcTBeHHOCTRIO «C-Teppa Culdcllu» (OO0 «C-Teppa Cu-
Ocllur»): 124460, r. Mockea, BH. Tep. I. MyHHUIHIAJIBHBIH OKpyr CuiHO, . 3eneHorpaj, vi. KoH-

crpykropa Jlykuna, a.14, ctp.12, ten. (499) 940-9061.

2.3 llpaBoodmagare.nh
OGmiecTBO ¢ orpaHuueHHON oTBeTcTBeHHOCThIO «C-Teppa Cudelluy (OO0 «C-Teppa Cu-
Ocllun»): 124460, r. Mockpa, BH. Tep. I. MyYHHIIHIIAJIILHBIH OKpyr CuiMHO, . 3eneHorpaj, vii. KoH-

crpykropa Jlykuna, a.14, ctp.12, tea. (499) 940-9061.

2.4 Momuduraimn
[IK «C-Teppa Knauent». Bepeus 5.0. CSopka 26871 (B coctage IIK «C-Teppa I'CY». Bepcus
5.0. Coopxka 26871).

2.5 CreneHus o ceprupuralmu

[TK «C-Teppa Kmuenr» cepruduimporad B cHcTeMe CepTH(HMKAIIAM CPeJICTB 3al[HTHl HH-
dropmanuu o tpebopanusim GezonacHocTd HGopmaimu Ne POCC RU.0001.01BH00 u cooteet-
CTBYST JOKYMEHTaM - « TpeOoBaHHsI K MEIKCETCRBBIM DKpaHaM», VIBepKICHHBIC puKazom OCTOK
Poccun ot 9 dempama 2016 1. Ne 9, «lIpoduns 3amuThl MEeKCSTSBRIX DKPAHOB THIIA «B» deTRepTO-
ro kiacca sanutel»y (OCTIK Poccun, 2016), « Tpebopanust no SezonacHocTH HHpOpMAIIHH, YCTa-
HABJIMBAIOIIHE YPOBHH JIOBEPHs K CPE/ICTBAM TeXHMUYECKOH 3alMThI WHPOPMAIMH H CpeICTBAM
obecrieueHus Ge3onacHOCTH WHGOPMAITHOHHBIX TEXHOJIOTHIY», yTBepxKIeHHbIe npukazom OCTIK

Poccun o1 02 mronst 2020 1. No 76 — 1o 4 (4eTBepTOMY) YPOBHIO JOBEPHSL
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3 OCHOBHDBIE XAPAKTEPUCTHKHU

3.1 «IIporpammusiii koMiuieke «C-Teppa Knuent». Bepcusa 5.0» sipisteTcss MexKceTeBbIM
HKPAHOM, PeaTH3YIOMUM (PYHKIIHH KOHTPOJSI M GUILTPALHH B COOTBETCTBHH ¢ 3aJaHHLIMU IPABH-
JAMH TIPOXOISIMUX depes Hero HHGOPMAIMOHHLIX IIOTOKOB H HCHOB3YVEeMBIM B HE/IIX odecIede-
HHS 3aUThL (HEKpUNTOrpaQUIECKUMH H KpUITOrpa MUSCKHMH MeTOAaMH) HHPOpMAIHH OrpaHH-
YEHHOT'O JIOCTYIIA.

Hcnomnenns [1K «C-Teppa Knuenm» ceprudunuposanst ®Ch Poccun 1 HMEIOT cepTU(HKA-
Th1 NeCD/114-5490 (g uenomnenus «C-Teppa Kimment ST KC1y»), NeC®/124-5491 (s wcnod-
HeHus «C-Teppa Kimment ST KC2»), NoCD/114-5492 (nns ucnonnenus «C-Teppa Kinuent A ST
KC1»), NeC®/124-5493 (nns ucnonnennst «C-Teppa Kiment A ST KC2»), NoCD/124-5494 (nns
ucnonueHusa «C-Teppa Komment A ST KC3»).

IIK «C-Teppa KnueHT» sABIseTCA NPOrpaMMHBIM CPeACTBOM 3aIlUTHl HHIUBHIYAILHOTO pa-
Gouero Mecra (IOJL30BATEIS) OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

3.2 TIK «C-Teppa Kauent» obecneunpaet:

— BO3MOXKHOCTh OCYHIECTBJIATh (DMIIBTPAIMIO ceTeBoro Tpaduka Ui OTHpaBHTeIeH HH-
thopmanuy, mosyuatene MHGopMaIME U BCeX omepalui MepeMeIleHHsT KOHTPOIUpye-
Mot MD undopManun K y3J1aM HHGOPMAITHOHHOH CHCTEMEI B OT HHX,

— BO3MOXKHOCTE 00ecleuuTsh, 9To0b B MD Ha Bee oNepallHH NepeMeImenus depes MD uu-
dbopMalMK K y31aM HHQOPMAIIMOHHOH CHCTEMBI H OT HHMX pacnpocTpaHsiachk puibTpa-
T,

— BO3MOKHOCTH OCYIIECTRIATH (PHIABTPAIHIO, OCHOBAHHYIO HA CIETYIONUX THMAX aTpuby-
TOB Oe3omacHOCTH cyOLEKTOB! CeTeBOH aApec y3ila OTIPABHTEISL, CeTeBOH agpec yana
IIOJIyYaTeIIs,

— BO3MOXKHOCTE OCYIISCTRIITH (PHALTPALHIO, OCHOBAIHYIO Ha CISIVIOMUX THNAX aTpHOy-
TOB Ge30MacHOCTH HHpOpPMAIMK: ceTeBOH MPOTOKOJ, KOTOPHIH HCIOJIB3YSTCH JUIS B3aH-
MO/JEHCTBHS, TPAHCIIOPTHBIH NMPOTOKOJL, KOTOPBIH HCIIONB3YyeTes A B3aUMOACHCTBUL,
IOPTHI HCTOYHHKA H IIOJIyYaTelIdl B paMKax CeaHca (CecCHH), pa3pellleHHbIS (3alpelicH-
HBIC) KOMAH/IbI, pa3peIeHHBIH (3anpeIeHHbIi) MOOHIBHBIH KO/, pazpenicHHbIC (3ampe-
IIeHHbIE ) IPOTOKOJILI IIPHKJIATHOTO YPOBHS,

— BO3MOXKHOCTH SIBHO paspelllaTh HH(POPMAIIMOHHBIH NOTOK, 0asHpyACh HA YCTAHABIIHBAe-
MbIX aJIMHHHCTpaTopoM MD HaGope npaBui QUILTPAlHH, OCHOBAHHOM Ha H/IeHTH(H-

[UPOBAaHHBIX ATPHOYTaX;
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BO3MOJKHOCTE SIBHO 3allpeIaTh HH(GOPMAIIHOHHEIR HOTOK, OaszHpysich Ha yCTaHaBIHBAC-
MBIX aJIMHHHCTpaTopoM M3 HaGope mpaBun QUIBTpaIlHH, OCHOBAHHOM Ha WICHTH(H-
ITUPOBAHHLIX ATPHOYTAX;

BO3MOJKHOCTH OCYIIECTRIISITH MOTHTHKY (PHILTPALHAU IAKETOB ¢ YUSTOM YIPABISIOMUX
KOMaH[] 0T B3aUMOACHCTBYIOMUX ¢ MD cpecTB 3aIlUTH HHPOPMAIHH IPYTHX BHIOB;
BO3MOJKHOCTh OCYIISCTBIIATh IPOBEPKY KMKIOTO IaKeTa IO TaOIuIe COCTOSHHN I
OTIpe/IeJICHHS] TOTO, He TMPOTHBOPETUT JIH COCTOSIHHE (CTATYC, THI) TTAKeTa OKHIASMOMY
COCTOSIHHIO;

BO3MOJKHOCTh OCYIIECTB/IATL MPOBSPKY HCMOJL3OBAHMS CETEBLIX PECYPCOB, coaepika-
MUX MOOMIBHBIH KOJA, AJI1 KOTOPOTO aJAMHHHCTpaTopoM MD VeTaHOBJICHBI pa3zpellH-
TeJbLHbIC HIIH 3alIPeTUTE/ILHBIC aTpHOYTHI 0e30MacHOCTH,

BO3MOJKHOCTE pa3pemarh HHGOPMAIHOHHLIH TOTOK, OCHOBBIBAsCH Ha pe3yibTaTax IIpo-
BEPOK;

BO3MOKHOCTH 3ampeniaTh HHQOPMAITHOHHBIH MTOTOK, OCHOBBIBASCH Ha pe3yJbTaTax Npo-
BEPOK;

BO3MOKHOCTh OCYIIECTRBIIATE (PHIBTPAITHIO MAKETOR ¢ YUSTOM YIPABJISIONAX KOMaH/ OT
BRauMOIeHCTRYIOMUX ¢ MD cpeacTB 3amuTel HHBOPMAIUH APYIHX BHIOB, OCHOBAHHYIO
Ha aTpulyTax, YKa3bIBAKONIUX HA TIPU3HAKH HApyIeHHs 0e30MacHOCTH B HH(pOpMAIHH
ceTeBoTO TpaduKa;

BO3MOKHOCTH pazpemaTth HHPOPMAITHOHHBINA MOTOK, eCiH 3HaUeHHs aTprOyToR Gezomnac-
HOCTH, YCTAHOBJICHHBIE B3aMMO/ICHCTBYIONIMMHE CPE/ICTBAMH 3aIUThl HHGOpMAITHA JITTA
KOHTPOIUPYEMOTO CeTeBOro TpaduKka, YKa3hIBAKOT Ha OTCYTCTBHE HapyNIeHHH Geszomac-
HOCTH HH(OpPMAITHH,

BO3MOKHOCTE 3amperiath WHPOPMAIMOHHBIH TMOTOK, ¢CITH 3HAYeHHs aTpHOyTOB Oes-
OTIACHOCTH, YCTAHOBJIEHHBIE B3aWMO/ICHCTBYIONMHUMH Cpe/ICTBAMH 3alllUThl HH(QOpMAITHH
JUISL KOHTPOIIUPYEMOTO CeTeBOro Tpaduka, VKaspIBaloT Ha HalHuHMe HapyIIeHHH Oes-
OTacHOCTH HH(OPMAITHH;

BO3MOJKHOCTE PeTHCTPALHE H yUeTa BLINOJHEHHS MPOBepoK HHPOpMAITHH CeTeBOTO Tpa-
duxka;

BO3MOJKHOCTE YHTATL HH(OPMAITHIO H3 3allHCeH ayIuTa VIIOJIHOMOYSHHBIM aMUHHCTPA-
TOpaM M TOITB30BATEISIM,

BO3MOKHOCTH BBIOOpa COBOKYITHOCTH COOBITHI, TIOJ[BEPTAFONTUXCSA ayAUTY, U3 COBOKYII-

HOCTH CO6BITHﬁ, B OTHOHIEHHH KOTOPBIX BO3MOMKHO OCYIHICCTBIICHHE ay/IHUTA,
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BO3MOJKHOCTEH BHIOOPOUHOTO MPOCMOTpa JAHHBIX ayauTa (MOUCK, COPTUPOBKA, YIIOPsI0-
YeHUE JIAHHBIX ay/IUTa);

BO3MOKHOCTh PETHCTPAIIMM BOZHUKHOBEHHS COOBITHH, KOTOPHIE B COOTBETCTBHH C HAIH-
OoHATBHBIM cTaHmapToM Poccmiickoit ®Oeaeparmu 1'OCT P UCO/MDBK 15408-2-2013
«Undopmaronnas TexHodorus. MeTtoasl W cpedcTRa odecreueHHs Oe30MACHOCTH.
Kpurtepun onenku GezonacHocTd WHPOpMATHOHHBIX TexHonorud. Yacte 2. OyHKIHO-
HAJIEHBIC KOMTIOHEHTHI 0e30MACHOCTHY BKITIOUSHBI B 6a30BBIH YPOBEHE ayJIUTa;
BO3MOKHOCTh HJICHTH(QHKAIIMHA aIMUHUCTpaTopa OO no pazpelnieHns modoro qeHCTBHS,
BBITIOJTHASMOTO TIpH ocpeaudecTBe OO 0T HMEHH 3TOTO aIMHHHCTPATOPA;
BO3MOJKHOCTh ayTeHTH(HKanuu ajgMuHucTpatopa OO no paspemenusi moboro nei-
CTBHSI, BLIIOJIHACMOT O IIpH NocpeaaudecTBe OO oT UMEHH YTOT0 aAMUHHCTPATOPA;
MOJJIeprKKa ONpeAeIeHHLIX pojeH o ynpasieHmo OO0,

BO3MOJKHOCTE CO CTOPOHEI AAMHHHCTPATOPOB YIIPABIATL PSXKHUMOM BBITIOTHSHHS (Y HK-
u# OGezonacHocTH M3,

BO3MOKHOCTh CO CTOPOHBI JIMUHUCTPATOPOB YIIPABIISTH JIAHHBIMH M3, HCTIONB3YEeMbI-
MH QYHKIUIME Oe30TacHOCTH M D,

BO3MOKHOCTh CO CTOPOHBI Q/IMHHUCTPATOPOB YIIPABIATh aTpUOyTaMu 0e301acHOCTH;
BO3MOKHOCTD BEJICHHS JUJIS KAK/I0TO THIA MECT PACIONIOKEHUS Y3JIa ¢ YCTAHOBJICHHBIM
M3 oTaensHBIX MpodHIeH MPOBSPOK;

IpeIOCTABNICHHS BO3MOMKHOCTH aJIMHHHCTpaTopaM MD u3MeHeHHUs 007acTH 3HAYCHUN
npoduneit NpoBepox;

BO3MOIKHOCTh TIPHCBOSHHA MPOQHIAM TPOBEPOK JOMYCTUMBIX 3HAUSHUH, TaKHX Kak
npoduIL IPOBEPOK I UCMONL30BAHHS BHYTPH HHGOPMAITHOHHON CHCTEMBI, IPpohHiIb
OPOBEPOK UIS MCMOIL30BAHMS 32 MpeeiaMu HHPOpMAHOHHOH CUCTEMBI U APYTHX J0-
MYCTUMBIX TIpoduiieii NpoBepok;

BO3MOJKHOCTh M3MCHSHHsT 0OMacTH 2HAUeHHH HH(pOPMALMH COCTOSHHS COSOUHSHHS €O
CTOPOHBI A/IMUHHCTpaTOpOR M3,

BO3MOJKHOCTh TIPUCBOCHHS MH(OPMAIMH COCTOSHHUS COSHHEHHS JIONMYCTHMBIX 3HaAUe-
HUMH, TAKHX KaK YCTAHOBJICHHE COEUHEHUs, HCTIOIb30BAHHE COS/TMHEHHW, 3aBeplleHne
COCIMHEHUS U IPYTHX;

BO3MOJKHOCTD BeJSHHS [UIsl KAJKIOTO COSOUHCHUS TaOMHIBI COCTOSHUH, OCHOBAHHOH Ha
HHDOPMAITHH COCTOSTHUS COS/TMHEHHS,

IpeOCTABIIEHHE BO3MOMKHOCTH aJMHHUCTpaTopaM MDD HazHauaTh, MOJHQUITUPOBATH,

VAAIATh paspelluTeIbHbIe H (MIIH) 3allpeTUTSIbHbIC aTpUOYTLI Ge30MaCHOCTH ISl TIPU-
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KJIQ/THOTO TPOrpaMMHOro olecniedeHHs (IPHIIOKESHHH) ¢ IEJIBI0 MOCHSAYIOIEro ocy-
[eCTBICHUS (GHILTPAIIHY,

— [Ipe/IOCTABJIEHHE BO3MOXKHOCTH aJIMHHHCTpaTopaM MD mMonuduiMporars, ylaisaTe pas-
peIINTEIbHbIE U (MIIH) RallpeTHTENLHbIe aTpHOYTLl 0e30IIacHOCTH HCIOJIL30BAHUS ceTe-
BBIX PECYPCOB, COJEPXKAIIMX OT/Ie]bHbIe THIIBI MOOWIBHOTO KOJIa, JUIS OCYIECTBICHHS
M3 dunsrpanum;

— BO3MOMKHOCThH OOeCHeUeHH Iepexo/la B pekKHM apapuHHOH INOJUICPKKH, KOTOPbIH
IpeJOCTARIICT BORMOXKHOCTE Bo3BpaTa OO K MTATHOMY PeKHMY (PYHKITHOHHPOBAHMUS,

— BO3MOKHOCTH TECTHPOBAHWA (CaMOTECTHpOBaHH:A) (QyHKIMHA OeszomacHocTH OO (KOH-
TPOJIb LISJIOCTHOCTH HCIIOIHASMOro koga O0);

— BO3MOJKHOCTL COTJIACOBAHHO HHTSPIPSTHPOBATL VIIPABJLIIOMUE KOMAHIbI, aTpHOYTLI ce-
TeROro TpadHKa M MHBIC JaHHbBIE, IOJydaeMble OT B3aUMOjeHCTRYOMMUX ¢ MD cpejicTe
3alUTEI HHPOPMAITHH JIPYTHX BH/IOB;

— MOJUIeP>KKa IIPaBHIl HMHTEPIIPETAllHH JaHHBIX, [OJYYaeMbIX OT B3aHMOJEHCTBYIONIUX C
MD cpeaeTB 3amUTHL HHGOPMALIUK APYTHX BHAOB,

— BO3MOJKHOCTL OCYIISCTBILITL BBLIAUY MPEAVIPSIKAAIONHX COOOMEeHHUH MONL30BATeNIO
MD npu o6HapyKSHHH BO3MOIKHOTO HAPYIICHH 5e30IIaCHOCTH.

3.3 «IIporpammubiii komiueke «C-Teppa Kiment». Bepeusa 5.0» (IIK «C-Teppa Kinent»)
BKJIFOYAET B CBOM COCTaB:
— Ilporpammueiii komnneke «C-Teppa Kimment ST». Bepeua 3.0 (IIK «C-Teppa Kinent
ST». Bepewus 5.0,
— Ilporpammueiii koMmmuieke «C-Teppa I'CY». Bepeua 5.0 (IIK «C-Teppa I'CY». Bepeus
5.0);
— KOMIUIEKT JOKYMEHTAI[HH.
3.4 IIK «C-Teppa Kiment ST» ycTaHaBIMBaeTCHd HA BRIYMUCIUTEIbHbIE CHCTEMBI B apXHTEK-
Type Intel (x86-64 coBMeCTHMEIR), CIICITHATTH3HPOBAHHLIC WIH VHHBESPCAJILHOTO HAazHAUCHHS, HMe-
formue 10 4 mporeccopos, a0 768 1'6 O3Y, no 12 ceTeBbIX HHTeP(SHCOB, MOIKIIOIASMbIX K BHEI-
HHM CETSIM.
MunuManbHEIC anapaTHble TpeboBaHud JUIs KoMIbroTepa ¢ yetaHoplieHHBIM [IK «C-Teppa

Knuent» npencraeiensl B Tabimne 1.
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Tabmurma 1

HammeHoBaHHe KOMITOHEHTOR

CocrTaB (Ko M4Y€CTBO)
KOMITOHEHTOB

Cetepbie uHTEphEHCH

1 x 10/100 Mbps

OHepaTHBHaH IHaMATh

He menee 1024 MB

Tun npornieccopa

1 x Ilpomeccop ¢ apxuTekTypoi x86-64
(AMD, Intel)

OG6Bem ¥ THN UHTEpdetica JKeCTKUX
JUCKOB

20 GB SATA

3.5 IIK «C-Teppa I'CV» ycranapiMpaeTcsl Ha BLIYHCIUTEIbHBIE CHCTEMBl B ApXHTEKTYPE
Intel (x86-64 coBMeCTHMBIC) YHHBSPCANBHOTO HAa3HAUCHHS. ANapaTHas IwiaTdopMa Il YCTaHOB-

ku Cepnepa ympasiaeuusa uz coctaBa 1K «C-Teppa I'CY» momxHa oTBeUaTh CICAYIONIHM MHHH-

MaJIbHBIM TpeOGoBaHuaM (cM. Tabmuma 2).

Tabmuma 2

HamvenoBanme KOMITOHEHTOR

CocTaB (KoIM1eCcTBO) KOMIIO-

HEHTOB
CeTterble HHTEPDCHCHI 2 x 100/1000 Mbps
OrnepaTHBHas NaMATh 4 GB

Tun nporneccopa

4x simepHbrit Intel

OGLeM KeCTKHX JUCKOB

04 GB

3.6 IIK «C-Teppa Kmuent» Henonuenus 1, Ucnomuenus 2 padoTaeT Mo VIIPaBISHHEM OTIe-
PAIIHOHHBIX cHCTeM cemelicTBa Windows ¢ MOCISIHUMH VCTAHORICHHBIMH OOHOBICHHSIMH Oe3-
OTIACHOCTH:

— Windows 10 Russian build 19041 (64-bit);
— Windows 11 Russian (64-bit);

— Windows Server 2012R2 (64-bit);

— Windows Server 2016 (64-bit);

— Windows Server 2019 (64-bit);

— Windows Server 2022 (64-bit);

— Windows Server 2025 (64-bit).

[IK «C-Teppa Knuent» Ucnonuenus 3 u Mcmonmuenus 4 paboTaeT 1Mo yIpaBIeHASM oTepa-
IHOHHBIX CHCTeM cemelcTa Astra Linux sepcuu 1.7 u 1.8 ¢ MocieIHUMH yCTAHOBJIGHHBIMH 00-
HOBJICHUSIMH O€30I1aCHOCTH:

— Astra Linux Special Edition 1.7.3;
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— Astra Linux Special Edition 1.7.5.16;
— Astra Linux Special Edition 1.7.6.11;
— Astra Linux Special Edition 1.7.6.15;
— Astra Linux Special Edition 1.8.3.8;
— Astra Linux Special Edition 1.8.4.48;
— Astra Linux Special Edition 1.8.5.46.
[IK «C-Teppa Kmuent» HcmomHeHus 5 padoTaeT Mo YIIPABICHHSM ONSPAITHOHHON CHCTEMBI
Astra Linux Special Edition pepcuu 1.7 u 1.8 ¢ MOCICIHHMH YCTAHOBJICHHBIMH OOHOBJICHUSIMH
0e30MacHOCTH:
— Astra Linux Special Edition 1.7.3;
— Astra Linux Special Edition 1.7.6.15;
— Astra Linux Special Edition 1.8.3.8.
3.7 Cepeep ynpasaenus uz [IK «C-Teppa I'CVY» dyukimonupyet noj ynpasieauem OC ¢
MOCTSAHUMH YCTAHOBICHHBIMH OOHOBJICHHUIMH OS30TaCHOCTH:
— Astra Linux 1.7;
— Astra Linux 1.8;
— Microsoft Windows Server 2016 Edition (64-bit),
— Microsoft Windows Server 2019 Edition (64-bit),
— Microsoft Windows Server 2022 Edition (64-bit),
— Microsoft Windows Server 2025 Edition (64-bit).
Hnst pyukmuonuposanust Ceprepa ynpapieHus B OC Windows HeoOX0JHMO TaKKe HAJTHTHE
CIETYIONMUX KOMTIOHEHTOR ¢pefibl PYHKITHOHUPOBAHUS:
— Microsoft Visual C++ 2010 Redistributable — 10.0.40219.01;
— Microsoft Visual C++ 2017 Redistributable — 14.15.26706;
— Kpunrollpo CSP 5.0.
Hnst pyuxkmuonupopanust Ceppepa ympasieuusa B OC Astra Linux HeoOXoguMo HaJTHIHS
CIETYIONIMX KOMIIOHEHTOR cpe/ibl (PYHKITHOHHPOBAHHSA
— PostgreSQL (Bxogut B cocta OC);
— FTP-ceprep (Bxoaut B coctap OC);
— Kpunrollpo CSP 5.0.
3.8 IIK «C-Teppa Knuenr» Hcnomnenus 1 w Mcnonnenus 3 knacca zanutel KC1 moxer
(QYHKITHOHHPOBATH B BHPTYAIBHBIX Cpe/laxX ¢ MOCHSTHUMH YCTAHOBJICHHBIMH OOHOBICHHsIME 6e&3-

OIIaCHOCTH:
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— VMWare vSphere ESX1/ESX 6.7, 7.0,

- KVM: gemw/gemu-kvim 5.x, 6.x, 7.x;

— Microsoft Hyper-V Windows Server 2019;
— Proxmox VE 7.4;

— Astra Linux 1.7;

— IIK CB "Bbpect".

Ilpumeuanue. [lopAnok U CpoKH 3KCIUTyaTallHHM ONEPAI[MOHHBIX CHUCTEM, B Cpelleé KOTOPBIX
¢yukunonupyet IIK «C-Teppa Kimment», omnpeaessnores MpoH3BOJAUTSIIME ONEPALIHOHHBIX CH-
CTEM.

3.9 Vupasnenue [IK «C-Teppa Kinent» npouzpojiuTCs aJIMHHHCTpATOpPOM O€301acHOCTH
yiaaneHHo ¢ ucnodibzoeandeM [IK «C-Teppa I'CY». Bepeus 5.0 WM JIOKaJIBHO.

3.10 1IK «C-Teppa KnueHT» MOCTABAACTCA B BHIAS THCTPHOYTHBOB Ha oTaenbHOM CD-aucke
WM B DJISKTPOHHOM (popMe, IIPH pealu3alii Mep 3allMTLl OT IMOAMEHLI H MOAH(UKALHH, HAIPH-
Mep, B BHle (pafiiiop, 110/ IIIHCaHHBIX KBAIM(QHIIHPOBAHHOH 3JIEKTPOHHOH MOJIIHCHIO IPOHBBOJIUTEIS
CK3H, M koM, NOJUIMHHOCTE KOTOPOTO YCTAHABIMBAETCS Nepe/ayeil HapOUHbIM HA HOCHTE-
Je.

3.11 TIK «C-Teppa KauenT» HCIOIB3YeTCs A1 3alUTLI 0T HECAHKITHOHHPOBAHHOTO HOCTY-
1a K MHGOpMAIHH OIPaHHYSHHOTO JIOCTYIIA, He cojlepKamied CBe/IeHUH, COCTaBJISIFOIMMX TOCY 1ap-
creeHHYI0 Tainy. IIK «C-Teppa KnueHm» MoMxkeT IpUMEHATHCS:

— B 3HAYUMBIX o0beKkTax KpuTHUYecKoH nHbopmanmnonunoi undpactpykrypsl (KHH) o 1
KAaTerOpHH BKIOUYHTEILHO;

— B rocyjapcteeHHbIX HHpopMmanuoHHbix cucremax (I'MC) mo 1 kiacca 3amunmieHHOCTH
BKJIFOUHTEIJIBHO,

— B ABTOMATH3HUPOBAHHBIX CHCTEMAaX YIPABJIEHHs NPOU3BO/ICTBEHHBIMH H TeXHOJIOTHYE-
ckumH nponeccamu (ACY TII) no 1 knacca 3aliHNEHHOCTH BKJIFOYHTEIILHO,

— B HHGOpMAITHOHHBIX CHCTeMax niepcoHaTbHbIX JJaHHbIX (UCII/TH), obecnieunparomux 1,
2, 3 ¥ 4 YpOBHH 3alHIICHHOCTH NIePCOHATIBHBIX JAHHBIX;

— B HHGOPMAITHOHHBIX CHCTeMax o0mero moabzosanus (MCOII) IT kmaccea.

3.12 O6normennus 11K «C-Teppa KmueHT» 0CYMECTRISIOTCS COTMIACHO VCJIOBHIM HOTOBOPA O

MOCTABKE H TCXHHYCCKOTO COIIPOBOK/ICHHA.
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4 KOMILJIEKTHOCTD

4.1 IIK «C-Teppa KnuenT» nocrapygercs B CJIeYIOIMEM BHJIE:

1) muctpudyTuebl Ha CD-mHCKe, yKazaHHOM B Tabmuia 3; cocTaB JHCTPHOYTHBOB MPUBS-

nex B Tabmuna 4. JIucTpuOYTHBLI MOTYT HOCTABIATHCSA B HIISKTPOHHOM BH/IE,

2) KOMIUISKT JJOKYMEHTAIHH, YKazaHHb1i B TaGmuia 3.

4.2 JIns TIK «C-Teppa Knuent» BO3MOXKHBI cleyroNiHe KOMOWHAIIMH MPOTPAMMHBIX KOM-

IJICKCOB B pa3zHBIX HemoiHeHuax (Tadauma 3).

Tabmuia 3
Kom 1lopan
OdozHaueHue HaumenoBaHue qyecT il IIpuveuanue
yUeTHBbIH
B HOMep
IIK «C-Teppa Kimenr»
Henoomenue 1: «C-Teppa Kmmenr ST KC1»
IIporpaMmHuoe obecrieucHHe
JucTpHOYTHBEL:
RLKE.00035- [IK «C-Teppa Kinenr 1 RLKE.00035-01 1-11.zip
01 1-11 (Win) ST». Bepewmst 5.0 CD-nmuck «C-Teppa KiineHTy.
Bepcus 5.0
JucTpuOyTHBBI:
RLKE.00036-01 11.zip,
RLKE.00036-01 | LLE«C-Teppa LCY. 1 RLKE.00036-01 12.zip

Bepcus 5.0

CD-auck «C-Teppa Knuents.
Bepcus 5.0

Hcenosmenne 2: «C-Teppa Komenr ST

KC2»

JIucTpuOyTHBBI:

RLKE.00035- [IK «C-Teppa Kanent 1 RLKE.00035-01 1-11.zip

01 1-11 (Win) ST». Bepens 3.0 CD-auck «C-Teppa Kiauenm.
Bepcust 5.0
JucTpHOYTHREL:
RLKE.00036-01 11.zip,

REREDO086:01 | 1o Lopp Lo 1 RLKE.00036-01_12.zip

Bepcus 5.0

CD-nuck «C-Teppa KinenTy.
Bepcus 5.0

Henosmenue 3: «C-Teppa Kiment A ST KC1»

JucTpuGyTHBBI:
RLKE.00035- [IK «C-Teppa Kinenr 1 RILKE.00035-01 7-11.zip
01 7-11 (Linux) | ST». Bepcus 5.0 CD-nuck «C-Teppa KimeH».

Bepena 5.0

JucTpuGyTHBBI:
RLKE.00036-01 IIK «C-Teppa I'CV¥». 1 RLKE.00036-01 11.zip,

Bepcus 5.0

RLKE.00036-01 12.zip
CD-muck «C-Teppa KiimeHTy.




13
PJIKE.00038-02 30 01

| Bepcust 5.0

Henoomennie 4: «C-Teppa Kmnent A ST KC2»

RLKE.00035-
01 7-11 (Linux)

[IK «C-Teppa Kanent
ST». Bepens 3.0

JucTpuGyTHBBI:
RLKE.00035-01 7-11.zip
CD-auck «C-Teppa Kauenm.
Bepcust 5.0

RLKE.00036-01

IIK «C-Teppa I'CV¥».
Bepcus 5.0

JucTpHOYTHREL:
RLKE.00036-01 11.zip,
RLKE.00036-01 12.zip
CD-nmuck «C-Teppa KiinenTy.
Bepcus 5.0

Henosmenue 5: «C-Teppa Kimenr A ST KC3»

JucTpuGyTHBBI:
RLKE.00035- IIK «C-Teppa Kimenr 1 RLKE.00035-01 7-15.zip
01 7-15 (Linux) | ST». Bepcus 5.0 CD-muck «C-Teppa KiineH».
Bepena 3.0
JucTpuGyTHBBI:
RLKE.00036-01 11.zip,
RLKE.00036-01 gg)::;’ls"egpa L 1 RLKE.00036-01 12.zip
' CD-auck «C-Teppa Kauents.
Bepcna 5.0
KoMiuiekT TOKYMeHTAIMH
[TIK «C-Teppa Kanent
PJIKE.00035-01 ST». Bepens 3.0 Pvko- 1
92 01 BOJCTBO aIMHHHCTPATO-
pa (Mcnonuenns 1, 2)
[IK «C-Teppa Kanent
PJIKE.00035-01 ST». Bepens 5.0 Pvko- )
93 01 BOJCTBO MOJIL30BATEIIS
(Menonnenwus 1, 2)
IIK «C-Teppa Kinenr
PJIKE.00035-01 | ST». Bepcus 5.0 Pyxko- ! Ha mopTase www.doc.s-terra.ru
92 02 BOJCTBO aIMHHHCTPATO-
pa (Ucnmonuenus 3, 4, 5)
[TIK «C-Teppa Kanent
PJIKE.00035-01 ST». Bepens 3.0 Pvko- 1

93 02

BOJICTBO HOJIB30BATES
(Mcnonnenns 3, 4, 5)

PJIKE.00036-01
9201

IIK «C-Teppa I'CV¥».
Bepcus 5.0. Pykopoa- 1
CTBO aJMHHHCTpaTOpa

PJIKE.00038-02
3001

[TIK «C-Teppa Kanent».
Bepcus 5.0. @opmymsp 1
(OCTOK Poceun)

B negatHoM BHJE
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Komnus ceptudukarta co-
otBeTeTBUA ODCTOK
Poccun na IIK «C-Teppa
Kimment». Bepcus 5.0

B negatHoM BHJE

JIuneH3us Ha UCTIOJIB30-
Banue [IK «C-Teppa 1
KimmenT». Bepeus 5.0

B negatHoM BHJE

JIuneH3us Ha UCTIOJIB30-
Banue IIK «C-Teppa 1
I'CY». Bepcus 5.0

B negatHoM BHJE

Ilpumeuanne: koMruiekTHOCTh MenonHeHHH 1K «C-Teppa Knment» ¢ oqWHAKOBBIMH JHC-

TpUOYTHBAMH pazIidaeTcs MOCTABNgeMol THIeH3HeH U cepTrdukatom OCh.

Tatmuua 4
JAUcTpHOYTHB Cmcox daiimon Onucanue
C-Teppa Kimuenr
RLKE.00035- WINDOWS
01 1-11.zip VPN CLIENT ADMIN.cab ApPXUB ¢ aJIMUHUCTPATUBHBIM I1a-
ketoM S-Terra Client AdminTool
VPN CLIENT ADMIN.msi Qaiin yetanoepmuka Windows s
S-Terra Client AdminTool
veredist x64.exe JHucTpHOYTHB ¢ CHCTeMHBIMH OHO-
JHOTEKAMH
setup.exe Yeranosounsii daitn S-Terra Cli-
ent AdminTool
version.txt Daii, comeprKaui HoMep COOpPKH
setup.ini BenomorarenbHbli dhaii s set-
up.exe
hashes Daiin, cogepIKaui KOHTPOJIbLHbBIS
cyMMBI aitnos nucTpuOyTHRA
RLKE.00035- ASTRA 1.7.3
01 7-11.zip for-clienta.d Karanor BcnioMorare/ibHbIX CKPHII-

TOB JJII HHCTAJLUIAIHAHN IIPOAYVKTA

debconf-configure-clienta.sh

Cxpunt koHpUTrypalHH napamer-
POB IIpOAYKTa

install-clienta.sh

CKpHIT HHCTALIALHH [IPOTYKTa

sterra-digsig-agent-5.0_5.0.30000 all.deb

[TakeT yCTAHOBKH M pEeTHCTpAITHH
MyOJHYHBIX KIII0UCH KoMmaHuH «C-
Teppa CuDclln » mus npoepku
D11 menoausaeMeIx daiinos gopma-
ta ELF B pexxume zamMkHyTOH TIpo-
IPAMMHOMN cpe/ibl

sterra-vpnclient-
astral.7.3 5.0.26871st amd64.deb

JIHCTpUOY THE MOJTYJIA LIPOYKTA

sterra-vpnclient-classfeature-linksverify-
enable-

JueTpuGyTHB MOIYIIA MIPOAYKTA
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astral. 7.3 5.0.26871st amd64.deb

sterra-vpnclient-linksverify-
astral.7.3 5.0.26871st amd64.deb

JueTpuOY THB MOV IPOAYKTA

sterra-vpndrvr-5.15.0-33-generic-
astral.7.3 5.0.26871st amdo64.deb

[Taket apatiBepos ama OC Astra
Linux 1.7 siapa generic BepCeHH
5.15.0-33

sterra-vpndrvr-5.15.0-33-hardened-
astral.7.3 5.0.26871st _amdo64.deb

[laker ppatiBepos ama OC Astra
Linux 1.7 sapa hardened Bepcuu
5.15.0-33

sterra-vpndrvr-common-
astral.7.3 5.0.26871st amdo64.deb

JIHeTpUOY THE MOJTYJIS HIPOIYKTA

ASTRA 1.7.

S.16

for-clienta.d

Katajor BcrioMoraTe/IbHBIX CKpHII-
TOB JJIA HHCTAJUIAIHAH TMTPOAYKTA

debconf-configure-clienta.sh

Cxpunr koHduUrypanuu napamer-
POB IPOAYKTA

install-clienta.sh

CKpHUIIT HHCTAUTHIHA TIPOJTYKTA

sterra-digsig-agent-5.0 5.0.30000 all.deb

ITakeT yCTAaHOBKH M perHCTpalluH
nyOJIHIHBIX KITFOUeH koMmaHuu «C-
Teppa CuDclln » Ut npoBepku
OII uenonuseMbix gatinoe gopma-
Ta ELF B pekuMe 3aMKHYTOH TIpo-
TpaMMHOHN cpeabl

sterra-vpnclient-
astral.7.5.16 5.0.26871st amd64.deb

JueTpuOY THB MOV IPOAYKTA

sterra-vpnclient-classfeature-linksverify-
enable-
astral.7.5.16 5.0.26871st amd64.deb

JMeTpuOY THB MOV IPOAYKTA

sterra-vpnclient-linksverify-
astral.7.5.16 5.0.26871st amd64.deb

JueTpuOY THB MOV MIPOAYKTA

sterra-vpndrvr-5.4.0-162-generic-
astral.7.5.16_5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.5.16 gnapa generic BepcHH
5.4.0-162

sterra-vpndrvr-5.4.0-162-hardened-
astral.7.5.16_5.0.26871st_amd64.deb

[Taker npatieepor jura OC Astra
Linux 1.7.5.16 sinpa hardened pep-
cud 5.4.0-162

sterra-vpndrvr-5.10.190-1-generic-
astral.7.5.16_5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.5.16 sinpa generic epcuu
5.10.190-1

sterra-vpndrvr-5.10.190-1-hardened-
astral.7.5.16 5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.5.16 snpa hardened pep-
cul 5.10.190-1

sterra-vpndrvr-5.15.0-83-generic-
astral.7.5.16_5.0.26871st amd64.deb

Ilaket ppatiBepoB qma OC Astra
Linux 1.7.5.16 sinpa generic epcuu
5.15.0-83

sterra-vpndrvr-5.15.0-83-hardened-
astral.7.5.16 5.0.26871st amd64.deb

[Taker npatieepos jurt OC Astra
Linux 1.7.5.16 sagpa hardened sep-
cuH 5.15.0-83

sterra-vpndrvr-6.1.50-1-generic-

Ilaker apatiBepos s OC Astra
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astral.7.5.16 5.0.26871st amd64.deb

Linux 1.7.5.16 simpa generic BepcHA
6.1.50-1

sterra-vpndrvr-common-
astral.7.5.16 5.0.26871st amdo64.deb

JMeTpuOY THB MOV IPOAYKTA

ASTRA 1.7.6.11

for-clienta.d

Katanor scmoMoratTeILHEBIX CKpPHII-
TOB JJISI HHCTAJUIAIHAHA IIPOOYVKTA

debconf-configure-clienta.sh

Cxpunt koHGHUTYpalHy apaMeT-
pPOB IPOAYKTA

install-clienta.sh

CKpUNT HHCTAULSITHHA IPOIVKTA

sterra-digsig-agent-5.0 5.0.30000 all.deb

IlakeT yCTAaHOBKH M peTrHCTPAIIUH
MyOJHYHBIX KITFOUCH KoMmaHHH «C-
Teppa CuDcllu » ans npopepku
DIl ucnonusgemMbix aitnos popma-
Ta ELF B pexxuMe 3aMKHYTOH TIpo-
TpaMMHOHN cpeabl

sterra-vpnclient-
astral.7.6.11 5.0.26871st amd64.deb

JueTpuOY THB MOV IPOAYKTA

sterra-vpnclient-classfeature-linksverify-
enable-
astral.7.6.11 5.0.26871st amd64.deb

JMeTpuOY THB MOV IPOAYKTA

sterra-vpnclient-linksverify-
astral.7.6.11 5.0.26871st amd64.deb

JueTpuGy THB MOV MIPOAYKTA

sterra-vpndrvr-5.4.0-186-generic-
astral.7.6.11 5.0.26871st amd64.deb

[laker apatisepos a1 OC Astra
Linux 1.7.6.11 simpa generic BepcHA
5.4.0-186

sterra-vpndrvr-5.4.0-186-hardened-
astral.7.6.11_5.0.26871st_amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.6.11 sinpa hardened eep-
cud 5.4.0-186

sterra-vpndrvr-5.10.216-1-generic-
astral.7.6.11 5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.6.11 simpa generic BepcHA
5.10.216-1

sterra-vpndrvr-5.10.216- 1-hardened-
astral.7.6.11 5.0.26871st amd64.deb

[Taker npaiigepos jura OC Astra
Linux 1.7.6.11 snpa hardened pep-
cul 5.10.216-1

sterra-vpndrvr-5.15.0-111-generic-
astral.7.6.11 5.0.26871st amd64.deb

Ilaker ppatisepos a1 OC Astra
Linux 1.7.6.11 simpa generic BepcHA
5.15.0-111

sterra-vpndrvr-5.15.0-111-hardened-
astral.7.6.11 5.0.26871st amd64.deb

[Taket apatiBepos ama OC Astra
Linux 1.7.6.11 snpa hardened pep-
cud 5.15.0-111

sterra-vpndrvr-6.1.90-1-generic-
astral.7.6.11_5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.6.11 sinpa generic pepcuu
6.1.90-1;

sterra-vpndrvr-common-
astral.7.6.11 5.0.26871st amdo64.deb

JIMeTpUOY THE MOJTYJIS LIPOJYKTA

ASTRA 1.7.6.15

for-clienta.d

Karanor scmoMorarennHBIX CKpHII-
TOB JJII HHCTAJUIAIHAHN IIPOOYKTA

debconf-configure-clienta.sh

Cxpunt koHpHUTYpalluy IapaMeT-
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POB MPOAYKTA

install-clienta.sh

CKpUNT HHCTAUISIIHHA POIVKTA

sterra-digsig-agent-5.0 5.0.30000 all.deb

ITakeT yCTAaHOBKH M perucTpalluy
MyOJHYHBIX KIIIOUCH KoMmaHul «C-
Teppa CuDcllu » ansg npopepknu
OII uenonuseMeix gatinoe gopma-
ta ELF B pexxume zamMmkHyTOH 1Ipo-
TPAMMHOMN Cpe/ibl

sterra-vpnclient-
astral.7.6.15 5.0.26871st amd64.deb

JIHeTpUOY THE MOJTYJIS HIPOIYKTA

sterra-vpnclient-classfeature-linksverify-

enable-
astral.7.6.15 5.0.26871st amd64.deb

JIHcTpUOY THE MOJTYJIS LIPOIYKTA

sterra-vpnclient-linksverify-
astral.7.6.15 5.0.26871st amd64.deb

JueTpuOy THE MOJTIYJIA IPOAYKTA

sterra-vpndrvr-5.4.0-186-generic-
astral.7.6.15 5.0.26871st amd64.deb

[laket apatisepos ama OC Astra
Linux 1.7.6.11 simpa generic BepcHA
5.4.0-186

sterra-vpndrvr-5.4.0-186-hardened-
astral.7.6.15_5.0.26871st_amd64.deb

[laket apatiBepos i OC Astra
Linux 1.7.6.15 sinpa hardened eep-
cud 5.4.0-186

sterra-vpndrvr-5.10.216-1-generic-
astral.7.6.15 5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.6.15 sanpa generic pepcuu
5.10.216-1

sterra-vpndrvr-5.10.216-1-hardened-
astral.7.6.15_5.0.26871st_amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.6.15 sinpa hardened pep-
cul 5.10.216-1

sterra-vpndrvr-5.15.0-111-generic-
astral.7.6.15 5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.6.15 sinpa generic BepcHA
5.15.0-111

sterra-vpndrvr-5.15.0-111-hardened-
astral.7.6.15_5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7.6.15 sinpa hardened pep-
cud 5.15.0-111

sterra-vpndrvr-6.1.90-1-generic-
astral.7.6.15_5.0.26871st amd64.deb

[laker ppatiBepos a1 OC Astra
Linux 1.7.6.15 sinpa generic epcuu
6.1.90-1;

sterra-vpndrvr-common-
astral.7.6.15 5.0.26871st amdo64.deb

JIHeTpUOY THE MOJTYJIS IPOJYKTA

ASTRA 1.

8.3.8

for-clienta.d

Katanor scmoMorareILHBIX CKpPHII-
TOB JJIA HHCTAJUIAIHAHN TITPOAYKTA

debconf-configure-clienta.sh

Cxpunr koHpUTrypalHH napamer-
POB IPOAYKTA

install-clienta.sh

CKpUIIT HHCTAUTHIHHA TIPOJTYKTa

sterra-digsig-agent-5.0_5.0.30000 all.deb

ITakeT YCTAHOBKH W perHCTpallii
nyOJIHIHBIX KITFOUeH koMmaHuH «C-
Teppa CuDclln » a5 nposepku
OIl nenomuaeMbIxX datinoe gopma-
ta ELF B pexxume zamMmkHyTOH 1Ipo-
TPAMMHOMN Ccpe/ibl

sterra-vpnclient-

JIHCTpUOYTHB MOJTYJIS IPOJIYKTA
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astral . 8.3.8 5.0.26871st amdé4.deb

sterra-vpnclient-classfeature-linksverify-
enable-
astral.8.3.8 5.0.26871st amd64.deb

JueTpuOYTHB MOIYIIA MIPOAYKTA

sterra-vpnclient-linksverify-
astral.8.3.8 5.0.26871st amd64.deb

JueTpuOy THB MOV MIPOAYKTA

sterra-vpndrvr-5.15.0-33-generic-
astral.8.3.8 5.0.26871st amd64.deb

[laker ppatiBepos ama OC Astra
Linux 1.8 sijipa generic BepcHH
5.15.0-33

sterra-vpndrvr-common-
astral.8.3.8 5.0.26871st amdé64.deb

JIHeTpUOY THE MOJTYJIS HIPOIYKTA

ASTRA 1.8.4.48

for-clienta.d

Katanor scmoMoraTeILHEBIX CKPHII-
TOB JJIA HHCTAJUIANHAN TTPOAYKTA

debconf-configure-clienta.sh

Cxpunr koHpUTrypalHH napamer-
POB IPOAYKTA

install-clienta.sh

CKpHIT HHCTALIALHH [IPOIYKTA

sterra-digsig-agent-5.0_5.0.30000 all.deb

[TakeT yCTAHOBKH M pEeTHCTpAITHH
nyOIIHIHBIX KITFOUeH koMmaHuu «C-
Teppa CuDclln » a5 nposepku
D11 menoauseMeIx daiinos gopma-
Ta ELF B pekuMe 3aMKHYTOH TIpo-
TpaMMHOHN cpeabl

sterra-vpnclient-
astral.8.4.48 5.0.26871st amd64.deb

JueTpuOY THB MOV IPOAYKTA

sterra-vpnclient-classfeature-linksverify-

enable-
astral.8.4.48 5.0.26871st amdo64.deb

JMeTpuOy THB MOIYJIA MIPOAYKTA

sterra-vpnclient-linksverify-
astral.8.4.48 5.0.26871st amd64.deb

JIMeTpUOY THE MOJTYJIA LIPOJYKTA

sterra-vpndrvr-5.15.0-33-generic-
astral.8.4.48 5.0.26871st amd64.deb

[laket ppatiBepos ama OC Astra
Linux 1.7 siapa generic BepCHH
5.15.0-33

sterra-vpndrvr-common-
astral.8.4.48 5.0.26871st amdo64.deb

JIHcTpUOY THE MOJTYJIS LIPOIYKTA

ASTRA 1.8.5.46

for-clienta.d

Karanmor scmoMoraTenbHEIX CKpHII-
TOB JJIA HHCTAJUIAIHH TTPOJAYKTA

debconf-configure-clienta.sh

Cxpunt koHpHUIypal|H napamer-
POB IPOAYKTA

install-clienta.sh

CKpHIT HHCTAUIALHH [IPOIYKTA

sterra-digsig-agent-5.0 5.0.30000 all.deb

[TakeT yCTAHOBKH H pETHCTpAITHH
nyOIIHIHBIX KITFOUeH KoMmaHuu «C-
Teppa CuDcllu » ansg npopepknu
D11 menomuaeMbIx daiinos gopma-
Ta ELI B poknuMe 3aMKHYTOH TIpo-
TpaMMHOH Cpe bl

sterra-vpnclient-
astral.8.5.46 5.0.26871st amdo64.deb

JIHCTpUOYTHE MOJTYJIA TIPOAYKTA

sterra-vpnclient-classfeature-linksverify-

JIHCTpUOY THB MOJTYJIS IPOIYKTA
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enable-
astral.8.5.46 5.0.26871st amdo64.deb

sterra-vpnclient-linksverify-
astral.8.5.46 5.0.26871st amd64.deb

JMeTpuOY THB MOV IPOAYKTA

sterra-vpndrvr-6.1.158-1-generic-
astral.8.5.46 5.0.26871st amd64.deb

[laket apatiBepos i OC Astra

Linux 1.7 sigpa generic BepcHH
6.1.158-1

sterra-vpndrvr-common-
astral.8.5.46 5.0.26871st amdo64.deb

JIHCTpUOY THE MOJTYJIA LIPOYKTA

RILKE.00035-
01 7-15.zip

ASTRA 1.7.3

for-clienta.d

Kartanmor scrmoMorarenbHEIX CKpHII-
TOB JJIA HHCTAJUTAITHHW TTPOJAYKTa

debconf-configure-clienta.sh

Cxpunt kKoHPHUTYpaluy MapaMeT-
POB MPOYKTA

install-clienta.sh

CKpHIT HHCTAUIALHH [IPO/IYKTa

sterra-digsig-agent-5.0_5.0.30000 all.deb

[TakeT ycTAHOBKH H pETHCTpAITHH
nyOIHIHBIX KITHOUeH koMmaHuH «C-
Teppa CuDcllu » qs nposepku
O11 uenoauseMbIx daiinos gopma-
Ta ELI B peskuMe 3aMKHYTOH TIpo-
TpaMMHOHN cpeapl

sterra-vpnclient-
astral.7.3 5.0.26871st amd64.deb

JueTpuGy THB MOV MIPOAYKTA

sterra-vpnclient-classfeature-linksverify-
enable-
astral.7.3 5.0.26871st amd64.deb

JueTpuOY THB MOIYIIS IPOAYKTA

sterra-vpnclient-linksverify-
astral.7.3 5.0.26871st amd64.deb

JIHcTpUOY THE MOJTYJIS LIPOIYKTA

sterra-vpndrvr-5.15.0-33-generic-
astral.7.3 5.0.26871st_amdo64.deb

[Taker npatieepos jura OC Astra
Linux 1.7 sijpa generic BepcHH
5.15.0-33

sterra-vpndrvr-5.15.0-33-hardened-
astral.7.3 5.0.26871st amd64.deb

[laket ppatiBepos a1 OC Astra
Linux 1.7 gaapa hardened pepcun
5.15.0-33

sterra-vpndrvr-common-
astral. 7.3 5.0.26871st amd64.deb

JIMeTpUOY THE MOJTYJIS TIPOIYKTA

ASTRA 1.7.6.15

for-clienta.d

Karanor ecmoMoraTenbHEIX CKpHII-
TOB JIJIA HHCTAJUIAIIHW TTPOJAYKTA

debconf-configure-clienta.sh

Cxpunt koHpUTIypalMH napamer-
pPOB IPOAYKTA

install-clienta.sh

CKpUNT HHCTALUIAIHHA POIVKTA

sterra-digsig-agent-5.0_5.0.30000 all.deb

[TakeT yCTAHOBKH H PeTrUCTpaITHH
MyOJHYHBIX KIIIOUCH KoMmaHHH «C-
Teppa CuDcllu » ansg npopepknu
O11 menoauaeMbIx daiinos gopma-
Tta ELF B pexxume zaMkHYyTOH 1Ipo-
IPaMMHOHN cpeibl

sterra-vpnclient-
astral.7.6.15 5.0.26871st amd64.deb

JueTpuOY THB MOV IPOAYKTA
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sterra-vpnclient-classfeature-linksverify-

enable-
astral.7.6.15 5.0.26871st amdo64.deb

JueTpuOY THB MOV IPOAYKTA

sterra-vpnclient-linksverify-
astral.7.6.15 5.0.26871st_amd64.deb

JIHcTpUOY THE MOJTYJIS LIPOIYKTA

sterra-vpndrvr-5.4.0-186-generic-
astral.7.6.15_5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7 sijpa generic BepcHH
5.4.0-186

sterra-vpndrvr-5.4.0-186-hardened-
astral.7.6.15 5.0.26871st amd64.deb

[Taker npatieepos jurt OC Astra
Linux 1.7 sipa hardened Bepcuu
5.4.0-186

sterra-vpndrvr-5.10.216-1-generic-
astral.7.6.15_5.0.26871st amd64.deb

Ilaket apatiBepos s OC Astra
Linux 1.7 sapa generic BepcHH
5.10.216-1

sterra-vpndrvr-5.10.216-1-hardened-
astral.7.6.15 5.0.26871st amd64.deb

[laker apatisepos a1 OC Astra
Linux 1.7 sipa hardened Bepcuu
5.10.216-1

sterra-vpndrvr-5.15.0-111-generic-
astral.7.6.15_5.0.26871st_amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7 sigpa generic BepcHH
5.15.0-111

sterra-vpndrvr-5.15.0-111-hardened-
astral.7.6.15 5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7 sipa hardened Bepcuu
5.15.0-111

sterra-vpndrvr-6.1.90-1-generic-
astral.7.6.15 5.0.26871st amd64.deb

[Taker npatieepos jura OC Astra
Linux 1.7 siapa generic BepcHH
6.1.90-1

sterra-vpndrvr-common-
astral.7.6.15 5.0.26871st amdoé4.deb

JueTpuGy THB MOV MIPOAYKTA

ASTRA 1.

8.3.8

for-clienta.d

Katanor scmoMorarenbHEBIX CKPHII-
TOB JJIA HHCTAJUIAIHAY TITPOAYKTA

debconf-configure-clienta.sh

Cxpunr koHpUTrypalHH napamer-
POB IIpOAYKTA

install-clienta.sh

CKpUNT HHCTAUISITNHA POIVKTA

sterra-digsig-agent-5.0_5.0.30000 all.deb

[TakeT yCTAHOBKH H pETrHCTpaIlHH
MyOJHYHBIX KITFOUCH KoMmaHHH «C-
Teppa CuDcllu » ans npopepku
O11 uenoauseMbIx daiinos gopma-
ta ELF B pexxume zaMkHyTOH TIpO-
TPAMMHOMN cpe/ibl

sterra-vpnclient-
astral.8.3.8 5.0.26871st amd64.deb

JIMeTpUOY THE MOJTYJI TIPOIYKTA

sterra-vpnclient-classfeature-linksverify-
enable-
astral . 8.3.8 5.0.26871st amd64.deb

JIHCTpUOY THE MOJTYJIA LIPOYKTA

sterra-vpnclient-linksverify-
astral.8.3.8 5.0.26871st amd64.deb

JIHcTpUOY THE MOJTYJIS IPOJYKTA

sterra-vpndrvr-5.15.0-33-generic-
astral.8.3.8 5.0.26871st amd64.deb

Ilaket npatieepor qma OC Astra
Linux 1.7 sijpa generic pepcHH
5.15.0-33

sterra-vpndrvr-common-

JIHCTpUOYTHB MOJTYJIS IPOJIYKTA
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astral . 8.3.8 5.0.26871st amdé4.deb

C-Teppa I'CV
RLKE.00036- setup.exe Yeranosounsli daiin [1K «C-
01 11.zip Teppa ICY»
(Win) setup.ini Benomoratensuelit (aiin aua set-
up.exe
upensj setup.exe YeTanoBouHbIH (aitn yiaaeHHOH
koHcon CepBepa yIpaBIeHHUs
upensj setup x64.exe YeTanoBoUHBIH (aiin yiaaeHHOH
koHcoun CepBepa ylpaBIeHUs
updater server.cab Apxue dainor Cepsepa ymnpaeie-
HHS
updater server.msi @aiin yeranoemuka Windows s
Cepeepa yupapJieHus
version.txt Daiin, comepiKauid HoMep COOpPKH
11K
Others YeTanoBouHbIe (paibl KOMITOHCH-
TOB cpe/ibl hyHKIHMOH. (Java,
FileZilla, OpenSSI1., PostgreSQIL.,
UPMSCA, VCRedist), Kinuentsi
VIIpapiIeHUs, Gaiyl HHCTAIUISIIHH.
upagents Daiinel KniweHnTa yripapiieHHs
RLKE.00036- ASTRA 1.7
01 12.zip setup.sh Veranopounsiit daiin ITK «C-Teppa
(Astra Linux) I'C¥». Bepens 5.0
unsetup.sh JIeHHC TAIUIIHOHHBIH (a1

upensj 5.0.26871 amd64.deb

VeranopouHbli (aiii yIalcHHOH KOH-
cosu Cepeepa yIpaBJICHHS

upensj-web 5.0.26871 amd64.deb

VeranopouHbld (aiin yIalcHHOH KOH-
comu Ceprepa yrpaBieHus (Bed-
BEPCHS)

updigsie 5.0.26871.deb

vpnupagents 5.0.26871.deb

Qaiel KTHEHTOB yIipaBicHHS

vpnupserver 5.0.26871 amd64.tgz

Apxup daiuios Cepeepa YUPaB/ISHH

Others

Veranopounsie (haiiibl KOMIOOHSHTOB
cpensl GyHrHonupoaHusa (Java)

ASTRA 1.8
setup.sh Veranopounsiit daiin ITK «C-Teppa
I'CY». Bepcua 5.0
unsetup.sh JIeHHC TAIUISIMOHHBIH (a1

upensj 5.0.26871 amd6o4.deb

VeranopouHsld aiin yialcHHOH KOH-
cormd Ceprepa YIpaRIcHUS

upensj-web 5.0.26871 amd64.deb

VeranopouHsli (aiin yaTeHHOH KOH-
comu Ceprepa ympaBieHus (Bed-
BCPCHSA)

updigsig 5.0.26871.deb

vpnupagents 5.0.26871.deb

Daiinp KIHEHTOR YIIpaRISHHS

vpnupserver 5.0.26871 amd64.igz

Apxue daiuios Cepeepa YUpaBJISHHS

Others

Veranopounsie Gaiiibl KOMIOHSHTOB
cpensl pyHKIHOHHpOoBaHug (Java)




22
PJIKE.00038-02 30 01

4.3 KoHTpOJIbHBIE CYMMBI JHCTPHUOYTHBOB TIipuBe/ieHbl B Tabimna 5.

Tabmwura 5

Karanor ¢ qucTpudyrusamMu

KounrpoabHasa cymma daiisia
AHCTPHOYTHBA, NOACUYHTAHHAS N0
anmroputmy 'OCT P 34.11-2012 ¢

HCTOJIB30BAHHEM YTHIMTHI stverify

KonTpoasHas cymma daiiia
AMCTPUOYTHBRA, MOJACYHTAHHAA 110
anroputmy I'OCT P 34.11-2012
(256 ouT) € HCNOJIL3OBAHHEM
«DPHUKC»

Hemomuennie 1: «C-Teppa Kmuent ST KC1»

RLKE.00035-01 1-11.zip
RLKE.00036-01_11.zip
RLKE.00036-01 12.zip
hashes

F935CD2F6AETEC99A2543 AOSFFE966DACOAFS
E63CO7FCOC81CEDO8256EBET125

A0LA2195C46EBDS00E3A7IE858B3B4F449C095
B9E3BE7311A1995722C6A64D70

1F322D3B9AFBBDSE4557 A4C5F04DFS9825B39C
0844DB1341B52B9BD3E6EL4977F

F935CD2F6 AETEC99A2543 A0SFFE966DA
COAFSE63C97FCOC81CEDO8256EBET125

AO0LA2195C46EBDY00E3 A71E858B3B4F44
9CO095BSE3BET311A1995722C6A64D70

1F322D3B9AFBBDSE4557A4C5F04DF982
5B39C0844DB1341B52BSBD3E6EL14977F

Henommenme 2: «C-Teppa Kiment ST KC2»

RLKE.00035-01 1-11.zip
RLKE.00036-01 11.zip
RLKE.00036-01 12.zip
hashes

F935CD2F6AETEC99A2543 A0SFFE966DACOAFS
E63COTFCOC8ICEDOS256EBET125

A01A2195C46EBDS00E3AT1ES58B3B4F449C095
B9E3BE7311A1995722C6A64D70

1F322D3B9AFBBDSE4557 A4C5F04DF9825B39C
0844DB1341BS2BIBD3E6EL14977F

F935CD2F6AETEC99A2543 A0SFFES66DA
COAFSE63CO7FCOC81CEDOS256EBET125

A01A2195C46EBD9Y00E3 A71ES858B3B4F44
9CO095BYE3BE7311A1995722C6A64D70

1F322D3B9AFBBDSE4557A4C5F04DF982
5B39C0844DB1341B52B9BD3EGE14977F

Henomenue 3: «C-Teppa Kimentr A ST KC1»

RLKE.00035-01 7-11.zip
RLKE.00036-01 11.zip
RLKE.00036-01 12.zip
hashes

886DF ADCD63 A12092557D3 A351ESA9275F7BO4]
52F8425D415267657E3TFB1504

A01A2195C46EBDY00E3AT1ESS8B3B4F449C095
BY9E3BE7311A1995722C6A64D70

1F322D3B9AFBBDSE4557 A4C5F04DFS825B39C
0844DB1341B52B9BD3E6E14977F

886DFADCD63A12092557D3A351ESA927
SF7B0452F8425D415267657E37FB1504

A01A2195C46EBDO00E3 A71E858B3B4F44
9C095BSE3BE7311A1995722C6A64D70

1F322D3B9AFBBDSE4557A4C5F04DEF982
5B39C0844DB1341B52BSBD3ESEL4977F

Henmomuenue 4: «C-Teppa Kmiuent A ST KC2»

RLKE.00035-01 7-11.zip
RLKE.00036-01 11.zip
RLKE.00036-01 12.zip
hashes

886DF ADCD63 A12092557TD3A35S1ESA9275F7BO4
52F8425D415267657E3TFB1504

A01A2195C46EBDY00E3AT1ES58B3B4F449C095
B9E3BE7311A1995722C6A64D70

1F322D3BOAFBBDSEASS7 A4C5F04DF9825B39C
0844DB1341B52B9BD3E6E14977F

886DFADCD63A12092557D3 A351ES5 A927
SF7B0452F8425D415267657E37FB1504

A01A2195C46EBDO00E3 A71E858B3B4F44
9CO095BSE3BET311A1995722C6A64D70

1F322D3B9AFBBDSE4557A4C5F04DE982
5B39C0844DB1341B52BSBD3E6EL4977F

Hcenommenne 5: «C-Teppa Kimenr A ST KC3»

RLKE.00035-01 7-15.zip
RLKE.00036-01 11.zip
RLKE.00036-01 12.zip
hashes

TBCASSTES14DB3AS7977EIFES005CF AASES6D
EA1CA76F84772EB755206BEE340

A01A2195C46EBDS00E3AT1ES58B3B4F449C095
BY9E3BE7311A1995722C6A64D70

1F322D3B9AFBBDSE4557 A4C5F04DF9825B39C
0844DB1341B52B9BD3E6E14977F

TBCASSTES14DB3AS7977E1FES00SCFAA
SE96DEALCAT6F84772EB755206BEE340

A01A2195C46EBDO00E3 A71E858B3B4F44
9CO095BYE3BE7311A1995722C6A64D70

1F322D3B9AFBBDSE4557A4C5F04DF982
5B39C0844DB1341B52B9BD3EGE14977F

Ilpumveuanne: Kontponphpie cyMMbl daiioB qUCTpUOYTHRA MOACUMTAHBI MO ANTOPHTMY

I'OCT P 34.11-2012 ¢ uenonproBaHHeM YTHIMTH stverify (stverify -mk RLKE.00035-01 1-

11.zip -alg GR3411 2012 256 -inverted halfbytes 0), BXOJsIIEeH B COCTaB NPOAYKTa, H

ceprudunuporantoit [lporpammel GHUKCAIIHH U KOHTPOJS UCXOJHOTO COCTOSIHHS IMPOTPAMMHOTO

koMminiekca «DOHKC»

Bepcur 2.0.2 (AO «lIbH-cepBHC»;, perucTpamuoHnsiii Homep POCC
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RU.01.05014.011309; ceprudmrar cooreetctBuss GCTIK Poccuu Ne5014 or 18 nexabps 2025 r.;
CpoK aeicTBHA cepTHdHKaTa 18 gexabpst 2030 r.;, cepTudHuEporal B cucteMe ceptudukanun C31U
o TpebosanuaM OezomacHocTH HHpopMariuu NePOCC RU.0001.01EH00).

KoHTpollbHBIE CYMMBI JUJId UCTIONHsIeMBIX (aliios, nojcuntandsie o atroputmy ['OCT P
34.11-2012 ¢ ucnonbzopanrem yTuiuThl stverify u ceprudunmuporannoii [Iporpammer hukcanuu u
KOHTPOJIA HCXOAHOTO COCTOAHUS MporpaMMHoro komiiekca «PHKC» Bepcun 2.0.2 (AO «IIBH-
CepBHCY», peTHcTpanmoHHBIH HoMmep POCC RU.01.05014.011309; cepTtHdHKAT COOTBETCTBHSA
OCT3IK Poccun Ne5014 ot 18 nexalbpsa 2025 r.; cpok aeticteus ceprudukara 18 nexabpa 2030 r.;
cepruduuupoBaH B cucreme ceprudukanud C3H no tpeGopaHusM OezonacHOCTH HHPOPMAIIHH
NoePOCC RU.0001.01BEHM00), mpurenenst B llpunoxkenun 1 k Qopmyaspy.

Ilepedens 2aMMCTBOBAHHBIX IPOrPAMMHBIX KOMIIOHCHTOB ¢ OTKPBITBIM HCXOJHBIM KOJIOM

npuseacH B [punoxenun 2 Kk QopMyIsapy.
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5 TAPAHTUHHBIE OBA3ATEJILCTBA

5.1 lapanTuiiHple 00SA3aTS/IBCTBA MPSANPHUITHI-AITOTOBHTE/S (MOCTABIHKA) H3JIOKCHBI B
«JIunemnonnom Cornamenuu o mpape noab3zoBaHus «llporpammubiM komiwiekcoM «C-Teppa
Kimmen:. Bepenst 5.0» npouspojictea OO0 «C-Teppa Cudelluy.

5.2 CormacHo JIunenznonHomy Cornamenuro Koneunomy Ilonk3opaTesto npeocTaBisiOTCA
OTpaHHYCHHBIC TAPAHTHH, COCTOSMMUE B TOM, UTO:

5.2.1 B cnmyyae, ecid B xo/¢ akcnnyaranud [Iporpamyuoro komiuiekca IoneunsiM 1lomn3o-
BarelieM WIH JIFOOBIM TPeTEUM JuloM OyaeT obHapy:xkeHa Kpuruunas IIpoGnema, [Ipouzsoguteis
(000 «C-Teppa CuDclluy) obecreunpaer:

a) uadopmMupoparme nocTynHbIME criocobamu Koneunoro IosnpzoBatens o cynecTBOBAHUH

Kputnunoii IIpoGiemel H 0 cmocobax ee yCTpaHCHHST,

0) OecIUTaTHOS MPeIOCTABJICHHE OOHORICHUH NporpaMMuoro obecnieuenust [Ipoussoaurtens

[IporpaMMHOTO KOMILIEKE, B KOTOPBIX veTpaHeHsl Kputnansie [IpodieMsl.

[pumeuanme 1. IapanTuitnoe obsarenseTBo 5.2.1 GasupyeTes Ha CICAVIOMESM OIpeaeIie-

uun: Kpurtnunag [IpoGiema zakmodaercsd B ToM, 49To IIporpaMMHBIH KOMITIEKC, BCJIECTBHE ONTHG-
KH B MPOrpaMMHOM o0ecTieUeHHH, He BBIMOJIHIET OCHOBHBbIE (YHKITHH $e20MacHOCTH, 2 HMEHHO -
mudposanue TpaGuKa U KOHTPOJL AOCTYIIA, UYTO MPHBOINUT K HapyIIeHHIo Oe3omacHocTH ceTu Ko-
uneunoro [lompzopatens.

HDHMe[IaHHe 2. OBHoBIEHUS nporpamMMHOIO o0ecIe4eHHs B COOTBETCTBHH < FapaHTHﬁHLIM

oOsmaTenncTBOM 11.5.2.10) mpemoctaBisroTes mo zamnpocy Koneunoro Ilombzoparens M mo Mepe
pazpaboTKH 0OHOBJICHHI.

5.2.2 Ecmu Koneunnrit [lonnzoparens oOHapy:KUT B TeucHue 90 (meBsHOCTa) MHEH co qHA
noctaeku «IIporpammuoro komiuiekca C-Teppa Knuent. Bepenst 5.0» nedexts B coctaBe ungop-
MAITHOHHBLIX HOCHTEJIEH WM HEKOMIUIGKTHOCTh [IporpaMMHOIO KOMIUIEKCa, TO HH(POPMAITHOHHEIE
HOCHTEJH OVIyT 3aMeHeHBI, A KOMIUICKTHOCTE [IporpaMMuoro koMiUiekca BoccTaHoBIeHa. [lo He-
TeueHnuu 90 nHell npereHsuu Koneunoro llonpzoBares mo HekoMIUIEKTHocTH IIporpammuoro
KOMILIeKCa U/ Wi JlehekTaM HOCHTeIeH HHpOopMaIllui paccMaTpuBaThes He OyIyT.

5.3 Koneunsie nosibzopaten u OCTIK Pocenn uadopMupyrores 00 OKOHYAHUH TIPOU3BOJ-
cTBa u/uimi nojyiep:xkkn OesonacHoctu [IK «C-Teppa Knuent» He nozaHee yem 3a 1 1oJ1 /10 OKOH-
YaHUs TPOU3BOACTRA WK moaep:Kku 6ezonacHocTH 11K «C-Teppa Knuent» myTéM myOnukauu
HHPOPMATTHOHHOTO COODISHHA Ha caliTe KOMIAHHH.

5.4 Jlunemsuonnoe CorjamieHHe HE COMSPIKHT HUKAKMX TapaHTHH IO MOCTaBKe, GYHKIHO-

HAJBHOCTH H COOTBCTCTBHIO HpOl’“p&MMHOI"O KOMILIEKCa JIIOOLIM TeXHHYSCKHM Tpe60BaHH$IM,
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CTaHJapTaM H YCIIOBHAM. OTH BOIIPOGHEI OTHOCATCA K o0acTi JIMIICH3UPOBaHHA JACATCIIBHOCTH I10-
cTaBITHKA, CepTI/I(l)HKaI_II/II/I HpOl"p&MMHOl"O KOMIIICKCA H €TI0 KOMIIOHCHT B YCTAHOBJICHHOM IIOpAI-
KE, DOTOBOPOB O MMOCTABKE, TCXHHYCCKOM COIIPOBOMKICHHH H TeXHHUSCKOH MOJACPHKEe H perilaMCcH-

THPYROTCH B paMKax OTJASJIbHBIX JOKYMCHTOB.
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7 CBHMIAETEJbLCTBO Ob YIIAKOBKE U MAPKHPOBKE

7.1 Iporpammubi i koMiuieke «C-Teppa Knveur». Bepcua 5.0
HaHMEHOBAHHE l'lpDI'pﬂMMHDFO H3ACIHA

PJIKE.00038-02

0003HAYEHHE

YIIaKOBaH 000 "C-Teppa Cuclln"

HaHMCHOBAHHE HIIH KOJ NPEANPHATHA (OPI‘HHI’IBH.L[HH)

COTJIaCHO TPeOOBAHHAM, MPLSIYCMOTPSHHBIM TV 62.01.29-038-70221576-2026

HOMCP TCXHHUCCKHX yCJ'[OBPII:I HIIH CTaHmapTa

7.2 MapkuporaH ujeHTHGHKaTopoM CHCTEMBI CepTHRHKAIIMH CPeJICTB 3alllHThl HHPOPMAIIMH 110

Tpebopanusiv GezonacHocTH HHpopMaru Ne POCC RU.0001.01BH00.

MecTo gna HaHeceHuA

naeHTUdMKaTopa
JlaTta yIakoBKH « » 20 Ti;
VakoBKy IPOU3BeI
[O7MHCh pacindpoBKa MOIMHCH
Wznenue nmocne ynakoBKH IPHUHSIIT
[ONHCE pacmudpoBKa NOIMHCH

M.IL
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8 CBUIAETEJILCTBO O IIPUEMKE

IIporpammubii koMiuieke «C-Teppa Knvenr». Bepcusa 5.0
HAaHMEHOBAHHE l'lpDI'pﬂMMHOFO H3ACIHA

PJIKE.00038-02

0003HAUCHNE

COOTBETCTBYET TSXHHUSCKHM YCIIOBHIM TV 62.01.29-038-70221576-2026

HOMCD TCXHHUYCCKHX yCJ'IOBHfI HIIH CTaHdapTa

H DTaNoHY KoMIulekca, xpausmeMycs B QOO0 "C-Teppa CuDclln", n npuzHan ToJHBIM 151 DKCIUTY -
aTaIUH.

Jlara peImycka « » 20 I.

OAMHCh paciHpoBKA MOJMHCH

M.IT
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9 CBEJAEHHA O PERJIAMAIIMAX

9.1 PexntamMaiiiu 1peIbABISIOTCS NPEAIPUATHIO-TIOCTABIIHKY (M3TOTOBUTEN)) B IMHCHMEH-
HOM BH/IE ¢ VKaRaHHeM JaThl 0OHApYKSeHUS HEHCIIPABHOCTH, COACPIKAHUS U MOAPOOHOTO ONUCAHHS
VCJIOBHH BO3HHKHOBSHUS HEUCIPABHOCTH.

9.2 Pexnamariysi OJUTHCHIBACTCS PYKOBOUTEICM 10/Ipa3/IelIeHHS, IPUHUMAOIETO HIIH HKC-
IUTYaTHPYIOIIETO IIporpaMMHoe obecrieueHue.

9.3 llocTymaromue K moCTABIHKY (M3TOTOBHTEIIO) PEKIAMAITHN PETUCTPUPYIOTCS B IKYPHAIIE
yueTa pexiamanuii (Tabnuna 7).

Tabnuma 7

IMommick
OTBETCTBEHHOL O
JIMIIA

Mepbl, NpUMHATHIE TI0

ara ConepxxaHue pexIaMarm
2 ep P pexTaMaIM
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10 CBEIAEHHWA O XPAHEHUH

10.1 B nporiecce skcruryatanini CD-/iHcK ¢ IMCTpUOYTHBHBIM TIPOTPaMMHBIM o0ecrieueHueM
M DKCIUTYATAIMOHHLIMH JTOKYMEHTAMH XPAHUTCS B BEPTHKAILHOM MOJIOKSHHH Ha MpeaHazHAdYSH-
HOM U1 DTOM [ENMH CTEJUIa)Ke B YIAKOBKE, MOCTABICHHOH H3TOTOBHUTCICM, IpPH TeMIEpaType
OKpysKaroliero pozayxa ot mmoc 5°C go mmnoc 35°C, oTHOCHTENLHOH BIAKHOCTH BO3/TyXa He foliee
65 %.

10.2 B noMemeHuH AJTs1 XpaHSHUA HE TODKHO OBITH arpeCCHBHBIX MPHUMECEH (TIapOB KHCITOT,
nieI0ve ), KOHeHecaTa.

10.3 Tlpu XxpaHeHHH He JIONYCKAIOTCH PE3KHE H3MEHECHUS TeMIepaTyphl OKPYIKAKOIIero Bo3-
nyxa (Gonee 20°C/a) W BOZAeMCTBHS BHENIHHX MATHHTHBIX [0JIeH HANpPSIKEHHOCTRIO Ooliee
4000A/M.

10.4 Opranuzansi, DKCIDTYaTHPYIOWAsI U2IeIHe, HeCeT OTBETCTBEHHOCTE 3a er0 HeCaHKIHO-

HHPOBAHHOC PA3MHOMKCHHE.



31

PJIKE.00038-02 30 01

11 CBEJAEHHA O 3AKPEILIEHWUUW U3AEJINA ITPH DKCILIYATAIIUU

Tabmwuia 8
JomkHOoCTh davmms ot-
Homep u 1aTa mpuxaza Ilogmick oTBeT-
OTBETCTBEH- BE€TCTBEHHOI'O
CTBEHHOTO JIMIIA
HOI'0 JIMIIa JMua 0 HA3HAYCHUH 00 0CBOOOKICHIM
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12 CBEAEHMU Ob YCTAHOBKE ITPOI'PAMMHOI'O OBECIIEHEHUW A

12.1 ¥Ycranorka uzjenus «lIporpamvusiii komruieke «C-Teppa Knuent». Bepens 5.0» ocy-
MECTRISIETCS TOTPeOUTENIeM CaMOCTOATSIBHO HIIH IPeANPHITHEM-TIOCTABITUKOM (M3TOTOBHTEIICM )

COINIaCHO JOTOBOPY Ha IIOCTABKY.
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13 YKA3AHWUA ITO SKCILJIYATAIIUA

13.1 «Ilporpammusiii komiieke «C-Teppa Kinnent». Bepcua 5.0» cooTsetcTByeT TpeboBa-

HHAM II0 6£20MacHOCTH HH(l)OpMaI_IHI/I ITPH BLIITOJHCHHH CIICTYIONMIHX yC.]'IOBHﬁ DKCINIYaTallkuH:

perJIaMeHTAITHSA 3ampeTa Ha uenoaszopanue 11K «C-Teppa Knmuent» mis oOpaboTku cBefe-
HHH, COCTABJIIONIUX TOCY1apCTBeHHYIO TalHHY;

moJpkHa ObITH o0ecledeHa MOCTABKA, YCTAHOBKA, VIpaBlicHHe W ¢vHKIHoHHpoBaHue [IK
«C-Teppa Kmment» GesomnacHpiM 00pa3oM U B COOTBETCTBHHM C PKCIUIYaTAIIMOHHOH JIOKY-
MeHTaITHeH;

noskHa ObITh o0ecrieveHa dU3MUecKas 3aluTa KoMmbiotepa ¢ ycraHoBlieHHbIM [IK «C-
Teppa Knuent» 0T HeCAaHKITHOHUPOBAHHOTO (PU3HUSCKOTO BO3ACHCTRHS,

MEPHUOIUYUSCKH JODKSH BLITONIHATHCSA PerIaMeHTHBIH KoHTponb nemoctHocTH 11K «C-Teppa
KmuenT» ¢ ucmosb3oBaHHeM YTHIUTHI cspvpn verity kommanuu «C-Teppa CuDellm», a
TaKKe MPH BOCCTAHOBIIEHWH TocJIe cO0eB/OTKA30B MPOTPAMMHOT0 00eCTIeUeHH S,
Bo3MoxkHOCTE Jloctyna K 1K «C-Teppa Kiment» ¢ nesibto aJIMHHUCTPUPOBAHUS JIOJIKHA
MIPeAOCTABISTHCS TOJIBKO VIIONTHOMOYSHHOMY HA 3TO aMHHHCTPATOPY;

NoJKeH o0eclieunBaThCs JOBepeHHBIH KaHal nepefaun AaHHbIX Mexy [IK «C-Teppa Knu-
euT» U CepBepoM VYIIPaBISHHUS, ¢ KOTOPOTO BLIMTOIHICTCS YIIPABICHHE HM;

moJpkHA ObITH obecmeueHa MOJASPIKKA CpPeACTB ayauTa, Hcmob3veMmbiXx B IIK «C-Teppa
KnanenT», W npeiocTaBiieHHE JUIS HUX HCTOYHHKA METOK BPEMEHH,

TOJBKHBI OBITH 00ecnedeHbl TeCTHPOBAHUE H KOHTPOJIh IISTIOCTHOCTH ANMApPATHBIX CpeICTR, a
TaKKe MporpaMMHoro odecrieueHus 0a30BOM CHCTEMBI BBOJIA-BBIBO/IA, 3arpy3UHKa H ONepa-
IMHOHHOH CHCTEMBI WIIH CPEJCTBA BRIUMCTHTEILHOH TeXHHUKH, HA KOTOpOoM YHKIMOHHPYET
IIK «C-Teppa Kauents.

OOJDKHA OBITH HMCKIIOUSHA BO3MOKHOCTH MCIIOJB30BAHHS HE MPOMSINIHX cepTH(HKAIHIO
KOMIIOHEHTOE TIPOTpaMMHO-TEXHHUYECKOTO cpe/icTBa, B Kortopoe uHTerpuposan IIK «C-
Teppa Knuent» ¢ MHBIMH BHAAMHU CPEIICTB 3AlTUTHI HHPOPMAIIHH IPH er0 HKCILUIyATAIHH,
noikHO ObiTh obecnieueHo dyukmmonuposanue 1K «C-Teppa Knuent» B cpene, ceptudu-
IUPOBAHHON HAa COOTBETCTBHE TpeOoBaHMIM (e30MacHOCTH HHGOPMAIIHH MO COOTBETCTRY-
ION[eMY KJIACCY 3al[UThI ONCPALIMOHHON CHCTEMBI, WIIH B Cpefie, 3allHIIeHHOH ITyTeM IIpHHSI-
THS Mep 3alllUThl UHGQOPMAITHH, COOTBETCTBYIONIMX KJIACCY 3aMHINIEHHOCTH UHPOPMAITHOH-
HOH CHCTeMBI (ABTOMATH3UPOBAHHON CUCTEMBI VIIPABJICHHS ), U1 HCIIOJIB30BAHUA B KOTOPOH

npeaHazHavaercs [IK «C-Teppa Kiinenty,
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— nmomxHO obecneunBaThesa ByauMoneiicTere IIK «C-Teppa Knuent» ¢ cepTuUIHpOBaHHEIMA
Ha cOOTBeTCTBHE TpeboBaHUsIM Ge301MacHOCTH HH(POPMAITHH 110 COOTBETCTBYIOIIEMY KIIACCY
3AIUTHI CPEICTBAMH 3alIUTHl HHGOPMAIHH (CHCTeMaMH oOHApPYIKCHHs BTOPIKSHHH, cpel-
CTBAMH AHTHBHPYCHOH 3aIUTHI H ApyTUMH), oT KOoTophIX 11K «C-Teppa Kmient» nonvaaer
VIIPABJIAOIHE CHIHAJIBL,

— s npapunbHoro dyuknHonupoeanus [IK «C-Teppa KimeHT» JOIGKHEI UCTIONB30BATHCS
TOJILKO cepTHUITHpOBaHHBIE KpunTorpaduveckue SHOIHOTEKH,

— QJIMUHUCTPATOPOM AOJEKeH ObIThH 3ampernieH qocTyn K eeG-uHTepdeiicy Cepepa yupasie-
HHS JUTS TIPOCMOTpa cTaTHCTHYecKHX JaHHBIX UPWeb mu3 coctaBa 1IK «C-Teppa I'CV».
Bepens 5.0, cornacuo Pykoromersy ammunncTpatopa K «C-Teppa I'CV». Bepcus 5.0;

— JUISL OTICPAITHOHHBIX CHUCTEM, VKa3aHHBIX B 1. 3.6 HacTosiero @opMysipa, JODKHEI OBITH

YCTAHOBJICHBI BCC MMOCIISTHHUC 00HOBJIEHHS DE30IMACHOCTH.
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14 YKA3AHWUA ITO OBHOBJIEHHUIO

14.1 Yerpanenue ysspumoctei [IK «C-Teppa KitHeHT» TPOU3BOJIMTCS H3TOTOBUTEIIEM C HC-
[I0JIL20BAHHUEM OPTAHH3AIIHOHHO-TeXHUUCCKHUX IPOLEAYD, IIPEICTABICHHBIX HIKE.

14.2 B cnygae BuismicHusA Vs3BEMOCTH B 1K «C-Teppa KmmeHT» coriacHO IpPOBECHHOTO
aHATK3a, W3TOTOBHTENb BHITYCKaeT OOHOBJIeHHE (1aTd), HAMPABJICHHOE HAa YCTPAHECHHE YSI3BHMO-
CTH.

14.3 1Ipu BBIIYCKE M3TOTOBUTENICM OOHOBICHHS /IS VCTPAHSHHUS BLISIBICHHBIX HEJOCTATKOR,
VA3BUMOCTEH ¥ omubOK:

— H3TOTOBHTENb pa3MellacT Ha calTe cBoeH KoMmaHuHU B pazaene «llogaepikkay» B IHIHOM

kaOuHeTe cooOIeHHe O BBISIBJICHHBIX KPHTHUSCKUX OMHOKAX, VI3BUMOCTSIX;

— wuHpopMalHS O BBISIBICHHBIX KPUTHUSCKHX OIMHOKAX W/WIH VSI3BUMOCTIX JTOBOJHTCS
TaKKe JI0 KOHEUHBIX MOJIb30BATEJIEH MyTeM PacchUIKH COOOIIEHUH MO BJISKTPOHHOH TOo-
qTe;

— H3TOTOBHTENL pazpabaThIBacT KOMIICHCHPYIOIIME MEphl IO 3aluTe HHMOPMAIHH WIH
orpannueHuA o npuMmeHeHHo [IK «C-Teppa Knuent» u moBoauT HHQOPMAITHIO 0 TAKHX
Mepax ¥ OTpaHHUYESHHSIX J0 T0JIb30BaTeNiel B cpok He Gonee 48 yacoB ¢ MOMeHTA BhIsIBIIe-
HHSl HEJTOCTATKA,

— wmsrotoeutens gopalbateipaer [IK «C-Teppa Knuent», B ToM umciie paspabateiBaer 00-
HOBJICHHSI HJIM MEpBI 110 3amute uHdopMaiuy, HeHTpaau3yionue HeToCTaTOK, B CPOK He
Oosiee 60 qHell ¢ MOMEHTA BBISIBJISHHSA HE/I0CTATKA,

— KOHEYHOMY II0JIb20BATE/I0 TAKIKE BBLLIIAIOTCS PEKOMEHJALMH O Mepax 10 YCTpaHeHHIO
OMHMOOK H/WIH VA3BHMOCTEH M/WIHM TIPE/IOCTABJISASTCSA CChUIKA JUIA JIOCTyHAa K pecypey
kommaHuH (https://www.s-terra.ru/support/zagruzki/) mas 3arpy3kd makeTa, B KOTOPHIH
BXOJUT OOHORJICHHS, HHCTPYKITHS O YCTaHOBKe, MoAmucanubie DI

— KOHCUYHBIH MOJB30BATE]Ib 3arpyiKaeT ¢ pecypca KOMIIAHHHM H3TOTOBHTEISI MOATOTOBJICH-
HBIH TTaKeT;

— 1pu nposepke DI KOHSUHBIN MOIB30BATETh UCTIONB3YET OTKPBITHIA KIIFOY KBATH(PHUITHPO-
BAHHOTO CepTU(UKATA UITOTOBUTENS WIIH paHee MOJIYUSHHBIH JOBEPEHHBIM cocoboM OT-
KPBITBIH K09 U3TOTOBHUTEIIST,

— 1o, uTobbl YOeIUTHCA B IIEJIOCTHOCTH U TIOJUTHHHOCTH OOHOBJICHUS, KOHSYHBIH TIOJIB30-
BaTelh JIOHKEH BRIYHCIHTL KOHTPOJILHYIO CYMMY OOHOBJICHUS W CPABHHUTH ¢¢ 3HAUCHHE C

MMpeaJoCTABJICHHLIM H3rOTOBHTCIICM JOBCPCHHLIM CHOCO60M',
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— IIPH VCHeNIHOH NMpoBepKe IeJOCTHOCTH OOHOBICHHS, COTNIACHO MHCTPYKIIHYU, KOHEUHBIH
110JIL30BATE]b YCTAHABIHBAST OOHOBJICHHE,
— 1IpH HeYCHEeIHOH Mpopepke - MOJb30BATEIIb 3aIPYKAET NAKET €I1le pas.

14.4 B cinyuae HeBO3MOMKHOCTH IPOBEISHHS OPraHU3aIlHOHHO-TEXHUYESCKUX MEpOIIPHATHH,
H3TOTOBHUTENL pazpabaThIBaeT OTPAHHUCHHS IO IPHMEHEHHIO Cpe/ICTBA 3alUTL] HH(OPMAIIHH, KO-
TOpBIE HE3aME/UIMTEJIBHO JIOBO/IMT JI0 KOHEUHBIX Nosib3opatesel. Hudopmanus o HepocraTkax IMK
«C-Teppa KnueHT», a Takke 0 KOMISHCHPYIOIIMX Mepax 10 3amuTe HHPOPMAIHH HIIM OIpaHHYe-
Husx mo npumetenuto K «C-Teppa Kmuenm» mosoautes takske 1o GCTOK Poccum u Oanka maH-
HBIX yTpo3 0e30MacHOCTH.

14.5 Eciin opraHM3allHOHHO-TEXHHYSCKHE Mepbl H OFPaHHUYSHHUsS 110 HPUMEHEHHIO HE ClIO-
COOCTBYIOT YCTPAHEHHIO YA3BUMOCTH, HEOCTATKOB, MO0 He MOryT ObITh OPraHM30BaHBI, TO HMC-
noipzoBanue 11K «C-Teppa Knuent» nosipzoBaTesiMu JOJGKHO OBITH TipekpaiieHo. OO0 3ToM WH-
(bOpMHPYIOTCS TONB30BATSIIH, HCTILITaTeIbHASA JabopaTopuda u @CTIK Poccun.

14.6 OGHOBJICHHE MMAKETOB ONEPAITMOHHOH CHCTEMBI, B clydae HeoOXO/IHMOCTH, NPOH3BO-

JHUTCA TOJIBKO € PECYPCOB H3IOTOBHTCIA.
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15 OCOBBIE OTMETKH
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16 KOHTPOJIb COCTOAHUA UZJAEJIUA U BEAEHUA POPMYJIAPA

Jata

Bun
KOHTPOIIA

JIOEHOCTE
TIPOBEPSIOIIETO

JakmodeHne W OIleHKa
TIPOBEPSTIONIETO

I10 COCTOAHHIIO
M3 0E A

II0 B JEHITHO
$opmynspa

ITopmmes
TIPOBEPSIOIIETO

OtmeTka ob

YCTpaHeHH

3aMEUaHNd 1
TIOATHCE
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JIMCT perncTpanii H3MeHEeHH I

Howmepa nuctos (CTpanHu Bxomsmmmii Ne

L (e Bcero muctos a
Hame Ne COTPOBOHTENb

Ham 3ameren Amnaymmp | (cTpammm) B Tloamics Hara
HeH Hogbix JOKYM. | HOTO JOKYM. H

HBIX OB&HHBIX TOKYM.
HBIX JaTa
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