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1. Mpegucnosue

Hactosdwme npaBuvna nonb3oBaHWA NpedHasHaveHbl ANS Monb3oBaTenemn
CK3W «C-Teppa KnneHt» Bepcua 5.0.

HacTtoswme npaBuna nMonb3oBaHWA COCTaBMeHel B COOTBETCTBMM C
TexHudeckon cneundukaymen TK 26 TC 26.2.001-2020 «CoctaB 1 cogepxaHue

npaegKn Nnore3oBaHWA CpedcTB KpI/II'ITOFpaCbI/IHeCKOﬁ 3allThI I/IHC*)OpMaLIMI/I».
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2. [lepeyeHb UCMONb3YEMbIX TEPMUHOB M COKpaLLeHUM
AC — annapaTHble cpeacTBa.

HCJ] — HecaHKUMOHNPOBaHHBLIA AOCTYN.

MAK — nporpammHo-annapaTHbIA KOMIMEKC.

MK — nporpaMMHBIA KOMIMIEKC.

CK3W — cpeactBo KpmnTorpadnieckon 3awmTbl MHpopMaLmK.

OOCH — busmyeckmin gaTumK criyManHbIX YmMcen.
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3. HasHaueHue CK3U n ero oCHOBHbIE XapaKTepUCTUKK
CKBN  «C-Teppa KnrveHT»  npegHasHaveHo  4gnsa  sawWuTel  OT
HeCaHKLUMOHMPOBAHHOIO  JOCTYMa K  KOHdWAEHUMAnNeHoW WHdOopMaumm, He
coAepXalle cBeAeHNA, COCTaBNSALWMX MOCYAapCTBEHHYIO TalHY, B MPOU3BOSbHBIX
MHPOPMaLIMOHHO-TENEKOMMYHUKALMOHHBIX CUCTEMAx, B TOM 4MCre MOCTPOEHHbIX
Ha ocHoBe npoTokosnos cemenctea T CP/IP, ¢ BeiInonHeHWeM cnegyrowmx oy HKLUWIA:

e unbTpauua' nepesaBaemMoit B ceTAX MHGOPMALMM, Ha YPOBHE MPOTOKOMOB
cemencTea TCP/IP;

e wKncbpoBaHMe KoHbUASHUMANTBEHON MHOPMaLMK, He CoaepKallein cBeAeHNIA,
COCTaBAIOWMX [OCYLApPCTBEHHYIO TalHy, MnepejaBaeMol MoCpeAcTBOM
ceTeBbIX NPOTOKOMNOB, MpWM NomMowun npoTokona |IPsec ESP, no anroputmam
FOCT 28147-89, TOCT 34.12-2018 (FTOCT P 34.12-2015), TOCT 34.13-2018
(FTOCT P 34.13-2015);

e MMWTO3ALLMTAa Tpadurka npr nomowm npotokona IPsec ESP, no anroputmam
FOCT 28147-89, TOCT 34.12-2018 (FTOCT P 34.12-2015), TOCT 34.13-2018
(FTOCT P 34.13-2015);

e [BYCTOPOHHAS Kpuntorpadudeckas ayTeHTudukaums aboHeHToB Mpu
YyCTaHOBNEHWM coefgmHeHMa no npoTtokonam IKEvl wn  |IKEVZ, ¢
ucrnonssosaHrem anroputmos [OCT 34.10-2018 (TOCT P 34.10-2012),
FOCT 34.11-2018 (TOCT P 34.11-2012);

e [poBepka SNEeKTPOHHOW noanucKM obnacten nmamMsatm M ¢alnos Mo
anroputmam TOCT P 34.10-2001, NOCT 34.10-2018 (FTOCT P 34.10-2012) B

LenAax KOHTPRONA LenoCTHOCTHK,

T OYHKLMOHANEHOCTE QUNETRaLnM He NokpeleaeTca cepTudukaTtom GCE Pocoum
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o hopMMpPOBaHME SMEKTPOHHOW MoanMcKM obrnacter namati v dannos Mo
anroputmy TOCT 34.10-2018 (TOCT P 34.10-2012) B Uensx KOHTponA
LIerIoOCTHOCTW.

CK3MN «C-Teppa KnweHT» ypoeneTBopsieT «TpeboBaHMAM K cpeacTBam
KpunTtorpachmieckon 3sawmtbl MHpOpMaLmMK, npeAHasHayYeHHbIM ANS  3aluThbl
WHpopMaLMM, He cofepxallel CBefeHWr, COCTaBMSAWMUX [OCyAapCTBEHHYO
TarHy» NO Kraccam CooTBETCTBEHHO Tabnuue «Tabnuua 1. NepedeHb MCNOMHEHWA
N knaccoB» WU «CneumaneHbiM TpeboBaHMAM K cpefcTBaMm KpunTtorpadunyeckon
3alMThl, NpefHasHayYeHHbIM ANS  3aWuTel  WHGOpMaUMM, He coepXaluen
CBEAEHUN, COCTaBMAWMX FOCYAAPCTBEHHYD TaWHy, WM 3KcnnyaTUpyeMblM Ha

Tepputopum Poccuiickoin @epepaymmn» no yposHio KCe.

Tabmuma 1. ITepeueHb HCMOTHEHHIT H K/IACCOB

HaumeHoBaHWe Ob603HaueHHne Knacc CK3U
C-Teppa Knnent ST KC1 "1-1" KC1
C-Teppa Kanent ST KC2 "1-3" KC2
C-Teppa Kanent A ST KC1 "7-1" KC1
C-Teppa Kanent A ST KC2 "7-3" KC2
C-Teppa Knnent A ST KC3 "7-5" KC3

CK3WN «C-Teppa KnuveHT» He npepocTaBnaeT MpPOrpaMMHbIX MHTepdencoB
ANA BCTpaneaHWs ero B npuknagHoe 0.
CK3U «C-Teppa KnneHT» peanuayeT crieayolme NpoTOKOmMbI, MPUMEHAeMble
AN obecneyeHns 3almTbl KOHDUAEHUMANBHO M MHOPMa LA
e |KEvl Ha ©asze RFC2409 (ana coBMecTMMOCTM C paHee BbiMNyLWeHHbIMMN
Bepcmamn CK3WM «C-Teppa VPN» 1 apyrumn nagenuamm),
e |KEv1 no cneundomkauymm TC 26.2.001-2015 (gna coBMeCTUMOCTM C paHee
BbINyLweHHbIMK Bepcuammn CK3U «C-Teppa VPN» v apyrumn nsgennamm);

e |KEV2 no cneuudumkauymm P 1323565.1.048-2023;

© 000 "C-Teppa Cn3clln"



PINKE.00035-01 90 01. MK «C-Teppa KnueHT». Npasuna nonb3oBaHng 8

e |Psec ESP Ha Baze RFC4303 (gns coBMecTUMOCTM C APYIMMWN USAENTNAMN);

e |Psec ESP no TC 26.2.002-2014 (gna COBMECTMMOCTM C APYrMm
ns3genuamn);

e |Psec ESP no cneundwmkaymm P 1323565.1.035-2021;

e |Psec AH Ha base RFC4303 (ana coBMecTMMoCTU C ApYrMMU M3gennsamin).

CoctaB AC CK3U «C-Teppa KnumeHT» He dukcupoBaH. TpeboBaHma k AC
yKkasaHbl B oopmynspe.

WcnonHeHne «C-Teppa KnneHt ST KC1» moxeT ObiTb WMCMONBL30BAHO Ha
annapaTHOM NnaTgopme UM B BUPTYarbHOM cpeje.

WcnonHeHne «C-Teppa Knunent A ST KC1» MoxeT ObiTb MCMOMb30BaHO Ha
annapaTHOM NnaTgopme UM B BUPTYarbHOM cpeje.

WcnonHeHna «C-Teppa KnneHT ST KC2» n «C-Teppa Knnent A ST KC2»
AOIDKHBI ObITb WCMONb30BaHbl Ha annapaTHoW nnatdgopme, YKOMMMEKTOBaHHOW
Moaynem AOBepPeHHOR 3arpyski, cepTudnumpoaHHeiM PCH Poccun.

WcnonHeHne «C-Teppa KnueHT A ST KC3» AomkHO BbITb MCNOMB30BAHO Ha
annapaTHoW nnatgopmMe, YKOMMIEKTOBAHHON MOAYIEM AOBEPEHHOW 3arpysku,
ceptudpmumporaHHeiv - ®CE Poccun, B  coctaBe OC, peanusyowen
HYHKLNOHANBHOCTL 3aMKHYTOW NPOrpaMMHON cpesbl.

CK3WM npepoctaBnseT nonb3oBaTerito KOMaHAHO-CTPOYHLIA  UHTepdenc
yrpaBneHUs M MOHUTOPUHra MOCPEACTBOM JFIOKansHOro (MOHWTOP, KnaBwaTtypa,
KOHCOMbLHOE MOAKMIOYEHWE Mo nocnefoBaTerbHOMY MOopTY UMK ero amynsaumusa) unuv
yAANEHHOro (NOAKMoYEHME NO CETEBOMY COEAMHEHMIO) AOCTYNA.

OpraHmsauma w1 obecnedyeHWe ©O€30MacHOCTU XpaHeHWs, o0bpaboTKU W

nepejgadn rno KaHanam cCBA3KX C WCNolnb3oBaHWemM cCpelcTB KpI/II'ITOFpaCbVIHeCKOVI
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3allnThl

MHOPMaLUMM  CBeAEeHWn,  COCTaBMsiioWMX  KOHUAEHUMATbHYHO

I/IHCbOpMaLI.I/II'O, OCYLWeCTBINAKTCA B COOTBETCTBU C JOKYMEHTaMI.

Mprkas CAMNCH ot 13.06.2001 N 152 «O6 yTBEpxaeHUM NHCTpyKLUMN
06 opraHusaymm n obecneveHn H€30NaCHOCTH XpaHeHWs, oBpaboTkm
W nepejadyn Mo KaHamam CBA3M C  UCMONb30BaHUEM CpPeAacTB
Kpuntorpaduyeckon  3awutbl  WHOpMaUMM C©  OrpaHUYEHHBLIM
LOCTYIMOM, He coAepxaLlei CBEAEHUA, COCTaBMAOLLMX
rOCYAapCTBEHHYIO TalHY»

Mpurkas ©CH PP ot 09.02.2005 Ne 66 «O0 yTBepxaeH1n [NonoxeHns o
paspaboTke, MPOW3BOACTBE,  peanusalum MU 3KCnnyaTaumu
WwndpoBanbHbIX (Kpyntorpaduyecknx) cpeacTB 3allmTel MHdopMaLin

(MonoxeHwe MNMK3-2005)».
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4. KnwoueBas cuctema u KnoueBble [OKYMEHTbI

41.  XapakTepUCTUKM KNHOYEBOW CUCTEMBI

CK3U «C-Teppa KnneHT» mMcnonbsyeT aCUMMETPUYHYIO KIHOHMEBYIO CUCTEMY
Ha Dase kntoden noanucn FOCT 34.10-2018 pasmepom 256 1 512 duto. Cpok
AeVCTBNA 3aKPbIThIX KMOWen, usBrekaemblX ¢ HockTena — o 15 mecaues. Cpok
AeVCTBNA HeWsBreKkaemMblX KrYel Ha Hocutene, cepTudumympoaHHom OCH
Poccun,  onpegensetca  aKCNMyaTauMOHHOW  AOKYMeHTauuern - HocuTens.
Naenekaemble ¢ HocuTensa knwodnm noganvcm [OCT 34.10-2018 cospgatotca w
npyumeHalotca B dopmate PKCS#15 ¢ ucnonbsoBaHWeM  OTeYeCTBEHHbIX
KpunTorpamnieckmx anroputmMos.

MpUMEHATCA TakXe CUMMETPUUHBbIE NpPeABapUTENBHO pachnpeferieHHble
KMoun pasmepom 256 outoB. Cpok AeWCTBUSA CUMMETPUYHBIX MPpeABapUTEensLHO
pacrpefeneHHbIx Knodven — go 15 mecaues.

Hdanee no TeKCTy AOKYMEHTa KMOYM  NoaAnNMcKM M CUMMETPUYHBLIE
npeaBapUTenbLHO pacnpeaeneHHble Koun ByayT HasbiBATLCH TEPMUHOM KKIHOUMY
WU «KroveBas WMHDOPMaLUMUSA», €ClIM B KOHTEKCTE YMOMWHAHWA pasfnMyve He

Ba>HO.

4.2.  YnpaeneHue kntouesomn Hdopmalmen

AamuHmnctpatop  CK3WM pgorkeH  obecneunBaTb  COXPaHHOCTL M
KOHUAeHUMANbHOCTL  KodeBon WHdopmMaumn. AamuHuctpaTtop CK3W moxer
cosflaBaTb OAHY WNKM HECKOMNMbKO YYETHBIX 3anvceid  NpUBUMErMpoBaHHbIX
norb3oBaTener, KOTOPLIM paspellaeTcs ynpasnaTe HacTporkamu CK3N.

KnioueBaa uWHdopmMauma MOXeT BblpabaTblBaTbCA HenocpeACTBEHHO Ha

Mectax akcrnnyaTauymm CK3WM  wnn  Ha  BblgeneHHom  pabodem  MecTe
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agMUHUCTpaTopa, ¢ nocnegyrowmmMm Beogom B CK3W. BreipaboTka knodeBon
MHhopMaUMM formKHa ocywecTBNATeCA cpeactBamn CK3W, nHMUmannsmpoBaHHOro
B COOTBETCTBMM C 3KcnnyaTtaumoHHon pokymeHTaumen CK3W. B npouecce
mHULpanusaymm CK3W gonxHa npoBoauTeCA MHMUManusauma OCY npy nomoum
MHULManuUsnpyoLlern nocnegosaTtensHocTy, nonydaemon ¢ GLACH (npu Hanuumn)
unn U3 darna rammbsl (NpU HanudumM) 1UnNu ¢ dronorkdeckoro CY, BxopAlero B
cocta CK3WU. CK3WM nopgaepxmBaeT  nornydyeHWe  MHULMANN3UPYIOLLEN
nocriegoBaTenbHOCTM co cneaytowmx ©CU:

e OOCY ANMMAS «Akkopa-AMO3»;

e OICH «KpuntoH USB-ACU».

CK3U Takxe nogaepxmsaeT norny4yeHue MHULMANUsnpyoLLLen
nocrefoBaTenibHOCTU €  OMOMNOMMYEcKoro MpPorpamMmMHO-KNaBUaTypHOro AaTyuKa
cnyvanHbix duncen, sxogfAuwero B cocta 10 CK3W (kpome crniyyaeB npymMeHeHWS
CK3W B BuUpTyansHoi cpege). KnioueBaa WHpOpMaALMA MOXKET XpaHWUTLCA Ha
CMeHHbIX HocuTenax. [oaaepxuBaloTca cneayolmne TUMbl KoYeBkbIX HocUTenemn
ANS KNHoYern Noanncu:

e Jacarta;

¢ Rutoken:

¢ USB - flash:

e BHYTPEHHWIA HAKOMUTENbL annapaTHoW nnaTtdopmbl CK3W.
MNoaaepxuBalOTCA cneaylowmne TUMbl KNIOYEBbIX HOCUTENen ANA CUMMETPUYHBIX
npeaBapuUTenbHO pacnpeAeneHHbIX KIoYeln:

e USB - flash;

e BHYTPEHHWIA HAKONUTENb annapaTHoW nnatdopmbl CK3N.
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Mpn  XpaHeHWM KIOYEBOW WHpOpMaLMKM Ha BHYTPEHHEM HakonuTerne
annapatHon nnatgpopmel CK3WM k annapatHon nnatdopme CK3W  gonxHbl
npeabaenaTLca TpeboBaHusa no sawmte ot HCL, kak K KNoYyeBoMy HOCUTESHO.

CK3WU nopgaepxuBaeT WCMONb3OBaHWE HEU3BMNeKaeMblX KroYen MoAanucy,
pasMeLLEHHBIX Ha HOCUTENAX CregyroLmMx TUMOB:

e PyToken 3L 2.0;
e PyTtokeH 3L 3.0;
e JaCarta 2OCT.

HocuTenn HewusBrekaeMbiX KKOYEn MNOAMNUCK AOMMKHbI WCMOMB30BaTLCA B
COOTBETCTBUM C TpeboBaHMAMW 3IKCMNyaTaUMOHHOW AOKYMEHTaLUMM HOCUTENnsa W
TOMNbKO NpKn Hanudum ceptudgukata PCHb Poccnn Ha HocuTenb.

Ana vHMUManusaumm NporpaMmMHOro gaTyiKa cryvarHbIX Yuces npyv NoMoLLm
®CY Bes HernocpeAcTBeHHoro noakmodeHMa K CK3W porpkHa npousBoauTbCA
nepepadva Ha CK3W umcxopHoro maTtepwana, nonydeHHoro ¢ ®CY, B knoyesom
KoHTenHepe PKCS#15 unu danne dpopmata, coBmectumoro ¢ «APM BbipaboTkm
BHewHern rammbl» CK3W «Kpunmollpo CSP» Bepcum 5.0 R3 npowmseoactea
koMmrnaHum «Kpunto-MNpo». CK3W obecnedmBaeT ofHOKpaTHOE WKCMNONbL30OBaHWE
OTPE3KOB  MUCXOAHOrMO  MaTepuwana (rammbl), cofepxawmxca B danne.
TupaxunpoBaHne WM MNOBTOPHOE WCMOSMb30BaHWE palna ramMmel 3anpelaeTcs.
Copepxunmoe chana rammbl KOHpugeHumansHo. TpeboBaHWA Mo obpalleHuo K
KNOYeBOMY HOCUTEND, MPUBEAEHHbIE B AaHHOM AOKYMEHTE, pachnpOCTpaHATCS
TakXe Ha HOCUTenb, MPUMEHAeMbIA ANS 4OCTaBKK doarna raMmbl.

B MK «C-Teppa KnueHT» npumeHsaoTca cepTudUKaTbl Kntoda nposepkn 3l

CO34aHHbIE B COOTBETCTBUMN C MeXAYHAapoAHBIMU pekomeHaaumamn ITU-T X509, n
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MPOTOKON aHHYNMpOBaHWA cepTudukaTa knoda npoeepkn 31 ¢ onuMoHanbHbIM
MCMOb30BaHMEM CMUCKOB aHHYIMPOBaHHBIX CEPTUDPUKATOB.

CepTudukaTtel Kkrtodern npoBepkn 31 M CNIUCKKM  @aHHYNMPOBaHHbLIX
cepTudMKaToB A0IKHbl  ObITb  BbiNyWeHsl B dopmaTe, nojiepXuBaeMom
ceptudmympoeaHHbim - ®Cb  Poconn YL  «Kpuntollpo», w© noanucaHbl ¢
ucrnonsk3oBaHre M ceptudmumposaHHoro ®Cb Poccumn CK3U.

PekomeHayetca B Kaxaom CK3W «C-Teppa KnwveHT» BecTM CnUCoOK
AONYLWEHHBbIX Nornb3oBaTernen, B KOTOPOM MPOU3BOAUTCH NPUBA3KA NOMNb3oBaTeNs K
WHopMaumK, coaepxalleidca B cepTudukaTe nonb3oBaTend, WNU  UHOMY
naeHTUpUKaTopy, nMpu STOM  YCTaHaBnMBaTb  3allMWEHHOE  coefMHEeHue
paspellaeTca TONbLKO € AOMNYLEHHBIMW NONbL30BaTENAMMU.

Ana nonydveHWs cepTUUKATOB OTKPbITBIX KIOHME Ha OCHOBE KITHOYeBOW
MHhopMaumMm forkeH ObITb cdhopMUpoBaH 3anpoc Ha cepTudumkaT B dopmaTe
PKCS#10 ytunutamn cont_mgr, excont mgr unmn cert mgr m3s coctaBsa CK3WU.
3anpoc Ha cepTuUdUKaT AOMKeH ObiTb OTNPAaBIEeH B LEHTP Bbldadn cepTUUKATOB.
OpraHuzaums Bbinycka cepTUUKATOB AOMMKHA MPOW3BOANTECA B COOTBETCTBUM C
pernamMeHToM LUeHTpa Bblgadvn cepTucdukaToB. [lpy nepefave sanpoca AOSMKHA
obecnevmBaTbLCA 3alMTa OT MOAMEHbLI 3anpoca, YA0BrneTBopsowasn TpeboBaHUAM
UeHTpa Bblgadn cepTudukatoB. Hanpuwmep, npu nepegadye 3anpoca Mo
He3alLMLLEHHOMY KaHany ANSA 3aliMThbl OT noAMeHbl MOXET MPOBOAUTLCH NPOBEpPKa
COAEPKUMOTO OTKPLITOrO Krioya no TernedoHy, rorocom.

Cpok AeNcTBMA OTKPLITOrO Krtoua AOIKEH yCTaHaBnMMBaTbCA B nNpepgenax
CpoKa AeMNCTBUA 3aKpblToro Krwda (cMm. n.4.1) U ykasblBaTbCA B cepTUdukaTe
oTKpbITOro kntova (none Validity). CK3W He gonyckaeT MCNonb3oBaHMA 3aKpbITOro W

OTKPBITOINO Krda A0 Hadana K1 nocrie OKOHYaHWA CpoKa Aencrens CepTI/ICbI/IKaTa
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OTKPbITOro Krtova. [na oTcnexuBaHWA cpoka AEWCTBUA KIMoYa ajMUHUCTpaTop
AOIMKEH NCMoNb30BaTh yTUNUTY cert_mgr ns coctaBa CK3W.

LlenTp Bblgaun ceptucdpukatoB (aanee - LIBC) pormkeH obecneduBaTb
KOppeKTHyto 0obpaboTky nonen ceptudurKkaTa, B YacTHOCTM BuToB keyCertSign m
cRLSign pgononHeHna keyUsage ANA KOPHEBLIX M MPOMEXYTOUYHLIX CepTUUKATOB
LIBC. Cnnckn aHHyNIMpoBaHHbIX cepTudukaToB Ana ucnonssoBaHua B K «C-Teppa
KrnneHT» AormKkHbl BeinyckaTeca 06e3 pacwmpeHnda deltaCRLIndicator.

MK «C-Teppa KnueHT» nopafepXuBaeT 3arpysky CrCKOB aHHYIMPOBaHHbLIX
cepTudmMKaToB aBTOMaTU4eckM no npotokony LDAP mno agpecy, ykasaHHOMY
LeHTpoM Bblgaum ceptudmkatos B none CRLDistributionPoints ceptudmkata, vnn
no agpecy, sagaBaeMomMy B nonutuke desonacHoct CK3W, cm. rmaey 6.5), a Takxke
3arpysky agMWHUCTPATOPOM MPY MOMOLWWM WHBIX AOCTYMHbIX cpedcTB. [docTaBka
CMWUCKOB aHHYNMPOBaHHbLIX cepTUOUKATOB MOXET MPOU3BOAUTECA MO CETU UMK Ha
HOCUTensiX, 3almra nNpu nepegade He TpebdyeTcs.

CnMmeTpudHbBle  npeABapuTenbHO  pacrpeferneHHble  KMoun  AOSDKHb
BblpabaTbiBaTbCA YTUNMUTOM genpskey U MMMNOPTUPOBaTLCA YTUNKUTOM key _mgr us
coctapa CK3W ¢ ykasaHWeM cpoka AeWCTBUA, He MnpeBbiwarowero 15 mecaues oT
MOMEHTa BBOAA.

AAMUHUCTPATOP AOMKEH YCTAaHOBUTb AOMYyCTUMOE BPEeMS aHHYNMPOBaHWUA
Kntoda nonesopatend. [lpy HEBO3MOXHOCTW  BbINycKa LEHTPOM  Bbldaun
CepTUMKATOB CMMUCKa aHHYNMPOBaHHbIX CepTUPUKATOB WU ero AOoCTaBKM 3a
YCTAHOBMNEHHOEe BpeMsa agMWHUCTPaATOPOM AOMKHbl ObiTb MPUHATEI Mepbl Mo
npeAoTBpaLLEeHWO  AOCTYMNa Monb3oBaTens, KoY  KOTOPOro  aHHYNMpoBaH
(HanpumMep, UCKMOYEHWe NONb3oBaTeNa M3 Cnncka AoNyLIEeHHbLIX Morb3oBaTenew B

nonutuke GesonacHoctn CK3W).
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YaarneHve KMo4eBoW MHGOPMaLUWK Mnonb3oBaTens AOSMKHO MPOU3BOAUTLCS
aagMmnHucTpaTopomMm CK3W B cnegyrowem rnopsagke:

® [na BocnpensATCTBOBaHWUA WCMOMb30BAHWIO KIMIOMEBOW WHGOpMaLnK,
noanexalien yaaneHuio, BeINOMNHUTL O4HO N3 AeNCTBUIA:

o BriokMpoBaTe Monb3oBaTens B MONUTUKE 6e30MacHOCTU Mo UMEeHW,
3annucaHHoMy B cepTudukaTe, Ha BCeX B3aUMOAEUCTBYIOLLINX
YCTPOWCTBAX B CETU MHPOPMALIMOHHOW CUCTEMBI;

© ecrnM  OT3blB NoAAEePKMBAETCA LEHTPOM BblAaun cepTudmrkaTos,
0TO3BaTb CepTUUKAT CPeAcCTBaMK LEHTpa Bblgayn cepTUUKATOB U
JOCTaBUTb  CMWCOK  aHHYINWPOBAaHHLIX CepTUgUKATOB Ha Bce
B3aMMOAENCTBYIOLLME YCTPOWCTBA B CETU  MHPOPMALMOHHOW
CUCTEMBI.

° YHuuTOoXUTE Ktod Ha [MAK npy nomowun ytunut key_mgr, cont_mgr
unn excont_mgr w3 coctaBa CK3W. B cnyyae pasmeweHua Knwodern Ha
TBEPAOTENbHbLIX  HAKOMUTENAX HadéxHoe yAarneHue KNoYeW  yKkasaHHbIMU
YTUNUTaMU He rapaHTupyeTcs. HeobxoamMMo BbINOMNHATE OT3bIB cepTuduKkaTa Unu
BrIoKMPOBKY MonbL3oBaTers, kKak on1caHo Bhille.

Ana sawurel KNOYeBOW WHOPMaLUMM OT KOMMpomeTauuyn HeobxoAgumo
NPUHUMAaTE CregyoLlne Mepbl:

e raponu nonesoeatenern CK3 nopsaok mx cMeHbl AOMKHBI YAOBNETBOPATL
TpeboBaHWAM rMaBbl 7.2 NpaBui NoMb30BaHWS,

e PV HanNW4YMM OCHOBAHWA CUYUTaTb, UTO Mapofib ObinM CKOMMPOMETUPOBAH,
HeobXoAMMO NPOBEPUTL WU MPU HeoBXOAMMOCTU BOCCTAHOBUTL LEMNOCTHOCTb

CK3UN n CO, BLINOMHUTE CMEHY Naporsis, BOCCTAaHOBUTE NONUTUKY ©e30nacHOCTH

© 000 "C-Teppa Cn3clln"



PMNKE.00035-01 80 01. MK «C-Teppa KnueHT». Mpasuna nonb3osaHua 16

N3 HAAEXHOrO WCTOMHMKA, BLINOMHUTE MNpoUEeAyPY CMeHbBl KIHOYeBOWM
MHOpMaLMM JAaHHOIO YCTPOWUCTBA,

e JO/MKHbl BbINONMHATECA TpeboBaHuA no sawute ot HCL, npuBeaéHHble B
rnaee 7.1;

e BBOJ KMIOYEBOW WHOpMaLMM AOMMKEH MPOU3BOAWTECA Ha HocuTene ¢
y4acTUEM YMONHOMOYEHHOIO NKLA CorfacHo YCTaHOBNEHHOW Npoueaype.

B CK3WM peanusoBaH mMexaHMsM cCUrHanusauym O Chy4YMBLUEMCA WMWK
NPeACTOALEM OKOHYaHMM CpoKa AEWCTBUSA KroYer MnognMcu M CUMMETPUYHBLIX
npeaBapUTenbHO pacrnpegefieHHbIX KIoYer, UCMorb3yeMblX ANa ayTeHTUdrKaLmm
AaHHoro aksemnnapa CK3W. CurHanusauma ocyllecTBnaeTca B rpadpuyeckom
WHTepdence nonb3oBaTena nocne ayteHTUdMKaumn cpeacteamm CK3U.

Mo uUCTeYeHUN cpoKa AESUCTBUA KoUMW He AOSKHbI UCMONb3oBaTbes AN
padoThl [TAK 1 AOMXHBI ObITb YHUUMTOXEHbLI Ha KMNOYEBbLIX HOCUTENAX cpeacTBamMin
MAK mnm brsmyeckn BMecTe ¢ HOCUTENAMM.

Mo OTHOLLEHWIO K HOCUTENAM, Ha KOTOPLIX 3anucaHa KroyeBas MHopMaLns,
3anpeLyeHo:

e OCYLLUECTBMNATb HeCaHKLMOHUpOBaHHOe KonMpoBaHWe cofepXUmMoro

HOCHUTENA,

pasrnawaTte cojepXmoe Un nepejasate NOCTOPOHHUAM NALaM, BbIBOAWTb

Ha 3KpaH 1N Ha neYaTh,

YCTaHaBMMBaTb KMOYEBYIO MHOPMALMIO HA KOMMBIOTEPHI, KpomMe Tex CK3W,

ANA KOTOPbIX OHa npejHa3Ha4eHa,

3annCbiBaTb Ha HOCUTEN NOCTOPOHHKOHD I/IHC*)OpMaLl'I/II-O;

OCTaBNATL HocUTeNn Bes npHUCMoOTpPa.
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PesepBHoe KONMpoOBaHWE KIMOHYEBOW WMHAOPMALMK AOSHKHO MPOBOAUTBECH C
cobniogeHeM Mep 6e30MacHOCTU — 3alMTa KOHPULEHLMANBHOCTH, LeNOCTHOCTU K
NOANMWHHOCTM  KMNoueW. PesepBHas Konuga  KMw4va  AOMXHA  Co3AaBaTbCH
aaMuHucTpaTopoMm CK3W nyTém konupoBaHWSA dhaidra KroveBOro KOHTelHepa Ha
pesepBHbIN HocuTenb. TpeboBaHMA nNo obpalleHUIo K KIOYEeBOMY HOCUTENHO,
npuBeféHHble B JaHHOM [OKYMEHTe, PacnpoCTPaHAITCH TakXe Ha pesepBHbIN
HocuTenb. PesepBHbLIM HocUTENb AOMMKEH MoMeYaTbCa  WASHTUMUKATOPOM,
NO3BONALWMM YCTAaHOBUTb MPUHAAMEXHOCTL W OPUINMHANBHOE pPacrionoXeHue
KntoYa, WU COXpaHATBECHA B cende, KMOY OT KOTOPOro AOIKEH HaxoAWTbCA Y
agMuHucTpaTopa CK3WU. [lpyn stom Aydnukatel knwova oT cendba [OMMKHbI
HaxoAMUTBCA Y pPYKOBOAWUTENSA OpraHusalun WK YNorHOMOYEHHBIX UM ML
BoccraHoBneHve knodMa U3 pPe3epBHOW  KOMWM  AOMMKHO  OCYLLEeCTBNATBCA
agMuHucTpaTopoMm CK3WM nyTém konmpoBaHWA Hagnexawero danna KIo4veBoro
KOHTEMHepa C pPe3epBHOINO HOCUTENSA B ero OpPUrMHanbHoe pacrionoXeHwe Wnu
nyTémM BBOJA KItOYa Mo CTaHAapTHOW npoueaype, ONUCAHHOW B 3KCMyaTaLyOHHON

AokymeHTaumm CK3N.
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5. [opsagok pacnpocTpaHeHus u yyéta CK3U

5.1.  Cnocobkl nepegauu n xpaHeHus CK3U

CK3W gorxHo pacnpocTpaHaTeca B cooTBeTCcTBUM ¢ [1K3-2005. XpaHeHne n
nepegada CK3M pgorkHel NpousBOAUTECA B COOTBETCTBUM C TpeboBaHWAMMU
«MHCTpYKUMM 00 opraHmMsaumnmn 1 obecneveHnn 0e30nacHOCTU XpaHeHns, 0bpaboTkM
M nepejadn No KaHanam CBA3W C WCMONb30BaHWEM CPeACTB KpunTorpadpuyeckon
3aWmnThl MHOPMALMN C OrpPaHUYEHHbIM AOCTYMNOM, He cogepXalen cBefeHun,
COCTaBMAWNX rOCYAapCTBEHHYO TanHy». [ocTtaBka annmapaTHbIX cpeacTe (npuv
HanmM4uM), nporpaMmHoro obecneyYyeHUs KM SKCMNYaTaUMOHHOW AOKYMEHTaLMU
AOTKHA NMPOU3BOAUTLCSA CNocoBoM, UCKMoYatoLWMM HeOBHapYyXMBaeMoe N3MEHEeHWe
COCTaBa, COCTOAHUA U COAEPXKaHWUA, HANPUMepP, B paspyLlatoWencs nNpu BCKPLITUU
yrnakoBke. JKcnnyaTtauma noepexaéHHoro aksemnnapa CK3W He gonyckaeTtcs. [pu
ODHapyXEeHUN  MNOBPEeXASHWA  ajMUHUCTpaTop  AOMKeH  obpatutbes K

npounssogutento CK3W 3a pazbacHeHUAMM.

5.2. MoakzemnnapHbIn yueT CK3U

Yuét CK3WM pormkeH NpomMsBOAUTECA B COOTBETCTBMW C TpeboBaHUAMU
nonoxeHns  NK3-2005. VYuétr npousBeaéHHelx CK3WM  ocywecTteBnseTca
npoussoguternem. Y4&t skcnnyatupyemblx CK3W ocyllecTBngeTca 3akasymKoMm

(Nnoneb3oBaTenem).
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6. TpeboBaHuA no obecneyeHno 6e30MaCHOCTH NpK
Beoge CK3U B akcnnyaTauuio

6.1. TpeboeaHnus k BcTpauBaHuto CK3M B npuknagHble cucteMbl U K NPOBEAEHUIO
nccneaosaHun CP CK3U

CK3W nocraBnsaetca kak doyHKUMOHANBHO 3akoHYeHHoe u3genve. B cnydae
obpaboTkn MHOpMaLMK, nognexallen obsasaTenbHOW 3awmTe B COOTBETCTBUMM C
3akoHoAaTenbcTBOM  Poccuiickon  Pepepaumn, YCTPOWMCTBA, Ha  KOTOPbIX
ycTaHoBrneHo CK3U «C-Teppa KnveHT», AOMKHBI 3KCMNyaTUPOBaTLCHA B YCNOBUSX,
NPeAYCMOTPEHHBIX MPOW3BOAUTENAMM B MHCTPYKUMSX MO KX 3Kchnyatauum, a
ncnonbsoBaHWe cTopoHHero MO BO3MOXHO TOMLKO MO pesyrbTaTtam UccreaoBaHuii

oLeHKM ero BrnmnaHna Ha CK3W no foKkyMeHTUpOBaHHBIM BO3MOXHOCTAM.

6.2. TpeboraHusa k annapaTHol cpeAe hYHKLUMOHUPOBAHMA

CK3W npegHasHaqveHo ans doyHKUMOHMPOBAHWSA Ha annapaTHbIX nnaTtdopmMax

(Al), yooBneTBOPAOLMX YCNOBUAM, onncaHHbIM B doopmynsape CK3N.:

6.3. TpeboBaHusa no pazmelyeHMIO

CK3W  pornxHo pasmellatbcs B YCNOBWSX, COOTBETCTBYIOLLMNX
KNUMaTUYeCKUM, MbiNeBnarosawmTHbIM, BUOPaALMOHHBIM WU MPOYUM  OU3UHECKNM
XapakTepucTukam npumMmeHaemMeix AC. lNomeleHna, B koTopblx pasmellaeTtca CK3U,

AOIMKHBI YAOBNETBOPATL CNeayoLWMM TpeboBaHUAM thUsndeckoin 6e30nacHoOCT:

obecrneyeHne KpyrmocyTOUHON OXpaHbl MOMELLEHWNIA;

e ofecneyeHVe KOHTPOMNA BHELLHErO NEPUMETPa U BHYTPEHHMX MOMELLEHWIA;
e oDecnedeHne NPoMNyCcKHOTO Pexuma;

e [OBEPUM JOMKHbl ObITb MPOYMHBIMM W obopyAoBaHbl  HageXHbIMU

MexXaHWYe CKMMIK 3aMKaMIK,
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e o0bBopyaoBaHMe NOMELLEHMUIA CUCTEMON NOXAPHOW CUrHannsaumm;

e BejleHMe XypHana Bblgayn KoYMel oT BXOAHbIX ABepel, B KOTOPOM
perucTpupyeTca BpeMs cAaun 1 BblAauun Kroden, damunma coTpyaHuka,
B3ABLUEr0 UMW CAABLLENO KoY AEXYPHOMY BaxTepy No 34aHMIo;

e AnA ucnonHeHW «1-1» KM «7-1» NpWHATE Mepbl MO UCKITHOYEHUID
HEeCaHKLMOHWPOBAHHOIO AOCTYMa B NMOMELLEHWS, B KOTOPLIX pasmeLleHbl
AC c¢ ycrtaHoBneHHbIM CK3WM, NOCTOPOHHMX nWL, He ABMAWWXCA
nepcoHanom, AOMNyWeHHbIM K paboTe B 3TWUX MoMelleHuax. B cnydae
HEODXOAMMOCTA  MPUCYTCTBMA  MOCTOPOHHMX 1ML, B yKasaHHbIX
nomMelleHusax, JofmkeH ObITb obecnedeH KOHTpore WM obecnedeHa
HEBO3MOXHOCTb KaKMUX-Nbo AerNCTBUA C UX cTOpoHbI Ha CK3W;

e BHYTPEHHAA NNaHWPOBKa, PacnorioXeHWe U YKOMMNNeKTOBAHHOCTL pabounx
MeCT B [MOMeLleHUsaX AOMMKHbI obecrneymBaTb WCMOMHUTENSAM paboT
COXpPaHHOCTb goBepeHHbIX MM CK3W, koHdmnaeHUmansHoM MHpopMaunn, B
TOM YU1CNe KITHoYEBO N MHOPMaLN.

MK «C-Teppa KnueHT» [OMMKEH 3KCnnyaTUpoBaTbCA Ha Tepputopun PO,
WcnonHeHmna «1-1», «1-3», «7-1», «7-3» JOMXKHbI 3KCNMyaTUPOBaTLCH B COCTaBe
obopyaAoOBaHUSA, pasMELLEHHOTO BHYTPU KOHTponmpyemon 3oHbl. CK3W He AorKHb
pasMeLLaTbCs M UCMONbL30BaThLCHA B MOMELEHUSAX, NpefHasHaueHHbBIX ANS BeAeHUs
NeperoBopoB, B XOA4e KOTOPbIX 0DCYXAATCA BOMPOCHI, cojepXalline cBefeHusA,

COCTaBNSAOLLME FOCYAAPCTBEHHYIO TAHY.

[MpoBepka AOCTATOMHOCTU cobnogeHna TpeboBaHWM K pasmelleHuno CK3U
«C-Teppa KnuneHT» [OrmKHa nNPOM3BOAWTECA Ha OCHOBE MOAENW  Yrpos
BesomacHocT  WHoOpMaLUMM  MHPOPMALMOHHOA  CUACTEMBI, B KOTOPOW

akcrinyatupyetca CK3N.
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B cnyyae oOpaboTkm vHbopMaumn, nognexawen odbAasaTernbHOW 3awuTte B
COOTBETCTBUM C 3aKkoHodaTenscTBoM Poccuiickor ®egepaumn, npyu aKcrnyaTaymm
CK3W Tpebyetca BbiNONHeHWe JAelcTBylowmx B Poccunckorn Qepgepaumn
TpeboBaHWUA Mo 3almTe MHPOPMaLIMM OT YTEYKM NO TEXHUYECKUM KaHanam, B TOM
yucre no kaHany cBasuM  (Hanpumep, CTP-K). [aHHoe TpeboBaHWe He
npeabasnsgeTca npu obpaboTke OTKPLITOW WHGOPMaLMK, AOCTYN K KOTOPOW He
orpaHMYMBaeTCA COrMacHO 3akoHoAaTenbcTBY Poccuiickon defepaumn.

BeszonacHocTb akcnnyataumm CK3U «C-Teppa KnueHT» obecneumeaeTca npu
ero ycTaHoBKe Ha TeXHU4YecKkue cpefcTBa, ANA KOTOPLIX BbIMOMHEHbI AeUCTBYOLLIME
B Poccuinckon ®epepaumn TpeboBaHWa no sawmre MHOpMALMKA OT YTEYKU MO
TEXHWYECKUM KaHanam, B TOM 4ucre Mo KaHany cBasWi. [lpyn 3ToMm, ecnu
TeXHUYeCKMe CpefcTBa He BXOAAT B COCTaB obbekTa WHQOpMaTU3aLMM, KOTOPbLIA
aTTecToBaH Ha COOTBETCTBME YCTAHOBMEHHBIM TpeboBaHWAM Mo  3awure
WHpOpMaLMKM C YYETOM KaHara CBfi3W, TO MPW MOAKIIOYEHUM TaKMUX TEXHUHMECKUX
CPeACTB K KaHanam CBA3W, BbIXOAAWMM 33 Npejenbl KOHTPONUPYEMOW TepPUTOPUK,
Ana obecnevyeHMa 3alUUTLl KIHOYEBOW U UMPOBO OTKpbITOM MHpopmaumn CK3A
«C-Teppa KnneHT» no ypoBHO KCg OT yTeukM No KaHany cBA3W JOCTaTOYHO, YTOOLI
KaHan cBA3W ObIN pearnuvsoBaH B BUAE:

e BOJIC, yxoaswen 3a npegensl KOHTPOIIMPYEMOW 30HbI,

e paguokaHanos GSM, GPRS, 3G/M4G, Wi-Fi, a Takke apyrmx coBpeMeHHbIX
KaHarnoB MODWNBHOWM WNK DecnpoBOAHOW CBA3WM C UWpPPOBOA Moaynauvein
LWITATHOMO MHAOPMALIMOHHOIO CUrHana,

e [pPOBOAHOrO KaHara CBA3W C YCTAHOBKOW B HEeM BOMOKOHHO-OMTUHECKON

Pa3BHA3KN.

AnnapaTtHele cpeacTBa, Ha KoTopblx BboinonHaetca CK3WM, a Takxke
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BaammogencTeytowme ¢ CK3WM TexHudeckne cpepctBa  (HOCUTENM  KIKOYMEN
3MNEeKTPOHHOM MOAMNNCK, B TOM YMCle MCMONb3YIOWMXCA ANsa ayTeHTudunkauum), B
crnyyae nnaHvpoBaHWA pasmeleHns CK3WM B nomelweHWsix, rage npucyTcTByeT
pedeBas aKycThdeckas W BusyanbHas WHpopMaums, cofepXallas cBefeHus,
COCTaBMNAOLME TOCYAAPCTBEHHYD TalHy, W (MNW) YCTAHOBMEHbI TEeXHWUYecKMe
CpeACTBa M CUCTEMbI Mpuéma, nepegaun, obpaboTkn, XpaHeHUs K oTobpaXeHUs
WHdopMaUMK, cofepXalleln CBeAeHUs, COCTaBMNAWME FOCYAapCTBEHHYIO TalHy,
AOIMKHBI BbITb MOABEprHyThbl cheyuanbHOM npoBepke B 0Obéme TpeboBaHWIA K
TEXHUMECKUM CcpefcTBaM, npeAHasHauYeHHbIM ANS  YCTaHOBKM B MOMELLeHWA

COOTBETCTBYIOLLEN KaTeropum.

6.4. TpebomaHusa k nepcoHany, obcnykueatowemy CK3U

Mepconan, obcnyxuearwwmin CK3W, pormkeH OblTb O3HaKkoOMMNeH ¢

aKcnnyaTtaumMoHHo M gokymMmeHTaumein CK3W.

6.5. WHuymanuzayua u eeop CK3U B akcnnyatayumio

CK3W porxHbl BBOAWUTECA B 3Kcnnyatauuo agmuHucTpatopom CK3U wnnm
YMONMHOMOYEHHbLIM MM MePCOHANoM.
Mpun BBoge CK3WN «C-Teppa KnnenT» B akcnnyatauuio agmuHmcTpatop CK3U

AOJIKeEH BEINONHUTE Cnejyrle AeNCTBUSA:

. 03HAKOMUTLCH C BKCNNyaTaLUMOHHOW AOKYMEHTaLMEN;
e BLINONTHUTE CMEHY (YCTaHOBKY) Naponei;
o onpefenqTb ceTeBble NopThl, NOAKMOYaEMbIE K 3allMLLLaeMbIM pecypcaM W K

BHEWWHWUM CeTAM;,
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o onnombmpoBaTb KOpNyc, Hewucnonbsyemble pasbvémel CBT w©n  npodne
aNeMeHTbl, B COOTBETCTBUM C TpeboBaHuMaMM no 3awmte oT HCI,
npvBedéHHble B rMaee 7.1;

. CreHepupoBaTb U YCTAHOBUTL KITHOUK;

L] paapa60TaTb N akKTBMpPOBATE MONMNTUKY DesonacHocCTN.

Mpwn skcnnyatayum MNAK venonHeHun «1-1», «1-3» nopa ynpaerneHwem OC

cemencTea Windows Heobxoammo:

e JeakTmBMpoBaTb cucTemMHyto cnyxby Windows Error Reporting, ansa dero
npuceouTe 3HadveHne 1 napameTpy Disabled B cnegyrowmx knrovax
peecTpa:

HKEY CURRENT USER\Software\Microsoft\ Windows'\Windows Error Reporting

HKEY LOCAI, MACHINE'\Software\Microsoft\ Windows'\Windows Error Reporting

® OTKIMIOHNTE beHI{LI.I/IOHaJ'IbHOCTb CTOPOHHEro Mo ansa oTnpaBkK 4amMnoB

NMamATH,

e OTKNIOHUTL YAanéHHoe ynpaereHue pabouMm CTONoM unn obecneynTb
3aLUUTY YNPaBnAOLWEro coejuHeHUa npu NoMoLLM cepTUhULMPOBAHHOTO

CK3MW,

e NA OTKMOYeHUA dyHKUMA TenemeTpum Ha OC Windows 1 Boree nosgHWx
Heobxoammo po yctaHoBkkM CK3WM, a Takke cpasy nocne nosfHoro

oOHoBneHns OC BLINONHUTL Creayouwme 4eNCTBUA:

o ocTaHoBUTb cepBuc DiagTrack;
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o yganiTb  3anMMck ©  perMcTpauun  cepBuca B pasgerne
HKEY_ LOCAL MACHINE\System\CurrentControlSet\Services

peecTtpa Windows;
o nepesanyctute OC.

MNepBoHa4vaneHoe koHpurypupoeaHne CK3W, obnagarowmx cTaHAapTHBIMA
cpeAcTBaMM BBOAa-BbiBOAa (MOHWUTOR W KnaBuaTypa), AOIMKHO NPOU3BOAUTHECA
HeMNoCpPeACTBEHHO C MX UCTMOMNbL30BaHMEM UK Npy nomolmn CK3W agMuHmcTpaTopa.
MNepBoHadvaneHoe KoHdurypuposaHne CK3WM, He obnagarowmx craHfapTHBIMU
CpeACTBaMM BBOAa-BbiBOAA, AOIMKHO NpPOU3BOAWMTECA Mpyv  nomowm APM
agMWHUCTpRaTopa.

TpeboBaHMA K pabovemy mecTy agMmuHUcTpaTopa (APM agmuHmucTpaTtopa):

e paboyee M™MecTO agMUHUCTPaATOPa AOMMKHO YHKLUMOHUPOBATL B
nporpaMmMHo-annapatHor cpefe Windows wnm  Linux Ha x86-

COBMECTUMOI NnaTdopMe M pasMelLaTsCa B KOHTPONMMPYEMON 30HE;

e Ha paboyeM MecTe agMUHUCTpaTopa CreAyeT YCTaHaBMnyBaTb TOSbKO
nvdeHsmnoHHoe 1O dupm-n3rotoBuTenen, Heobxogmmoe AnNs Uenen

ynpaeneHus;

e Ha paboyeM MecTe agMMHMCTPATOpa AOIMKHO OblTk YCTaHOBMEHO
ceptudmumposaHHoe PCH Poccnn CK3U «C-Teppa Wnos» munn «C-
Teppa Knvent» (Npy HeobXoaMMOCTM BbipabaTbiBaTe KHOYA 4515

ynpasnsemoro CK3W);

e Ha paboyeM MecTe agMWHUCTpaATOPa AOMKHa OblTb YCTaHOBNEHa
KOMMYHUKaLUMOHHaA nporpamma (Hanpumep, putty ana Windows,

minicom Ana Linux), nosponawwasa padoTaTb ¢ coeAWHEHWAMKU MO
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nocnegoeaTtencHOMy  WHTepdency RS-232 (B TOM  uncne

SMYNMPYEMOMY) UM CETEBOMY COEANHEHMIO MO NPOTOoKoNy ssh;

e pabodvee MeCTO agMUHUCTpaTOpa AOSMKHO ObITb 3awmweHo ot HC[
cepTUUUMPOBaAHHLIMM ¢Chb Poccun cpencTBamMm nnn
OPraHN3aUMOHHO-TEXHUHECKUMM MepamMKn, WCKIIOYaWMMA AOCTYM K
HEMY TMOCTOPOHHMX &L, B COOTBETCTBMM C MOAENbI  Yrpos

GesonacHoCTN MHbopMaLMKA MHEO PMaLIMOHHOW CUCTEMBI;

e B OTHOLIEHWM paboyero MecTa agMUHUCTPaTOPa AOMKHbI BEINONHATECA
TpeboBaHua no sawwmte or HCIO B cooTBeTCTBUM C MpaBUniamMm
NonbL30BaHWUA, B TOM YKicrne, agMUHUCTPaToOpoM 6e30nacHOCTM AOMKeH
OCYLLECTBNATLCA e pro AN4Ye CKUIA KOHTpPOIb LIeNOCTHOCTH

ycTaHoBneHHoro MO (Brovas KOMMYHUKALWMOHHYO NMPorpamMmy);

e MpU BLIMOSHEHUM NepBOHaYarnbHOro KoHdpurypuposaHua [1AK «C-
Teppa KnueHT» pabouvee mecto agmuHucTpatopa U [MAK «C-Teppa
KnueHT» AOMKHbI pasMellaTbCd B KOHTPOMMPYEMOW 30He B OAHOM
cermMeHTe ceTu (MpW NMOAKIMIOYEHUN Yepes ceTeBble NHTepdenChl) U He
AOMKHbl MMEeTb MOAKMIOYEeHUM K KaHanam cBAswm obuwero gocTtyna, a
ncnonb3yemble  KaHanbl  CBA3WM  AOMXHbI  BbiTb  3alULLEHbI

OpraHnsaLUMOHHO-TEXHUHECKMMIN MepamMn M cTOPOHHKMM CK3U;

e paspellaeTtcad MNpuMeHATL pabouyee MecTo aaMUHUCTpaTopa AnA
koHdurypmuposaHma CK3U «C-Teppa Knnent» Bepcum 5.0, CK3U «C-
Teppa LWmos» Bepcun 5.0 nu CK3UN «C-Teppa VPN» Bepcum 4.3 npu

nomown MK «C-Teppa CY» nnu TepMUHaNbHbIX NporpamMmM minicom u

putty.
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KoHdwurypuposaHne npu  nomowm APM  agMuHuUcTpaTopa  AOMXKHO
OCYLLECTBNATECA YAaneHHO MO CeTeBOMY COeAWHEHUIO WM C WCTIONb30BaHWeM
NOoAKMIOYEeHWA No nocnefoBaTenbHOMY UHTepdeincy RS-232. AogMUHUCTpaTop Mpr
NOMOLLY KOMMYHWKALMOHHOW NporpamMmmbl A0rKeH Nony4YuTs AocTyn K kKoHconu MAK,
B KOTOPOW ANA BbINOMHEHWUA KOHMPUrYypaUMOHHBLIX AEWNCTBUM AOMNXEH MPUMEHATH
YTUNUTBI  KOMaHAHOW CTPOKM, onucaHHble B PykoBoAcTBe aaMWHUCTpaTopa.
AQMUHUCTpaTOp AOMMKEH noryyaTb HacTpoMkM AnA KoHdurypuposaHua CK3W ot
[OBEpPEHHOro nuua Ha HocuTene WnNM Mo  KaHany CBA3M, 3allUEeHHOMY
ceptudmuympoeaHHbiv - ®Cb Poccum  CK3W, ¢ obecneveHvem  sawumrhl
KOHUAEHUMANBHOCTM M LEeNOCTHOCTU. XpaHeHwe HacTpoek CK3UM Ha APM
agMUHUCTpaTopa AOMNycKkaeTCHd TOMbKO MpU YCrnoBuM obecrnedeHna KOHTponsa uWx
LIeNnoCTHOCTK cpeacTBamm cepTudmympoaHHoro ®CB Poccum CK3N.

B xoae nepsoHauvanbHoro koHdbwurypuposaHma CK3W cnepyeT yctaHOBUTH
naponu nonesosaternen OC, OT WMEeHW KOTOPBIX MOXET OCYLEeCTBMNATLCA
yAanéHHoe KoHduryprvposaHue (ynpaereHve) ¢ WCMorib3oBaHWEM MPOTOKONOB
SSHv1 n SSHvZ. YpanéHHoe ynpaBneHWe 6yaeT BO3MOXHO TOMBKO MpW YCNeLLHON
ayTeHTUpUKaymm aamuHucTpatopa B OC. [loarotoBka [1AK K yaanéHHomy
yrpaeneHWio  AOSfKHA MpomMs3BOANTBCA B COOTBeTCTBMM ¢ PykoBoactBom
agMUHUCTpaTopa.

MNocneayolmne ceaHcbl KOHUIYPUPOBaAHMUA MOTYT MPOBOAWUTLCH FOKANbHO
(aHanormyHo  nNepBOHaYarbHOMY  KOH(UIypuUpoBaHWIO) WNKU  yaanéHHo  (C
Mcrnonsb3oBaHreM npoTokonos SSHv1 v SSHv2 unm ¢ ucrnonbsoBaHuem (K «C-
Teppa [CY»), HesaBUCUMO OT HanW4YMa WNM OTCYTCTBUA Y HEro cTaHAapTHbIX
CpefCTB BBOAA-BbiBOAA (MOHUTOP M KNaBmMaTypa). Yaané&HHoe yrnpasBreHue A0MKHO

NnPOU3BOANTECA MO ©esonacHbIM KaHanam, a UIMeHHO:
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® N3 KOHTPONMPYEeMOWN 30HbI MO He3alMLLEeHHOMY KaHany TOIbKo Mpw
HEBO3MOXHOCTM MOAKIIOMEHUST K STOMY KaHarny Hapywwutens, npu SToM 3awuta
KaHana OT  HeCaHKUWOHWPOBAaHHOrO  AOCTynma  AOIDKHA  OCYLLEeCTBATbCA
OpraHM3aLUMOHHO-TEXHUYECKUMI MePaMAZ;

. n3-3a NpeenoB KOHTPONMUPYEMOW 30HbI UM M3 KOHTPONUPYEMON 30HbI
NpX BO3MOXHOCTU MNOAKMIOMEHUA K STOMY KaHany Hapywurena TonbKo Mo
3alUWEHHBIM - cpeacTBaMm  cepTudpuymposaHHoro ®Cb  Poccum CK3U
coeauHeHnAM, ¢ obasatenbHoM  ayTeHTUdMKaumer npu nomowm 3l
agMUHUCTpaTopa Kak yaanéHHoro nonb3osaTens.

Mpn MCNONb30BaHUA HEe3aLMEHHLIX YNPaBnAWWMX coefUHEHUA pabouee
MecTO aAMUHUCTpaTOopa AOMHKHO pasMelwaTbCa B OTAENbHOM CerMeHTe ceTw,
3alUUMLLEHHOM OT AOCTYMa MOCTOPOHHUX MWL, W NOAKNIOYMATBCA K yrpaBnaemMomy
CK3W yepes BblaeNeHHbIN (hUSNYECKUIA ceTeBO N MHTepdenC.

3anpelaeTca yCTaHOBMNEHWE He3alLULIEeHHbIX YNpaBnaiowWmx coeMHEHUA No
BecnpoBoHbLIM KaHanam cBA3U.

Bce ykasaHHble B HacToOAWMX MpaBWNax OrpaHWHMeHWs  yAaneHHoro
yrpaBrneHUss OTHOCATCHA KaK K CeTeBblM COEAVHEHUSM MeXAYy KOMMOHEeHTOM
«Cepsep ynpaeBneHus» (K «C-Teppa C¥» wn ynpaensiembim CK3W, Tak v K
ceTeBbIM cCoeAMHEHNAM Mexay KomnoHeHTamu «Cepeep ynpasneHus» KM «KoHconb
ynpasnenus» MK «C-Teppa NCY».

CK3W ponyckaeT HacTpOWKY OTMpaBKW KypHana cobblTUA Ha yAanéHHbLIA
cepsBep Mo npoTokony syslog. B kadecTeBe yaanéHHoro cepeepa syslog B 3TOM
cryqae AOSKeH UCMOoSb30BaThCHA KOMMbIoTep, 3awmwaemeln oT HCO npyn nomowm

cepTudmymposaHHbix PCH Poccum cpeacts, Hanpumep, [NAK «C-Teppa LWros», B

2 Hanpumep: sugecHabniogeHwe 3a kabernem MPONOMXEHHEIM B MOMELLeHWAX (Kopwvaopax), r4e MoryT
OKa3aTLCA MOCTOPOHHWME, OTKMIOYEHWE HEeWCNOoMb3yeMblX MOPTOB Ha KOMMYyTaTopax; BblAeMneHWe CeTw
ynpaBneHa B OTAENbHBIA VLAN.
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ToM dncne - APM agmumHucTpaTopa. CBAsb C cepBepom  syslog AormkHa
OCYLLECTBNATECA MO KaHany, B KOTOPOM WCKIIOMEHO Hanuyue Hapywwutensa (npwy
3TOM 3allTa KaHana oT HeCaHKUMOHMPOBAHHOIO AOCTYMNa AOIMKHA OCYLLEeCTBNATLCA
OpraHN3aLMOHHO-TEXHNYECKUMMU Mepamn), nuéo  gornkHa 3alMWAaTLCA
cepTudmumposaHHbim ®Cb Poccumn CK3U.

®opmumposaHme knover ana CK3UM «C-Teppa KnveHT» MoXeT BbINOMHATLCH
€ vcrnonb3oBaHuem cpeacts camoro CK3M unu apyroro ceptudmumposaHHoro ®Cb
Poccum CK3U «C-Teppa LUnosy unu CK3U «C-Teppa KnneHT» (B TOM 4ucne Ha
padounx MecTax rnonbsosaTtenen, Unm Ha APM aaMmuHucTpaTtopa).

BBoa KOpHEBbIX AOBEPEHHbLIX CEepTUMPUKATOB, KOHTeWHepoB krtoden 31 n
BHelWwHen rammbl [1CY B CK3W gormkeH npousBoAuTLCA ayTEHTUMULMPOBAaHHBIM
aAMWHNCTPATOPOM Ha HocuTensx, nopggepxuveaemelx [MAK n nepeqncrieHHbIX B
pasgene 3, KoTopble MOryT BbITb NOAKMIOMEHBI K KOH(PUIYPUPYEMOMY YCTPOWCTBY.

Mpn obHoBneHWn Bepcnn CK3M agMUHUCTpaTOp AOMmKeH yoeanTeCAa B TOM,
4yTo ycTaHaenmeaeman Bepcua CK3W npowna ceptudmkaumo $CB Poccun. MO
CK3W paspellaeTca oOHOBMATH TOSMBKO Ha BEPCUMIO, MMEIOLLYIO MOMOXUTENbHoe
sakntodeHne 8 LleHtpa ®CB Poccun. [lepea ycTtaHoBKoW 0DHOBNEHWUS
afMWHNCTPATOP AOIMKEH NPOM3BECTU PACHET KOHTPOSBHBIX CYMM W UX CPpaBHEHWE C
STanoOHHbLIMW 3HaYeHUAMMK, MOMYYEeHHBIMU AOBepeHHbIM crocobom. OBHoBneHWe
JOIMKHO BBLIMOMHATECA B COOTBETCTBUM C  SKCMNyaTaLUMOHHOW JAOKyMeHTaLuewn
ycTaHaBnmeaemon sepcim CK3W.

HoBepeHHbIM cuMTaeTca crnoco® nepefavn MHGOPMaLMK  (KOHTPOMbHBLIX
CYMM, HacTpoeK) Mo KaHarny, 3alULEHHOMY npW MOMOLLW cepTUULMpPOBaHHOTO
®Cb Poccumn CK3U, nmetowero cpeaun UenesblX OYHKLUMIA KOHTPOMNE LENOCTHOCTM

(MMUTO3aLNTY) NepegaBaeMblX AaHHBIX U ayTeHTUPUKALMIO KpunTorpadniecKmm
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MeTo4amu, Mpy YCroBUW ayTeHTUdMKaUMU WCTOMHWKA, MO0 B COOTBETCTBUU C
npasMnamMn odpaLlleHns ¢ KIMoYeBbIMA JOKYMEHTaMM, TMBO hUsUHECKU € yHacTUem
YMNONMHOMOYEHHOIO M@ CorracHo YyCTaHOBNEHHO W npoLueaype.

CK3UN «C-Teppa KnuveHT» mMoxeT obecneymBaTb pasgernbHoe Wnu
COBMECTHOe BbIMNornHeHWe yHKUMA BesonacHoCcTU — puneTpayus, wudposaHue,
UMuUTO3aWMTa, ayTeHTudukauma aboHeHToB. [lpM  ycTaHoOBKE MapamMeTpos,
NosBonALWMX co3AaBaTb Kpuntorpadmyeckn HesallMlleHHble CcoeAMHEeHUS,
AOMKHBI ObITb NPUHATBHI Mepbl, WUCKNIoYaloWmMe yTeuky Tpebyolwen 3sawuThl
WHbopMaumMM ¢ 3awpaemoro obwekta MHpopmaTuzaumm. AgmmHucTpatop CK3U
JormkeH onucaTe B nonutuke ©esonacHocTn [1AK «C-Teppa KrnuveHT» Bce
Heobxoaumble yHKUMM DesonacHoOCTH, McXoaa W3 MoAenu yrpos. Tpaduk
cUMTaeTCH HesalMEeHHbBIM, eCn K HeMy He [pUMeHsieTca onpegensiemMbii
agMUHUCTpPaTopoM Habop yHKUMIA De30MacHOCTU K3 MepedncrieHHbIX HuKe B
TekcTe. [lpoBepka AOCTAaTOMHOCTU MPUHATBIX MEpP 3alLMThl NPOBOAMTCH HA OCHOBE
MoAenu yrpos 6e3onacHoCTM MHGOPMaLMN MHAI0 PMALMOHHON CUCTEMBI, B KOTOPOW
akcrinyatupyetca CK3U.

Mpn ucnonbsoeaHun CK3U «C-Teppa KnueHT» obAsaTenbHO BKMHOYEHUe
PYyHKUMN MMUTOZALUTBEI MYTEM YKasaHUsA B MONMUTWKE ©es30rnacHoCTK XoTa Obl
OAHOro anroputMa WMUTO3AWMUTEl UMK KOMBUHWMpOBaHHOMO npeobpasoBaHUa U3
yucra npuBef&HHLIX B AaHHOM pasgerne HacToAwux npaswn. 3kcnnyatauma CK3U

bes MMUTO3alLNTEl HEe AONYCKaeTCH.
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Mpu oekcnnyataymm CK3W «C-Teppa KnneHT» BO3MOXHA pUnbTpauma
COODLLEHNA, perucTpypyeMelx B XypHane. ALMUHWCTpaATOp He  AOSTKeH
BriokMpoBaTb Creayllue KPpUTUHECKM BaXHble cooDOLeHMs, MnepeyucrneHHble B

Tabnvue 3:

Tabmna 2. KputHueckn BaskHbIE COODIIEHHS

ID OnucaHue

00100119 | CosgaHo |Psec-coeguHeHua (IKE Quick Mode 3aBepwumnack
ycnewHo).

%{1} - Homep cosgaHHoro IPsec-coeguHeHNd

%{2} - IKE traffic request/phase 2id/cenektop IPsec SA

%{3} - Ha3BaHWe huneTpPa

%{4} - uma |Psec-npasuna

%{5} - nma IKE-npaBuna

0010011A | lMNMonbiTka co3gaHuna IPsec SA 3akoHYMNack Heygaden.
%{1} - ctagu4 ike, rae obHapyxXeHa ownbka

%{2} - npnynHa oLNOKK

%{3} - Ha3BaHWe punLTpa

%{4} - umAa |IPsec-npasuna

%{5} - uma IKE-npasuna

%{6} - NnopaaKoBbIA HOMEpP 3anpoca Ha cosfaHue IPsec-coe ANHEHWA

00100140 | B cosgaHHoM IPsec SA orpaHuyeHwe no Tpad UKy He COOTBETCTBYET
JonycTUMoMy OrpaHUYeHuo ans NCNonb3yemMoro
KpunTorpacdnyeckoro anroputma.

%{1} - orpaHuyeHue, koTopoe BydeT MCMNONL3OBAaHO B CO3JaHHOM

IPsec SA (0 - 6e3 orpaHn4eHUi)

00200002 | OoBaeneHune CepTtudbuumpytowero LleHTpa B 6a3y AaHHbIX

00200003 | YpaneHue nokaneHoro ceptudpukaTta, nmbo CepTuduyupyrowjero

LleHTpa 13 6asbl JaHHbIX
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Ona yKasaHunA BbINOSTHAEMbIX CK3M hyHKLNIA ©e30nacHOCTH
aAMWHNCTPATOPOM AOMKHa ObITb HanMcaHa nonuTuka ©esonacHOCTW C MOMOLLBIO
KOHdUrypaLuoHHoro caina besonacHocTtn (B dhopmaTte LSP), nnbo ¢ nomoubto
cs_console. Ona CK3W, CcKOHpUrypupoBaHHbLIX yKasaHHbIMW  criocobamu,
obecneyrBaeTCd BO3MOXHOCTb BCTPEYHOM paboThbl MPU YCrOBUM UCMOMNbL30BaHWUA

OAMHAKOBbLIX PeXMMOB pa6OTbI MPOTOKOIIOB N arirfoprUTMOB.

6.5.1 3agaHuwe nonuTUKKM GesonacHOCTW ¢ NoMoLbto chauna (LSP)

Ana yKasaHunAa BbIMOSTHAEMbIX CK3W hyHKLNIA ©e3onacHOCTH
agMWHUCTPaTOPOM AOMKHa OblTb HanucaHa nonuTuKa ©esonacHocTW, ¢©
MCronbe30BaHMEM CTPYKTYP OCHOBHBIX TUMNOB Filter (onncaHne Tpaduka), IPsecAction
(onncaHne napameTpoB coeauHeHna ESP nnu AH), IKERule (onucaHue napameTpoB
coeguHeHna ISAKMP). dopmMaTt onucaHWA W B3aUMOCBA3W CTPYKTYP W aTpubyToB
onucaHel B pasgene «CosgaHue KoHdurypauwoHHoro dhawna» PykosBoacTea
agMUHWCTpaTopa.

Hanee B obWen CTpPyKType NOMWUTUKM De30MacHOCTW YKasaHbl HACTPOMKW,
onpegensiiowme BCE BO3MOXHBIE pPEXWUMbl 3AWVWEHHOMO B3aUMOAEWCTBUA W
napameTpbl 6e3onacHOCTU:

GlobalParameters(
CRLHandlingMode = ... %pexnm paboTbl CO CMCKaMM aHHYITMPOBAHHBIX

ceptudmkatos — cm. naparpadp «ATpndoyt CRLHandlingMode» B pasgene
«CosgaHune KoHurypauyroHHoro damnay» PykosBoactea agMmuHUcTpatopa %

)

IKEParameters(
%HeT napameTpoB 6esonacHocTn%

)

IKETransform crypto:isakmp:policy:1

CipherAlg = %anropntM LWKppPoBaHNA W3 MepednCrieHHbIX Aarnee B 3TOM
pasaene [Npaenn%
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HashAlg = %anroputMm XSLWMPOBaHMA N3 MEpPeYNCreHHbIX fariee B 3TOM
pasaene [NpaBnn%

GrouplD = %anropnTM BblpaboTKK pasgensaemMoro Knwo4a 13 rnepevncreHHbIX
Aanee B 3ToM paszgaene [lpaBun%

LifeimeSeconds = %sBpema XxusHu |SAKMP coeguvHeHns B cekyHpax,
orpaHu4eHue NpuBeaeHoO ganee B 3ToM pasaene lNpasun%

)

ESPProposal TSET:ESP
(

Transform®* = ESPTransform %unmn ESPTC26Transform%

(

CipherAlg* = %anroputm WndpoBaHUa TpadurKka U3 nepevncrieHHbIX
Aanee B 3ToM pasgene [paBun%

IntegrityAlg™* = %anroputTM MMMUTO3ALLNTLI TpadrKa M3 NepeyncrneHHbIX
Aanee B 3ToM paszgaene [lpaBun%

CombinedAlg™* = %anropnUTm KOMBWHWMpPOBaHHOro npeobpasoBaHUA
TpaduKka 13 NnepevncneHHbIX ganee B 3ToM pasgene lNpaesmn%

LifetimeSeconds = %sBpemsa xusHW |IPsec coeauHeHWa B cekyHAax,
orpaHvdeHe NpueeaeHo Aanee B 3ToM pasgene lNpasun%

LifetimeKilobytes = %paspelwéHHbin 060bEM AaHHbLIX, 0bpabaThiBaeMbIX B

paMkax ogHoro |Psec coegmnHeHusa B kmnobarTax, orpaHnYeHre npyBeAeHo ganee B
aTom pasgene NpaBnn%

)
)

AuthMethodGOSTSign GOST:Sign
(

RemotelD = %onncaHre cepTudmKkaTa NapTHEpPa, cM. naparpad «ATpMoOyT
RemotelD» B pasgene «CospgaHve kKoHdUrypauumoHHoro damna» PykoBogcTsa
aaMUHUCTpaTopa%

)
IKERule IKERule:CMAP:1

IKEPeerIPFilter = %IP-agpec napTHépa no BzaumogencTenio%

Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = %npuBaska K ONMCAHHOW paHee CTPYKType NapameTpoB
BesonacHocTK - GOST:Sign%

MainModeAuthMethod = %npuBA3Ka K ONMCaHHOW paHee CTPYKTYpe napameTpoB
BesonacHocTK - GOST:Sign%

)

|PsecAction |IPsecAction:CMAP:1
(
TunnelingParameters = TunnelEntry(
PeerAddress = %IP-agpec napTHépa no B3aMMOAEWCTBWIO AMNA TYHHEMNLHOro
pexunma paboTel IPsec%

)
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ContainedProposals = (%npnBAska K ONWCAHHOWM paHee CTPYKTYpe napamMeTpoB
BesonacHocTn - TSET:ESP% )

GrouplD = %onuMoHanbHLIA anropyUTM BbIpabOTKM pasgenseMoro Krwouda Aans
TexHornornn PFS, ns nepeyncrieHHbIx Aanee B 3Tom pasgene Npasun%

IKERuUle = %npurBAasKka K ONUCaHHOW paHee CTPYKTYpe napamMeTpoB 6e30MacHOCTM
- IKERule:CMAP:1%

)

IKEParameters2(
%HeT napameTpoB BezonacHocT%

)
IKEProposal2 crypto:ikev2:policy:1

(

EncryptionAlg = %anroputm wWndpoBaHUS M3 NEPeUUCTIEHHBIX Aarnee B 3TOM
pasaene [Npaenn%

PrfAlg = %anropuTm x3alWMpoBaHUA N3 NepevncrneHHbIX ganee B 3TOM pasgerne
[Mpaern%

IntegrityAlg = %anropnT™m MMUTO3aWWTLI M3 MNEepPeYUCTiEHHbIX Janee B 3TOM
pasaene [Npaenn%

KeyAlg = %anropytm BbIpaboTKK pasaendaemMoro Krova K3 nepedncrieHHbIX
Aanee B 3ToM pasgene [paBun%

Limits = ConnectionLimits(
Seconds = %sBpemsa xusHn |IKEvZ coegnHeHMa B cekyHAax, oOrpaHUYeHue
npuesefeHo ganee B aToM pasgene Npasnn%

)
)
|PsecProposal2 TSET.ESP2

(

ESPEncryptionAlg = %anropntm wudpoBaHna Tpadurka U3 NepednUcrneHHbIX
Aanee B 3ToM pasgene [1paBun%

ESPIntegrityAlg = %anropntm MMWTO3aLWWTLI TpaduKka 13 NepevncneHHbIX ganee
B 9TOM pa3sgene [Npasun%

PFSAlg = %onuynoHanbHblil anroputM BblpaloTK pasgensemoro Krtoda ansa
TexHornormn PFS, n3 nepevncrieHHbIX Aanee B 3ToM pasgene [Npasun%

Limits = ConnectionLimits(
Seconds = %BpeMs X13HM |Psec coeguHeHWA B cekyHAax, orpaHudeHue npueseseHo
Aanee B 3ToM pasgaene [lpaBun%
Kilobytes = %paspelléHHblA 00BbEM AaHHbIX, 0bpabaTbiBaeMbIXx B pamMKax OfHOMo
|IPsec coeguMHeHMa B KMnobanTax, orpaHUYeHne npuUBeAeHo Aanee B STOM pasjene
Mpaern%

)
)
IKEAuthZ IKEAuthZ2: Remote

(

Identity = %onucaHne cepTudmrKkaTa nNapTHépa, cM. naparpady «ATpUbyT
RemotelD» B pasgene «CosgaHne KoHdurypauumoHHoro danna» PykoBoacTsa
agMUHUCTpaTopa%
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)

IKERule2 IKERule2: CMAP:1
(

IKEPeerIPFilter = %IP-agpec napTHépa no BzaumogencTenio%

Proposals = crypto:ikev2:policy:1

RemoteAuth = %npuBaska K OMNMCaHHOW paHee CTPYKType mMapameTpoB
BesonacHocTH - IKEAuth2:Remote%

)

|PsecAction2 |PsecAction2:CMAP:1
(

TunnelingParameters = TunnelEntry(

PeerAddress = %IP-agpec napTHépa no B3aMMOAEWCTBUMIO ANS TYHHENBHOro

pexuma paboThl IPsec%

)

ContainedProposals = (%npunBaska K ONWCaHHOW paHee CTPYKTYpe napamMeTpoB
BesonacHocTK - TSET:ESP2% )

IKERuUle = %npurBAasKka K ONUCaHHOW paHee CTPYKTYpe napamMeTpoB 6e30MacHOCTM
— IKERule2:CMAP:1%

)

FilterChain IPsecPolicy:CMAP (
IPv4Filters = Filter (
SourcelP, DestinationlP, ProtocollD, SourcePort, DestinationPort = <onucaHwve
ceTeBbIX MAapaMeTPOoB 3allMLLIaeMbIX PecypcoB>
Action = <Bwlbop pgenctBua: PASS - nponyctute Tpadumk, DROP -

dhuneTpoBaTH>
ExtendedAction = ipsec< sa = %npuBA3Ka K OMNMCAHHOW paHee CTPYKType
napameTpoB ©esonacHocTn - |PsecAction.CMAP:1%, %npuBAska K onMcaHHOW

paHee CTpyKType napameTpoB BesonacHocTn — IpsecAction2:CMAP:1% >

)
Filter (

)
IPv6Filters = Filter (

).
Filter (

)

Networklnterface (

LogicalName = %wuma ceTeBoro wWHTepderca, K KOTOPOMY NpUBA3LIBAIOTCA
napameTpbl besonacHocTy, Ana npumMepa - GigabitEthernet1/3%
IPsecPolicy = %npuBaska K OMNWCAHHOW paHee CTPYKType napameTpoB

BezonacHocTun - IPsecPolicy: CMAP%

)
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Ona NPUMEHEHUA KOMOWMHMPOBaHHOMO npeobpasoBaHns
ENCR_KUZNYECHIK _MGM_KTREE, obecneunBatowiero KoHbUaeHUNANBHOCTE U
WMUTO3ALMTY WMHDOPMaLMM B KaHane CBA3M C COXPaHEHWEM BO3MOXHOCTU
BcTpeuHon paboThl ¢ CK3U «C-Teppa VPN» Bepcumn 4.3, HeobXoaMmo:

e aTpubyTty CombinedAlg B cTpykType ESPTransform npucBonTb 3HaveHWe

"GR341215K-K352-MGM-251".
[na obecneveHus paboTtbl NpoTtokona ISAKMP ¢ uenblo BeINOTHEHUA MOOLIX
KpunTorpadude cKMx hyHKLNIA BesonacHocTK o NCNOMNb30BaHUEM
Kpuntorpacdpmdeckmux anroputmos [OCT 34.11-2018 wm TOCT 34.10-2018, ¢
coXpaHeHMeM BO3MOXHOCTU BeTpeyHoW paboThl ¢ CK3U «C-Teppa VPN» Bepcun
4.3, HeobxoaAMMO:
e npuceoutb atpubyTty CipherAlg B cTpyktype |IKETransform 3sHaudeHue
"G2814789CPRO1-K256-CBC-65534" wunn  "GR341215K-K256-CFB-
65528";

e rpuceouTb aTpubyTy HashAlg B cTpykType |KETransform 3sHaudeHue
"GR341112_256TC26-65128" nnn "GR341194CPRO1-65534",

e npuceoutb aTpubyty GrouplD B cTpykType |IKETransform 3sHauveHwe
VKO2_1B.

Ona obecneyeHna ayTeHTUdUKaALWMKA abOHEHTOB C  UCMOMNb30BaHWEM
3MekTpoHHoW nognuck no ctaHgapty [OCT 34.10-2018 HeobxoaumMo:

e npuceoutb aTpmdyTy MainModeAuthMethod nnun AggrModeAuthMethod B

ctpykType IKERuUle (IKERuUle2) sHaveHme Tuna AuthMethodGOSTSign;

e jobaBneHve, nNpocMoTp, yAaneHue cepTudMKaToB LAOIMKHbI

NPOU3BOAUTECA aAMWHUCTPATOPOM ©Oe30MacHOCTUM B COOTBETCTBUMM C

Py KOBOACTBOM aAMWHNCTPATOPRA,
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e CO3jaHMEe CUMMETPWMHBIX MPeABapUTerbHO pacrnpeferieHHbIX KIoven,
Knoueld  nognMcn M cepTUPMKaATOB  AOSMKHO  MPOU3BOAUTLCA
agMUHUCTpaTopoM ©esonacHoCcTM B COOTBETCTBMUM C PyKOBOACTBOM
agMWHWUCTpaTOopa, Mpu nomowm ceptuduympoeaHHoro ©CB  Poccum
CK3MW;

e J0OCTaBKa CUMMETPWYHBIX MpPeABapUTErlbHO pacrnpefeneHHbIX KITouei,
Knodern nognucn wn  goeepeHHblx (trusted) cepTudmkaToB AOMnXHa
NPOU3BOAUTECA aAMWHUCTPaTOpPOM ©Ge30MacHOCTM B COOTBETCTBUM C
PykoBoAcCTBOM agMUHUCTpaTopa, AOBEPEHHLIM CNOCOBOoM.

CK3WN «C-Teppa KrnneHT» Bepcumn 5.0 nopgaepxuvBaeT BCTPedYHyto paboTy o
NpPoTOKOMamMm, cooTBeTcTByOWMM crneyudumkaumam TK26IKE n TK26ESP ¢
cepTudmuymposaHHbim ®CHb Poccnm CK3U «Kpuntollpo CSP» Bepcun 5.0R2. Mpw
KOHOUIY pUpOBaHMA TaKoro coeagunHeHnsa criegyet uenonbsoBaTe B CK3U «C-Teppa
KnuneHT» cnegytouime HacTporKu:

IKETC26Transform CipherAlg = GOST_B_CFB_IMIT

IKETC26Transform HashAlg = GOST_R_34_11_2012 512

ESPTC26Transform CombinedAlg = GOST Z 4M _IMIT

MNonHoe onucaHWe nopsgka KOHUryprpoBaHWS MPUBEAEHO B PYKOBOACTBE
agMUHUCTpaTopa.

CK3U «C-Teppa Knrent» Bepcumn 5.0 nogaepxmeaeT BCTpeUHy padoTy no
NPOTOKOMaM, COOTBETCTBYHOLWMM crieumdmkaumam P 1323565.1.048-2023 (IKEv2) n
P1323565.1.035-2021 (ESP). [lonHoe onucaHve nopsaka KOHUryprupoBaHUA
nprBeAeHo B PYKOBOACTBE agMWHMCTPaTopAa.

O0béM WHpOopMaLMKM, oDOpabaTblBaeMO Ha OAHOM Krode, AOMXeH ObiTb

orpaHudeH. OrpaHuyYeHMa no TpaduKy, peanusyemMble ¢ MNoMOLLb aTpubyTa
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LifetimeKilobytes nonutukn ©esonacHocTn, nepevncrieHel B Tabnuue 5. [llpwm
npesbilWeH pekomeHgyemoro 3HadeHus LifetimeKilobytes B momeHT cospaHma
3alUWLLEHHOTO coeNHEHNS perMcTpupyeTcsa cobbiTre

MSG_ID_LP_IPSEC_HI_TTL_TRAFFIC (cm. ID 00100140 B Tabnmue 3).

Tabmuna 3. Orpannyenns 06béma TpaduKka 171 pa3THYHBIX ANTOPHTMOB H HPOTOKOJIOB

MpoToKkon Anroputm LifetimeKilobytes
IKETransform G2814789CPRO1-K256-CBC 1984
ESPTransform | G2814789CPRO1-K256-CBC 4032

Ana anroputMoB, He VYNOMAHYTbLIX B Tabnuue S, o00béM Tpaduka
OrpaHU4YMBaETCA TOSBKO MPOMNYCKHOW CMOCOBHOCTBIO CeTeBbIX WHTepdencoB 3a
BPEMS KM3HW  3alMWEHHOIO coeduHeHWs. Bpema XM3HKM 33l MWLEHHOrO
cCoeJVHEHMA He AOSMKHO MpeBblwaTte 1 cyTok, Ana dero atpubyty LifetimeSeconds
AOIMKHO ObITb NPUCBOEHO 3HadeHre He Oonee 86400, HesaBUCMMO OT HanM{Msa

orpaHu{eHna no obvémy Tpaduka.

6.5.2 Obwme orpaHUYeHUA HA NPUMEHEeHWe KpunTorpaduyeckux anropuTMoB

Ana WinchpoBaHUS, KOHTpONda  LEeNOoCTHOCTH (MMUTOBALLMTHI) %
ayTeHTUDMKALUMN  He  JOMKHBI  WUCMOMNBL30BATBCA  anropUTMbl, OTIWHYHbIE  OT
OCHOBaHHbIX Ha poccuinckmx ctangapTax [OCT 28147-89, TOCT 34.10-2018 (TOCT
P 34.10-2012), TOCT 34.11-2018 (TOCT P 34.11-2012), TOCT 34.12-2018 (TOCT
P 34.12-2015), TOCT 34.13-2018 (FTOCT P 34.13-2015).

O6patute BHUMaHuUe: Kpunrorpaduyeckme npeodpasoBaHnA,
ENCR_KUZNYECHIK_MGM_MAC_KTREE, ENCR_MAGMA_MGM_MAC_KTREE,
npumeHsiemble B npoTokone ESP, ofecrneunBaloT TOMbBKO WMMUTO3ALWMTY U He

obecneympaioT I{OHCbI/I,D,eHLI.I/IaJ'IbHOCTb nepejaBaemMblxX AaHHbIX.
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Ana ayteHTUdmkaumm aboHeHTOB JOMMKEH MCMONb30BaTECA METOZ MPOBEPKU
anekTpoHHon noanucu NOCT 34.10-2018, sagaBaeMblll B NONUTMKE DE30NaCHOCTK
naeHTudbmnkatopom AuthMethodGOSTSIign, wnm meTop ayTeHTUdMKaUMKM  Ha
CUMMETPUYHBIX NPeABapUTENBHO pacnpeAeneHHbIX Krodax € WCMonb3oBaHUeM
anroputma  [OCT  34.11-2018, 3apaBaemMbld B  MONUTMKE ©He30MacHOCTU
maeHTudbmnkatopom AuthMethodPreshared.

[MpumeHeHne anroputma [OCT 28147-89 B pexume BbIpaboTKK
WMWTOBCTABKM B Ka4yecTBe €WHCTBEHHOIO CaMOCTOATENbLHOrO anropurma
UMUTO3aLWLKWTLI Ana IPsec coeauHeHna (MaeHTudmnkaTopbl G2814789CPRO1-K256-
MAC, ah-gost28147-mac, esp-gost28147-mac) sanpeweHo. [onyckaetca
NPUMEHEHWE YKa3aHHOro arropuMTtMa TONMbKO B COCTaBe WNW B AOMOMHEHME K
KOMOMHMpOBaHHOMY NpeobpasoBaHnio (naeHTudukatopbl G2814789CPRO2-K288-
CNTMAC nnn GR341215K-K352-MGM, esp-gost28147-4m-imit unn
esp-cipher-gost341215k-mgm).

Anroputmel TOCT P 34.11-94 w [TOCT P 34.10-2001 s3anpelaetca
NPUMEHSTb ANS 3aluTbl WMHdOopMaLMK, noanexallen obasaTenbHOW 3alute B
COOTBETCTBUU C 3aKOHoAaTeNbLCTBOM Poccuickon Gegepaumn.

Mo ymonuanmnio B CK3W «C-Teppa KnmeHT» akTUMBHbI WU AOCTYMHbI K
NPUMEHEHWIO pOCCUCKME KpunTorpadudeckme anropuUtmbl. B koMnnekT noctaBku
MO CK3U «C-Teppa KnueHT» BKMOYEH MPOrpamMMHbLIA MOAYMb, PearmsytoLlni
WHOCTpaHHbIE KpunTorpadudeckne anroputmbl. [aHHbLIA NporpamMMHbBIA MOAYIb
MOXET MPUMEHATLCHA TOMBKO ANS MNaBHOW MUrpauun BCeX B3aUMMOZAENCTBYHOLMX
YCTPOWCTB C paHee BbinyweHHbIX Bepcuid «CSP VPN Gate», «C-Teppa VPN» mnn
WHBLIX NPOAYKTOB. 3anpelaeTca NPUMEHATb MHOCTPaHHbIE KpunTorpaduyeckue

anropuTMbl AN 3aWmTbl UHGOPMaLUK, Noanexalled o6ga3aTeNnbHON 3aluuTe B
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COOTBETCTBUM C 3aKoHoAaTenbcTBOM Poccuickon Pepepaumm. [locne
OCYLLECTBMEHNA MUrpauun criedyeT AeakTMBUPOBaTb 3TOT MOAYIMb, BbIMNOSHWB OT
UMeHu agMmuHucTpatopa CK3U komaHgy:

crypto_algorithms_enable gost

[MonHoe onucaHWe KoMaHAabl npmeefeHo B pyKoBoACTBE aAMUHACTPaTOPA.
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7. TpeboBaHua no obecneyeHUo 6e30MacHOCTH NPK
akcnnyaTtauun CK3U

71.  ObBwue TpeboraHua no 2awure oT HCJ,

BesonacHaa  akcnnyatauma  CK3WM  pernameHTMpyeTca  npaBunamm
nonesoBaHna CK3M w©n nepeuncneHHon B dopmynape  SKCNyaTalMOHHON
fokymeHTaumein CK3U.

ObsasaTensHO HanMuMe onevaTblBAaeMoro XpaHunuwa (Wwkada, cendoa) ans
XpaHeHna atanoHHblx CD auckoB ¢ MO K akcnnyaTaUWMoHHOW AOKYMeHTauuen u
Apyron KoHduaeHUMansHoM nHpopMaLumK. Koy oT XpaHUnuLa A0IMKeH XpaHUTLCA
y agMuHuctpatopa CK3W. HybnukaT Knodya [ormKeH XpaHUTbcA B cendoe
PYKOBOAWUTENA OpraHU3aLMm1 U YNonHOMOYEHHOIO UM nunua.

WcnonHeHna «1-3», «7-3», «7-5» HeobXoAMMO NMPUMEHATHL COBMECTHO C
cepTudnUMpoBaHHbIM No  TpeboBaHuam OCB Pococun moaynem poBepeHHOW

3arpysKky, peanusyowmm AByxdaKkTOPHYHO ayTEHTUMDMKALMIO.

7.2.  TpeboBaHusa k ayTeHTUhMKaLMKU U pazrpaHUyYeHmIo JocTyna

Ana  wvcrnonHeHWn  «/7-5» cpeacTBamMy MOAYMS AOBEPEHHOW 3arpysku,
ceptudmumpopaHHoro ®CHb Poccun, AoMmMKHa nNpoBoAUTLCA ABYyxdakTopHas
ayTeHTUdpUKauma ao npueeaeHna AC B paboyee cocToaHME.

Hanee pana Bcex wcnonHeHun [IK «C-Teppa KnmveHT» npownsBoguTcA
ayTeHTUdpUKkauma cpeacteamm OC 1 BCTpoeHHbIMKW cpeacTeamm CK3U.

Ana uvcnonHeHWs «7-5» ayTeHTUdMKauMa cpeacTBaMi  onepaumoHHOM
cucteMbl obecneunBaeT poneBoe pasrpaHudeHue goctyna. AyTeHTudmkaums
Nnos3BondeT pasnuyaTe YYETHbIE 3arnMcK norksopatener, obnajatoLlmx npaBamMm Ha

ynpaeneHrne CK3W (npuBunerMpoBaHHbIX Monb30oBaTener) WM Monb3oBaTenen,
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BO3MOXHOCTM KOTOPBIX OrpaHWYMBAOTCA A0 MPOCMOTPa HeKOH(UAeHUMarbHON

mHhopmaumm o coctosHun CK3W  (HenpmBMnernpoBaHHbIX MNOMb30BaTernen).

MpyUBUNErMpoBaHHLIA MONMbL30BaTENb BbIMNOMHAEST 0B6A3aHHOCTU agMWHUCTPaTopa

CK3WN. B dyHkumm agmuHucTpatopa CK3WM  BxogWT  BbINYCK  KNOYerd W

kKoHdurypuposaHme CK3W, Bkmioyaa ynpaBreHWe rnepedyHemM  AOBEepeHHbIX

cepTudmkaToB. [pn 3TOM € YYETOM MEXaHWU3MOB pasrpaHudeHna goctyna B OC
ncrnonb3yeTca crieAyoLlasa pornepas Mojerb:

e [lonbsoeaTtens ¢ UID=0 saengetca aamuHmuctpatopom OC u CK3U. B OC
AOMKeH OblTb HAacCTpoeH MexaHusM sudo ana rpynnsl astra-admin (GID=1001),
No3BONALWMA NONYy4YUTE NpaBa agMuHUcTpaTopa OC. JTiobon nonbsoBaTens 13
rpynnbl astra-admin MMeeT BOSMOXHOCTb TEM e MEXaHWU3MOM Mory4mTb npasa
agMWHUCTpaTopa CK3W. MMonbzoBaTenm AaHHON KaTeropum He
KnaccuhULMPYOTCA Kak NOTeHUMaNbHbIE HapyLUUTErM.

e [lonbsoBaTens OC 13 rpynnbl stvpn (GID HasHavaeTca NpU YCTAHOBKE MakeToB
MO CK3W) noTeHumanbHo aesngeTca nonbsoBaTenem CK3W. [na npmBeaeHus
CK3WM B cocTtosHWe rotoBHoCcTU mnK ana HacTpowkn CK3W TpebyeTtcsa nponTtwn
ayTeHTUpukaymo cpeacteamn CK3WU  (ytunutoin clogin mnn rpadmnieckim
npunoxeHvem STerraCSPTray). Ana HacTponkn CK3W nonbsoBatenb AormkeH
AOMNONHUTENBHO COCTOATH B rpynne astra-admin. [lonesoBatenu ApaHHOM
KaTeropuvm He KrnaccupuUUMpPYOTCS Kak NoTeHUMaibHble HApYLIUTEnNW.

e [lonbzoBatens OC, He BXOASAWMA HWU B OAHY W3 YMOMSHYTbIX Bblle rpynmn
astra-admin v stvpn, He saBnAeTca nonbsosaTenemMm CK3WM 1 He MoXxeT npueBecTr
CK3M B cCOCTOSHME TOTOBHOCTM WNM OcywecTBnATe ynpaeneHne CK3WA.
MNonbzoBaTenn AaHHOW KATEropun KnaccuULMPYIOTCA Kak MoTeHuManeHble

Hapywutenu, n nx BrvaHne Ha dyHkymoHnposaHne CK3W orpaHudmsaeTtca
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cpedcTBamMi OC, KOTOpaA AO0IKHa ObITb HacTpoeHa B COOTBeTCTBMM C

aKkcnnyataumMoHHon pokymeHtaumenn OC («PykosogctBo no KC3. Yacte 1»

PYCB.10015-17 97 01-1).

[Mpu opraHusaumm padot Ha [NAK AomkHbl ObITb BBIMNOMHEHbl criefyrolme

TpeboBaHua rno sawure MNAK ot HCL:

° AaMUHKUCTpaTOp CK3U JOrKeH 03HaKOMMTBLCSH co BCEN

AoKyMeHTauwnen, npunaraemomn k NMAK.

. MpaBo AocTyna K PeXNUMY ynpaBreHus KOMIITEKCOM
(nonesoBartensckomy uHTepdency CK3WM) umeeT Tonbko agmuHucTpatop CK3U

(Lanee no TEKCTY - aAMUHKUCTPATOP).

. Nms aAMUHNCTRaTOPa AO0IMMHO HauvMHaTbCA C 6yI{BbI NMaTHUHCKOro

andaeuta (CTPOYHOM WNK npornucHor). [Hanee MoryT wmATW OyKBbI NATUHCKOroO

andasuTa (CTPOYHbIE UMK NPOMNUCHLIE), UMdpbl,  (MoavepKkuBaHuWe) U - (deduc).

. Hactpowky MNAK (HasHaueHne |P-agpecoB uvHTepdencam, cosgaHuve
NONUTUKN DEe30MacHOCTH, perncTpauuio cepTUdUKaToB, Apyrie AOMNOMHUTENbHbIE
HaCTPOMKKN) ocyllecTBNAeT Tonbko aamuHucTpatop CK3WM B cooTBeTcTBUMM C

PyKoBOACTBOM afMWHMUCTpaTOpa.

. HeobxoauMo opraHM3oBaTb CUCTEMY MPOTOKONMMPOBAHMA W ayauTta, U
BECTW PerynspHbIf aHanus pesynsTaToB ayauTa ¢ Lienbio BbISBMEHUS HapyLUeHUA 1

NOMbITOK HECaHKLMOHMpoBaHHOro goctyna K MNMAK.

. Heobxoaumo paspaboTaTb NMONMUTUKY HAsHAYEHMA U CMeHbl Naponen B

COOTBETCTBMI CO CnejyrlwnMiM nNpaBANnamiA.

o  ANVHa napons 4oSKHa ObiTe He MeHee 8 ciumeornoe Tabnuyel ASCII;
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© B udUCre CUMBOMNOB MNapons obsfsaTeneHO AOIMKHbI MPUCYTCTBOBaTb
OykBbl B BEepXHEM W HWKHeM peructpax, uudpbl M creuyarisHble
cumeonsl (@, #, $, &, *, % nT.n.);

© Maporib He AOMMKeH BKMoYaTbk B ceBa nerko BblUMCNAEeMble CoYeTaHWA
cuMBONoB (MMeHa, daMmum KM T. A.), a TakKe obWenpuHATLIe
cokpaweHua (USER, ADMIN nT. a.);

© MpU CMEHe Mapons HOBOE 3Ha4YeHWe JOIKHO OTnuYaTbCa  oT
npeaelayLlero He MeHee Yem Ha 4 cMMBoOna;

O MEepUOANYHOCTL CMEeHbl MNapona  onpeAenseTca MPUHATON B
WHPOPMAaLIMOHHOW CUCTEME MONUTUKOMN Be30MacHOCTKU, HO He AOSKHa

NpeBbILWaTh 6 MecsLeB.

7.3. TpeboeaHus no obecneueHuto uenoctHoctu CK3U

UenoctHocte O CK3W wucnonHenHunn «1-1», «7-1» KOHTponupyeTcA
BCTpoeHHbIMK cpegcTBamMm CK3W. PekomerayeTca peannsauma agMUHUCTPATOPOM
KOHTPONA LEeNOCTHOCTU KPUTKUYECKN BaXHbiX danrnoB OC npy NOMOWM YTUNUTLI
stverify. UenoctHocte MO  CK3WM  wcnonHenHmnn  «1-3», «7-3», «7-5»
YKOMMMNEKTOBaHHbLIX MOAYMNeM AOBEepPEeHHOW 3arpyski, AOMMKHa KOHTPONMPOBATLCH
MoAYIMeM AOBEpPEeHHOW 3arpysku, ANS 3TOro KOHTPOMNeM LenocTHOCTU NpK NMoMoLLm
MOAYNA AOBEPEHHOM 3arpysku AofKHbl ObiTb oxBayveHbl dhannbl sarpysdmka OC,
aapa OC v cneayrowme daimnsl CK3W, no ncnonHeHWAM:

Hna ncnonHeHna «1-3» (C y4éTom ampekTopum yctaHoBk CK3)

[C:AProgram Files\S-Terra Client\]cspvpn_verify
[CA\Program Files\S-Terra Client\]stverify

[CAProgram Files\S-Terra Client\]. hashes
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[ns ucnonHeHmn «7-3», «7-5»

/opt/VVPNagent/bin/cspvpn_verify
/opt/VVPNagent/bin/stverify
Ivar/s-terra/hashes.list

AAMUHMUCTPATOP AOMKEH MPOBOAWTL PerfamMeHTHbIA KOHTPOMb LIeNoCTHOCTHU
MO CK3U «C-Teppa KnneHT» He pexe 1 pasa B Mecsal. KoHTponeHble cymmel 10
npveefdeHol B pasgene 4 ®opmynapa. KoHTpornbHas cymma ogHoro doanna
BoMucnsaeTca ytunuton stverify no NTOCT 34.11-2018 (256 ©wut) cneayrowmm
obpasom:

stverify -mk <M$A_®ANIIA> -alg GR3411_2012_256

KoHTporbHble cyMMbl KOHTponupyemMbix dannos CK3U npeaycraHoBneHbl B
haine .hashes vnun var/s-terrathashes. list Ha dainoesoi cucteme CBT.

KoHTponbHas cymma ¢alnoB Mo MepedHio npoBepseTca  YTUNUTON
cspvpn_verify.

Ana npoeepkn KOHTponbHblX cymm 10 CK3WM  npu npoeeaeHWn

permamMmeHTHOro KOHTRONA LUeNOCTHOCT HYXKHO.

1. Monyunte goctyn K CK3W ¢ npaBamn agMUHUCTPaToOpa O4HMM U3 4BYX
BapPWaHTOB:
a. YpaanénHo — ¢ APM agMUHUCTpaTopa no npoTokony ssh nog sawuvTon

|Psec coeguHeHna vnu no npotokony RDP nog sawuTton IPsec coeguHeHus.

b. JlokanbHO — nporaa noKarnbHyl ayTeHTUMMOUMKALMIO Ha KOHCOMW
YCTPOWCTBA.
2, [MpoBepUTE LENOCTHOCTL NepeyYHsa KOHTPOIMpyeMbIX hainoBs, AN Yero

BbIMNONMHATE KOMaHAY

stverify -mk $AWN -alg GR3411 2012 256 -inverted halfbytes 0
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W CPaBHUTL BbIBEAEHHYIO CTPOKY C NpuBedéHHbIM B popMyrnsipe sHaveHuem
KOHTPOSBHOM CYyMMBbI NepeYHs anrmnos.

3. [MpoBepnTb LENOCTHOCTL halnoB MO MepeyHo, ANA Yero BbIMONMHUTL
KoMaHay cspvpn_verify W MNpoKOoHTponWpoBaTb BbIBEAEHHOE B TepMUHan
coobuleHve “Verification SUCCESS”.

4. [MpoBepUTb LeNocTHOCTL ycTaHoBneHHoro komrnoHeHTa MK «C-Teppa

[CY» (Npy HANW4YMK), ANA Yero BLINONHUTL KOMaHAay
upmgr check files

UenoctHocte MO CK3WM cuMTaeTca He HapylUeHHOW, ecrnu BCce OnuCaHHble
Bbllle MPOBEPKM BbIMOMHEeHbl ycnewHo. Ecnyv  UenocTHOCTb  HapylweHa,
agMWHNCTPATOP AOMKEH BbINOMTHUTL NPOLEAYPY BOCCTAHOBMEHUS LIENTOCTHOCTM.

[lna BoccTaHOBMEHUs LeNOCTHOCTU cregyeT BbINONHWUTL MNepesanucs 10
cornacHo PYKOBOACTBY  aiMWHUCTpaTopa (paspen «NHCcTpyKUMIM no
BOCCTAHOBIIEHUIO» ), UCMOMNbL3YA 3TalnoHbl, 3anmMcaHHble Ha oTaensHom CD-aucke,

npunaratwemca kK CK3U.

7.4. Topsaok obecneyeHnn pabotocnocobHocT CK3U

3awmra CK3M n knroveson nHdbopmMaumm ot HCL aonxHa obecnevmBaTtbcs
He TOMBKO B peXumMe (OYHKUMOHWPOBAHWA, HO W MpW MPOBeAEeHUN PEMOHTHBIX U
pernamMeHTHbeIX paboT.

AkennyaTtauma CK3W sanpeweHa npyu HacTynneHun cneayowmnx cobbITHA:

o oOHapyXeHWe HeCaHKUMOHWMPOBAaHHOIO  BCKPLITUSA  Kopryca W
noBpexaeHna NNomo;

o HapyweHve LwenocTtHocTk N0 CK3;

. KoMMNpoMeTaUus KrtoHel ayTeHTUdMKaLmu,
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o oBOHapyxeHne HepaboTocnocobHocTn CBT (Hanpumep - owurbkn npwu
npoxoxgeHun Tecta BIOS POST).

Mpn HacTynneHun noboro K3 nepeqncrieHHbIX CoBBITUIA agMUHUCTPaTOpR
CK3W porxeH npekpaTnthb akcnnyaTaumo CK3W, oueHUTs BeposaTHbIE NocneacTBrUA
N NPUHATE Mepbl ANA YCTPaHeHWUA HapyLUEHWIA.

3anpelyjaeTca:

ocTaBnATk be3 koHTpona CK3W,;
e OCYLLECTBMNATb HECAaHKLUMOHMpOBaHHoe BekpbiTne CBT;

® OCYLWeCTBNATE HeCaHKUNMOHMpOBaHHOE aAMUHNCTPATOPOM

DesonacHoCcTK KOornmMpoBaHwWe Krnio4veBblX HOCUTEnewn,

e pasmalaTbh COAEPXMUMOE HOCUTENEN KIoYEBON WHOPMaLMM MUNK
nepefaBaTb CaMU HOCUTENM NLEAM, K HAM He A0MNYLWEeHHbIM, BBIBOAUTL
KMOYeBYlo MHOPMaLMIO Ha AWCTnelr, NPUHTEP U T.N. WHble cpeacTBa

0TODpaXeHNA MHdopMaLIMK;

e HMCMNoOrb30BaTk Kr4eBble HOCUTESM B pPeXMMaXx, He MNMpelyCMOTpeHHbBIX

b yHKLMoHWpoBaHmem CK3N,
e 3anMCbiBaTb HA KIHOYEBbIE HOCUTENM MOCTOPOHHIOK MHADOPMALMIO,

¢ BHOCUTb WU3MeHeHWs B npeayctaHoeneHHoe [1O M B cocTtas
annapaTHbIX cpeacTts CBT;
e osKkcnnyaTmpoBate CK3WM B cnyyae HeucnpaBHOCTW annapaTHbIX

cpeancts [NAK 1 HapyweHua LenocTtHocTu 0.

WcnonHeHne «7-5» CK3W pormkHo mcnonbsoBaTeCA Npy BrodeHHoM B OC

pexuMe 3aMKHYTOM nporpaMmHoi cpeabl. Cpeacteamm OC  obecneumBaeTcs
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BO3MOXHOCTb NpUMeHeHns Toneko MO, nognmcaHHoro knodvom paspabotdmka OC
mnu paspadotumnka CK3N.

[na aHTUMBMpYCHOM 3allMThbl NOMNb3oBaTenen saluMaeMon ceTU cpeacTBa
aHTUBUPYCHOM 3alMTbl AOIMKHbI YCTaHaBnMBaTbCA NWBO HenocpeACTBEHHO Ha
NM3BM nonksoBaTena ceTn, NMOO Ha cepBep UEHTPanmM3oBaHHOW aHTUBUPYCHOW
3alUNTbI.

Mpu skcnnyaTtaymm CK3W sanpellaeTca MCMNonb3oBaTb CpeAcTBa aHanusa,
paspaboTkn 1 otnagkm MNMO.

Ona askcrinyataumm 1K «C-Teppa [CY» Tpebyetca Hanmdume CK3U
«Kpuntol1PO CSP» Bepcu 5.0R3 c pgencteyowmm ceptudpukatom OCHB Poccum,
npu STOM  3KCONyaTauuma JOMkHa npoBoAUTLCA € yyYéToMm  TpeboBaHuM
akcnnyatauymoHHon gokymeHTaumm CK3N «KpunrolTPO CSP».

Mpowussoautens CK3WN nybnukyeT vHdOpMaUUO O HanMYyMn yS3BUMOCTER,
pekoMeHAauMn no obxoAy ysA3BMMOCTEW WM MHOPMALMIO O HanuU4MM OOHOBNEHWA
DesonacHocT Ha odwuumansHoMm web-cante B pasgene  https./Awww.s-
terra.ru/podderzhka/zagruzki/. Tlpn HEBO3MOXHOCTWU MCMONbL30BaHUA web-canTa
HeobxoAWUMO NONbL30BATBCA APYrMMKM  opuUManeBHBIMA - KaHanamn GCBfA3WM  ©
npomssoguterniem CK3W.  AamuHuctpatop CK3W  pgormkeH  nepurogmyeckm
npocMaTpmBaTb YKasaHHylo WHdbopmauuo. Heobxoaumo ycTaHaBnmMBaTb BCe
oOHoBNeHUa BesonacHocTH, pekoMeHayemble npoussoauTernem OC n CK3W, a npu
OTCYTCTBUN OBHOBMNEHWA BbLIMNOMHATL pPeKkoMeHAauuM no obxoay YA3BUMOCTEN.
3anpewaeTca ucnonHATe 0, nonyyeHHoe U3 He0BEPEHHbLIX UCTOYHUKOB.

CK3W cnepyeT nepesarpyXaTb OAWH pas B CYTKW, U OCTaHaBnMBaTb ANS

MpPoOBEePKN CUCTEeMBI OXNaXJeHMA npoueccopa OguH pa3 B MeCAL.
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®ann rnd.bin, pacnonaratowyinca No NyTW, onpeaensaeMoM MNapamMeTpPom
RndStorage B KkoHurypaumoHHom damne skzi.conf, unu, no ymonuyaHuo, B
avpektopun  fvarfs-terra/  mnm %ALLUSERSPROFILE%\s-terra\  (Hanpumep,
C:\ProgramData\s-terra\vpnagentirnd.bin), copaepxut paaHHble, Tpebyemble AnNA
padoTel CK3W, koTopble He AOMKHbI WMCMOMBL30BaTbLCA BTOPWUHO. 3anpelwlaeTca
BOCCTaHaBnMBaTb ain rnd.bin M3 pesepBHOM KOMMW UMW NPEenATCTBOBaTb €ero
WTaTHOMY M3MeHeHuto npu padote CK3W. Npun nospexaeHUM UNKU YHUUTOXEHUN
darna rnd.bin pabotocnocobHocTs CK3 MoxeT BbiTh HapyweHa. [Nocne cboa unu
BoccTaHoBneHna 1O 13 pesepBHOM KoMMM ANA BO30OHOBNeHWs pabdoTtel CK3W
HeoBXoAMMO YAANUTL NOBPEXAEHHBLIM UMM paHee UCMonb3oBaHHbLIA dann rnd.bin 1
MHULMANM3MPOBaTE MPOrPamMMHbBIA AaTUMK CNyYalHbIX YMicen, BXOASALWA B COCTaB

CK3W, BeinonHme nporpammy rnd_mgr.

[Mpn Ucrnonb3oBaHMN UCToNHeHMA «1-1» 1 «7-1» CK3W B BUpTyanbHoW cpefe
aAMWHUCTPaTOpP AOMKEH YyCTaHOBUTL rnocrefHue obHoeneHsa 6esonacHocT OC U
MO, obecneunBalowx padboTy BUpTyanbHOM cpedbl (T.e. TrMNepBUsopa,
coBMmewéHHoro ¢ OC, wnM pearnns3oBaHHOIO OTAENbHO, BKMOYMaa cpeacTea
yrnpasneHus N MOHUTOpPKHra). [pK ycTaHoBKe, KOHPUIYPUPOBaHWA 1 IKCMNyaTaumm
CK3WMN B BUpTYyanbHOW cpefe HeoDXOAMMO Takke cnejoBaTb PeKoMeHAaunsam

DesonacHocTu oT paspadboTtyumka MO BupTyanmsayumn.
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8. TpeboBaHuA no obecneyeHno 6e30MaCHOCTH NpK
BbiBoae CK3WU n3 akcnnyaTtauum u nepeaaye B PEMOHT

Mepep pemoHTOM U yTUnmuasaumen CK3U «C-Teppa KnueHT» agMuHUCTpaTOop
CK3W pormkeH ygannTe W OTO3BaTb KMHOYEBYHD WHOpMaLUIO W OYUCTUTb
HakonuTernb, Ha KoTopoMm XxpaHutca 10 CK3W, BbINOMHWMB KOMaHAy OYUCTKU B
COOTBETCTBUM C 3KCNIyaTaLMOHHOW AOKYMEHTaLMEN.

PeMOHT W yTunuMsauma annapaTHbIX CPeAcTB MOoCne OYUCTKU  MOXeT
OCYLLEeCTBNATLCA De3 orpaHMdeHW, HaknagbiBaeMbix Ha agercTtera ¢ CK3W.

Mocne pemoHTa CBT agMuHUCTpaTOp ANA NPOAOCIBKEHWA SKCrryaTauum
CK3W porkeH 3aHOBO yCcTaHOBUTL M HAacTpouTb 1O CK3W 1 BBecTu knoun.

Ecnu BeINOMNHEHWE OYUCTKM HAKOMUTENEen HEBO3MOXHO (Hanpumep, B criyvyae
HepaboTOCNOCOOHOCTM  annapaTHoW  nnaTdopMbl), TO  PEMOHT  AOSDKEH
OCYLLEeCTBNATECA Tonbko nuvueHsnatom @OCB Poccun, a yTunusaums JoOSmKHA

NPOW3BOAUTECA C (PMU3UYECKNM YHUMTOXEHWNEM HaKoNUTeNen MHhopMaLn.
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