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OTtka3soyctonumBoe peweHue Ha 6a3e GRE-
TYHHeneun npu HanM4nMm AByX NpoBanaepos

HacToswun ookyMeHT cooepxmT onucaHme cnocoba coBMECTHOro ucnonb3oBaHus MNpogyktos komnaHmm OO0
«C-Teppa Cudclln» n MNpoayKkToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3clln» ocyLlecTBnNAeT CONPOBOXAEHNE HAaCTOSALWEroO CLeHapus B YacTu HacTpoek [poayKTos
KomnaHuu. YnomMuHaHne HavMeHOBaHWU, MPoOyKTOB, TOProBbIX MapoK TPETbMX OpPraHun3auun UCKMYUTENBHO
HecbopMarnbHO N He sIBNsieTcs nogaepkkon, pekomeHgaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-MMbO OTBETCTBEHHOCTM B OTHOLUEHUM PabOTOCMOCOOHOCTM M MCMOMb30BaHWsA 3TUX [1poayKToB.
[oKyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblili MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSIMU-MHTErpaTopamm, Npu paspaboTke CO6CTBEHHbIX PELLEHNN.

PeweHus, paspaboTaHHble Ha 6a3e AaHHOro cLeHapus, MOryT NPUMEHSTLCA B OEMCTBYHOLIUX ceTax/cnucremax
TOMbKO NMOCMe TECTOBOW U/MNK ONbITHOW 3KCNnyaTauuu.

BBeaeHue

HaHHbI cueHapuin cogepxut npumep Hactonkm «C-Teppa Wno3» ana obecnevyeHnss oTka3oyCTOMYMBOCTH
3alMLLEHHbIX KaHanoB cBA3n npu nomowm GRE-TyHHenen n npoTokona guHammuyeckon mapupytunsauum BGP.

B naHHOM cueHapum Mexay KpUNTOLLNI030M LIeHTParbHOro oguca n KpunToLuno3amMmn dunmanos CTPOSITCA no
ABa GRE-TyHHens uvepes pasHbix nposangepoB (Hubl-ISP1 u Hubl-ISP2). Mo GRE-TyHHensm npoucxogut
obmeH MaplpyTamu OO0 3awmuiaemMbix NOACETEN C NMoMoLbio npoTtokona BGP. MNMonb3oBartensckuit Tpadumk
nHkancynupyetca B GRE v wundgpyetca.

MapTHepbl No IPsec, B HAcTOSLEM OOKYMEHTE — KPUNTOLUMIO3bl, A4S ayTeHTudmkaumm 6yayT mucnonb3oBaTb
ceptndukatel B copmate x509. B kadectBe kpuntonposawgepa OyaeT vcnonb3oBaHa Kpuntorpadudeckas
6ubnuoteka, paspaboTtaHHas komnaHuen «C-Teppa Cudclluy». Wno3bl 6e3onacHoCTU (MNKM KPUNTOLLMO3bI) —
«C-Teppa LUnto3» Bepcum 5.0.

Ha kpunTownto3ax GygeT HacTpOEHO MeXCEeTEBOE 3KpaHMpPOBaHME C MPUMEHEHMEM CTAaTUYECKMX CMUCKOB
poctyna (ACL) u nakeTHoOM ounbTpaumm ¢ KOHTponem coctosiHusa ceccun (stateful, aHanor CBAC B Cisco 10S)
ona npotokonos TCP n UDP.

MpeaBapuTenbHble TpeboBaHUs

TpeboBaHUA K MaTepuanbHO-TEXHUYECKOMY 0becneyeHuto

[ns nepeHoca 3anpocoB M cepTUUKATOB MEXAY KPUMTOLLM3aMM WM LEHTPOM BbiMyCka cepTUdUKaTOB
Tpebyetcsa USB Flash HakonuTens.

TpeboBaHuA K KBanudmkauum agMUHMCTpaTopa

AOMuHMCTpaTop [fomkeH obnagatb OOWWPHBIMM - 3HaHUSIMM B 0BnacTM ceTeBoW  UHAOPMAaLMOHHOWN
B6esonacHoCTW, MMeTb OnbIT paboTbl C aHanornyHelM 0bopygoBaHuem/nporpaMMHbIM obecneyeHmem, 3HaTb U
noHMMmaThb crneayowme TexHonorum n npotokonsl: PKI, IPsec, NAT, Firewall, routing, GRE, BGP, switching.

AOMUHUCTPATOp OOMKeH ObiTb 03HAKOMMEH cO cueHapuem «OpraHusauus 3alMLEHHOrO B3auUMOAENCTBUS
MeXxay MOoACEeTsIMU LeHTpanbHoro ocmca n dpunmanos nocpencteom IPsec VPN TyHHensa (npotokon IPv4)y.
[anee no TekcTy OH OyaeT HasbiBaTbCA 6A30BbIM CLiEHapUEM.

TpeboBaHuA K UHPaACTPYKType

1. TpeboBaHusa K yCTpONCTBaM.

1.1. «C-Teppa LUnto3».
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1.1.1 VYctpoinctea «C-Teppa LLUnto3» gomkHel 6biTb MHMUMaNM3MpoBaHbl (nogpobHee Ha http://doc.s-
terra.ru pasgen C-Teppa Wnmw3 -> C-Teppa LUnw3 <eepcusi> -> «[MogknioyeHve MAK un
nHnumanusaums C-Teppa LLUnto3 Ha BbIMMCIMTENBHBIX CUCTEMAX apxXUTekTypbl Intel x86-64»).

B «C-Teppa LUnto3» Bepcum 5.0 nosiBMnacb BO3MOXHOCTb MPOWTU MHULMANM3auuio Yepes
uHTepdenc ynpaeneHus (management) no SSH, naHHas npouenypa u ee orpaHuyYeHnst onncaHbl
B AOKyMeHTaumn 1 Ha nopTtane https://doc.s-terra.ru.

1.2. UeHTp BbiNnycKka cepTudmKaToB.

1.2.1 [omxeH ObITb HACTPOEH LIEHTP BbiNycka cepTudmkaToB (YOOCTOBEPSIOWMIA LEHTP, Aanee YLI)
ansa IPsec. YctponcTteo ¢ umeHem Certification_authority Ha cxeme.

1.2.2 [na BbiNycka LMPPOBLIX CepTuMKaTtoB AonyckaeTcsi ucrnofb3oBaHne BcTpoeHHoro B OC
Windows Server 2016 (uwnmn HOBee) YOOCTOBEPSIOLLEro  LiEHTpa COBMECTHO C
ceptudpuuymnpoBaHHbim CK3U «Kpuntollpo» CSP 5.0 (unu HoBee).

1.2.3 [nsa TecToBbIX Lenen MoXHO ucnonb3oBaTb TectoBbl YL oT «Kpuntollpo» (Be6-uHTepdpelic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

Kateropmyeckn 3anpeweHo ucnonb3oBaHume TectoBoro YL ot «Kpuntollpo» B
Npon3BOACTBEHHOW (60EBON) 3KCMyaTauun, Tak kak B JaHHOM CIly4ae OTCYTCTBYET BO3MOXHOCTb
KOHTpONMpoBaTb MpOLECcC Bbinycka CepTMUKATOB U, COOTBETCTBEHHO, NpoUeaypy
ayTeHTudmKaumm.

1.3. HTTP cepBep ans pacnpocTpaHEeHUsi Cnucka 0TO3BaHHbIX CepPTUUKATOB.

1.3.1 ®yHkumoHupyowmn HTTP cepBep Ans pacnpocTpaHEeHWsi Cnncka OTO3BaHHbIX CepTUdUKaATOB
(COC). Yctpoicteo ¢ mmeHem CRL_distribution_point Ha cxeme. Ecnn no o6bekTUBHbIM
npuvdnHam ucnonb3oBaHne COC He npefcTaBnsieTca BO3MOXHBIM MM He TpebyeTcs, TO
nposepky COC wmoxHo oTknountb B CLI «C-Teppa LWnw3» (npn cobniogeHnn npasun
Nnonb30BaHus).

[ocTaBka HOBOro cnmMcka OTO3BaHHbLIX CepTUdUKATOB C yaocToBepstowero ueHtpa Ha HTTP
cepBep OOMKHa NpoucxoauTb 3abnaroBpeMeHHo, 4O UCTEYEHUS CpoKa OENCTBUSA npeablayLiero
crmcka.

2. TpeboBaHus k cETEBOMY B3aUMOENCTBIIO.

2.1. Mexgy ycTponctBammu cTeHaa JormkHa 6biTe obecneveHa |P cBA3HOCTb.
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Cxema B3aumoaencTBus

MoAcHeHun K cxeme:

LleHTpanbHbIN ocuc

Host-b-hub

C-Teppa Wlinwoz=

Poyrtep Ha Base
OC Debian 12

W

Certification_authority

192.168.100.0/24

MepcoHanbHLIA
KOMNLIOTEp

GRE:
Tunnell (gre_1): 10.10.1I.1f30
Tunnel2 (gre_2): 10.10.18.5/30
Tunnel3 (gre_3): 10.10.18.9/30
Tunneld (gre_4): 10.10.18.13/30

.2 (gilr)

LeHTp BELINyCKa

Hub1 cepmMcpukaror

172.16.100.0/24

172.17.100.0/24
] HTTP cepeep ana

pacnpocTpaHeHna
CMACKA OTOSBAHHBIX

cepmcpukaTor

S (ens192) 1 (ens192)

PusnyecKoe NoOAKNYeHHEe
(HepoBEepEeHHBLIW CEMMEeHT)

PusHyecKoe NOAKNIOUYEHHE
(noBepeHHBIA CErmMeHT)

3awmwernHbie GRE TyHHenu

||| smsoe

CRL_distribution_p
172.16.101.15

GRE:
Tunnel1 (grg_1): 10.10.10.10/30
Tunnel2 (grg_2): 10.10.10.14/30

GRE
Tunnel1 {gre_1): 10.10.10.2/30
Tunnel2 {gre_2): 10.10.10.6/30

A (i)

192.168.1.0/24 192.16812.0/24

Host-b-spoke Host-b-spoke2

dununan Ne1i dunnan Ne2

PucyHok 1. CxeMa B3aumogencraus

O6was noruka paboTbl

1. PasmelyeHune yCTponCTB.

1.1. B ueHTpanbHOM oOdwmce pasMeLlalTcs: LeHTp Bbinycka ceptudukaTtoB (Certification_authority),
kpunTownto3 «C-Teppa Wnto3» (Hubl) n nepcoHanbHbIn koMmnbioTep (Host-b-hubl).

1.2. B dwunmane Ne1 pasmewatotca: kpuntowno3d «C-Teppa LWnto3» (Spoke1) v nepcoHanbHbIN
komnbtoTep (Host-b-spokel).

1.3. B dunnane Ne2 pasmelwatorca: kpuntowno3 «C-Teppa Lnto3» (Spoke2) n nepcoHanbHbIN
koMnbloTep (Host-b-spoke?2).

2003-2025 «C-Teppa Cn3clln» 3



Bepcusa 5.0 Mpyvmep ncnonb3oBaHMs Pepakumsa 1

1.4. B HekoHTponupyemMoMm cermeHte (cuHee obnako Ha cxeme) pasmellatotcs: HTTP cepsep ans
pacnpocTpaHeHns1 cCnucka OTOo3BaHHbIX cepTudmkatoB (CRL_distribution_point), mapLupyTtmsaTopsbl
(Routerl, Hub1-ISP1 n Hub1-ISP2).

2. [MogkntoyeHune kK cetn NHTepHer.
B oaHHOM cueHapun ans amynaumm cet VIHTepHeT ncnonb3yotcsa MaplpyTtusatopsl Routerl, Hub1-ISP1 n
Hub1-1SP2.

MoakntoueHne k cetn MHTepHeT Ha ycTponcTtBax «C-Teppa LUnto3» 6ygeT cunmtatbes yCrnewHbiM, ecnmn no
npotokony ICMP, Hanpumep, npu nomowm yTunutel «ping», ©yaet poctyneH HTTP cepeep ans
pacnpocTpaHeHus cnucka oTo3BaHHbIX cepTudmkaToB (yctponctso CRL_distribution_point Ha cxeme).

2.1. Kpuntownto3 Hub1 nonyyaet goctyn k cetu IHTepHET ¢ nomoLLbo MapLupyTusaTopos Hub1-1ISP1 nnu
Hub1-ISP2. Beibop MapLipyTnsatopa Ansi OTNPaBKM NakeToB OCYLLECTBSIETCH C NMOMOLLbIO cepBuca
multiwan, koTopbin 6yaeT 4o6aBNATL MapLUpyThl MO YMOMYaHUo Yepes mapLupyTtmsaTtopbl Hub1-ISP1
unu Hubl1-ISP2. Ons Tpadwmka oT BHeWwHUx nHtepdencos Hub1 (172.16.100.2 n 172.17.100.2) go
Spokel (172.16.1.2) n Spoke2 (172.16.2.2) ucnonb3yeTca mexaHuam PBR (Policy-based routing). C
nomoulbto PBR ans BHeWHNX nHTepdencoB co3gatoTcs npasuna u cBos Tabnvua maplipytmsauum,
KOTOpasi cooepXuT MapLupyTel 4o Spoke1 n Spoke2.

2.2. Kpuntowno3 Spoke1 nogknwoyaeTcs K ceTu VIHTepHeT ¢ NoMOLb CTaTU4ecKorW MapLupyTusauum
(MapLwpyT No ymonyaHuo Yyepes mapLupytmsaTtop Routerl).

2.3. Kpuntownto3 Spoke2 nogkntovaetca kK cetu MHTepHET C NMOMOLbI CTaTUYECKOW MapLupyTu3aumm
(MapLwpyT No ymonyaHuio Yyepes mapLupytmsaTtop Routerl).

3. GRE-TyHHenuposaHue.

C uenbto 6anaHcmpoBku Tpaduka 1 obecnedyeHns 0TKa3oyCTOMUYMBOCTU C KaXAoro BHELWHero nHrepdenca
Hubl (172.16.100.2/24 wn 172.17.100.2/24) ctpoutca no gea GRE TyHHena — go kpuntownto3a Spokel
(172.16.1.2/24) w po «kpuntowsto3a Spoke2 (172.16.2.2/24). BHytpu GRE-TyHHenewm nponyckaeTtcs
3awwmwaemMeln Tpaduk, a Takke NakeTbl AMHAMUYECKO MapLupyTusaumm BGP.

4. [uHamuyeckas MapLUpyTM3aums.

OOmeH mapwpyTamyM [0 3alWmwaemblix NoaceTer Mexay KpunToLio3aMu LUeHTpanbHoro odgumca u
dvnuanoB NponcxoamutT C MOMOLLLID MPOTOKONa AvHamumdeckon mapupyTtusauun BGP. Ona toro, 4Tobbl
obecneunte OOHOBPEMEHHYKD paboTy uyepe3 AByx MpoBanaepoB, HeobxoouMmo co3gath ABe Tabnuubl
mMapwpyTtusauun. B opgHowm Tabnuue OyayT 3agaHbl MapwpyTtel o agpecoB WAN umHTepdencos
kpuntowno3oB Spokel n Spoke2 4yepes nposamgepa Hubl-ISP1. Bo sTtopon Tabnuue 6yayt 3agaHbl
mMapwpyTbl go agpecoe WAN uHTepdencos kpunTtowwno3os Spokel n Spoke2 yepes nposangepa Hubl-
ISP2. PeanusyeTcs JaHHasa HacTpoWka npu nomolwm TexHorormnm PBR, koTopas nossonsieT co3gatb ABe
Tabnuubl MapLIpyTM3aLmm 1 BHECTU Tyaa MapLupyTel 4o Spokel n Spoke2. bnarogaps atomy, npotokon BGP
OOMONHUT OCHOBHYK (main) Tabnuuy MapwpyTu3aumy MaplpyTamMmyM C OAMHAKOBbIMWM MeTpuKamu o
nogceten 3a kpuntowno3amm Spokel n Spoke2, BcnefcTBMe Yero, aBToMaTMYeCKM HAYHET CBOK paboTy
mexaHnsm ECMP (Equal-Cost Multi-Path routing), ocywectensaoowun 6anaHcupoBky Tpadwmka. [lo
ymon4yaHuio, 6anaHcuMpoBKa OCYLLECTBNSETCA Ha ocHoBaHwuM IP agpeca nonyyatens u oTnpaBuTens, npu
3TOM BO3MOXHO BO3HVKHOBEHWE acMMMeTpun, Korga Tpaduk B HanpasneHnsx Tyga n obpatHo byaet natu
no pasHoiM GRE-TyHHenaM. B cnyyae c60s ogHOro 13 kaHanos cBA3u obmeH mapwpytamu no GRE-TyHHento
npekpaTutcs 1 B Tabnuue mMapLupyTusaumm octaHeTcs ToNbko oanH mapLupyT. Kak cnegcrteume, Becb Tpadumk
OyaeT HanpaBneH Yepes pabouni kaHan cea3n. B cueHapumn, ana obecneyeHmss o6MEHOB MapLUPYTHLIMM
npaesunaMmm Mexay YCTponcTBamu no npotokony BGP, ucnonb3oBaHO CBOGOOHO pacnpocTpaHaemoe
nporpammHoe cpeacteo FRRouting. B cuny ocobeHHocTeh GRE TyHHENMPOBaHUS, KPUMTOLLSTO3bI HE MOTYT
pasmellatbca 3a AuHamuyecknm NAT.

5. TNapameTpbl MEXCETEBOIO SKPAHUPOBAHUS.
[na nakeToB, KOTOpbIE He 3almaTcsa IPsec npMMeHalTCa crneayowwme npasuna ounbTpaummn:
5.1. Ha LAN nHTepdemcax IPv4 Tpaduk He KOHTPONMpPYETCS.

5.2.  Ha LAN wuHTtepdeicax IPv6 Tpadmk 3abnokupoBaH.
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5.3. Ha WAN uHTepdhericax paspelueH Bxoadawmim IPv4 Tpadumk:
5.3.1 Tpotokon UDP noptel 500 n 4500 — gns IKE n NAT-Traversal (ESP in UDP).
5.3.2 T[potokon ICMP — ona npoBepkun AOCTYNHOCTU KpMNTOLLM03a 1 paboTel MexaHusma PathMTUd.
5.3.3 Tpotokon ESP (Homep 50) — anga pabothbl IPsec.

5.3.4 Becb TCP n UDP Tpadwmk, ong KOTOpOro ecTb ucxopsilee coeanHeHue (3TO AMHaMU4eckue
npaeuna, KoTopble co3gatoTcsi npu nomolm stateful puneTpauun).

5.4. Ha WAN wuHTepdencax 3abnokmpoBaH ncxogawmm HesawmngpoBaHHbii GRE Tpaduk n ncxoasiiunim
HesalwmndpoBaHHbIV TpaduK MeXay 3almaemMbiMy NOACETSMM.

5.5. Ha WAN wuHTepdencax IPv6 Tpadmk 3a6nokmpoBaH.

5.6. Ha WAN uHTepdencax MHCNEKTUPYIOTCHA BCEe UCXOAsLLME MNOKamnbHble U TpaH3uTHble IPv4 coeguHeHns
ana npotokonoB TCP u UDP. Ha ocHoBe pe3ynbTaToB MWHCMEKTUPOBAHUA OCYLLECTBSeTCS
dvnbTpaums BXo4sLLEero Tpaduka ¢ y4eTom cocTosiHus ceccum (stateful).

MapameTpbl WndpoBaHuna IPsec.

Becb GRE Tpaduk Mexay KpunToL3amm LeHTpanbHoro oguca (Hubl) n domnmnanos (Spokel n Spoke?2)
3awmuaetcs ¢ ucnonb3dosannem anroputmoB FOCT u npoTokona IPsec B TYHHENbHOM pexume.

WHuuyumnpoBath 3alyuuieHHoe coeaunHeHne MoxeT kak GRE Tpadwmk OT wni3a ueHTpanbHoro odwmca
(172.16.100.2/24 vnu 172.17.100.2/24) k wnto3am dunmanos (172.16.1.2/24 vnn 172.16.2.2/24), TaKk n
HaobopoT. NMonb3oBaTenbckun Tpaduk A0 3almLiaeMon NoaceTn OOMMKEH WHKancynupoBaTbes B GRE un
LWndpoBaThbCS.

6.1. TMapameTpbl npotokona IKE:

e AyTeHTMdUKaUMs Npu NOMOLLM LMAPOBLIX cepTudukatos, anroputm noanmcu — FOCT P 34.10-
2012 (kntoy 256 6uT);

e AnropuTtwm wudgposaHusa — FTOCT P 34.12-2015 Marma (kntoy 256 6uT);

e AnropuTm BblumcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e Anroputm BblpaboTkM obuwiero kmoda  (aHanor anroputma  Ounddum-Xennmana) —
VKO _GOSTR3410_2012_256 (kntod 256 6uT).

6.2. [MapameTpbl npoTtokona ESP:

o  KomOBWHMPOBaHHLIN anropuTM LWUNGPOBAHNA U UMUTO3aLWMThl (KOHTpOrb LenocTHoctn) — FOCT P
34.12-2015 Marma B pexume MGM (kntoy 256 6uT).

Hactpouka cTeHpa

A w0 DN F

A w0 d P

Hactpowka yctponctea Hub1-ISP1

Hactpovite IP agpec — 172.16.100.1 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcberice ens192.
Hactpovite IP agpec — 172.16.255.2 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcberice ens224.
3apante mapLipyT no ymonyaHuio Yepes 172.16.255.1.

PaspelwwmTe npoxoxageHue IP Tpadumka (ecnm 3abnoknpoBaHo).

Hactponka yctpouctsa Hub1-ISP2

Hactpowite IP agpec — 172.17.100.1 1 macky — 255.255.255.0 Ha ceTeBoM UHTepdperice ens192.
Hactpowite IP agpec — 172.17.255.2 n macky — 255.255.255.0 Ha ceTeBoM UHTepdpence ens224.
3apainte MapLlpyT no ymonyaHuo yepes 172.17.255.1.

PaspelwwmnTe npoxoxaexue IP Tpadumka (ecnv 3abnoknupoBaHo).
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Hactponka yctponctea Router1

Hactpowite IP agpec — 172.16.255.1 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ensl192.
Hactporite IP agpec — 172.17.255.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens224.
Hactporite IP agpec — 172.16.1.1 un macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens256.
Hactporite IP agpec — 172.16.2.1 n macky — 255.255.255.0 Ha ceTeBOoM nHTepdence ensl61l.
MapuwpyT go cetn 172.16.100.0 0.0.0.255 4yepes 172.16.255.2.

MapuwpyT go cetn 172.17.100.0 0.0.0.255 4yepes 172.17.255.2.

N o o M 0w Db PR

Paspeluunte npoxoxaeHue IP Tpaduka (ecnvn 3abnokmposaHo).

Hactponka yctponctea Host-b-hub1

Hactpovite IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

A .

3apavite mappyT no ymonyaHuio yepes 192.168.100.1.

w

PaspewwuTe npuem n otnpaeky ICMP nakeTos.

Hactpowka yctpounctea Host-h-spoke1

=

Hactpowite IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

n

3apavite mappyT no ymonyaHuio yepes 192.168.1.1.

w

Paspelwute npuem n otnpaeky ICMP nakeTos.

Hactponka yctpoucrtea Host-b-spoke2

=

Hactporite IP agpec — 192.168.2.100 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

n

3aparite MapwpyT no ymonyaHuto yepes 192.168.2.1.

w

Paspewute npuem n otnpaeky ICMP nakeTos.
Hactpowka kpuntownto3a Hub1

HaCTpOVIKa 6yp,eT nponcxognTb NoKasnibHO NP NOMOLLM KOHCOJIbHOIo NoAKIM4YeHnA.

HacTpoiika MOXeT oCyLLeCcTBNATLCA U yaaneHHo (o SSH), HO UCKMYUTENBHO NO AOBEPEHHOMY KaHamny CBSA3W.
[oBepeHHbIM KaHanoM CBSI3N MOXET CYUTaTbCS KaHan B npegenax KOHTPONMpyeMOoW 30HbI B CryYae OTCYTCTBUS
B HeM Hapywwutens (B Hawem npumepe 310 noacetn 192.168.100.0/24, 192.168.1.0/24, 192.168.2.0/24.
[loBepeHHbIM KaHaroMm CBA3M Takke CcYMTaeTCs KaHarl, 3alluLLeHHbI Npy noMoLm npoTtokona IPsec.

HavanbHble HaCTPONKM

Hata n Bpemsi Ha Bcex kpunTownmnto3ax u YL gomkHbl OblTb OAWMHAKOBLI, Tak Kak And ayTeHTudumkaumm
NCNomnb3yTCs LUUpoBbIE CepTUdUKaTLI, B KOTOPLIX 3auKCUpoBaHbl Aata U BpeMsi Havyana ux OevcTBus u
OKOHYaHus. Takke ognHaKoBble AaTa U BpeMs Ha Bcel MHppacTpykType obneryaoT MOUCK HEMCNPaBHOCTEN No
nor-cbarinam.

Bongute B CLI pasrpaHnyeHns goctyna (nonb3oBaTenb U Naposb MO YMONYaHu: administrator, s-terra)
YCTAHOBMTE MpPaBUSIbHBIM TUM TepMuHana un Tpebyemylo LUMPUHY, CMEHMTE Naponb AN Mofb3oBaTerns
administrator.

Mepengnte B linux bash koHconb, ycTaHOBUTE naponb Afs Monb3oBaTens root, MPaBWUIIbHOE BpeMsi U
BPEMEHHYIO 30HY.

2003-2025 «C-Teppa Culclln» 6




Bepcusa 5.0 Mpyvmep ncnonb3oBaHMs Pepakumsa 1

Moapo6Hasa HacTpoliKka C onncaHneM KoMaHz npueseaeHa B 6asoBOM CLEHapuu.

Hactponku PKI (3anpocbl 1 ceptudmkathbl)

MpoaykT He noaaepxuBaeT pasHoCTHbIe (delta) cnuckn oT3biBa cepTndmMKaToB, TONbKO H6a3oBble. YuntbiBante
370 npu BoIbOpe unu passepTbiBaHumn YLI.

Ona ayteHTudmkaumm naptHepoB no IPsec MOXHO ncnonb3oBath LMGpoBbIE cepTUdMKaThl, BbINYLLEHHbIE NpU
nomoLm ceptudmumpoBaHHoro CK3W, unmn npegsaputensHoO pacnpegeneHHble Kiovu, CO34aHHbIe U BBEAEHHbIE
B COOTBETCTBUM C NpaBunamu nosnb3oBaHus CK3U (nosisunucek B Bepcumn 5.0).

CreHepupyiTe 3anpoc Ha cepTudMKaT KPUMNTOLLM3a M COXpaHuTe 3ToT 3anpoc B cdamn Ha USB Flash
HakonuTene. [loctaBbTe hbann ¢ 3anpocom Ha YL 1 BbinycTuTe no Hemy cepTudpmkat. Ceptmndmkart KpunToLunosa
BMecCTe ¢ cepTudmkaTom YL gocTaBbTe Ha L3 M uMnopTupynte nx B 6asy Npogykra.

ﬂop,p06Haﬂ HaCTpOVIKa C onncaHnemM KomaHg npmeeaeHa B ©asoBom cueHapun.

Hactponka naponeun goctyna Kk KoHconu cisco-like

Bovigute B cisco-like koHCONb U CMeHWUTEe naponb ANs Nonb3oBaTens cscons (Maposfib MO YMOMYAHUIO: CSP) U
naponb Ha enable (naponb MO ymon4yaHuio: csp).

MogpobHas HacTpoika C onucaHnem KoMaHg npueegeHa B 6a3oBoM cLeHapum.

Hactpoika ceTeBbIX napameTpoB

MIameHeHe COCTOsHUA WHTEpdencoB M HasHadeHue |P  agpecoB MNpUMMEHSAOTCS cpa3y Mocrne BBoAa
COOTBETCTBYHOLMX KOMaHA. [lonvTuka ©Ge3onacHOCTM MpPUMEHSIETCA Mocne  BbiIxoda W3 pexuma
KOH(pUIryprpoBaHusi.

1. BonguTe B cisco-like koHCcONb 1 3aganTe UMs YCTPOWCTBA:
sterragate#configure terminal
Enter configuration commands, one per line. End with CNTL/Z

sterragate (config) #hostname Hubl
Hubl (config) #

2. Bknwounte  BHewHWe  GigabitEthernet0/0 M  GigabitEthernet0/1 " BHYTPEHHUN
GigabitEthernet0/2 NHTEpPdENCHI:

Hubl (config) #interface range GigabitEthernet 0/0 - 2
Hubl (config-if-range) #no shutdown
Hubl (config-if-range) #exit

3. Yb6epguTecb B TOM, 4TO MHTepdeicbl agMMHUCTPaTUMBHO BKIOYeHbl 1 line protocol (cnocobHocTb nHTepdeica
nepegaBaTb NakeTbl B AaHHbIA MOMEHT) HaXOAMTCSA B COCTOSIHWM UP:

Hubl (config) #do show interfaces

GigabitEthernet0/0 is up, line protocol is up
Hardware address is 0050.569e.85be
MTU 1500 bytes

GigabitEthernet0/1 is up, line protocol is up
Hardware address is 0050.569e.865b
MTU 1500 bytes

GigabitEthernet0/2 is up, line protocol is up
Hardware address is 0050.569e.6568
MTU 1500 bytes

Ecnu line protocol Haxogutcsa B cocTosiHum down, TO NPOBEPbTE MOAKITIOYEHME CETEBOrO MHTepderica
KpMNTOLUSI03a K KOMMYTALUMOHHOMY UMK NpoYemMy 060pyaoBaHuI0.
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4. 3apante IP agpeca B COOTBETCTBMM CO CXEMOWN CTEHAA HA BHELLHMX UHTepdencax GigabitEthernet0/0
W GigabitEthernet0/1, U BHYTpEeHHEM GigabitEthernet0/2 nHTEpdencax:

Hubl (config) #interface GigabitEthernet 0/0

Hubl (config-if) #ip address 172.16.100.2 255.255.255.0
Hubl (config-if)# description ISP1

Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/1

Hubl (config-if) #ip address 172.17.100.2 255.255.255.0
Hubl (config-if) # description ISP2

Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/2

Hubl (config-if) #ip address 192.168.100.1 255.255.255.0
Hubl (config-if) #exit

5. TllpoBepbTe AocTynHOCTb ycTponcTBa Hubl-ISP1:
Hubl (config) #do ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seqg=1 ttl=64 time=0.484 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp seq=2 ttl=64 time=0.393 ms
icmp seq=3 ttl=64 time=0.282 ms
icmp segq=4 ttl=64 time=0.496 ms

e

icmp seq=5 ttl=64 time=0.496 ms

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4053ms
rtt min/avg/max/mdev = 0.282/0.430/0.496/0.083 ms

6. [MpoBepbTe gocTynHocTb ycTporcTea Hub1-ISP2:
Hubl (config) #do ping 172.17.100.1

PING 172.17.100.1 (172.17.100.1) 100(128) bytes of data.

108 bytes from 172.17.100.1: icmp seg=1 ttl=64 time=0.276 ms
108 bytes from 172.17.100. icmp seqg=2 ttl=64 time=0.307 ms
108 bytes from 172.17.100. icmp seqg=3 ttl=64 time=0.435 ms
108 bytes from 172.17.100. icmp seg=4 ttl=64 time=0.317 ms
108 bytes from 172.17.100. icmp seg=5 ttl=64 time=0.495 ms

e e

-—-172.17.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4063ms
rtt min/avg/max/mdev = 0.276/0.366/0.495/0.084 ms

7. TpumeHuTe HacTPOWKuU:

Hubl (config) #end

Hactpouka multiwan

B naHHOM cueHapuu gns goctyna k cetn UHTepHeT co wn3a Hubl ucnonb3ytoTca Mappytusatopsl Hubl-
ISP1 1 Hub1-ISP2. [1ns BbiOOpa Mexay HUMKU 1 YCTAHOBKM B CUCTEMY MapLUpyTa No yMOJ4YaHU0 NCMONb3yeTcs
naketT multiwan.

Hactpowka multiwan BeinonHseTcs us linux bash koHconu kpunTowwntosa.

1. TlpveeauTte copepXmMMoe KOHMUrypauuoHHoro damna /etc/multiwan/config.yaml K cnegywowemy
BMAY:

config format version: 1
links params:
check links reachability on start: true
links:
iface name: ethO
name: ISP1
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prio: 200
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.16.100.1
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
method:
icmp:
interval: 1
restore interval: 1
restore count: 3
failure count: 3

iface name: ethl
name: ISP2

prio: 100
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.17.100.1
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
method:
icmp:
interval: 1
restore interval: 1
restore count: 3
failure count: 3

2. 3anyctuTe cepBuc multiwan 1 nobaBbTe ero B aBTo3anyck:

root@Hubl:~# systemctl start multiwan.service
root@Hubl:~# systemctl enable multiwan.service

B [NpunoxeHun npeacraBneHo cogepXXMmoe KOHUrypaumMoHHoro amna /etc/multiwan/config. yaml.

MoppobHoe onucaHue HacTpolku multiwan npuBegeHo B cueHapun «PesepBupoBaHMe kaHanoB CBS3U Npwu
noMoLLM naketa «multiwan».

Hactpoinka GRE uHTepdeicoB

1. B cisco-like koHCONM Nnepengnte B KOHMOUIYPALMOHHBIN PEXNM:
Hubl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Hubl (config) #

2. HactponTte nHtepdenc GRE TyHHensa mexay Hubl n Spokel yepes npoarigepa Hubl-ISP1:
2.1. Cospavite uHtepdenc Tunnel 1:
Hubl (config) #interface Tunnel 1

2.2. [OobaBbTe onucaHue ns gaHHoro nHTepdenca (onuMoHansHo):

Hubl (config-if) #description GRE between Hubl and Spokel via ISPl
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2.3. BapawTe IP agpec n macky Ha nHtepdemce:
Hubl (config-if) #ip address 10.10.10.1 255.255.255.252
2.4. Ykaxute MTU ana nHtepdeiica:
Hubl (config-if) #mtu 1400
2.5. 3apawvite source IP agpec GRE TyHHens:
Hubl (config-if)# tunnel source 172.16.100.2
2.6. 3apavite destination IP agpec GRE TyHHens:
Hubl (config-if)# tunnel destination 172.16.1.2
2.7. OrtkntoumTe mexaHmam Path MTU Discovery:
Hubl (config-if) #no tunnel path-mtu-discovery
2.8. Ortkntoumte konupoBaHue DF 6buTa:
Hubl (config-if) #tunnel ignore-df
2.9. Bbimgute u3 pexuma koHdurypuposaHus GRE nHTepdeiica:
Hubl (config-if) #exit
3. Hactponte nHtepdenc GRE TyHHensa mexay Hubl n Spokel 4yepes nposarigepa Hubl-ISP2:

Hubl (config) #interface Tunnel 2

Hubl (config-if) #description GRE between Hubl and Spokel via ISP2
Hubl (config-if) #ip address 10.10.10.5 255.255.255.252

Hubl (config-if) #mtu 1400

Hubl (config-if) #tunnel source 172.17.100.2

Hubl (config-if) #tunnel destination 172.16.1.2

Hubl (config-if) #no tunnel path-mtu-discovery

Hubl (config-if) #tunnel ignore-df

Hubl (config-if) #exit

4. Hactporte nHtepdenc GRE TyHHens mexay Hubl n Spoke2 4yepes nposangepa Hub1-ISP1:

Hubl (config) #interface Tunnel 3

Hubl (config-if) #description GRE between Hubl and Spoke2 via ISP1
Hubl (config-if) #ip address 10.10.10.9 255.255.255.252

Hubl (config-if) #mtu 1400

Hubl (config-if) #tunnel source 172.16.100.2

Hubl (config-if) #tunnel destination 172.16.2.2

Hubl (config-if) #no tunnel path-mtu-discovery

Hubl (config-if) #tunnel ignore-df

Hubl (config-if) #exit

5. HactponTte nHtepdenc GRE TyHHensa mexay Hubl n Spoke?2 yepes nposarigepa Hubl-ISP2:

Hubl (config) #interface Tunnel 4

Hubl (config-if) #description GRE between Hubl and Spoke2 via ISP2
Hubl (config-if) #ip address 10.10.10.13 255.255.255.252

Hubl (config-if) #mtu 1400

Hubl (config-if) #tunnel source 172.17.100.2

Hubl (config-if) #tunnel destination 172.16.2.2

Hubl (config-if) #no tunnel path-mtu-discovery

Hubl (config-if) #tunnel ignore-df

Hubl (config-if) ffexit

Hactpowka wuchposaHus
1. lMapameTpsl IKE.

1.1. 3apaiite obwme napameTpsbl IKE:

Hubl (config) #crypto isakmp identity dn
Hubl (config) #crypto isakmp keepalive 3 2
Hubl (config) #crypto isakmp keepalive retry-count 5
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Hubl (config) #crypto isakmp fragmentation

Hubl (config) #crypto isakmp security-association lifetime delta 50
Hubl (config) #crypto isakmp initiator-sessions-max 100

Hubl (config) #crypto isakmp responder-sessions-max 100

1.2. Cospavite NonNMTUKY, ONMCbIBaoLLYyt0 NapaMmeTpbl IKE TyHHens:

Hubl (config) #crypto isakmp policy 1

Hubl (config-isakmp) #encryption magma

Hubl (config-isakmp) #hash stribog-256

Hubl (config-isakmp) #authentication gost-sig
Hubl (config-isakmp) #group vko2

Hubl (config-isakmp) #exit

1.3. Cospawte npodunb HacTpoek ISAKMP (anroputm IKE) noa nmeHem NEW ALGS, 4Tobbl Aanee ero
MPUKPENUTb K KpUNTOKapTE:

Hubl (config) #crypto isakmp profile NEW_ALGS
Hubl (conf-isa-prof) #fmatch identity dn

Hubl (conf-isa-prof) #set identity mapping
Hubl (conf-isa-prof) #crypto isakmp policy 1

2. [Mapametpsbl IPsec.

2.1. Ortknounte obHoBrneHue knio4va IPsec SA no AOCTMXKEHMIO onpefeneHHoro obbema nepesaHHoro
Tpadwmka:

Hubl (config) #crypto ipsec security-association lifetime kilobytes unlimited

2.2. 3apavite KOMBUHMPOBAHHBIN anNropuTM LWNPOBaHUSA N UMUTO3aLLMTLI (Habop Npeobpa3oBaHuii) 4ns
Tpadwmka:

Hubl (config) #crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
Hubl (cfg-crypto-trans) #exit

2.3. Cospavite cnuckm goctyna (ACL):

2.3.1 Cospante gBa cnucka goctyna ansd GRE Tpadwmka, KOTopbid Hy>XHO OygeT 3awmwaTtb Mexagy
LeHTpanbHbIM ochrcom n punuanom Net:

Hubl (config) #ip access-list extended IPSEC_ACL HUBl SPOKEl GRE1
Hubl (config-ext-nacl) #fpermit gre host 172.16.100.2 host 172.16.1.2
Hubl (config-ext-nacl) fexit

Hubl (config) #ip access-list extended IPSEC ACL HUBl SPOKEl GRE2
Hubl (config-ext-nacl) #permit gre host 172.17.100.2 host 172.16.1.2
Hubl (config-ext-nacl) #exit

2.3.2 Cospante gBa cnucka goctyna ans GRE Tpadwmka, KOTOpbIA HYyXHO ByaeT 3awwmwartb Mexay
LeHTpanbHbIM oducom 1 dunuanom Ne2:

Hubl (config) #ip access-list extended IPSEC_ACL HUBl SPOKE2 GRE1
Hubl (config-ext-nacl) #permit gre host 172.16.100.2 host 172.16.2.2
Hubl (config-ext-nacl) fexit

Hubl (config) #ip access-list extended IPSEC ACL HUBl SPOKE2 GRE2
Hubl (config-ext-nacl) #permit gre host 172.17.100.2 host 172.16.2.2
Hubl (config-ext-nacl) fexit

2.4. CospaviTe KpUNTOKapTy ANS NOCTPOEHMS TyHHenen Yyepes nposangepa Hub1l-ISP1:
2.4.1 CospganTe nepBbIn pa3gen kpuntokapTsl (uma VPN_ISP1, pasgen 1):
Hubl (config) #crypto map VPN ISPl 1 ipsec-isakmp
2.4.2 [obaBbTe onucaHve Ons AaHHOro pasgena KpunTokapThl (ONUMOHANBHO):
Hubl (config-crypto-map) #description VPN between HUBl and Spokel via ISPl
2.4.3 YKaxuTe CMCOK JOCTyna Ans 3awmuiaemoro Tpadumka:
Hubl (config-crypto-map) #match address IPSEC ACL HUBl SPOKEl GREL

2.4.4 YxaxuTe Npu NOMOLLUM Kakoro Habopa anropnTMOB HYXXHO 3aliuLLaTh Tpaduk:
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2.5.

Hubl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
2.4.5 Ykaxute nokanbHbli IP agpec, ¢ koToporo 6yaeT oTnpaBnaThCs LWNQPOBaHHbIE NaKEThI:
Hubl (config-crypto-map) #set local-address 172.16.100.2

2.4.6 YxaxuTte IP agpec naptHepa no IPsec (B 4aHHOM cLeHapumn 3TO BHewHu IP agpec ycTponctea
Spokel):

Hubl (config-crypto-map) #set peer 172.16.1.2
2.4.7 Tpukpenute ISAKMP npocunb NEW_ALGS K KpunTokapTe:
Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

2.4.8 BkntoumTe npedparmeHTaumio (CHavYana Tpadumk doparMeHTUpyeTcsi, TOTOM 3allmdpoBbIBaETCS),
yTobbl B HEOOBEPEHHOW CceTn He ObINno parMeHTOB (HEKOTOpble WHTEpPHET-NpoBanaepsl
OnokmpyloT  dparMeHTbl) M 4TOObl  CHU3UTb  BEPOATHOCTb  FIOXKHOrO  yaaneHus
dparmMeHTUPOBaHHbIX MaKeToOB NPU UHTEHCUBHOM Tpaduke:

Hubl (config-crypto-map) #set pre-fragmentation

2.4.9 Ob6sa3aTenbHO OTKMOYUTE UCTOPUIO YAANEHHbIX TYHHENen (eCnu He OTKMYNUTb, TO MOryT BbITb
npobnemsl ¢ NocTpoeHmem IPsec TyHHenen ¢ ycTporcTBamu, KoTopble Haxoadatcs 3a NAT):

Hubl (config-crypto-map) #set dead-connection history off
Hubl (config-crypto-map) #exit

2.4.10 Cospgaute BTOpOM pasgen kpuntokapTel (vmsa VPN_ISP1, pasgen 2):

Hubl (config) #crypto map VPN ISPl 2 ipsec-isakmp
Hubl (config-crypto-map) #description VPN between HUBl and Spoke2 via ISPl
Hubl (config-crypto-map) #match address IPSEC ACL HUBl1 SPOKE2 GRE1l

(

(

( )
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
( )

Hubl (config-crypto-map) #exit

transform-set MAGMA ENCRYPT AND INTEGRITY
local-address 172.16.100.2

peer 172.16.2.2

isakmp-profile NEW ALGS

pre-fragmentation

dead-connection history off

Cospaite kpunTokapTy ANsi NOCTPOEHUs1 TyHHenen Yepes nposangepa Hubl1l-ISP2:

2.5.1 CospainTte nepsblv pa3gen kpuntokaptel (MMa VPN_ISP2, pasgen 1):

Hubl (config) #crypto map VPN _

ISP2 1 ipsec-isakmp

Hubl (config-crypto-map) #description VPN between HUB1 and Spokel via ISP2
Hubl (config-crypto-map) #match address IPSEC ACL HUBl1 SPOKEl GRE2

(
(
( )
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
Hubl (config-crypto-map) #set
( )

Hubl (config-crypto-map) #exit

transform-set MAGMA ENCRYPT AND INTEGRITY
local-address 172.17.100.2

peer 172.16.1.2

isakmp-profile NEW ALGS

pre-fragmentation

dead-connection history off

2.5.2 Cospgante BTOpOM pasgen kpuntokapTbl (Mmsa VPN_ISP2, pasgen 2):

Hubl
Hubl
Hubl
Hubl
Hubl
Hubl
Hubl
Hubl
Hubl
Hubl

)
config-crypto-map) #set
config-crypto-map) #set
config-crypto-map) #set
config-crypto-map) #set
config-crypto-map) #set
config-crypto-map) #set
)

config) #crypto map VPN
config-crypto-map) #description VPN between HUBl and Spoke2 via ISP2
config-crypto-map) #match address IPSEC ACL HUBl1 SPOKE2 GRE2

config-crypto-map) #exit

ISP2 2 ipsec-isakmp

transform-set MAGMA ENCRYPT AND INTEGRITY
local-address 172.17.100.2

peer 172.16.2.2

isakmp-profile NEW ALGS

pre-fragmentation

dead-connection history off

3. [lMpukpenuTe co3gaHHbIE KpUNTO-KapThl K BHEWHMM MHTepdencam. VPN_ISP1 ana GigabitEthernet0/0,
VPN_ISP2 ana GigabitEthernet0/1:
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Hubl (config) #interface GigabitEthernet0/0
Hubl (config-if) #crypto map VPN ISPl

Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet0/1
Hubl (config-if) #crypto map VPN ISP2

Hubl (config-if) #exit

4. TpumMeHnTe HaCTPOUNKH:

Hubl (config) #end

Hactpowka nonutuku o6pabotku COC (CRL)

B uenax 6e3omacHOCTM HACTOATENBHO PEKOMEHAYeTCs BKMYaTh MPOBEPKY CMUCKOB OT3biBa CEPTUUKATOB.
PasHocTHbIe cnucku oTo3BaHHbIX cepTudmkatoB (delta CRL) He nogaepxuBatoTcs.

Bkntounte npoepky COC 1 HacTporTe aBTOMaTUYECKYHO 3arpy3ky 1 umnopTupoBaHue B 6a3sy Npoaykra cnvcka
0TO3BaHHbIX cepTudukatoB ¢ HTTP cepeepa CRL_distribution_point.

ﬂop,p06Ha9| HaCTpOVIKa C onncaHnemM KomaHg npmBeaeHa B ©asoBoMm cueHapun.

HacTpoiika MexceTeBoro skpaHa

1. Cospavite ACL ¢ uMeHeM FW_OUTPUT WAN Ansa ucxopsuiero Ha WAN uHTepderice Tpaduka:
Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl (config) #ip access-list extended FW_OUTPUT_ WAN

Hubl (config-ext-nacl) #deny gre any any

Hubl (config-ext-nacl) #deny ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
Hubl (config-ext-nacl) #deny ip 192.168.100.0 0.0.0.255 192.168.2.0 0.0.0.255
Hubl (config-ext-nacl) #permit ip any any

Hubl (config-ext-nacl) #exit

OanHbin ACL 3anpewaet He3dawwudpoBaHHbin GRE Tpadwk n HesawudpoBaHHbIn Tpaduk Ao
3awmuaemblx nogceten 3a kpuntowwnodamm Spokel n Spoke2.

2. Cospgante ceTeBoM object-group C UMEHEM SELF Anga XpaHeHus B Hem WAN agpecoB KpunToLuo3a ¢
LleNnblo JanbHenwero ero ncnosb3oBaHus B ACL:

Hubl (config) #object-group network SELF

Hubl (config-network-group) #remark WAN IP
Hubl (config-network-group) #host 172.16.100.2
Hubl (config-network-group) #host 172.17.100.2
Hubl (config-network—-group) #exit

3. Cospawte ACL c meHeM FW_INPUT WAN Ans sxogsaulero Ha WAN nHTepdenc Tpaduka:

Hubl
Hubl
Hubl
Hubl
Hubl
Hubl

config) #ip access-list extended FW_INPUT WAN
config-ext-nacl) #permit udp any object-group SELF eq 500
config-ext-nacl) #permit udp any object-group SELF eq 4500
config-ext-nacl) #permit icmp any object-group SELF
config-ext-nacl) #permit esp any object-group SELF
config-ext-nacl) #exit

4. CospanTe npasuna nHcnekTnpoBaHusa scero TCP n UDP Tpaduka 1 3agaiTe HeobxoamMmoe MakcumarnbHoe
KOMNNYeCcTBO CECCUMN:

#ip inspect name INSPECT tcp
#ip inspect name INSPECT udp
#ip inspect tcp sessions-max 256000
#ip inspect udp sessions-max 65536

Hubl (config
Hubl (config
Hubl (config
Hubl (config

5. TlpukpenuTe npaBuna MmexceTeBOro akpaHupoBaHus Ha WAN wuHTepdencbl GigabitEthernet0/0 u
GigabitEthernet0/1:
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Hubl (config) #interface GigabitEthernet0/0

Hubl (config-if) #ip access-group FW_INPUT WAN in
Hubl (config-if) #ip access-group FW_OUTPUT WAN out
Hubl (config-if) #ip inspect INSPECT out

Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet0/1

Hubl (config-if) #ip access-group FW_ INPUT WAN in
Hubl (config-if) #ip access-group FW_OUTPUT WAN out
Hubl (config-if) #ip inspect INSPECT out

Hubl (config-if) #exit

6. [MpyMeHuTe HaCTPOWKK:

Hubl (config) #end

Hactpoika PBR

HacTtporika PBR BbinonHsAeTca 13 linux KOHCONM Lwino3a.

1. Cospaiite dhann /etc/network/pbr common, KOTOPbIN ByaeT cogepxaTb napameTpbl, UCMOMb3yeMble B
PBR ckpunTtax:

SPOKES IP ADDRESSES="172.16.1.2 172.16.2.2"

WAN 0 INTERFACE="eth("
WAN 0 IP ADDRESS="172.16.100.2"
WAN O NEXTHOP ADDRESS="172.16.100.1"

WAN 1 INTERFACE="ethl"
WAN 1 IP ADDRESS="172.17.100.2"
WAN 1 NEXTHOP ADDRESS="172.17.100.1"

GRE1 TABLE ID="100"
GRE2 TABLE ID="101"
PRIO="100"

2. [obaebTe PBR nonutuky, ans atoro cosgante ann /etc/network/if-pre-up.d/pbr CO CneayloLWmm
COLEPXUMBIM:
#!/bin/bash
# if-pre-up script

source /etc/network/pbr common

if [[ SIFACE == SWAN O INTERFACE ]]; then
for SPOKE IP in SSPOKES IP ADDRESSES
do
RULE_WLAN_O="from $WAN_O_IP_ADDRESS to $SPOKE_IP lookup $GRE1_TABLE_ID pref
SPRIO"
ip rule del SRULE WLAN 0 2>/dev/null || true
ip rule add SRULE_WLAN_O
done
fi
if [[ SIFACE == $WAN 1 INTERFACE ]]; then
for SPOKE IP in $SPOKES IP ADDRESSES
do
RULE WLAN 1="from S$WAN 1 IP ADDRESS to S$SPOKE IP lookup S$GRE2 TABLE ID pref
$PRIO"
ip rule del $RULE WLAN 1 2>/dev/null || true
ip rule add SRULE_WLAN_1
done
fi
exit O
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dann /etc/network/if-pre-up.d/pbr MCNONb3YeTCH AN TOro, YTOObLI NONUTUKM MapLLPyTU3aL MK
ansa vHTepderico ethO n eth1 npucytcTBoBanu B cucteme 4o nepexoda MHTepdencos B cocTosiHue UP.

OaHHbIn dann 6yaeT BbINONHATL crnegyowme KoMmaHabl ans ao6asneHus nonutukn PBR:

ip rule add from 172.16.100.
ip rule add from 172.16.100.
ip rule add from 172.17.100.
ip rule add from 172.17.100.

to 172.16.1.
to 172.16.2.
to 172.16.1.
to 172.16.2.

lookup 100 prio 100
lookup 100 prio 100
lookup 101 prio 100
lookup 101 prio 100

NN
NN N

OTn koMaHAbl 400aBNAOT NpaBMia MapLpyTU3aLUnmn ykasaHHOro B HUX Tpadmka B COOTBETCTBMM C O4HOWN U3
OByx Tabnuy mapwpytumsaumun. lNepaa Tabnuua nmeet nHaekc 100, BTopas — 101. Ona mapwpyTtusaumm
nakeToB ¢ IP agpecom uctouHumka 172.16.100.2 n IP agpecom HasHayeHns 172.16.1.2 6yget ncnonb3oBaHa
Tabnuua 100, a gnsa naketoB ¢ IP nctouHmka 172.17.100.2 n IP agpecom HasHaveHus 172.16.1.2 — Tabnmua
101.

3. Hactponte mapwpytbl ang nonutukn PBR, ona aToro cosgante gann /etc/network/if-up.d/pbr co
crnegyoLwmum coaepXMmMbIM:

#!/bin/bash
# if-up script

source /etc/network/pbr common

if [[ $SIFACE == S$WAN O INTERFACE ]]; then
for SPOKE IP in $SPOKES IP ADDRESSES
do
ip route add "$SPOKE IP/32" via "SWAN 0 NEXTHOP ADDRESS" dev "$WAN 0 INTERFACE"
table $GRE1 TABLE ID

done

fi

if [[ SIFACE == SWAN 1 INTERFACE ]]; then
for SPOKE IP in $SPOKES IP ADDRESSES
do

ip route add "S$SPOKE IP/32" via "SWAN 1 NEXTHOP ADDRESS" dev "SWAN 1 INTERFACE"
table SGRE2 TABLE ID
done
fi

exit O

Pann /etc/network/if-up.d/pbr WCNOMb3yeTcs ANs TOro, 4YToObl MapLpPyT MO YMOMYaHMUIO
pobasnsncs B nonutuky PBR nocne nepexona nHtepdeiica eth1 B coctosiHme UP.

DaHHbIN dann 6yaeT BbINOMNHATH creaylowmMe KOoMaHabl Ans A00aBNeHnsi MapLIpyToB B NOMUTUKY
PBR:

ip route add 172.16.1.2/32 via 172.16.100.
ip route add 172.16.2.2/32 via 172.16.100.
ip route add 172.16.1.2/32 via 172.17.100.
ip route add 172.16.2.2/32 via 172.17.100.

dev ethO dev ethO table 100
dev ethO dev eth0O table 100
dev ethl dev ethl table 101
dev ethl dev ethl table 101

e

4. Tlocne nepexoga nHtepgericos ethO u eth1 B coctosHne DOWN TpebyeTcs yaanutb NOAMTUKKN, CO34aHHbIE
mogynem PBR. [Ons aTtoro cosgante dhann /etc/network/if-post-down.d/pbr CO CreaylLlmm
COOEPKUMBIM:

#!/bin/bash
# if-post-down script

source /etc/network/pbr common
if [[ $IFACE == $WAN 0 INTERFACE ]]; then

for SPOKE IP in $SPOKES IP ADDRESSES
do
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RULE_WLAN O="from S$WAN O IP ADDRESS to S$SPOKE_IP lookup $GREl_TABLE ID pref

$PRIO"
ip rule del $SRULE WLAN 0 2>/dev/null || true
done
fi
if [[ $IFACE == $WAN 1 INTERFACE ]]; then
for SPOKE IP in $SPOKES_IP_ADDRESSES
do
RULE_WLAN 1="from SWAN 1 IP ADDRESS to S$SPOKE IP lookup $GRE2 TABLE ID pref
$PRIO"
ip rule del $SRULE WLAN 1 2>/dev/null || true
done
fi
exit O

OaHHbIn dann 6yaeT BbINONHATH crnefyrowme KoMmaHabl ans yaaneHmsa nonutuku PBR:

ip rule del from 172.16.100.2 to 172.16.1.2 lookup 100 prio 100
ip rule del from 172.16.100.2 to 172.16.2.2 lookup 100 prio 100
ip rule del from 172.17.100.2 to 172.16.1.2 lookup 101 prio 100
ip rule del from 172.17.100.2 to 172.16.2.2 lookup 101 prio 100

5. TlpuceonTe co3gaHHbIM gharnam npasa Ha 3anyck:

root@Hubl:~# chmod +x /etc/network/if-pre-up.d/pbr
root@Hubl:~# chmod +x /etc/network/if-up.d/pbr
root@Hubl:~# chmod +x /etc/network/if-post-down.d/pbr

6. [lepesanyctuTte cepsuc networking:

Ecnu nocne Hayana HacTpOWMKM ceTeBbIX MHTEPENCOB LUMNI03 HE Nepe3arpyxarcs, To nepesarpysure
ero. B Takom cnyyae nepesanyckaTb cepBuc networking He TpebyeTcs.

root@Hubl:~# systemctl restart networking.service

Hactponka guHamuyeckon mapupyTtusauun BGP

BGP HacTtpaunBaeTca cpefcrsaMmm KoHconu cepeuca FRR.
1. [o6Gasbte cepsBuc FRR B aBTO3arpysky u 3anyctute ero us linux bash:
root@Hubl:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with /lib/system/system-—
sysv-install.
Executing: /lib/system/system-sysv-install enable frr

root@Hubl:~# systemctl start frr

2. Bonpgute B kOHCcOMb cepBuca FRR, onsa atoro HyxxHo u3 linux bash HabpaTb crniegytoLLyo komaHay:
root@Hubl:~# vtysh
Hello, this is FRRouting (version 9.0.2).

Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl#

3. Hactponte BGP (cMm. onucanwme http://docs.frrouting.org):

Hubl# configure terminal

Hubl (config)# router bgp 65000

Hubl (config-router)# bgp router-id 172.16.100.2

Hubl (config-router)# neighbor 10.10.10.2 remote-as 65000
Hubl (config-router) # neighbor 10.10.10.6 remote-as 65000
Hubl (config-router) # neighbor 10.10.10.10 remote-as 65000
Hubl (config-router)# neighbor 10.10.10.14 remote-as 65000
Hubl (config-router)# network 192.168.100.0/24
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4. CoxpaHuTe HacTpowiku cepsuca FRR:

Hubl (config-router) # end
Hubl# write

Note:

this version of vtysh never writes vtysh.conf

Building Configuration...
Integrated configuration saved to /etc/frr/frr.conf

[OK]

Hubl# exit

rootQ@Hubl: ~#

B [MNpunoxeHnn npeacTaBneHbl TEKCTbI KOHDUIypauuii ans kpuntoLuntosa Hubl:

TEKCT KOHconu cisco-like;

TEeKCT kKoHdurypauum LSP;

codepXumoe /etc/multiwan/config.yaml;
KOH(purypaums FRR;

COOEepPXKMUMOE /etc/network/spokes ip list;
coaepXxumoe /etc/network/if-pre-up.d/pbr;
coaepXumoe /etc/network/if-up.d/pbr,
coepXumoe /etc/network/if-post-down.d/pbr.

Hactponka kpuntowntoza Hub1 gna nopkniouyeHusi [ONONHUTENbHbIX
(hunNUanbHbLIX KPUNTOLLNIO30B

B naHHOM cueHapumu onuckiBaeTCst HacTpolika Ans crnyyasi, Koraa K LeHTpansHoMy KpunTtowniosy Hubl
noaknoYalTca Asa dounmanbHbiX KpuntoLuniosa. Ecnm TpebyeTcs noaknioynTs OMNONHUTENbHbIE unuarnb! K
LEHTPY, TO AN NOCTPOEHUS 6E€30MaCHOr0 COEAMHEHNS C KaXAbIM HOBbIM (PUNManbHbIM KPUNTOLLSIO30M Ha
Hubl notpebyeTcsi BLINONHUTL CrieaytoLmne HaCTPOKK:

e B HacTtponkax PBR B (aiine /etc/network/pbr common fo6aBuTb aapec HOBOrO KPUNTOLLIO3a B
CNMUCOK SPOKES IP ADDRESSES. [Ins Toro, 4tobbl HOBble HacTpoliku PBR BcTynunu B cuny, cnegyet
nepesanyctuTb networking.service unu B py4Hyto 4obasutb B linux bash koHconu kpuntownosa
COOTBETCTBYHOLUME NpaBuia n MapLupyThl (MpUMep KOMaHg, npy NoAKMYeHnn HOBOro omnmarnsHOro
KpunToLunto3a ¢ agpecom 172.16.3.2):

root@Hubl:~# ip rule add from 172.16.100.2 to 172.16.3.2 lookup 100 pref 100
root@Hubl:~# ip rule add from 172.17.100.2 to 172.16.3.2 lookup 101 pref 100
root@Hubl:~# ip route add 172.16.3.2/32 via 172.16.100.1 dev ethO table 100
root@Hubl:~# ip route add 172.16.3.2/32 via 172.17.100.1 dev ethl table 101

o [lob6aButb oBa GRE mnHTepdeica ansa noctpoeHnss GRE TyHHenen 4o HOBOro KpUMNTOLLSIO3a;

e [lob6aBuTb B kpunTokapTbl HA WAN nHTepdeicax elle oanH pasaen ans wudgposaHus GRE Tpaduka
mMexay Hubl n HOBbIM KPUMNTOLLSHO30M;

e B HacTtponkax FRR pobasuth IP agpeca GRE uHTepdelncoB HOBOro KpunToLusnto3a B kayectse BGP
neighbor.
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Hactponka kpunrtowuntosa Spoke1

HavanbHble HaCTPONKM

Bongute B CLI pasrpaHnyeHns goctyna (nonb3oBaTenb M Naposib N0 yMONYyaHuio: administrator, s-terra)
YyCTaHOBWTE MNpPaBWSIbHbI TUM TepMUHana u Tpebyemylo LIMPUHY, CMEHWTE Mapofb ANns nofb3oBaTens
administrator.

Mepeiigute B linux bash KoHcomb, ycTaHOBUTE Mapofib ANs MOMb3oBaTens root, NPaBUSIbHOE Bpems U
BPEMEHHYIO 30HY.

MoppobHas HacTpoika ¢ onMcaHMeM KoMaHg npueeaeHa B 6a3oBOM cLeHapun.

HacTtpouku PKI (3anpocbl 1 ceptudpmkatobl)

MpoaykT He noaaepXunBaeT pasHOCTHbIe (delta) cnucku oT3biBa cepTMdUKaTOB, TONbKO 6a3oBble. YuuTbiBanTe
370 npu BbIbOpe unu passepTbiBaHumn YLI.

Ons ayteHTudmkaumm naptHepos no IPsec MOXHO Mcnonb3oBaTh LMGPOBLIE cepTUdUKaTbI, BbIMyLLEHHbIE NPK
nomoLm ceptudmumposaHHoro CK3W, nunun npegsaputensHO pacnpegeneHHble Koyn, CO34aHHbIe U BBEAEHHbIE
B COOTBETCTBMM C NpaBunamu nonb3oBaHuss CK3U (nosisunucek B Bepcum 5.0).

CreHepupyinTe 3anpoc Ha cepTudmkaT KpunToLno3a, AocTaBbTe ero Ha YL, v BeinycTute no Hemy ceptudmkar.
CepTtudpmkat kpuntowwno3a BMmecte € ceptudmkaTom YL, goctaBbTe Ha W03 U UMNOPTUPYnTE Mx B 6asy
MpoagykTa.

I'Iop,po6Ha;| HaCTpOVIKa C onncaHnemM KomaHg npmeeaeHa B ©as3oBom cueHapun.

Hactpo#ka ceTeBbIX napameTpoB

M3ameHeHne cocTosiHMA uWHTepdpeicoB M HasHadveHve [P agpecoB npuvMeHSATCA cpasy nocne BBoAa
COOTBETCTBYOLWMX KomaHA. [lonutuka GesonacHOCTM MpUMEHSIeTCA Mocne Bbixoga M3 pexuma
KOH(MrypmpoBaHus.

1. BonguTe B cisco-like koHCcONb 1 3aganTe UMs YCTPOMCTBA:

sterragate#configure terminal
sterragate (config) #hostname Spokel

2. Bkrnounte BHeWHUN GigabitEthernet0/0 W BHYTPEHHUN GigabitEthernet0/1 MHTEpdeEncsI:

Spokel (config) #interface range GigabitEthernet 0/0 - 1
Spokel (config-if-range) #no shutdown
Spokel (config-if-range) #exit

3. YbeguTecb, 4TO MHTEpdENCb aaMUHUCTPATMBHO BKMOYeHbl U line protocol (cnocoBHocTb MHTepdeiica
nepegaBaTb NakeTbl B AaHHbIA MOMEHT) HaXOAMTCSA B COCTOSHWM Up:

Spokel (config) #do show interfaces

GigabitEthernet0/0 is up, line protocol is up
Hardware address is 0050.569e.b06d
MTU 1500 bytes

GigabitEthernet0/1 is up, line protocol is up
Hardware address is 0050.569e.d3c3
MTU 1500 bytes

Ecnu line protocol Haxoantca B coctostHun down, TO NPoBepbTE NOAKIIOYEHME CETEBOro MHTepderca
KpMNTOLUSI03a K KOMMYTALUMOHHOMY UM NpoYemMy 060pyaoBaHuI0.

4. 3apante IP agpeca B COOTBETCTBMM CO CXEMOW CTEHAA HA BHELLHEM GigabitEthernet0/0 U BHYTPEHHEM
GigabitEthernet0/1 nHTEpdencax:
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Spokel (config) #interface GigabitEthernet 0/0

Spokel (config-if) #ip address 172.16.1.2 255.255.255.0
Spokel (config-if) #exit

Spokel (config) #interface GigabitEthernet 0/1

Spokel (config-if) #ip address 192.168.1.1 255.255.255.0
Spokel (config-if) #exit

5. 3agaiiTe MapLpyT Mo YMOJ4YaHuio Yepes yCTpoicTBo Routerl:

Spokel (config) #ip route 0.0.0.0 0.0.0.0 172.16.1.1

6. [MpoBepbTe 4OCTYNHOCTb ycTponcTBa Routerl:

1. Hactponte untepdenc GRE TyHHensa mexay Spokel n Hubl yepes nposanagepa Hub1-ISP1:

2. HactponTte nHtepcenc GRE TyHHensa mexay Spokel n Hubl yepes nposarigepa Hubl1-ISP2:

Spokel (config) #do ping 172.16.1.1

PING 172.16.1.1 (172.16.
108 bytes from 172.16.1.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

1.1) 100(128) bytes of data.

1: icmp seg=1 ttl=64 time=0.197 ms
.1: icmp seg=2 ttl=64 time=0.423 ms
1: icmp seq=3 ttl=64 time=0.386 ms
1: icmp seg=4 ttl=64 time=0.429 ms
1

e

icmp seq=5 ttl=64 time=0.446 ms

--- 172.16.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4080ms
rtt min/avg/max/mdev = 0.197/0.376/0.446/0.091 ms

Hactpoika GRE uHTepdeicos

Spokel (config) #interface Tunnel 1

Spokel (config-if) #description GRE between Spokel and Hubl via ISP1
Spokel (config-if) #ip address 10.10.10.2 255.255.255.252

Spokel (config-if) #mtu 1400

Spokel (config-if) #tunnel source 172.16.1.2

Spokel (config-if) #tunnel destination 172.16.100.2

Spokel (config-if) #no tunnel path-mtu-discovery

Spokel (config-if) #tunnel ignore-df

Spokel (config-if) #fexit

Spokel (config) #interface Tunnel 2

Spokel (config-if) #description GRE between Spokel and Hubl via ISP2
Spokel (config-if) #ip address 10.10.10.6 255.255.255.252

Spokel (config-if) #mtu 1400

Spokel (config-if) #tunnel source 172.16.1.2

Spokel (config-if) #tunnel destination 172.17.100.2

Spokel (config-if) #no tunnel path-mtu-discovery

Spokel (config-if) #tunnel ignore-df

Spokel (config-if) #fexit

HacTtpo#uka wuncposaHus

1. TMapameTpsl IKE.

1.1

1.2.

3apante o6wwme napameTpsbl IKE:

Spokel (config) #crypto isakmp identity dn

Spokel (config) #crypto isakmp keepalive 3 2

Spokel (config) #crypto isakmp keepalive retry-count 5

Spokel (config) #crypto isakmp fragmentation

Spokel (config) #crypto isakmp security-association lifetime delta 50
Spokel (config) #crypto isakmp initiator-sessions-max 100

Spokel (config) #crypto isakmp responder-sessions-max 100

Cospgante nonutuky, onucbiBaloLLyo napaMmeTpbl IKE TyHHens:

Spokel (config) #crypto isakmp policy 1
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Spokel (config-isakmp) #encryption magma

Spokel (config-isakmp) #hash stribog-256

Spokel (config-isakmp) #authentication gost-sig
Spokel (config-isakmp) #group vko2

Spokel (config-isakmp) #exit

1.3. Cospawrte npodunb HacTpoek ISAKMP (anroputm IKE) noa nmeHem NEW ALGS, 4Tobbl Aanee ero
MPUKPENUTb K KpUMTOKapTe:

Spokel (config) #crypto isakmp profile NEW ALGS
Spokel (conf-isa-prof) #match identity dn
Spokel (conf-isa-prof) #set identity mapping
Spokel (conf-isa-prof) #crypto isakmp policy 1

2. [MapameTpsbl IPsec.

2.1. Ortknounte obHoBrneHue knova IPsec SA no AOCTMXEHMIO onpeaenieHHoro obbema nepegaHHoro
Tpadumka:

Spokel (config) #crypto ipsec security-association lifetime kilobytes unlimited

2.2. 3apanite KOMOUHUPOBAHHLIA anropuTM WKMEPOBaHNS N UMUTO3aLLMTbl (Habop NpeobpasoBaHuin) Anst
Tpadwmka:

Spokel (config) #crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
Spokel (cfg-crypto-trans) #exit

2.3. Cospavite cnuckn goctyna (ACL) onsa Tpadwmka, KOTOPbIM HYXHO 3awmiiate MeXAy LeHTparnbHbIM
ocmcom n coununanom Net:

Spokel (config) #ip access-list extended IPSEC ACL HUBl1 SPOKEl GREL
Spokel (config-ext-nacl) #permit gre host 172.16.1.2 host 172.16.100.2
Spokel (config-ext-nacl) #exit

Spokel (config) #ip access-list extended IPSEC_ACL HUBl SPOKEl GRE2
Spokel (config-ext-nacl) #permit gre host 172.16.1.2 host 172.17.100.2
Spokel (config-ext-nacl) #exit
Spokel (config) #

2.4. CospaviTe KpUNTO-KapTy AN NOCTPOeHUs TyHHenew Yyepe3 Hub1-ISP1 (umsa VPN, pasgen 1):

Spokel (config) #crypto map VPN 1 ipsec-isakmp

Spokel (config-crypto-map) #description VPN between Spokel and HUB1l via ISPl
Spokel (config-crypto-map) #match address IPSEC ACL HUBl1 SPOKEl GREL

Spokel (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Spokel (config-crypto-map) #set peer 172.16.100.2

Spokel (config-crypto-map) #set isakmp-profile NEW ALGS

Spokel (config-crypto-map) #set pre-fragmentation

Spokel (config-crypto-map) #set dead-connection history off

Spokel (config-crypto-map) #exit

2.5. [obasbTe Kk KpMnTO-KapTe pasgen and TyHHenew yepes Hub1-1ISP2 (umsa VPN, pasgen 2):

Spokel (config) #crypto map VPN 2 ipsec-isakmp

Spokel (config-crypto-map) #description VPN between Spokel and HUB1 via ISP2
Spokel (config-crypto-map) #match address IPSEC ACL HUBl1 SPOKEl GRE2

Spokel (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Spokel (config-crypto-map) #set peer 172.17.100.2

Spokel (config-crypto-map) #set isakmp-profile NEW ALGS

Spokel (config-crypto-map) #set pre-fragmentation

Spokel (config-crypto-map) #set dead-connection history off

Spokel (config-crypto-map) #exit

2.6. [pumeHnTEe HaCTPONKM:

Spokel (config-if) #end
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Hactponka nonutuku obpadotku COC (CRL)

B uenax 6e30nacHOCTM HacTOATENbHO PEKOMEHOYeTCH BKIOYaTb NPOBEPKY CMMCKOB OT3blBa CEPTUCMKATOB.
PasHocTHble cnnckn oTo3BaHHbIX cepTudmkartos (delta CRL) He nogaepxusatoTcs.

Bkntounte nposepky COC 1 HacTponTe aBTOMaTUYECKYHO 3arpy3ky U MMnopTupoBaHue B 6a3y [poaykTta cnucka
0TO3BaHHbIX cepTudukatos ¢ HTTP cepeepa CRL_distribution_point.

Hop,po6Ha9| HaCTpOI?IKa C onncaHnemM KomaHg npmeeaeHa B 6a3oBoMm cueHapun.
HacTpoiika MexceTeBoro akpaHa

1. Cospanite ACL ¢ MeHeM FW_OUTPUT WAN Ana ucxopsuero Ha WAN uHTepdenice Tpaduka:
Spokel#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Spokel (config) #ip access-list extended FW_OUTPUT WAN

Spokel (config-ext-nacl) #deny gre any any

Spokel (config-ext-nacl) #deny ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255
Spokel (config-ext-nacl) #permit ip any any

Spokel (config-ext-nacl) #exit

HanHbin ACL 3anpewaet HesawwudpoBaHHbein GRE Tpadwuk u HesawmndpoBaHHbIn Tpaduk Ao
3awmaemMon nogceTtu 3a kpunrtowsnosom Hubl.

2. CospanTte ceTeBol object-group C UMEHEM SELF Ana XpaHeHus B Hem WAN agpecoB KpunToLuni3a ¢
LieNnblo ganbHenwero ero ncnosb3oBaHuns B ACL:

Spokel (config) #object-group network SELF
Spokel (config-network-group) #remark WAN IP
Spokel (config-network-group) #host 172.16.1.2
Spokel (config-network-group) #exit

3. Cospaite ACL c meHeM FW_INPUT WAN Ans sxogsaulero Ha WAN nHTepdenc Tpaduka:

Spokel (config) #ip access-list extended FW_INPUT WAN

Spokel (config-ext-nacl) #permit udp any object-group SELF eqg 500
Spokel (config-ext-nacl) #permit udp any object-group SELF eqg 4500
Spokel (config-ext-nacl) #permit icmp any object-group SELF

Spokel (config-ext-nacl) #permit esp any object-group SELF

Spokel (config-ext-nacl) #exit

4. CospganTte npasuna nHcnektuposaHus Bcero TCP 1 UDP Tpaduka n 3agavite Heobxoammoe MmakcuMmanbHoe
KONN4YecTBO CECCUMN:

Spokel
Spokel
Spokel
Spokel

config
config
config
config

#ip inspect name INSPECT tcp
#ip inspect name INSPECT udp
#ip inspect tcp sessions-max 256000
#ip inspect udp sessions-max 65536

5. TlpukpenuTe npaBuna mexceTeBoro akpaHuposaHus Ha WAN uHTepdenc GigabitEthernet0/0:

Spokel (config) #interface GigabitEthernet0/0

Spokel (config-if) #ip access-group FW_INPUT WAN in
Spokel (config-if) #ip access-group FW_OUTPUT WAN out
Spokel (config-if) #ip inspect INSPECT out

Spokel (config-if) #exit

6. [MpyMeHnTe HaCTPOWKM:

Spokel (config) #end

Hactponka guHamuyeckon mapupyTtusauum BGP

BGP HacTtpaunBaeTca cpefcrsamm KoHconu cepeuca FRR.
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1. [o6asbTe cepsuc FRR B aBTO3arpysky u 3anyctute ero us linux bash:
root@Spokel:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with /lib/system/system-—
sysv-install.
Executing: /lib/system/system-sysv-install enable frr

root@Hubl:~# systemctl start frr

2. Bongute B kOHcomMb cepBuca FRR, onsa aTtoro Hy»kHo u3 linux bash HabpaTb criegytoLyo kKoMaHay:
root@Spokel:~# vtysh
Hello, this is FRRouting (version 9.0.2).

Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl#

3. Hactpowte BGP (cm. onucanue http://docs.frrouting.org):

Spokel# configure terminal
Spokel (config) # router bgp 65000
Spokel (config-router)# bgp router-id 172.16.1.2

(
Spokel (config-router)# neighbor 10.10.10.1 remote-as 65000
Spokel (config-router)# neighbor 10.10.10.5 remote-as 65000
Spokel (config-router) # network 192.168.1.0/24

4. CoxpaHute HacTpouikn cepsuca FRR:

Spokel (config-router)# do write
Spokel (config-router)# end
Spokel# exit

B NpunoxeHun npegctaBneHbl TEKCTbI KOHMrypaumi ana kpuntownosa Spokel:

e TEeKCT KOHcomnu cisco-like;
e  TEeKCT KoH(urypauun LSP;
e KOH(urypauus FRR.
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Hactponka kpunTtowunio3a Spoke2

HacTtporika kpunTowwnto3a Spoke2 BbINOMHSAETCS aHaNorm4yHo HacTpoike Spokel.
B [NpunoxeHun npeacraBneHbl TEKCTbI KOHMrypaumi ans kpuntownosa Spoke2:

e TEeKCT KoHconu cisco-like;
e TEeKCT KoHdurypauum LSP;
e KOHcpurypaumsa FRR.

[poBepka paboTocnocoOHOCTU CTeHAA

MpoBepky paboToCcnoCOBHOCTN HYXKHO BbINOMHATL NMOCHE 3aBEPLLEHUS] HACTPOWKM BCEX YCTPOUCTB CTEHAA.

MpoBepka IP cBA3HOCTU

1. TlpoBepbTe, 4TO C KpunToLwto3a Hubl gocTynHbl MapLpyTnsaTopsl npoBanaepor (Hub1l-ISP1 n Hubl1-ISP2),
n ¢ kpuntownto3oB Spokel u Spoke2 no ICMP pgoctyneH wno3 no ymondanuio (Routerl). Ona aToro

BbINONHUTE KOMaHAY ping M3 cisco-like KOHCONU KPMNTOLLMIO30B.
Hubl#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.
108 bytes from 172.16.100.1: icmp seg=1 ttl=64 time=0.297 ms
108 bytes from 172.16.100.1: icmp seg=2 ttl=64 time=0.275 ms

108 bytes from 172.16.100.1: icmp seq=3 ttl=64 time=0.412 ms
108 bytes from 172.16.100.1: icmp seqg=4 ttl=64 time=0.320 ms
108 bytes from 172.16.100.1: icmp seqg=5 ttl=64 time=0.309 ms

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4060ms
rtt min/avg/max/mdev = 0.275/0.322/0.412/0.051 ms

Hubl#ping 172.17.100.1

PING 172.17.100.1 (172.17.100.1) 100(128) bytes of data.
108 bytes from 172.17.100.1: icmp seqg=1 ttl=64 time=0.433 ms
108 bytes from 172.17.100.1: icmp seg=2 ttl=64 time=0.451 ms

108 bytes from 172.17.100.1: icmp seg=3 ttl=64 time=0.412 ms
108 bytes from 172.17.100.1: icmp seg=4 ttl=64 time=0.331 ms
108 bytes from 172.17.100.1: icmp seqg=5 ttl=64 time=0.653 ms

--=172.17.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4085ms
rtt min/avg/max/mdev = 0.331/0.456/0.653/0.106 ms

Spokel#ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 100(128) bytes of data.

108 bytes from 172.16.1.1: icmp seg=1 ttl=64 time=0.192 ms
108 bytes from 172.16.1.1: icmp seg=2 ttl=64 time=0.369 ms
108 bytes from 172.16.1.1: icmp seg=3 ttl=64 time=0.266 ms
108 bytes from 172.16.1.1: icmp seg=4 ttl=64 time=0.291 ms
108 bytes from 172.16.1.1: icmp seqg=5 ttl=64 time=0.417 ms

--- 172.16.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4101lms
rtt min/avg/max/mdev = 0.192/0.307/0.417/0.078 ms

Spoke2#ping 172.16.2.1

PING 172.16.2.1 (172.16.2.1) 100(128) bytes of data.

108 bytes from 172.16.2.1: icmp seg=1 ttl=64 time=0.347 ms
108 bytes from 172.16.2.1: icmp seg=2 ttl=64 time=0.428 ms
108 bytes from 172.16.2.1: icmp seg=3 ttl=64 time=0.343 ms
108 bytes from 172.16.2.1: icmp seg=4 ttl=64 time=0.264 ms
108 bytes from 172.16.2.1: icmp seg=5 ttl=64 time=0.431 ms
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--- 172.16.2.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = 0.264/0.362/0.431/0.062 ms

4088ms

2. Y6epguTecb B TOM, YTO C 3awmiLiaeMblx ycTponcTs host-b-hubl, host-b-spokel n host-b-spoke2 goctyneH no
npotokony ICMP KpunToLLMO3, SBASIOWNACA LWAO30M MO YMOMYaHUIO AN AaHHOro ycTporcTea. [ns aToro

BbIMOJIHUTE KOMaHAyY ping un3 linux KoHCcONKN 3aumuwaemMbiX yCTpOVICTB.
root@Host-b-hubl:~# ping 192.168.100.1 -c 5

PING 192.168.100.1 (192.168.100.1) 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp seqg=1 ttl=64 time=0.211 ms

64 bytes from 192.168.100.
64 bytes from 192.168.100.
64 bytes from 192.168.100.
64 bytes from 192.168.100.

e

--- 192.168.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = 0.211/0.231/0.254/0.017 ms

root@Host-b-spokel:~# ping 192.168.1.1 -c 5

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seqg=1 ttl=64 time=0.214
64 bytes from 192.168. : lcmp seg=2 ttl=64 time=0.223
64 bytes from 192.168. icmp seq=3 ttl=64 time=0.189
64 bytes from 192.168. icmp seg=4 ttl=64 time=0.210
64 bytes from 192.168. icmp seqg=5 ttl=64 time=0.212

e e
e e

--- 192.168.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = 0.189/0.209/0.223/0.019 ms

root@Host-b-spoke2:~# ping 192.168.2.1 -c 5

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

64 bytes from 192.168.2.1: icmp seg=1 ttl=64 time=0.295
64 bytes from 192.168. icmp seq=2 ttl=64 time=0.296
64 bytes from 192.168. icmp seq=3 ttl=64 time=0.187
64 bytes from 192.168. icmp segq=4 ttl=64 time=0.308
64 bytes from 192.168. icmp seqg=5 ttl=64 time=0.283

NN
e

---192.168.2.1 ping statistics --—-
5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = 0.187/0.273/0.308/0.044 ms

icmp seqg=2 ttl=64 time=0.235 ms
icmp seqg=3 ttl=64 time=0.223 ms
icmp seg=4 ttl=64 time=0.254 ms
icmp seg=5 ttl=64 time=0.233 ms

4088ms

ms
ms
ms
ms
ms

4083ms

ms
ms
ms
ms
ms

4006ms

3. Yb6eauTech B TOM, 4TO C Kpuntowno3os Spokel n Spoke2 gocTynHbl MHTepdencel nposanaepos Hub1l-ISP1
n Hub1-ISP2 HanpasneHHble B cTopoHy Hubl (172.16.100.1/24 n 172.17.100.1/24). Ona 3TOro BbINOHUTE

KOMaHAy ping K3 cisco-like KOHCONU KPUNTOLLISHO30B.
Spokel#ping 172.16.100.1

PING 172.16.100.1 (172.16.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

00.1) 100(128) bytes of data.

T S R

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = 0.384/0.515/0.668/0.096 ms

Spokel#ping 172.17.100.1

PING 172.17.100.1 (172.17.100.1) 100(128) bytes of data.

icmp seg=1 ttl=63 time=0.384 ms
icmp seg=2 ttl=63 time=0.477 ms
icmp seg=3 ttl=63 time=0.526 ms
icmp seg=4 ttl=63 time=0.524 ms
icmp seg=5 ttl=63 time=0.668 ms

4075ms
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108 bytes from 172.17.100.
108 bytes from 172.17.100.
108 bytes from 172.17.100.
108 bytes from 172.17.100.
108 bytes from 172.17.100.

icmp seg=1 ttl=63 time=0.459 ms
icmp seg=2 ttl=63 time=0.583 ms
icmp seqg=3 ttl=63 time=0.498 ms
icmp seg=4 ttl=63 time=0.632 ms
icmp seqg=5 ttl=63 time=0.413 ms

[ S e

---172.17.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4084ms
rtt min/avg/max/mdev = 0.413/0.517/0.632/0.080 ms

Spoke2#ping 172.16.100.1

PING 172.16.100.1 (172.16.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

00.1) 100(128) bytes of data.

: dlcmp seg=1 ttl=63 time=0.285 ms
icmp seq=2 ttl=63 time=0.596 ms
icmp seqg=3 ttl=63 time=0.607 ms
icmp seg=4 ttl=63 time=0.732 ms
icmp seqg=5 ttl=63 time=0.674 ms

e e e

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4024ms
rtt min/avg/max/mdev = 0.285/0.578/0.732/0.154 ms

Spoke2#ping 172.17.100.1

PING 172.17.100.1 (172.17.100.1) 100(128) bytes of data.
108 bytes from 172.17.100.1: icmp seqg=1 ttl=63 time=0.492 ms
108 bytes from 172.17.100.1: icmp seg=2 ttl=63 time=0.405 ms

108 bytes from 172.17.100.1: icmp seg=3 ttl=63 time=0.715 ms
108 bytes from 172.17.100.1: icmp seg=4 ttl=63 time=0.591 ms
108 bytes from 172.17.100.1: icmp seqg=5 ttl=63 time=0.798 ms

---172.17.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4050ms
rtt min/avg/max/mdev = 0.405/0.600/0.798/0.142 ms

MpoBepka paboTbl PBR

1. YBegutecb B TOM, 4TO 6a3a mMapLpyTHbIX NonMTUK Hubl cogepXut npasuna onsd nakeTos, OTNPaBMEHHbIX C
nHTepdencor 172.16.100.2 n 172.17.100.2 k kpunTownto3dam Spokel (172.16.1.2) n Spoke2 (172.16.2.2), n
npumeHseTca Tabnuua mapwpytnsauum 100 n 101 cooTBeTCTBEHHO. [N 3TOro BbINOAHUTE KOMAHAY run
ip rule show U3 cisco-like koHconu kpunTownto3a Hubl.

Hubl#run ip rule show

0: from all lookup local

100: from 172.16.100.2 to 172.16.1.2 lookup 100

100: from 172.16.100.2 to 172.16.2.2 lookup 100

100: from 172.17.100.2 to 172.16.1.2 lookup 101

100: from 172.17.100.2 to 172.16.2.2 lookup 101

100: from all to 172.16.101.15 fwmark 0x3e9/0x7ff oif ethl ipproto icmp lookup 1001
proto multiwan

100: from all to 172.16.101.15 fwmark 0x3e8/0x7ff oif eth0 ipproto icmp lookup 1000
proto multiwan

32766: from all lookup main

32767: from all lookup default

2. YbeguTecb B TOM, 4TO Tabnuubl cogepXaT MapLipyTbl 4O KpunTowmo3oB Spokel n Spoke2, npoxogdiwime
Yepes MapLUpyTU3aTopbl COOTBETCTBYIOLLMX NpoBanaepos. [And 3Toro BeINOAHMTE KOMaHAY run ip route
show table c HOMepaMu Tabnuy 13 cisco-like koHconu kpunTowwnto3a Hubl.

Hubl#run ip route show table 100

172.16.1.2 via 172.16.100.1 dev ethO
172.16.2.2 via 172.16.100.1 dev ethO

Hubl#run ip route show table 101

172.16.1.2 via 172.17.100.1 dev ethl
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172.16.2.2 via 172.17.100.1 dev ethl

3. Yb6egutecb B TOM, 4YTO C kpuntowsto3oB Spokel un Spoke2 pgoctyneH no ICMP kpuntownto3 Hubl (mo
BHELWHNM UHTepdencam). [jns 3Toro BbINOSHUTE KOMaHAY ping U3 Cisco-like kKOHCONM KpMMNTOLLIO30B.

Spokel#ping 172.16.100.2

PING 172.16.100.2 (172.16.100.2) 100(128) bytes of data.

108 bytes from 172.16.100.2: icmp seqg=1 ttl=62 time=0.715 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp seg=2 ttl=62 time=1.03 ms
icmp seg=3 ttl=62 time=0.987 ms
icmp seg=4 ttl=62 time=1.06 ms

NN NN

icmp seg=5 ttl=62 time=0.989 ms

---172.16.100.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4036ms
rtt min/avg/max/mdev = 0.715/0.957/1.064/0.124 ms

Spokel#ping 172.17.100.2

PING 172.17.100.2 (172.17.100.2) 100(128) bytes of data.

108 bytes from 172.17.100.2: icmp seg=1 ttl=62 time=0.897 ms
108 bytes from 172.17.100. icmp seqg=2 ttl=62 time=0.781 ms
108 bytes from 172.17.100. icmp seqg=3 ttl=62 time=0.903 ms
108 bytes from 172.17.100. icmp seg=4 ttl=62 time=0.919 ms
108 bytes from 172.17.100. icmp seg=5 ttl=62 time=1.06 ms

NN

---172.17.100.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 401llms
rtt min/avg/max/mdev = 0.781/0.912/1.062/0.093 ms

Spoke2#ping 172.16.100.2

PING 172.16.100.2 (172.16.100.2) 100(128) bytes of data.

108 bytes from 172.16.100.2: icmp seg=1 ttl=62 time=0.879 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp seg=2 ttl=62 time=0.852 ms
icmp seg=3 ttl=62 time=0.762 ms
icmp seg=4 ttl=62 time=0.891 ms
icmp seqg=5 ttl=62 time=1.25 ms

DN NN

--- 172.16.100.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 0.762/0.925/1.245/0.165 ms

Spoke2#ping 172.17.100.2

PING 172.17.100.2 (172.17.100.2) 100(128) bytes of data.

108 bytes from 172.17.100.2: icmp seqg=1 ttl=62 time=0.864 ms
108 bytes from 172.17.100. icmp seqg=2 ttl=62 time=0.902 ms
108 bytes from 172.17.100. icmp seg=3 ttl=62 time=1.23 ms
108 bytes from 172.17.100.
108 bytes from 172.17.100.

icmp seg=4 ttl=62 time=0.810 ms

NN NN

icmp seg=5 ttl=62 time=0.906 ms

---172.17.100.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4010ms
rtt min/avg/max/mdev = 0.810/0.942/1.228/0.147 ms

[poBepka MOCTPOEHUA  3ALUULIEHHOr0O COEAMHEHUA  MexAay
noacetamu Hub1 n Spoke1

1. 3awmuieHHble COeAMHEHNs Ha KPUMTOLUM03ax AOIDKHbI MOCTPOUTLCH aBTOMAaTMYECKM, 3a CYeT Hanmuust
cnyxebHoro Tpadmka AMHaMU4YecKon MapLupyTM3aumun. Ybeautecb B TOM, YTO Ha KpunTtowrosax Hubl,
Spokel n Spoke2 ycneluHo cosfgaHbl IPsec SA. [1ns 3TOro BbINOMHMTE KOMaHAy run sa mgr show U3 CISCO-
like KOHCONW KPUATOLLSIHO30B.

Hubl#run sa mgr show
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ISAKMP sessions: 0 initiated,
ISAKMP connections:

Num Conn-id (Local Addr, Port) -

1 16 (172.17.100.2,500)-(172.16.2.2,
2 17 (172.16.100.2,500)-(172.16.2.2,
3 18 (172.16.100.2,500)-(172.16.1.2,
4 19 (172.17.100.2,500)-(172.16.1.2,

IPsec connections:

Num Conn-id (Local Addr, Port) -

(Remote Addr, Port)

Remote Addr, Port)

0 responded

State Sent Rcvd

500) active 2232 2328
500) active 2232 2328
500) active 2328 2360
500) active 2264 2360

Protocol Action Type Sent Rcvd

(
117 (172.16.100.2,*)-(172.16.2.2,*) 47 ESP tunn 288 184
2 18 (172.17.100.2,*)-(172.16.2.2,*) 47 ESP tunn 288 184
3 19 (172.16.100. 2 *)-(172.16.2.2,*) 47 ESP tunn 8384 8464
4 20 (172.17.100.2,*)-(172.16.2.2,*) 47 ESP tunn 7824 8464
521 (172.16.100.2,*)-(172.16.1.2,*) 47 ESP tunn 104 O
6 22 (172.17.100.2,*)-(172.16.1.2,*) 47 ESP tunn 0 8368
7 23 (172.17.100.2,*)-(172.16.1.2,*) 47 ESP tunn 8848 0
8 24 (172.16.100.2,*)-(172.16.1.2,*) 47 ESP tunn 8544 7448
Spokel#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
(Local Addr, Port) -
(172.16.1.2,500) -
(172.16.1.2,500) -

Num Conn-id
17
2 8

IPsec connections:

Num Conn-id (Local Addr, Port) -

19 (172.16.1.2,*)-(172.16.100.2, %)
2 10 (172.16.1.2,*)-(172.17.100.2, %)
3 11 (172.16.1.2,*)-(172.16.100.2, %)
4 12 (172.16.1.2,*)-(172.17.100.2, %)

Spoke2#run sa mgr show

ISAKMP sessions: 0 initiated,
ISAKMP connections:

(Local Addr, Port) -
(172.16.2.2,500) -
(172.16.2.2,500) -

Num Conn-id
16
2 7

IPsec connections:

Num Conn-id (Local Addr, Port) -

19 (172.16.2.2,*)-(172.16.100.2, %)
2 10 (L72.16.2.2,%)=(172,17,1L00,2,*)
3 L (L72.16.2.2,%)=(172,16,100,2,*)
4 12 (L12.16.2.2,%)=(L72,17,1L00.2,*)

BbiBoa KOMaHObl CBUOETENbCTBYET O TOM,
coeguHeHve. Ecnu atoro He mnpousowno, To npoBepbTe dainn XxypHana (komaHZa run

(Remote Addr, Port)
(172.16.100.2,500)
(172.17.100.2,500)

(Remote Addr, Port)

(Remote Addr, Port)
(172.17.100.2,500)
(172.16.100.2,500)

(Remote Addr, Port)

State Sent Rcvd
active 2360 2328
active 2360 2264

Protocol Action Type Sent Rcvd
47 ESP tunn 208 104

47 ESP tunn 0 12632

47 ESP tunn 11312 12408

47 ESP tunn 12232 0

0 responded

State Sent Rcvd
active 2328 2232
active 2328 2232

Protocol Action Type Sent Rcvd
47 ESP tunn 184 184

47 ESP tunn 184 184

47 ESP tunn 14536 13816

47 ESP tunn 14536 13176

YTO Ha KPUMTOLLMNIO3ax YCTaHOBIEHO 3aluuweHHoe |IPsec
less

/var/log/cspvpngate.log). lNpM HEOOGXOAMMOCTU yBENMYbTE YPOBEHb FOrMpoBaHus (KOMaHza
logging trap debugging B KOHCOMM cisco-like) n 3aHOBO MHULMMPYITE 3alUULLIEHHOE COeQUHEHNE.

NpoBepKka AUHAMWUYECKON MapLUpYyTU3aLMUK

1. Y6egutecb B TOM, 4YTO Ha kpuntowsto3ax Hubl, Spokel n Spoke2 umeroTcsa MapwpyThl 40 3aliuLLaeMon
nogceTn cocefa, nosiydeHHble rno npotokony BGP.

Hubl#run ip route show

default via 172.16.100.1 dev eth0O proto multiwan metric 800
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10.10.10.0/30 dev gre 1 proto kernel scope link src 10.10.10.1
10.10.10.4/30 dev gre 2 proto kernel scope link src 10.10.10.5
10.10.10.8/30 dev gre 3 proto kernel scope link src 10.10.10.9
10.10.10.12/30 dev gre 4 proto kernel scope link src 10.10.10.13
172.16.100.0/24 dev ethO proto kernel scope link src 172.16.100.2
172.17.100.0/24 dev ethl proto kernel scope link src 172.17.100.2
192.168.1.0/24 nhid 175 proto bgp metric 20

nexthop via 10.10.10.2 dev gre 1 weight 1

nexthop via 10.10.10.6 dev gre 2 weight 1
192.168.2.0/24 nhid 172 proto bgp metric 20

nexthop via 10.10.10.10 dev gre 3 weight 1

nexthop via 10.10.10.14 dev gre 4 weight 1
192.168.100.0/24 dev eth2 proto kernel scope link src 192.168.100.1

Spokel#run ip route show

default via 172.16.1.1 dev eth0 proto st policy
10.10.10.0/30 dev gre 1 proto kernel scope link src 10.10.10.2
10.10.10.4/30 dev gre 2 proto kernel scope link src 10.10.10.6
172.16.1.0/24 dev eth0 proto kernel scope link src 172.16.1.2
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.1
192.168.100.0/24 nhid 24 proto bgp metric 20

nexthop via 10.10.10.1 dev gre 1 weight 1

nexthop via 10.10.10.5 dev gre 2 weight 1

Spoke2#run ip route show

default via 172.16.2.1 dev eth0 proto st policy
10.10.10.8/30 dev gre 1 proto kernel scope link src 10.10.10.10
10.10.10.12/30 dev gre 2 proto kernel scope link src 10.10.10.14
172.16.2.0/24 dev eth0 proto kernel scope link src 172.16.2.2
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.1
192.168.100.0/24 nhid 24 proto bgp metric 20

nexthop via 10.10.10.9 dev gre 1 weight 1

nexthop via 10.10.10.13 dev gre 2 weight 1

Ecnu mapLpyTbl B CUCTEME OTCYTCTBYIOT, NMPOBEpPbTE NPaBUIIbHOCTb KOHUrypauum FRR.

MpoBepka Hanuuua 6anaHcMpoBKM Tpaduka

1. Cospgante Ha host-b-hubl BTOpmyHbIe IP agpeca u3 cetn 192.168.100.0/24. [na aTtoro uameHute dann
/etc/network/interfaces Ha host-b-hubl v nepesanyctute cepsuc networking:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

auto 1lo
iface lo inet loopback

auto ensl60

iface ensl60 inet static
address 192.168.100.100
netmask 255.255.255.0
gateway 192.168.100.1

auto ensl60:0

iface ensl60:0 inet static
address 192.168.100.101
netmask 255.255.255.0

auto ensl60:1
iface ensl60:1 inet static
address 192.168.100.102
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netmask 255.255.255.0

auto ensl60:2

iface ensl60:2 inet static
address 192.168.100.103
netmask 255.255.255.0

auto ensl60:3

iface ensl60:3 inet static
address 192.168.100.104
netmask 255.255.255.0

2. Tpu nomowmn ICMP Tpaduka, nocbinaemoro c¢ ycrtponctesa host-b-spokel Ha IP apgpeca host-b-hubl,
npoaHanuaupyinTte ceteBon Tpaduk B GRE-TyHHensax. [ns aToro Ha kpuntowrnio3de Spokel ¢ nomoLbio

tcpdump nepexsaTute naketbl ¢ UHTepdencos GREL n GRE2:

Spokel#run tcpdump -i gre 1 -c 5 src 192.168.1.100

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on gre 1, link-type LINUX SLL (Linux cooked vl), capture size 262144 bytes

13:18:17.937476 IP 192.168.1.100 > 192.168.100.100: ICMP echo request,
43576

13:18:17.937490 IP 192.168.1.100 > 192.168.100.104: ICMP echo request,
25097

13:18:17.937498 IP 192.168.1.100 > 192.168.100.103: ICMP echo request,
30495

13:18:17.939141 IP 192.168.1.100 > 192.168.100.100: ICMP echo request,
43577

13:18:17.939160 IP 192.168.1.100 > 192.168.100.104: ICMP echo request,
25098

5 packets captured

7 packets received by filter

0 packets dropped by kernel

Spokel# run tcpdump -i gre 1 -c 5 dst 192.168.1.100

id

id

id

id

id

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on gre 1, link-type LINUX SLL (Linux cooked vl), capture size 262144 bytes

13:18:24.937438 IP 192.168.100.102 > 192.168.
13:18:24.938215 IP 192.168.100.104 > 192.168.
13:18:24.939151 IP 192.168.100.102 > 192.168.
13:18:24.939634 IP 192.168.100.104 > 192.168.
13:18:24.940609 IP 192.168.100.102 > 192.168.
5 packets captured

5 packets received by filter

[ =

0 packets dropped by kernel

Spokel#run tcpdump -i gre 2 -c 5 src 192.168.1.100

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on gre 2, link-type LINUX SLL (Linux cooked vl), capture size 262144 bytes

985,

989,

988,

985,

989,

seq

seq

seq

seq

seq

.100: ICMP echo reply, id 987, seq 39232,
.100: ICMP echo reply, id 989, seq 31508,
.100: ICMP echo reply, id 987,
.100: ICMP echo reply, id 989,
.100: ICMP echo reply, id 987,

seq 39233,
seq 31509,
seq 39234,

13:18:30.285790 IP 192.168.1.100 > 192.168.100.102: ICMP echo request, id 987, seq
44200
13:18:30.285797 IP 192.168.1.100 > 192.168.100.101: ICMP echo request, id 986, seq
47882
13:18:30.287592 IP 192.168.1.100 > 192.168.100.102: ICMP echo request, id 987, seq
44201
13:18:30.287627 IP 192.168.1.100 > 192.168.100.101: ICMP echo request, id 986, seq
47883
13:18:30.288838 IP 192.168.1.100 > 192.168.100.101: ICMP echo request, id 986, seq
47884
5 packets captured
5 packets received by filter
0 packets dropped by kernel
Spokel# run tcpdump -i gre 2 -c 5 dst 192.168.1.100
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tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on gre 2, link-type LINUX SLL (Linux cooked vl), capture size 262144 bytes

13:18:34.609100 IP 192.168.100.100 > 192.168.1.100: ICMP echo reply, id 985, seq 59019,
13:18:34.609500 IP 192.168.100.103 > 192.168.1.100: ICMP echo reply, id 988, seq 45985,
13:18:34.609587 IP 192.168.100.101 > 192.168.1.100: ICMP echo reply, id 986, seq 51878,
13:18:34.610752 IP 192.168.100.100 > 192.168.1.100: ICMP echo reply, id 985, seq 59020,
13:18:34.610775 IP 192.168.100.103 > 192.168.1.100: ICMP echo reply, id 988, seq 45986,

5 packets captured
9 packets received by filter
0 packets dropped by kernel

BugHo, 4yto uyepe3d GREIL-TyHHenb npoxogat 3anpocbl go 192.168.100.100, 192.168.100.104 wn
192.168.100.103, a Takke otBeTbl oT 192.168.100.102 n 192.168.100.104. Yepe3 GRE2-TyHHENb
npoxoadar 3anpocbl o 192.168.100.101 u 192.168.100.102, a Takke oTBeTbl oT 192.168.100.100,
192.168.100.101 1 192.168.100.103. Takoe noBeAeHWEe He MOCTOAHHO M BO3MOXHbI Criydyau, Korga y
OZHOroO U3 KPMNTOLLMO30B Tpadumk yxoamt no obomm GRE-TyHHENAM, HO y KpunToLMto3a napTHepa
Tpaduk oTcbinaeT Tonbko No ogHoMy GRE-TyHHeno.
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MpunoxeHue

KoHdhmrypaumm kpuntowntosza Hub1

1. KoHconb cisco-like:
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quit
1

end

2. KoHourypauusa LSP:

# This is automatically ge
#
# Conversion Date/Time:
GlobalParameters (
Title
at Wed Jan 17 13:00:10 2024
Version
CRLHandlingMode
PreserveIPsecSA

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout =
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout =
UDPSessionsMax = 65536

nerated LSP

Wed Jan 17 13:00:10 2024

= "This LSP was automatically generated by CSP Converter

(user: cscons)"
= LSP 5 0
= ENABLE
= FALSE

3600

= 30
120

IKETransform crypto:isakmp:policy:1

(

CipherAlg
HashAlg
GroupID = VKO2 1B

"GR341215M-K256-CFB-65526"
"GR341112 256TC26-65128"

RestrictAuthenticationTo = GOST SIGN

LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (
DestinationIP = 172.
ProtocolID = 17

16.100.2

DestinationPort = 500

Action = PASS

LogEventID = "FW INPUT WAN"

)
Filter (
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DestinationIP = 172.17.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"

) 4
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
FilterChain FilterChain:FW OUTPUT WAN (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 47
Action = DROP
LogEventID = "FW OUTPUT WAN"
)
Filter (
SourceIP = 192.168.100.0/24
2003-2025 «C-Teppa Cn3clln» 35



Bepcusa 5.0 Mpyvmep ncnonb3oBaHMs

Pepakumna 1

DestinationIP = 192.168.1.0/24
Action = DROP
LogEventID = "FW OUTPUT WAN"

) s

Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.2.0/24
Action = DROP

LogEventID = "FW OUTPUT WAN"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = "INSPECT"
LogEventID = "FWioUTPUT7WAN"
) s
Filter (

DestinationIP = 0.0.0.0/0
Action = DROP
) 4
Filter (
Label = "INSPECT"
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6eFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPv6Default (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
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FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

)

AuthMethodGOSTSign GOST:Sign:NEW ALGS

(
RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

)

IKERule IKERule:VPN ISP1:1

(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 10

)

IKERule IKERule:VPN ISP1:2

(
IKEPeerIPFilter = 172.16.2.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 20

)

IKERule IKERule:VPN ISP2:1

(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 30

)

IKERule IKERule:VPN ISP2:2

(
IKEPeerIPFilter = 172.16.2.2
IKELocalIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
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DPDRetries =5
Priority = 40

IPsecAction IPsecAction:VPN ISP1:1
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN ISP1:1

IPsecAction IPsecAction:VPN ISP1:2
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.2.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN ISP1:2

IPsecAction IPsecAction:VPN ISP2:1
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.17.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN ISP2:1

IPsecAction IPsecAction:VPN ISP2:2
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.17.100.2
PeerAddress = 172.16.2.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN ISP2:2

FilterChain IPsecPolicy:VPN ISPl (
Filters = Filter (
ProtocolID = 17
500, 4500

SourcePort
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

2003-2025 «C-Teppa Culclln»

38



Bepcusa 5.0

Mpumep ucnonb3oBaHNs

Pepakumna 1

)y

Filter (

SourceIP = 172.16.100.2

DestinationIP = 172.16.1.2

ProtocolID = 47

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISPl:1 >

LogEventID = "IPsec:Protect:VPN ISP1:1:IPSEC ACL HUB1 SPOKEl GREL1"
) s
Filter (

Label = "VPN ISP1:2:IPSEC_ACL HUBl SPOKE2 GREL"

SourceIP = 172.16.100.2

DestinationIP = 172.16.2.2

ProtocolID = 47

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP1:2 >

LogEventID = "IPsec:Protect:VPN ISP1:2:IPSEC ACL HUBl1 SPOKE2 GREL1"

FilterChain IPsecPolicy:VPN ISP2 (
Filters = Filter (

)y

ProtocolID 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 172.17.100.2

DestinationIP = 172.16.1.2

ProtocolID = 47

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP2:1 >

LogEventID = "IPsec:Protect:VPN ISP2:1:IPSEC ACL HUB1 SPOKEl1l GRE2"
) s
Filter (

Label = "VPN ISP2:2:IPSEC_ACL HUBl1 SPOKE2 GRE2"

SourceIP = 172.17.100.2

DestinationIP = 172.16.2.2

ProtocolID = 47

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP2:2 >

LogEventID = "IPsec:Protect:VPN ISP2:2:IPSEC ACL HUBl1 SPOKE2 GRE2"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = FilterChain:FW OUTPUT_ WAN
IPsecPolicy = IPsecPolicy:VPN ISPl

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = FilterChain:FW OUTPUT WAN
IPsecPolicy = IPsecPolicy:VPN ISP2

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
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3. Copgepxumoe /etc/multiwan/config.yaml:
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4. KoHdurypauum FRR:

5. Copepxunmoe /etc/network/pbr common:

6. Copepxumoe /etc/network/if-pre-up.d/pbr:
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7. Copepxumoe /etc/network/if-up.d/pbr:

8. Copepxumoe /etc/network/if-post-down.d/pbr:

KoHchurypaumm kpuntowntosa Spoke1

1. KoHconb cisco-like:
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end

2. KoHdurypauma LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Wed Jan 17 13:01:52 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Wed Jan 17 13:01:52 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.1.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
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DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

)

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FW OUTPUT WAN (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 47
Action = DROP
LogEventID = "FW_OUTPUT_WAN"

)

Filter (
SourceIP = 192.168.1.0/24
DestinationIP = 192.168.100.0/24
Action = DROP

LogEventID = "FW_OUTPUT_WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = "INSPECT"
LogEventID = "FW OUTPUT WAN"
)
Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

Filter (
Label = "INSPECT"
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
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LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPv6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 10
)
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IKERule IKERule:VPN:2
(
IKEPeerIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries =5
Priority = 20
)
IPsecAction IPsecAction:VPN:1
(
TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1
)
IPsecAction IPsecAction:VPN:2
(
TunnelingParameters = TunnelEntry (
PeerAddress = 172.17.100.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:2
)
FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
) s
Filter (
SourceIP = 172.16.1.2
DestinationIP = 172.16.100.2
ProtocolID = 47
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUB1 SPOKE1l GREL"
)
Filter (
Label = "VPN:2:IPSEC ACL HUBl1 SPOKEl GRE2"
SourceIP = 172.16.1.2
DestinationIP = 172.17.100.2
ProtocolID = 47
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:2 >
LogEventID = "IPsec:Protect:VPN:2:IPSEC ACL HUBl1 SPOKEl GRE2"
)
)
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NetworkInterface (
LogicalName = "GigabitEthernet0/0"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = FilterChain:FW OUTPUT WAN
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPvo6Default

NetworkInterface (
LogicalName = "Tunnell"
InputFilter = IPv6Default
OutputFilter = IPvoDefault

NetworkInterface (
LogicalName = "Tunnel2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

3. KoHdurypaumsa FRR:

frr version 9.0.2

frr defaults traditional
hostname Spokel

log syslog informational
service integrated-vtysh-config

router bgp 65000

bgp router-id 172.16.1.2

timers bgp 2 8

neighbor 10.10.10.1 remote-as 65000
neighbor 10.10.10.5 remote-as 65000

address-family ipv4 unicast
network 192.168.1.0/24
exit-address-family

exit
|

KoHdmrypauum kpuntownosa Spoke2

1. KoHdurypauus cisco-like:

version 12.4

no service password-encryption

|

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp identity dn

isakmp fragmentation

isakmp security-association lifetime delta 50
isakmp initiator-sessions-max 100

isakmp responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited

isakmp keepalive 3
isakmp keepalive retry-count 5

aaa new-model
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|
!
hostname Spoke2
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
|
|
|
!
!
!
!
crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2
!
crypto isakmp profile NEW ALGS
match identity dn
set identity mapping
set policy 1
1
crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
1
object-group network SELF
remark WAN IP
host 172.16.2.2
!
ip access-list extended IPSEC ACL HUBl1 SPOKE2 GREL
permit gre host 172.16.2.2 host 172.16.100.2
1
ip access-list extended IPSEC ACL HUBl SPOKE2 GRE2
permit gre host 172.16.2.2 host 172.17.100.2
|
ip access-list extended FW_OUTPUT WAN
deny gre any any
deny ip 192.168.2.0 0.0.0.255 192.168.100.0 0.0.0.255
permit ip any any
|
ip access-list extended FW_ INPUT WAN
permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF
permit esp any object-group SELF
|
ipv6e default filtering deny
|
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp
|
crypto map VPN 1 ipsec-isakmp
description VPN between Spoke2 and HUBl via ISPl
match address IPSEC ACL HUBl SPOKEZ2 GRE1
set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set peer 172.16.100.2
set pre-fragmentation
set dead-connection history off
crypto map VPN 2 ipsec-isakmp
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description VPN between Spoke2 and HUB1 via ISP2
match address IPSEC ACL HUB1 SPOKE2 GRE2

set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set peer 172.17.100.2

set pre-fragmentation

set dead-connection history off

!
interface GigabitEthernet0/0

ip address 172.16.2.2 255.255.255.0

ip access-group FW INPUT WAN in

ip access-group FW _OUTPUT WAN out

crypto map VPN

ip inspect INSPECT out

!
interface GigabitEthernet0/1

ip address 192.168.2.1 255.255.255.0

|
interface Tunnell

description GRE between Spoke2 and Hubl via ISPl
ip address 10.10.10.10 255.255.255.252

mtu 1400

tunnel source 172.16.2.2

tunnel destination 172.16.100.2

offloading tx-checksumming

no tunnel path-mtu-discovery

tunnel ignore-df

tunnel ttl 255

tunnel tos inherit

!

interface Tunnel2

description GRE between Spoke2 and Hubl via ISP2
ip address 10.10.10.14 255.255.255.252

mtu 1400

tunnel source 172.16.2.2

tunnel destination 172.17.100.2

offloading tx-checksumming

no tunnel path-mtu-discovery

tunnel ignore-df

tunnel ttl 255

tunnel tos inherit

|

1

ip route 0.0.0.0 0.0.0.0 172.16.2.1

|

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
!
end

2. KoHdurypauus LSP:

# This is automatically generated LSP
#
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# Conversion Date/Time: Wed Jan 17 13:03:32 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Wed Jan 17 13:03:32 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.2.1

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout =
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout =
UDPSessionsMax = 65536

3600

30

120

IKETransform crypto:isakmp:policy:1

(

CipherAlg
HashAlg
GroupID = VKO2 1B
RestrictAuthenticationTo
LifetimeSeconds = 86400

"GR341215M-K256-CFB-65526"
"GR341112 256TC26-65128"

= GOST_SIGN

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg*
LifetimeSeconds

"GR341215M-K288-MGM-33"
3600

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (

DestinationIP = 172.16.2.2

ProtocolID = 17
DestinationPort = 50
Action = PASS

0

LogEventID = "FW INPUT WAN"
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Filter (

DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

)/

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"

)/

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

)/

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FW OUTPUT WAN (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 47
Action = DROP
LogEventID = "FW_OUTPUT_WAN"
) s
Filter (
SourceIP = 192.168.2.0/24
DestinationIP = 192.168.100.0/24
Action = DROP
LogEventID = "FW_OUTPUT_WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = "INSPECT"
LogEventID = "FW OUTPUT WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
) s
Filter (
Label = "INSPECT"
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
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ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"

)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER _SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER _SPECIFIC DATA
)
FilterChain IPv6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries =5
Priority = 10
)
IKERule IKERule:VPN:2
(
IKEPeerIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
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MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries

Priority

IPsecAction IPsecAction:
(

TunnelingParameters
PeerAddress = 17
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

DFHandling = COPY

IKERule = IKERule:VP

IPsecAction IPsecAction:
(

TunnelingParameters
PeerAddress = 17
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

DFHandling = COPY

IKERule = IKERule:VP

FilterChain IPsecPolicy:
Filters = Filter (
ProtocolID 17
SourcePort = 500
Action = PASS
PacketType = LOC

) s

Filter (
SourcelIP = 172.1
DestinationIP =
ProtocolID = 47
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUBl SPOKE2 GRE1"
)y
Filter (

Label = "VPN:2:IPSEC ACL HUBl1 SPOKE2 GRE2"

SourcelIP = 172.16.2.2

DestinationIP = 172.17.100.2

ProtocolID = 47
Action = PASS

= GOST:Sign:NEW ALGS

VPN:1
= TunnelEntry (
2.16.100.2

= ENABLE

( MAGMA ENCRYPT AND INTEGRITY:ESP )
ory = TRUE

N:1

VPN: 2

= TunnelEntry (
2.17.100.2

= ENABLE

( MAGMA ENCRYPT AND INTEGRITY:ESP )
ory = TRUE

N:2

VPN (

, 4500

AL UNICAST, LOCAL MISDIRECTED

60202
172.16.100.2

ExtendedAction = ipsec< sa = IPsecAction:VPN:2 >
LogEventID = "IPsec:Protect:VPN:2:IPSEC ACL HUBl1 SPOKE2 GRE2"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = FilterChain:FW OUTPUT WAN
IPsecPolicy = IPsecPolicy:VPN
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3. KoHdurypaumsa FRR:
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