Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 1

[NocTpoeHue Knacrepa Ha 6a3e npoTokona
VRRP c HacTpoukou npu nomowu CLI

HacToswun ookyMeHT cooepxmT onucaHme cnocoba coBMECTHOro ucnonb3oBaHus MNpogyktos komnaHmm OO0
«C-Teppa Cudclln» 1 MNpoaykToB TpeTbMx NPOU3BOANTENEN.

00O «C-Teppa Cn3cln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLErO CLieHapums B YacTu HacTpoek MNpoaykTos
KomnaHuu. YnomMuHaHne HavMeHOBaHWU, MPoOyKTOB, TOProBbIX MapoK TPETbMX OpPraHun3auun UCKMYUTENBHO
HecbopMarnbHO N He sIBNsieTcs NoaaepXkon, pekomeHpaumen nnbo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-MMbO OTBETCTBEHHOCTM B OTHOLUEHUM PabOTOCMOCOOHOCTM M MCMOMb30BaHWsA 3TUX [1poayKToB.
[oKyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblili MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSMU-UHTErpaTopamm, Npu paspaboTke CO6CTBEHHbIX PELIEHU.

PeweHus, paspaboTaHHble Ha 6a3e AaHHOro cLeHapus, MOryT NPUMEHSTLCA B OEMCTBYHOLIUX ceTax/cnucremax
TOMbKO NMOCMe TECTOBOW U/MNK ONbITHOW 3KCNnyaTauuu.

BBeaeHue

HaHHbI cueHapui onucbiBaeT HacTponky VRRP knactepa n3 kpuntownosos «C-Teppa LWno3» n 6esonacHoro
B3aMMOAEVCTBMSA MexXay 3alumiiaemMbiMy NOACETAMN LeHTpanbHoro ocduca un punmnana. 3awyiaemble nogceTm
B LAN cermeHte u HepoBepeHHble nogcetm B WAN cermeHte — IPv4. O6ecnevyeHne 6esonacHoro
B3aMMOOEWCTBMSA JOCTUraeTcss nyTtem LWugpoBaHMs U TYHHENWPOBaHWS Tpaduka C NpUMEHEHMEM
oTeuvecTBeHHbIX oTpacneBbix ctaHaapToB FTOCT u npoTokona IPsec.

MapTHepbl No IPsec, B HacTodAWweM AOKYMEHTE — KPUMTOLLMIO3bl, AN ayTeHTudurkaumm 6ygyT ncnonb3oBatb
ceptndukaTtel B copmate x509. B kadectBe kpuntonposawgepa OyaeT vcnonb3oBaHa Kpuntorpadudeckas
6ubnmoteka, paspaboTaHHas komnaHuen «C-Teppa Cudcllu». Kpuntowniosbl B LEHTpanbHOM oduce u
dunmane sepcum 5.0.

Ons «C-Teppa Wnto3» Bepcun 5.0 BygeT HACTPOEHO MEXCETEBOE IKPAHMPOBaHNE C NMPUMEHEHNEM CTaTUYECKNX
cnuckos goctyna (ACL) n nakeTHOM hnnbTpaumm ¢ KOHTpONeM cocTosHus ceccun (stateful, aHanor CBAC B Cisco
IOS) onsa npotokonos TCP n UDP.

NpenBapuTenbHble TpeboBaHMs
TpeboBaHMA K MaTepuanbHO-TEXHUYECKOMY obecneyeHuto

[na nepeHoca 3anpocoB W cepTUUKATOB MeXAy KPUATOLUN3amMu W LEHTPOM Bbiycka cepTudukaToB
TpebyeTtcs USB Flash HakonuTens.

TpeboBaHUA K KBanudmkauum agMMHMCTpaTopa

AOMuHMCTpaTop pfomkeH obnagatb OOWWMPHBIMKM - 3HAaHMSMM B 0obnactu ceTeBoW  MHAOPMALMOHHOW
6e3onacHoOCTW, UMeTb OnbIT paboTbl C aHanorM4HbiM 06opyaoBaHWeM/NporpaMmMHbIM obecneyeHnem, 3HaTb U
noHumaThb criegyrowme TexHonorum n npotokonel: PKI, IPsec, NAT, Firewall, routing, switching.

AOMUHUCTpaTOp [JomkeH ObiTb O3HakomneH ¢ 6as3oBbiM  cueHapmem «OpraHu3auus  3aLlmLeHHOro
B3aMMOJENCTBUA MexXay NOACEeTSAMU UeHTpanbHoro oduca u dunuanos nocpenctsom IPsec VPN TyHHens
(npotokon IPv4)».

TpeboBaHuA K UHPaACTPYKType

1. TpeboBaHusa K yCTpONCTBaM.
1.1. «C-Teppa LUnto3».

1.1.1. YctporictBa «C-Teppa LUno3» [osmkHbl ObiITb MHUUManNM3upoBaHbl (NoapobHee http://doc.s-
terra.ru pasgen C-Teppa Wnw3 -> C-Teppa LWnw3 <eepcus> -> «[oakntoveHne MAK n
nHuumanusaumsa C-Teppa LUnto3 Ha BblYMCIIMTENBHBIX CUCTEMaX apxuTekTypebl Intel x86-64y).
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B «C-Teppa LUnto3» Bepcum 5.0 nosiBMnacb BO3MOXHOCTb MPOWTU MHULMANM3aUuIo 4epes
uHTepdenc ynpaeneHus (management) no SSH. [laHHas npoueaypa 1 ee orpaHuyYeHnsi onucaHbl
B JOKyMeHTaumn n Ha nopTtane http://doc.s-terra.ru.

1.2. LeHTp BbINyCcKa cepTndmMKaToB.

1.2.1. [omxeH ObITb HAaCTPOEH LIEHTP Bbinycka cepTudmkaToB (YOOCTOBEPSOWMIA LeHTP, danee YLI)
ansa IPsec. YctponcTteo ¢ umeHem Certification_authority Ha cxeme.

1.2.2. [Ona Bbinycka uUMdpoBbIX cepTudumkaToB AoMyckaeTcs Mcnonb3oBaHuMe BcTpoeHHoro B OC
Windows Server 2016 (uwnmn HOBee) YOOCTOBEPSIOLLEro  LEHTpa COBMECTHO C
ceptuduumnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

1.2.3. [nsa TecToBbIX Lenen MoXHO mcnonb3oBaTb TectoBbli YL oT «Kpuntollpo» (Be6-uHTepdpelic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp), nubo ytunuty ca-tool, BxoasiLyto B coctas
naketa auxiliary-tools (naket auxiliary-tools npegHasHayeH ans yctaHoBku Ha «C-Teppa LWno3»
5.0, pokymeHTauusa Ha ca-tool npuBepeHa B MHCTpykumm «LleHTp Bbinycka TectoBbix [OCT
ceptudukatoB ans IPsec», AOKyMEHTaLMIO U NakeT MOXHO 3arpy3uTb Ha http://doc.s-terra.ru).

KaTeropnyeckn 3anpeweHo wucnomnb3oBaHume TectoBoro YL ot  «Kpuntollpo» B
Npon3BOACTBEHHOW (60EBON) 3KCMyaTauun, Tak kak B JaHHOM CIlydae OTCYTCTBYET BO3MOXHOCTb
KOHTpOnMpoBaTb MNpoOLEecC BbiMycka cepTudumkatoB U, COOTBETCTBEHHO, MpoUeaypy
ayTeHTUdmKaLmm.

1.3. HTTP cepBep ansa pacnpocTpaHeHus CnmMcka 0TO3BaHHbIX CEPTUGMKATOB.

1.3.1. PyHkumoHupyowmn HTTP cepsep Ans pacnpoCTpPaHEHUs Cnucka OTO3BaHHbLIX CepPTUdUKATOB
(COC). YctpoinctBo ¢ mmeHem CRL_distribution_point Ha cxeme. Ecnu no 0ObeKTMBHbIM
npuvdnHam ucnonb3oBaHne COC He npeacTaBnsieTcsa BO3MOXHBIM MM He TpebyeTcs, TO
nposepky COC wmoxHo oTknountb B CLI «C-Teppa LWnw3» (npn cobniogeHun npaeun
Nonb30BaHus).

[locTaBka HOBOro CnMcka OTO3BaHHbIX CEPTUUKATOB C yOoCTOBepsitowero ueHtpa Ha HTTP
cepBep AOIMKHA NPOMCXOAWTb 3abraroBpeMeHHO, 4O UCTEYEHNST CpoKa AENCTBUSA NpeablayLLero
cnucka.

2. TpeboBaHus kK CETEBOMY B3aMOAENCTBIIO.

2.1. Mexgy ycTponctBamMm cTeHaa OomkHa OblTb obecnedeHa IP cBSA3HOCTb.

TpeboBaHUA K Ha4anbHOMYy cocTosiHuIo «C-Teppa LLnto3y»

Mepen HaCTPOMKOW LLUMKO3bl AOMMKHBI ObITh MHULUManM3aupoBaHsbl (http://doc.s-terra.ru pasgen C-Teppa LUnio3 ->
C-Teppa Wnto3 5.0 -> «lMNogkntoveHme MNAK n nimumanusauma C-Teppa LLUM03 Ha BbIYUCAUTENBHBIX CUCTEMAX
apxuTekTypbl Intel x86-64»).
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Cxema B3aumoaencTBus

MoAacHeHUA K cxeme:
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PucyHok 1. Cxema B3anmoaencTsus
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O6was noruka paboThbl

1.

PasmelleHne ycTponcTs.

1.1. B ueHTpanbHOM oOdmce pasmellalTcs: LeHTp Bbinycka ceptudukaTtoB (Certification_authority),
kpunTowwno3bl «C-Teppa Wnio3» (Hub1l-n1 n Hub1-n2) Bepcum 5.0 n nepcoHanbHbI koMmnbtoTep (Host-
b-hubl).

1.2. B dwunuane pasmewatotcs: kpuntowno3d «C-Teppa LWnto3» (Spokel) Bepcumn 5.0 n nepcoHanbHbI
komnbtoTep (Host-b-spokel).

1.3. B HekoHTponupyemomMm cermeHte (cuHee obnako Ha cxeme) pasmewatotca: HTTP cepsep ans
pacnpocTpaHeHust cnmcka oTo3BaHHbIX cepTudmkaTtoB (CRL_distribution_point), mapwpytnsatop
(Routerl).

OTKa30yCcTOMYMBOCTb.

Kpuntownto3sel Hubl-n1l n Hubl-n2 o6beanHsOTCS B OTKA30yCTOMYMBLIN knactep, paboTatowun Ha 6ase
npotokona VRRP B coctoaHun Master/Backup. 3a peanusaumio npotokona VRRP oteedaetr [10
«keepalived». Kpuntownto3bl Hub1-nl1 n Hub1-n2 asnsitoTcs Hogamum knacrtepa.

KoHdurypaums mexagy Hogamuy knactepa He CUHXPOoHM3npyeTcs. [pn nameHeHnn HacTpoeKk Ha OAHOW HoAg,
HY)XHO BbIMOMHWUTL aHanornyHble HacTPOMKW Ha JApyroh. Hoabl AOMKHLI OTAMYATLCA HacTponkamu
OTCreXnBaemMbIX MHTEPdENCOB, MPUOPUTETOM M MapLUPYTOM MO YMOMYaHWMIO, UCMOMb3yeMbIM HOOOW Npu
nepexoge B pexum Backup/False.

Hopa, Haxogdwasca B coctosHuu Master, BnageeTr knactepHbiMW agpecamMy B [OOBEPEHHOM U
HeJOBEPEHHOM CerMeHTax u, COOTBETCTBEHHO, obpabaTkiBaeT Tpaduk. Hoga, HaxogsAwasca B COCTOSHUN
Backup vnu Fault, He BnageeT knacTepHbIM/ agpecamu.

Mo ymonuaHuio Bce VRRP umHTepdenchbl CUHXPOHU3NPOBaHbI B rpynny Homep Hosfb. COOTBETCTBEHHO,
O[HOBPEMEHHO MEHSIIOT CBOE COCTOsHUE (gaHHoe nosefdeHme otnmdaeTcs ot Cisco 10S, rae no ymonyaHuo
VRRP vHTepdenchl He CUHXPOHN3MPOBAHBI).

O6HapyxeHue oTkasa npoucxoauT bnarogaps cnyxebHbiMm naketam npotokona VRRP (VRRP Advertisement
messages). CnyxebHble nakeTbl OTNPaBNSATCA TONLKO HOAOW, Haxoasdwencsa B coctosHum Master (agpec
NCTOYHMKA nakeToB — OCHoBHOW |IP agpec Ha mHTepdeice, roe BknodveH VRRP; IP agpec HasHayeHus -
224.0.0.18). Ecnu pesepBHas Hofla B cocTosiHUM Backup nepecraeT nony4aTtb Ha BCEX CUHXPOHU3UPOBaHHbIX
nHtepdencax naketsl VRRP Advertisement messages oT ocCHOBHOM HOAbI, TO OHa 3axBaTbIBaeT porb Master.

Ha Hopax ecTb mMapLUpyT No yMOM4YaHuio Yepes aapec OOBEPEHHOro CcermeHTa Apyroi Hodpbl (Ans gocTtyna
pe3epBHOI HoAbl B ceTb MHTepHeT). MeTpuka AaHHOro MaplipyTa AofmkHa ObiTb Gonblue, YeM MeTpuKa
mapLupyTa, gobaBnsemas npv nepexofe HoAbl B COCToAHMNU Master.

Knactep ob6pabaTbiBaeT crneaytoLume TUnbl OTKA30B:

. OTKMOYEHME NMUTaHUS;
. BbIXO U3 CTPOS annapaTHon NnaTtopMbl;

. OTKa3 CeTeBOro nopTa Ha annapaTtHou nnaTtgopme;

. 0TKa3 ceTeBOro Nopta Ha KOMMYTaLMOHHOM 000pYyAOBaHUY;

o oTKa3 cepBuca vpngate, obecneunBatoLLero NnocTpoeHue IPsec TyHHenewn.

MoaknoyeHne kK cetTu VIHTepHeT.
B naHHOM cueHapuun ana amynauumn cetm MHTepHeT ncnone3yotea maplupyTtusaTop Routerl.

MopkntoueHune k cetn MHTepHeT Ha ycTponcTtBax «C-Teppa LUnto3» 6ygeTt cuntatbecs ycrnewHbiM, ecnm no
npotokony ICMP (nnn «ping») 6ynet goctyneH HTTP cepBep Ans pacnpoCcTpaHeHust Cnmncka oTo3BaHHbIX
ceptudmkatos (yctpornctBo CRL_distribution_point Ha cxeme).

3.1. Kpuntowno3bl Hubl-nl u Hubl-n2 nogknioyaeTcs kK ceTm WMHTEPHET C MOMOLLbIO CTaTU4eCKOMn
MapLupyTusaumm (MapLLpyT No yMOn4aHuio Yyepes mapLupyTtusatop Routerl).
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Ecnu Ha knacTtep BblAeNeH TONbko oauH Ny6nuyHeln IP agpec, To ucnonb3ynte pasHble noaceTn Ans
knactepHoro IP agpeca n ocHoBHoro IP agpeca Ha nHtepdeince, rae sknoveH VRRP.

3.2. Kpuntownto3 Spokel nogkntovaetca K cetu MIHTepHET C MOMOLLb CTaTUYECKOW MapLupyTu3aumm
(MapLpyT No ymonyaHuto Yepes mapLupytmusaTtop Routerl).

4. [MapameTpbl WndpoBaHus IPsec.

Becb IPv4 Tpadmk mexay noaceTamm LeHTpanbHoro ocguca (192.168.100.0/24) n dunnmnana (192.168.1.0/24)
3awmaeTcs ¢ ucnonb3oBaHnem anroputmoB FOCT u npoTtokona IPsec B TyHHenbHOM IPv4 pexume.

VHumMmpoBaThb 3aLiULLEHHOE COeAUHEHNE MEXAY KPUMTOLLIMO30M LIEHTpanbHOro ourca B coctosiHUm Master
n kpuntowsito3omM Spoke1 moxeT Tpadmk u3 nogcetv punmnana (192.168.1.0/24) B nogceTb LieHTparbHOMo
odumca (192.168.100.0/24) n HaobopoT M3 LeHTpa B dounuman.

4.1. TMapameTtpbl npoTokona IKE:

4.1.1. [MapameTpsbl npotokona IKE gnsa sepcun 5.0:

. AyTeHTudurKaums npy nomoLm undpoBbix cepTudmkartor, anroputm nognucu — FTOCT P 34.10-
2012 (kntoy 256 6uT);

. Anroputm wndpposanuns — FOCT P 34.12-2015 Marma (kntod 256 6uT);

. Anroputm Bbluucnerns xew-dyHkuum — FTOCT P 34.11-2012 TK26 Ctpubor (kntoy 256 6uT);

. Anroputm  BblpaboTkn obuwiero kmoda  (aHanor anroputma  Ouddun-XennmaHa) —

VKO_GOSTR3410_2012_256 (kntoy 256 6uT).

4.1.2. TMapameTpsbl npoTtokona IKE ans coBmectnmocTtu ¢ Bepcmen 4.3:

. AyTeHTndukaumsa npym nomoLum LmMdpoBbix cepTudmkaTos, anroputm nognucu — FOCT P 34.10-
2012 (krto4 256 6uT);

. Anroputm wndpoaHus — FTOCT 28147-89 (kntoy 256 6uT);

. Anroputm Bbluucnenns xew-pyHkuum — FTOCT P 34.11-2012 TK26 (knto4 256 6uT);

. Anroput™m  BblpaboTkn  obuwero knoda  (ananor anroputma  Ouddu-XennmaHa) -

VKO_GOSTR3410_2012_256 (kntoy 256 6uT).
4.2. TlapameTpbl npotokona ESP ansa sepcun 5.0:
4.2.1. T[MapameTpbl NnpoTokona ESP gns sepcun 5.0:

. KomBrHMpOBaHHbIN anropuTM LWMGPOBaHMSA U MMUTO3aLLmMTbl (KOHTPOnb uenoctHocTn) — FOCT P
34.12-2015 Marma B pexume MGM (kntoy 256 6uT).

4.2.2. [MapameTpbl npoTokona ESP gna coBmectumocTu ¢ Bepcuen 4.3:

. KOoMBMHMPOBAHHLIN anropuTM  LWNGPOBAHNA UM MMUTO3aWUTbl (KOHTPOSb LENOCTHOCTM) —
ESP_GOST-AM-IMIT (knto4 256 6uT).

5. TMapameTpbl MEXCETEBOrO SKPaHMPOBAHUS.

[ns nakeToB, KOTopble He 3aluLaTesl IPsec NpuMeHsIIoTesA crnegyoline npasuna unbTpauum:

5.1. Ha LAN uHTepdeicax IPv4 Tpaduk He KOHTPONMpPYETCS.

5.2.  Ha LAN uHTtepdeincax IPv6 Tpadumk 3abnokuposaH.

5.3. Ha WAN wunHTepdencax paspelueH sxogawmim IPv4 Tpaduk:
5.3.1. Tlpotokon UDP noptbl 500 1 4500 — ansa IKE n NAT-Traversal (ESP in UDP).
5.3.2. Tpotokon ICMP — ona npoBepkn AOCTYNHOCTU KPUNTOLWS03a 1 paboTbl MexaHnama PathMTUd.
5.3.3. Tpotokon ESP (Homep 50) — anga pabothbl IPsec.

5.3.4. Becb TCP n UDP Tpaduk, Ana KOTOPOro ecTb ucxopsilee coeamHeHue (3TO AMHaMuUyeckue
npasuna, KoTopble co3fatoTcs npu nomolum stateful puneTpauun).

5.3.5. VRRP tpaduk — ans pabotsl VRRP.
5.4. Ha WAN uHTepdeicax IPv6 Tpadmk 3abnokmpoBaH.
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5.5. HaWAN nHTepencax MHCNEKTUPYIOTCH BCe UCXOAsLLME NOKanbHble U TpaH3uTHble IPv4 coeanHeHus
ana npotokonioe TCP u UDP. Ha ocHoBe pe3ynbTaTOB MHCMEKTUPOBAHUS OCYLLECTBSIETCS
unbTpaLmsa BxogsLlero Tpaduka ¢ y4eTomM CocTosiHus ceccum (stateful).

Hactpouka cteHaa
Hactponka yctponctea Router1

L

Hactporite IP agpec — 172.16.1.1 u macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens224.
2. Hactpoute IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBOM nHTEphence ens192.

w

Paspeluunte npoxoxaeHue IP Tpaduka (ecnvn 3abnokmposaHo).

Hactponka yctponctea Host-b-hub1

Hactpovite IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

.

3apavite MmapwpyT no ymonyaHuto yepes 192.168.100.1.

w

Paspelwwunte npuem n otnpaeky ICMP nakeTtoB (ecnv 3abnokMpoBaHo).

Hactponka yctponcrtea Host-b-spoke1

Hactpowite IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

.

3apavite MapwpyT no ymonyaHuio Yyepes 192.168.1.1.

w

Paspewute npuem n otnpaeky ICMP nakeTtoB (ecnv 3abnokMpoBaHo).
Hactponka kpuntownto3a Hub1-n1

HacTtpovika 6yaet nponcxoamTb NOKansHO NPy MOMOLLM KOHCOSbHOIrO NOAKIIOYEHMS.

HacTpowika MoXeT OCyLLeCcTBNATLCA M yaaneHHo (o SSH), HO NCKMIOYNTENBHO NO JOBEPEHHOMY KaHany CBSA3W.
[oBepeHHbIM KaHanoM CBSI3N MOXET CYUTaTbCS KaHan B npegenax KOHTPONMpyeMOoWn 30HbI B CryYae OTCYTCTBUS
B HEM HapyLmTens (B HawweMm npumepe 3To nogcetn 192.168.100.0/24, 192.168.1.0/24). JloBepeHHbIM KaHamnom
CBA3W TaKKe CYMTAEeTCH KaHan, 3almLeHHbIA Npu nomoLum npoTtokona IPsec.

HavanbHble HaCTPONKM

Hata n Bpemsi Ha Bcex kpunTtownmn3ax u YL gomkHbl OblTb OAWMHAKOBLI, Tak Kak And ayTeHTudumkaumm
ncrnonb3yTcs umMdpoBble cepTuduKkaTbl, B KOTOPbIX 3addMKCMPOBaHbl JaTa M BpeMs Hadana ux Oenctsusa u
OKOH4YaHus. Takke, oAMHaKOBbIE AaTa U BpeEMSA Ha BCeN MHAPACTPYKType 06reryarT NONCK HENCMPABHOCTEN MO
nor-cbarnam.

Bongute B CLI pasrpaHuyeHns goctyna (nonb3oBaTtenb K Naposib N0 YMON4YaHuio: administrator, s-terra),
YCTaHOBUTE MNpaBWSIbHbIA TUM TepMUHanNa u Tpebyemylo LIMPUHY, CMEHUTE Naponb Ans Mofb30oBaTerns
administrator.

Mepenaute B linux bash koHconb, ycTaHoBUTE naponb Ans Mnonb3oBaTensd root, MpaBuUibHOE Bpems W
BPEMEHHYHIO 30HY.

MogpobHas HacTpoika C onucaHnem KoMaHg npmeegeHa B 6a3oBoM cLeHapuu.

Hactpouku PKI (3anpocbl 1 ceptudmkartbl)

MpoaykT He noaaepXuBaeT pasHoCTHbIE (delta) cnncku oT3biBa cepTndurKaToB, TONbKO 6a3oBble. YuntbiBante
3TO Npw BbIOOpPEe Unu passepTbiBaHUN YLI.
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[ns ayteHTMdmkaumm napTHepoB no IPsec MOXHO UCnonb3oBaTh LMGPOBLIE CepTUdMKaTbl, BbINYLWEHHbIE MpU
nomoLum ceptucpmumpoBaHHoro CK3WU, nnmn npeaBaputenbHO pacnpeaeneHHbie KIToun, Co34aHHbIe Y BBEAEHHbIE
B COOTBETCTBMM C Npasunamm nonssosaHus CK3U (nossunuck B Bepcum 5.0).

CreHepupyiTe 3anpoc Ha cepTMdUKaT KPUMNTOLUM3a M COXpaHuTe 3ToT 3anpoc B c¢amn Ha USB Flash
HakonuTene. [loctaBbTe chalin ¢ 3anpocom Ha YLl n BbinycTuTe no Hemy cepTudmkaT. Ceptndmkart KpUnToLLso3a
BMecCTe ¢ cepTudmkaTom YL gocTaBbTe Ha L3 U uMnopTupynte nx B 6asy Npogykra.

MoppobHas HacTpoika ¢ onMcaHMeM KoMaHg npueeaeHa B 6a3oBOM cLeHapun.
HacTtponka naponen goctyna k konconu cisco-like

Bongute B cisco-like kKoHCONb M cMeHUTEe Naporsb Ansi NoNb3oBaTeNs cscons (Maposib MO YMOMYaHUIO: CSP) U
naponb Ha enable (naponb No ymonyaHuio: csp).

ﬂop,p06Ha9| HaCTpOVIKa C onncaHnemM KomaHg npmeeageHa B ©asoBoMm cueHapun.

HacTpoliika ceTeBbIX napameTpoB

M3meHeHune cocTosaHus nHTepdencos n Has3HavyeHue |IP agpecos B cisco-like koHconu npumeHaoTCa cpasy nocne
BBOAA COOTBETCTBYWOLWMX KomaHA. [lonuTuka ©Ges3onacHOCTM NPUMEHSIETCA MOcCMe Bbixo4a W3 pexuma
KOH(MrypmpoBaHus.

1. 3apaviTe umsa ycTpomncTea:

sterragate (config) #hostname Hubl-nl

2. Bkntounte WAN n LAN nHTepderickl n HacTponTe IP agpec Ha WAN mnHTepdeince B COOTBETCTBMM CO CXEMOM
cTeHaa:

Hubl-nl (config) #interface GigabitEthernet 0/0

Hubl-nl (config-if) #ip address 172.16.100.10 255.255.255.0
Hubl-nl (config-if) #no shutdown

Hubl-nl (config-if) #exit

Hubl-nl (config) #interface GigabitEthernet 0/1

Hubl-nl (config-if) #no shutdown

Hubl-nl (config-if) #ip address 192.168.100.10 255.255.255.0
Hubl-nl (config-if) #exit

3. BapawnTe mapLpyT no ymonyanuto yepes LAN nHtepdeinc BTopor Hogbl ¢ MmeTpukon 100:
Hubl-nl (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.20 100

[aHHbIi MapLpyT 6ygeT ncnonb3oBaTbCa HOOOW, Koraa oHa nepexoamT B cocTosiHne Backup/Fault.

MoapobHas HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a30BoM cLeHapum.

HacTtpo#uka wuncposaHus

1. lMapameTpsl IKE.
1.1. 3apaiite obwme napametpsbl IKE:

Hubl-nl (config) #crypto isakmp identity dn

Hubl-nl (config) #crypto isakmp keepalive 3 2

Hubl-nl (config) #crypto isakmp keepalive retry-count 5

Hubl-nl (config) #crypto isakmp fragmentation

Hubl-nl (config) #crypto isakmp security-association lifetime delta 50
Hubl-nl (config) #crypto isakmp initiator-sessions-max 100

Hubl-nl (config) #crypto isakmp responder-sessions-max 100

1.2. Cospgante nonutuky 1, onuceiBatoLyo napameTpol IKE TyHHENs ons coBMectumocTu ¢ Bepcuent 5.0:

Hubl-nl (config) #crypto isakmp policy 1

Hubl-nl (config-isakmp) #encryption magma
Hubl-nl (config-isakmp) #hash stribog-256
Hubl-nl (config-isakmp) #authentication gost-sig
Hubl-nl (config-isakmp) #group vko2

Hubl-nl (config-isakmp) #exit
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1.3.

1.4.

15.

OnumoHanbHO: co3ganTe NONUTUKY 2, oNUCbIBatoLLyo anroputMbl IKE TyHHeNs Ans COBMEeCTUMOCTM C
Bepcuen 4.3:

Hubl-nl (config) #crypto isakmp policy 2

Hubl-nl (config-isakmp) #encryption gost

Hubl-nl (config-isakmp) #hash gost341112-256-tc26
Hubl-nl (config-isakmp) #authentication gost-sig
Hubl-nl (config-isakmp) #group vko2

Hubl-nl (config-isakmp) ffexit

Cospaiite npocusnb HacTpoek ISAKMP noa umeHem NEW_ALGS:

Hubl-nl (config) #crypto isakmp profile NEW ALGS
Hubl-nl (conf-isa-prof) #match identity dn
Hubl-nl (conf-isa-prof) #set identity mapping
Hubl-nl (conf-isa-prof) #set policy 1

Hubl-nl (conf-isa-prof) #exit

OnumoHanbHO: ANg cOBMECTMMOCTHY C Bepcuen 4.3 cosgante npodunb HacTpoek ISAKMP (anroputm
IKE) nog nmeHem OLD ALGS, 4YTobbl Aanee ero npukpenuTb K COOTBETCTBYIOLLEMY pasaeny Kpunto-
KapThbl:

Hubl-nl (config) #crypto isakmp profile OLD_ ALGS
Hubl-nl (conf-isa-prof) #match identity dn
Hubl-nl (conf-isa-prof) #set identity mapping
Hubl-nl (conf-isa-prof) #set policy 2

Hubl-nl (conf-isa-prof) #exit

2. [MapameTpsl IPsec.

2.1.

2.2.

2.3.

2.4.

2.5.

2.6.

Ortkntounte obHoBneHune kntova IPsec SA no JocTMkeHUIo onpedeneHHoro obbema nepegaHHoro
Tpaduka:

Hubl-nl (config) #crypto ipsec security-association lifetime kilobytes unlimited

Cospante IPsec TpaHcopM, 3agatoLmii KOMOMHUPOBAHHbIV anropuTM WNPOBaHUA U UMUTO3aLNTI
FOCT 34.12-2015 Marma B pexxume MGM ans Tpaduka (ons sepcuin 5.0):

Hubl-nl (config)# crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-
magma-mgm
Hubl-nl (cfg-crypto-trans) #exit

OnumoHanbHo: ans coBmectumocTu ¢ 4.3 co3painTe IPsec TpaHcdopMm, 3aatoLmnin KOMOMHMPOBAHHbI
anropuTm wWndpoBaHnst U UMMTO3aLLnThLl Ha 6aze TOCT 28147-89 ansa Tpadwmka:

Hubl-nl (config)# crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-
dm-imit
Hubl-nl (cfg-crypto-trans) ffexit

CospaiTte cnucok goctyna (ACL) ang IPv4 Tpadumka, KOTOPbIN HYXXHO 3alUmLaTe MeXAy LleHTpanbHbIM
oducom 1 unmarnom:

Hubl-nl (config) #ip access-list extended IPSEC ACl1 HUB1l AND SPOKEl
Hubl-nl (config-ext-nacl) #permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
Hubl-nl (config-ext-nacl) #exit

Cospaiite kpunto-kapty (ums VPN, pasgen 1):

Hubl-nl (config) #crypto map VPN 1 ipsec-isakmp

Hubl-nl (config-crypto-map) #match address IPSEC AC1l HUB1 AND SPOKEL

Hubl-nl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hubl-nl (config-crypto-map) #set peer 172.16.1.2

Hubl-nl (config-crypto-map) #set isakmp-profile NEW ALGS

Hubl-nl (config-crypto-map) #set pre-fragmentation

Hubl-nl (config-crypto-map) #set dead-connection history off

Hubl-nl (config-crypto-map) #set security-association mss-fix out

Hubl-nl (config-crypto-map) #exit

OnunoHanbHO: Ans coBmecTumocTn ¢ 4.3 I/ICﬂOJ'Ib3yIZTe KPpUNTOKapTy CO crieAyrnwnMn napameTpamMu:

Hubl-nl (config) #crypto map VPN 1 ipsec-isakmp
Hubl-nl (config-crypto-map) #match address IPSEC ACl HUB1 AND SPOKEL
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2.7.

Hubl-nl (config-crypto-map) #set
Hubl-nl (config-crypto-map) #set
Hubl-nl (config-crypto-map) #set

( ) transform-set GOST ENCRYPT AND INTEGRITY

( )

( )
Hubl-nl (config-crypto-map) fset

( )

( )

( )

peer 172.16.1.2

isakmp-profile OLD ALGS
dead-connection history off
pre-fragmentation
security-association mss-fix out

Hubl-nl (config-crypto-map) #set
Hubl-nl (config-crypto-map) #set
Hubl-nl (config-crypto-map) #exit

MpukpennTe co3aaHHyo KpUNTO-KapTy VPN K BHewHeMy WAN uHTtepdency GigabitEthernet0/0:

Hubl-nl (config) #interface GigabitEthernet0/0
Hubl-nl (config-if) # crypto map VPN

3. [MpyMeHuTEe HaCTPOWKK:

Hubl-nl (config-if) #end

MoppobHasa HacTpoika ¢ onMcaHMeM KomaHg npuseaeHa B 6a3oBOM cLeHapuu.

Hactpouka nonutuku obpadotku COC (CRL)

B uenax 6e3onacHOCTM HacTOATENbHO PEKOMEHAYETCH BKIOYaTb NMPOBEPKY CMMCKOB OT3blBa CEPTUEMKATOB.
PasHocTHbIE cnnckn oTo3BaHHbIX cepTudmkartos (delta CRL) He nogaepxusatoTcs.

Bknounte nposepky COC v HacTpoviTe aBToMaTU4eCKyto 3arpy3ky u uMnoptupoBaHue B 6a3y lNpoaykra cnmcka
oTo3BaHHbIX cepTudukaTos ¢ HTTP cepeepa CRL_distribution_point.

MoapobHas HacTpoika c onucaHuem KoMaHg npueeaeHa B 6a3oBom cueHapumn.

HacTtpoika MexceTeBOro aKpaHa

1. Cospavite ceTeBon object-group C UMeHeM SELF and xpaHeHus B Hem WAN agpecoB kpunTowniosa:

Hubl-nl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Hubl-nl (config) #object-group network SELF

Hubl-nl (config-network-group) #remark WAN IP
Hubl-nl (config-network-group) #host 172.16.100.100
Hubl-nl (config-network-group) #host 172.16.100.10
Hubl-nl (config-network-group) #exit

2. Cospaite ACL c umeHem FiW_INPUT WAN Ans sxogsuiero Ha WAN uHTepdeiic Tpaduka:

Hubl-nl (config) #ip access-list extended FW_INPUT WAN

Hubl-nl (config-ext-nacl) #permit udp any object-group SELF eq isakmp
Hubl-nl (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp
Hubl-nl (config-ext-nacl) #permit icmp any object-group SELF

Hubl-nl (config-ext-nacl) #permit esp any object-group SELF

Hubl-nl (config-ext-nacl) #permit vrrp any host 224.0.0.18

Hubl-nl (config-ext-nacl) #exit

3. Cospgante npaBuna uHcnektuposaHusi Bcero TCP 1 UDP Tpadwuka n 3agante Heobxoanmoe MakcumanbHoOe
KONMMYeCTBO CECCUI:

Hubl-nl (config

( inspect
Hubl-nl (config

(

(

inspect
inspect
inspect

#ip
#ip
#ip
#ip

name INSPECT tcp
name INSPECT udp
tcp sessions-max
udp sessions-max

256000
65536

Hubl-nl (config
Hubl-nl (config

4. TlpukpenuTe npasuna mexcetesoro akpaHuposaHus Ha WAN uHTepdenc GigabitEthernet0/0:

Hubl-nl (config) #interface GigabitEthernet0/0

(
Hubl-nl (config-if) #ip access-group FW_INPUT WAN in
Hubl-nl (config-if) #ip inspect INSPECT out
Hubl-nl (config-if) ffexit

5. TllpumeHuTe HacTpoKu:
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Hubl-nl (config) #end

MoapobHas HacTpoka ¢ onMcaHMeM KoMaHg npuBeaeHa B 6a30BOM CLEHapUK.
Hactponka VRRP

Ona «C-Teppa Wno3» Bepcumn 5.0 B gaHHOM cueHapum HacTporika VRRP 6yaet npomcxoautb TOMbLKO U3 CiSCo-
like koHconu. HacTpowka notify-common ckpunTa He Hy)XHa M3-3a BO3MOXHOCTU yKasaTb B cisco-like koHconu
MEeTpUKY Ans MmapLupyToB (nossunoce B 5.0). MapLupyT no ymonyaHuto, gobasneHHsin ¢ nomowbio VRRP, 6yget
bonee NpMOPUTETHBLIM, YEM MapLLPYT MO YMOJTYaHUIO C METPUKOW, 0OaBMEHHbI C MOMOLLBLO cisco-like koHconw.
Hopa B pexume Master 6ygeT ncnonb3oBatb MapLIpyT No ymonyaHuio, gobasneHHbIn ¢ nomolbio VRRP. Hoaa
B pexxume Backup/Fault 6ygeT ncnonb3oBatb MapLUpyT N0 YMOM4YaHuio, JobaBneHHbIN B Cisco-like koHconu.

1. Hactponte VRRP B COOTBETCTBMM CO CXEMOW CTEHAA Ha BHELWHEM GigabitEthernet0/0:

IOna kaxporo uWHTepdperica ucnonb3yetcsa cBon Homep VRRP instance. Mo ymonuyaHuio Bce VRRP
NHTEepenCbl CUHXPOHN3MPOBAaHbI B FPyNny HOMEP HOfb.
[nsa ctabuneHocTn paboThl KNacTepa He peKoOMeHAyeTCs yMeHbllaTh advertisement MHTepBan (komaHaa:
vrrp <VRID> timers advertise <SECONDS>) U OTKMOYaTb NEpUOANYECKY0 OTChINKY gARP naketoB
(komaHpa: vrrp <VRID> timers garp <SECONDS>).

1.1. Hactponte IP agpec, kotopbii 6yget gobasneH k uHTepdency, korga Hoga nepexogut B COCTOsTHUE
Master:

Hubl-nl#configure terminal
Hubl-nl (config) #interface GigabitEthernet0/0
Hubl-nl (config-if)# vrrp 1 ip 172.16.100.100 255.255.255.0

1.2. YcraHoBuTe uHTepBan mexay otnpaskon VRRP advertise nakeTos:

Hubl-nl (config-if)# vrrp 1 timers advertise 3

lMpumeyaHue - ecnu 3a BpeMmsi, paBHOe TPEM MHTepBanam mexay otnpaskon VRRP advertise nakeTos,
pesepBHad Hopja He 6ygeT nonydate VRRP advertise nakeTbl, TO pe3epBHasi Hoga MNeperaéT B
coctosHme Master. [lpy 6onbwom pasmepe KOH(urypaumoHHoro danna Bpems 3arpysku
KOH(purypauum MoXeT MNpPeBbICUTb TpU WHTepBana mexagy oTtnpaBkon VRRP advertise nakeTtos.
Hanpumep, ans LSP koHdurypauum pasmepom ot 100000 cTpok BpeMsi 3arpy3ku MOXeT COCTaBuTb 9
cekyHd. Bo Bpemsa 3arpyskm Gyget mcnonb3oBaTbCs MoMnvWTUKa Apavisepa no ymonyaduio (DDP),
KoTopas B JaHHOM cLeHapum bnokmpyeT Becb Tpaduk. VRRP advertise nakeTbl He OyoyT oTcbinaTbecs
N pe3epBHasi Ho4a MOXET NepenTn B cocTosiHne Master. Nocne 3arpy3ku KoHdurypauumn obe Hoabl
OyayT B coctosHun Master n 6ygyT umeTb KnacTepHble agpeca.

Ans oTobpaxeHUs KonuyecTsBa CTPOK B Ucronb3yemon LSP KoHdurypauum ucnonbayeTte KoMaHay
“lsp mgr show | wc -1"

1.3. YcraHoBuTe nepuoguyveckun wuHTepsan, ¢ kotopbiM VRRP-maplipytusaTop, Haxopawmincs B
coctosHun Master, 6ygeT oTnpaBnsaTb Gratuitous ARP-coobLeHus:

Hubl-nl (config-if)# vrrp 1 timers garp 5
1.4. YcraHosute npuoputeT ana VRRP-mapwpyTtusartopa:
Hubl-nl (config-if)# vrrp 1 priority 100

Mo ymonuyanuio npuoputeT 100 n gaHHast KoMmaHga He OyOeT oTobpaxaTbCa B HACTPOMKAaX KOHCOMM
cisco-like.

1.5. OrtkniounTe pexum nepexearta ponu Master B 3aBUCMMOCTM OT npuopuTeTa:

Hubl-nl (config-if)# no vrrp 1 preempt
Hubl-nl (config-if) ffexit

2. HactponTte VRRP B COOTBETCTBUMN CO CXEMOW CTEHAA HA BHELWWIHEM GigabitEthernet0/1:

Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl

config) #interface GigabitEthernet0/1

config-if)# vrrp 2 ip 192.168.100.1 255.255.255.0
config-if)# vrrp 2 timers advertise 3

config-if)# vrrp 2 timers garp 5
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Hubl-nl (config-if)# vrrp 2 priority 100
Hubl-nl (config-if)# no vrrp 2 preempt
Hubl-nl (config-if) #exit

3. Hactpowite VRRP mapwpyT, koTopbin 6yget gobaBnsatecs B Tabnuuy mMaplupytmMsaumu, korga Hoga byget
nepexoamte B cocTosiHMe Master (B kayecTBe SIC HYXHO ykasaTb KnacTtepHbin IP agpec BHeLLHero

NHTEpdenca):

Hubl-nl (config) #vrrp ip route 0.0.0.0 0.0.0.0 172.16.100.1 src 172.16.100.100

VRRP mapLpyTt Byaet Mcnonb3oBaTbCa HOAOW Koraa oHa nepexoauTt B coctosiHne Master. Mpu nepexone
Hoapbl B cocToaHme Backup/Fault, VRRP mapwpyT 6ygeT yoanateca u3 cuctemMsl. Hopa 6yaet ncnonb3oBatb
MapLUpyT ¢ Oonblue meTpukon Yepes agpec 192.168.100.20. JaHHbI MapwpyT Obil gobaBneH paHee B

rnaBe «HacTponka ceTeBbix NAapaMeTpoB».

Hubl-nl (config) #end
Hubl-nl#

5. TlpoBepbTe cocTosiHne VRRP:

Hubl-nl#show vrrp

Interface VRID State
GigabitEthernet0/0 1 Master
GigabitEthernet0/1 2 Master

6. Yb6epguTecb, YTO MapLUPYT MO ymon4yaHuio gobasneH Yepes 172.16.100.1:
Hubl-nl#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0
s 0.0.0.0/0 [0/0] via 172.16.100.1, Source is 172.16.100.100

[100/0] via 192.168.100.20
172.16.0.0/24 is subnetted, 1 subnets

MpumeHnTe HacTporku (HacTporiku VRRP 1 IPsec npuMeHsatoTCs No BbIXOAY U3 pexnma KOHUrypmpoBaHus):

C 172.16.100.0 [0/0] 1is directly connected, GigabitEthernet0/0, Source 1is

172.16.100.10

C 192.168.100.0/24 [0/0] is directly connected, GigabitEthernet0/1l, Source is

192.168.100.10

cepBuca keepal ived BbINOMHUTE:

UToObl MOCMOTPETL MONYYMBLUMICA KOHUIYpaLMOHHBLIN dann /etc/keepalived/keepalived.conf

BPYYHYIO KAaTEropMyeckun 3anpeLleHo, 3To MOXeT NpUBECTU K HepaboTocnocoBHOCTM knacTepa.

Mpun Hactponke VRRP yepes cisco-like koHCONb mMeHsTb dann /etc/keepalived/keepalived.conf

Hubl-nl#run cat /etc/keepalived/keepalived.conf

global defs {
enable dbus
}
vrrp sync group 0 {
group {
eth0 1
ethl 2
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}
vrrp instance eth0 1 ({
interface ethO
virtual routes {
0.0.0.0/0 via 172.16.100.1 src 172.16.100.100 dev ethO
}
virtual ipaddress {
172.16.100.100/24 label eth0:900
}
nopreempt
priority 100
advert int 3
garp master refresh 5
virtual router id 1
}
vrrp instance ethl 2 ({
interface ethl
virtual ipaddress {
192.168.100.1/24 label ethl:900
}
nopreempt
priority 100
advert int 3
garp master refresh 5
virtual router id 2

}

Hactpownka TpaHcnauum agpecoB ncto4Huka (source NAT)

HacTtpowvika sourse NAT BbINOMHAETCS, €CNU YyCTPOWCTBaM M3 3allMLLAaEMON CETW WM HOAEe B COCTOSIHUM
Backup/Fault Heo6xogum Bbixog B IHTepHeT, Hanpumep, ansa 3arpyskm COC.

TpaHcnAuus agpecoB WMCTOYHMKA OCYLLECTBISeTCS B KnacTtepHold agpec 172.16.100.100 gnsa Ttpadwka,
BbIXOASLLEro C BHeLWHero nHrepdenca GigabitEthernet0/0, KOTOPbIN B JAHHOM JOKYMEHTE COOTBETCTBYET
eth0 (cooTBeTCTBME MEXOY UMEHeM mHTepdenca B HoTauum cisco-like n linux MOXHO nocmoTpeTb B dhawnne
/etc/ifaliases.cf).

BaxHo:

1) nopsigok 00paboTkMm wucxoasawmx c UHTepdelrica nakeToB: cHadana source NAT, noTtom IPsec
(3awmndppoBaHue);

2) ecnu TpebyeTcs ucnonb3oBaTb MeTkM (Marks) B iptables, TO HAa KPUMNTOLUMO3E 3anpeLleHo U3MEHSATb
cTapLumne 16 6UT 3Ha4YeHUs METKM, Tak Kak OHU MCMONb3YKTCA Anst BHYTpeHHMX Hyxa MNpoaykta. Onga paboTsl
C MeTKaMM NCcnonb3ynTe Mmacky (mnogpobHee cM. AOKYMEHT « VIHCTPYKLUUS MO HACTPOMKE MEXCETEBOIO aKpaHa
Ha «C-Teppa LWnto3» npu nomowm yTunutbl «iptablesy).

1. Bowpgute B linux bash:
administrator@sterragate] system

Entering system shell...
root@Hubl-nl:~#

2. TlocMOTpuUTE COAEPXKMMOE KapTbl MHTEPdENCOB N Hanaute uHTepdenc B HoTauuu linux gns BHELHero
nHTepdenca GigabitEthernet0/0:

root@Hubl-nl:~# cat /etc/ifaliases.cf
interface (name="GigabitEthernet0/0" pattern="eth0")
interface (name="GigabitEthernet0/1" pattern="ethl")
interface (name="GigabitEthernet0/2" pattern="eth2")
interface (name="default" pattern="*")

BugHo, 4to uHTepdency GigabitEthernet0/0 COOTBETCTBYET ethO.
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3. OuuctuTe HaACTPOWKM iptables:
root@Hubl-nl:~# netfilter-persistent flush

run-parts: executing /usr/share/netfilter-persistent/plugins.d/10-ipset flush
run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables flush
run-parts: executing /usr/share/netfilter-persistent/plugins.d/25-ip6tables flush
run-parts: executing /usr/share/netfilter-persistent/plugins.d/35-ebtables flush
run-parts: executing /usr/share/netfilter-persistent/plugins.d/40-ipset flush

4. [obaBbTe ABe Lenoukn B Tabnuuy NAT:

root@Hubl-nl:~# iptables -N NO_SOURCE_NAT -t nat
root@Hubl-nl:~# iptables -N SOURCE_NAT -t nat

B uenouky NO_SOURCE_NAT 6yget HanpaBnaTbCca Tpaduk, ANd KOTOPOro He HyXHo aenaTb source NAT.
B uenouky SOURCE_NAT 6yaeT HanpaBnsiTbcsl Tpadmk, 4N KOTOPOro HYXHo genatb source NAT.

5. [obaBbTe npaBuna B uenovyky POSTROUTING ana nepeHanpaBfeHusi MNakeToB B LEMNOYKku
NO_SOURCE_NAT, SOURCE_NAT:

root@Hubl-nl:~# iptables -I POSTROUTING -t nat -j NO SOURCE NAT -m comment --comment
'pass traffic to chain to bypass source NAT'

root@Hubl-nl:~# iptables -A POSTROUTING -t nat -j SOURCE NAT -m comment --comment 'pass
traffic to chain to do source NAT'

Jlornka cnepywowan: Bce nakeTbl M3 uenodkn POSTROUTING cHavana HanpaBnsAwTCs B LIEMOYKY
NO_SOURCE_NAT, B koTOpOW onpeaendeTcsa Tpaduk, 4ng KoToporo He HY>XHo aenatb source NAT. Nocne
TOro kak Tpacuk Obln onpeaeneH, oH NpekpallaeT ceoto obpaboTky (aericteBue ACCEPT) 1, COOTBETCTBEHHO,
He nonagaeT B uenodky SOURCE_NAT. To ectb B uenodyky SOURCE_NAT nonagaet Bce, 4YTO He
«oTtcesanockby» B uenovyke NO_SOURCE_NAT.

6. [obaBbTe iptables npaBuna B Lenovyky NO _SOURCE_NAT ans tpadwuka, 4ns KOTOPOro He HYy)XHO AenaTb
source NAT:

6.1. BebikntounTte source NAT ans nokanbHbix IKE/ESP/NAT-T nakeTos:

root@Hubl-nl:~# iptables -t nat -A NO SOURCE NAT -m mark --mark 0x8000000/0x8000000 -
j ACCEPT -m comment --comment 'local IKE packets'

root@Hubl-nl:~# iptables -t nat -A NO SOURCE NAT -m mark --mark 0x40000000/0x40000000
-j ACCEPT -m comment --comment 'local ESP/NAT-T packets'

MeTkn 0x8000000 n 0x40000000 sBnsatTCA BHYTpeHHMMM MeTkamu lNpogykTa ang nokaneHbix IKE n
ESP/NAT-T nakeToB COOTBETCTBEHHO.

6.2. Bblkntounte source NAT ans naketoB npotokona VRPP:

root@Hubl-nl:~# iptables -t nat -A NO SOURCE NAT -p 112 -j ACCEPT -m comment --
comment 'local VRRP packets'

6.3. Bbikntounte source NAT ansa Tpaduka, KOTOpbIn JOMKEH WndpoBaTbCS:

root@Hubl-nl:~# iptables -t nat -A NO SOURCE NAT -s 192.168.100.0/24 -d
192.168.1.0/24 -j ACCEPT -m comment --comment 'traffic which must be protected by
IPsec'

7. [obaBbTe iptables npaBuna B uenodyky SOURCE_NAT ans Tpaduka, 4ns kKOTOporo Hy>XHO genatb source
NAT:

7.1. Bkmtounte source NAT anga TpaH3nTHoro IPsec Tpaduka, ncnonb3aytouero noptel 500/4500 npoTokona
UDP:

root@Hubl-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 500 -o eth0 -j SNAT --
to-source 172.16.100.100:40500-40540 -m comment --comment 'transit IKE packets'
root@Hubl-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o eth0 -j SNAT --
to-source 172.16.100.100:44500-44540 -m comment --comment 'transit ESP/NAT-T packets'
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Henb3s, 4Tobbl TpaH3uTHLIN IPsec Tpaduk ncnone3oan Te xe source UDP noptel (500/4500), uto n
MpoaykT, Tak Kak B aTom crniyyae NpoaykT OyaeT cuutatb BXxoAswme TpaH3uTHble IPsec nakeTbl 3a
CBOW.

7.2. Bknoumte source NAT ans Tpadumka n3 nogcetn 192.168.100.0/24:

root@Hubl-nl:~# iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o eth0 -j SNAT --
to-source 172.16.100.100

8. CoxpaHuTte nobaBneHHble iptables npasuna (npaBuna COXpaHsoTCs B dann
/etc/iptables/rules.v4):
root@Hubl-nl:~# netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/10-ipset save
run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables save
run-parts: executing /usr/share/netfilter-persistent/plugins.d/25-ip6tables save
run-parts: executing /usr/share/netfilter-persistent/plugins.d/35-ebtables save
run-parts: executing /usr/share/netfilter-persistent/plugins.d/40-ipset save

9. [obaBbTe cepBUC netfilter-persistent.service B aBTo3anyck, 4ToObl npaBuna iptables
NPUMEHANNCL BO BpEMA CTApTa KPUNTOLUJIO3a:

root@Hubl-nl:~# systemctl enable netfilter-persistent.service

Synchronizing state of netfilter-persistent.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable netfilter-persistent

10. Onsa npocmoTpa Tekywmx NAT npaBun BOCNonb3ynTecb KOMaHOOoMN:
root@Hubl-nl:~# iptables -L -n -v -t nat

11. [lns 04NCTKM TeKyLen Tabnuubl TPaHCNALWI CETEBLIX COEQUHEHNI BOCMONb3YNTECH KOMaHAOMN:
root@Hubl-nl:~# conntrack -D conntrack

Mpn nameHenun NAT npasun Bo Bpemsi paboTbl MOryT mncnonb3oBatbed ctapble NAT npasuna. Ounctka
Tabnuubl TPaHCAALWIA CETEBbIX COeQUHEHMIN NMO3BOMUT UCMOMNb30BaTh HOBLIE Npasuna.

12. Ans npocmoTpa Tekywern Tabnuubl NAT TpaHCcnsaumi BOCNONb3ynTech KOMaHOOM:
root@Hubl-nl:~# conntrack -L

HacTtpolika kpuntownto3sa Hubl 3aBepLieHa.

B NpunoxeHun npegcraBneHbl TEKCTbl KOHUrypauui ans kpyuntowntosa Hubl-nl:

e  TEKCT KoHconu cisco-like;
e TekcT LSP;
e MpaBuna iptables.
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Hactpouka kpunTtownto3sa Hub1-n2

Hactporvika ycTtponctBa Hubl-n2 ocyuwecTBnseTca aHanormyHo yctpowctsy Hubl-nl ¢ yyeTom
cooTBeTCTBYOLWMX IP-agpecoB (cM. PucyHok 1).

3HayeHne priority B VRRP y Hub1-n2 HOAbl 4OMKHO OblTb MEHbLLE, YeM Y OCHOBHOWN HOAbI.

B MpunoxeHuv npeactaBneHbl TEKCTbl KOHUIypaumn ansa kpuntownosa Hubl-n2:

e  TEKCT KoHconu cisco-like;
e TekcT LSP;
e qpaBuna iptables.

Hactponka kpunrtowntosa Spoke1

HacTtpovika kpuntownio3a Spokel nponcxoguT aHanorm4yHo Hactponke Hubl-nl, 3a ncknwovyeHnem HacTpPOMKM
MexceTeBoro akpaHa, ISAKMP npodannos. Hactponkn VRRP 1 HacTponka TpaHCnsauumn agpecoB MCTOYHMKA Ha
Spokel He BbINONHATCS.

B MNpunoxeHnn npeacraBneHbl TEKCTbI KOHUIypaumin ansa kpuntowwsosa Spokel:

e  TeKCT KoHconu cisco-like;
e TekcT LSP.
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MpoBepka paboTOCNOCOOHOCTM CTEHAA
MpoBepKy paboTocnoCOBHOCTU HY)KHO BbIMOSHATL MNOCIE 3aBEPLLUEHMS HACTPOWKN BCEX YCTPONCTB CTeHAa.
MpoBepka IP cBA3HOCTU

1. TlpoBepbTe, YTO C KpMnTOLN030B No ICMP goctyneH wnto3 no ymonyarnuto (Routerl). [1ns 3Toro BbINOAHUTE
KoMaHay ping m3 cisco-like KOHCONM COOTBETCTBYIOLLEIO KPUMNTOLLMIO3A.

Hubl-nl#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seqg=1 ttl=64 time=1.10 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp seg=2 ttl=64 time=0.304 ms
icmp seg=3 ttl=64 time=0.547 ms
icmp seg=4 ttl=64 time=0.390 ms
icmp seqg=5 ttl=64 time=0.319 ms

e

---172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4066ms
rtt min/avg/max/mdev = 0.304/0.532/1.101/0.297 ms

Hubl-n2#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seg=1 ttl=64 time=1.33 ms
108 bytes from 172.16.100. icmp seqg=2 ttl=64 time=0.322 ms
108 bytes from 172.16.100. icmp seqg=3 ttl=64 time=0.298 ms
108 bytes from 172.16.100. icmp seqg=4 ttl=64 time=0.477 ms
108 bytes from 172.16.100. icmp seq=5 ttl=64 time=0.347 ms

e e

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4070ms
rtt min/avg/max/mdev = 0.298/0.553/1.325/0.390 ms

Spokel#ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 100(128) bytes of data.

108 bytes from 172.16.1.1: icmp seg=1 ttl=64 time=0.771 ms
108 bytes from 172.16.1.1: icmp seqg=2 ttl=64 time=0.282 ms
108 bytes from 172.16.1.1: icmp seqg=3 ttl=64 time=0.276 ms
108 bytes from 172.16.1.1: icmp seg=4 ttl=64 time=0.268 ms
108 bytes from 172.16.1.1: icmp seg=5 ttl=64 time=0.244 ms

--- 172.16.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4096ms
rtt min/avg/max/mdev = 0.244/0.368/0.771/0.202 ms

BugHo, uto yctporcteo Routerl goctynHo no ICMP co BCex KpUNTOLLHO30B.

2. TlpoBepbTe, 4TO C 3awmwaemMblx YycTponuctB Host-b-hubl, Host-b-spokel poctyneH no ICMP
COOTBETCTBYIOLLUME KPUNTOLNIO3bl. [Ana 3TOro BbINOMHWUTE KOMaHdy ping wu3 linux bash koHconu
3alMLaemMblX YCTPONCTB.

root@Host-b-hubl:~# ping 192.168.100.1 -c 5

PING 192.168.100.1 (192.168.100.1) 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp seg=1 ttl=64 time=0.363 ms
64 bytes from 192.168.100.
64 bytes from 192.168.100.
64 bytes from 192.168.100.
64 bytes from 192.168.100.

icmp seqg=2 ttl=64 time=0.529 ms
icmp seg=3 ttl=64 time=0.504 ms
icmp seg=4 ttl=64 time=0.467 ms
icmp seg=5 ttl=64 time=0.493 ms

e e

---192.168.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4007ms
rtt min/avg/max/mdev = 0.363/0.471/0.529/0.057 ms
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root@Host-b-hubl:~# ping 192.168.100.10 -c 5

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.10
168.
168.

from
from
from
from
from

192.
192.
192.
192.
192.

168.
168.
168.

100.
100.
100.
100.
100.

---192.168.100.10 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

(192.168.100.10) 56(84)
10: icmp seg=1 ttl=64
10: icmp seg=2 ttl=64
10: icmp seq=3 ttl=64
10: icmp seg=4 ttl=64
10: icmp seg=5 ttl=64

0% packet loss,

time=0.
time=0.
time=0.
time=0.
time=0.

0.439/0.493/0.555/0.038 ms

root@Host-b-hubl:~# ping 192

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.20
168.
168.

from
from
from
from
from

192.
192.
192.
192.
192.

168.
168.
168.

.168.100.20 -c 5

(192.168.100.20) 56(84)
100.20: icmp seqg=1 ttl=64
100.20: icmp_ seg=2 ttl=64
100.20: icmp_ seg=3 ttl=64
100.20: icmp_ seg=4 ttl=64
100.20: icmp seq=5 ttl=64

time=0.
time=0.
time=0.
time=0.
time=0.

--- 192.168.100.20 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

0% packet loss,

0.451/0.555/0.772/0.122 ms

root@Host-b-spokel:~# ping 192.168.1.1 -c 5

PING 172.16.1.1

108
108
108
108
108

5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

172.

172

172.
172.
172.

(172.16.
16.
G
16.
16.
16.

1.

e

1
1
1:
1:
1
1

.1) 100(128)

icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

172.16.1.1 ping statistics ---

rtt min/avg/max/mdev

5 received,

bytes

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time

of data.

time=0.
time=0.
time=0.
time=0.
time=0.

0% packet loss,

0.274/0.358/0.415/0.051 ms

409
415
350
274
346

time

bytes of data.

555
498
474
439
502

bytes of data.

772
458
451
484
610

4007ms

ms
ms
ms
ms
ms

4098ms

ms
ms
ms
ms
ms

time 4007ms

ms
ms
ms
ms
ms

BuaHo, 4TO CO BCex 3alUmLLaeMbIX YCTPOMUCTB COOTBETCTBYIOLLME KPUMTOLLIO3bI 4OCTYNHbI N0 ICMP.

3. TlpoBepbTe, 4TO C KpunTowmw3a Hubl ApocTynHbI
uHTepdencam).

KpunToLusto3sa.

Hubl-nl#ping 172.16.1.2

PING 172.16.1.2

108
108
108
108
108

5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

172.
172.

172

172.
172.

(172.16.
16.
16.
G
16.
16.

1.

e e

DN NN

.2) 100(128)

icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

172.16.1.2 ping statistics ---

rtt min/avg/max/mdev

BugHo, uto ¢ kpuntowntosa Hubl goctyneH no ICMP kpunTow o3 Spokel.

MpoBepka PKI

1. TMpoeepbTe, 4YTO Ha kpunTowwntodax COC nmnopTnpoBaH B 6a3y MNpoaykta. [ins 3T0ro BbINOMHUTE KOMaHAYy

run cert mgr show U3 cisco-like kKOHCONMM COOTBETCTBYIOLLErO KPUMTOLLIIO3A.

Hubl-nl#run cert mgr show

Found 2 certificates.

5 received,

bytes

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

no

of data.

time=0.
time=0.
time=0.
time=0.
time=0.

0% packet loss,

0.393/0.509/0.802/0.149 ms

Found 1 CRL.

802
416
449
393
485

time

ms
ms
ms
ms
ms

4083ms

ICMP kpuntownto3 Spokel (no BHELWHUM
Ona aToro BbINOMHUTE KOMaHOY ping W3 cisco-like KkKoHconMM COOTBETCTBYHOLLErO
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1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=Hubl-nl
2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Hubl-n2#run cert mgr show

Found 2 certificates. Found 1 CRL.
1 Status:

2 Status: local

trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA
C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Hubl-n2

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spokel#run cert mgr show

Found 2 certificates. Found 1 CRL.
1 Status:

2 Status: local

trusted C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA
C=RU, L=Zelenograd, O0=S-Terra CSP,OU=RnD,CN=Spokel

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BugHo, yto Ha kpuntowmno3ax COC wmmnopTtupoBaH B 6a3y [lNpoaykra. Ecnu 3atoro He npowusoLuno, To
npoeepbTe hann xypHana (komaHaa run grep getcrls daemon /var/log/cspvpngate.log)u, npu

HeobxoAMMOCTH, MnepesanycTuTe cepBuC aBTomaTuyeckom 3arpyskm COC (komaHaa run

restart getcrls.service).

systemctl

MpoBepbTe, Y4TO Ha KPUNTOLLMIO3ax cTaTyc Bcex cepTudukatoB Active. [ins 3Toro BbINOMHWUTE KOMaHAy run
cert _mgr check u3 cisco-like KOHCONM COOTBETCTBYIOLLErO KPUNTOLLIO3A.

Hubl-nl#run cert mgr check

Active
Active

1 State:
2 State:

Hubl-n2#run cert mgr check

1 State:
2 State:

Active
Active

Spokel#run cert mgr check

1 State: Active

2 State: Active

C=RU, L=Zelenograd, O=S-Terra
C=RU, L=Zelenograd,O=S-Terra

C=RU, L=Zelenograd, O=S-Terra
C=RU, L=Zelenograd, O=S-Terra

C=RU, L=Zelenograd, O=S-Terra
C=RU, L=Zelenograd, O=S-Terra

CSP, OU=RnD, CN=Hubl-nl
CSP,0U=RnD, CN=S-Terra

CSP,0OU=RnD, CN=S-Terra
CSP, OU=RnD, CN=Hub1l-n2

CSP, OU=RnD, CN=Spokel
CSP, OU=RnD, CN=S-Terra

CSP Test Root CA

CSP Test Root CA

CSP Test Root CA

BugHo, 4To Ha KpunToLMo3ax cTaTyc Bcex ceptudukatoB Active. Ecnu ctaTtyc Inactive, To npoBepbTe:

e 3arpyxeH niu COC B 6a3y NpoaykTa;

L] npaBuiibHbl 1 OAMHAKOBbI I aTta N BpeMdA Ha BCEX KPpUNTOLUJIHO3ax.
MpoBepka NOCTPOEHUA 3aLLULLEHHOro CoeaNHEHMUS

MHUUMMpYTE NOCTpOeHMEe 3alUULLEHHOro coeanHeHus npu nomowm ICMP Tpadwuka, nocbinaemoro ¢
ycTpowncTtea Host-b-spokel Ha Host-b-hubl (MoxHO u HaobopoT). [Ins aTOro BbINONHUTE KOMaHAy ping M3
linux bash koHconu 3awuwaemoro yctponctea Host-b-spokel.

root@Host-b-spokel:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100)

64 bytes from 192.168.100.100: icmp seg=1
64 bytes from 192.168.100.100: icmp seqg=2
64 bytes from 192.168.100.100: icmp seg=3
64 bytes from 192.168.100.100: icmp seqg=4
64 bytes from 192.168.100.100: icmp seqg=5

--- 192.168.100.100 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev =

5 received,

56 (84)

0% packet loss,
1.474/144.705/677.453/266.524 ms

bytes of data.
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

time=677 ms
time=23.9 ms
time=18.8 ms
time=1.47 ms
time=1.89 ms

time 4005ms

MpoBepbTe, UYTO Ha kpunTowsto3ax Hubl n Spoke1 ycTaHOBNEHO 3alumieHHoe IPsec coepuHenue. [Ons

3TOro BbINOSIHUTE KOMaHAy run sa mgr show U3 Cisco-like KOHCONWM KPUMTOLLIMIO30B.

Hubl-nl#run sa mgr show
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ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.100.100,500)=-(172.16.1.2,500) active 1928 1960

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn 440 440

Hubl-n2#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
Spokel#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.1.2,500)-(172.16.100.100,500) active 1960 1928

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 440 440

BuaHo, 4to mexay kpuntowwntosamm Hub1-n1 n Spokel yctaHoBneHO 3awuieHHoe IPsec coeauHenune. Ecnn
3TOro He NPOM30LLISIO, TO NpoBepbTe dhann XypHana (KomaHga run less /var/log/cspvpngate.log).
Mpn HeobxoaAMMOCTM yBENUYLTE YPOBEHb NTOTMPOBaHUA (KOMaHda logging trap debugging B KOHCOMM
cisco-like) n 3aHOBO MHULMMPYITE 3aLUMLLEHHOE COEQUHEHNE.

MpoBepka paboTbl MEXCETEBOro IKpaHa

[ns npoBepkM paboTbl MEXCETEBOIO 3KpaHa BhINOMHUTE NOCeAoBaTeNbHO creayowme KoMmaHabl us cisco-like
KOHCOINW KPUMTOLLISIO30B M NpOoaHanusmMpymnTe ux BbiBof.

Hubl-nl#run fwconn mgr show
Hubl-nl#run klogview -f FW,drop

[poBepka 0TKa30yCTOMYUBOrO peLleHuns

Painbl xxypHanos:

cepsBuc keepalived - /tmp/keepalived.log, /tmp/keepalived vrrp.log (Takke coaepxumoe
OaHHbIX fnor hannos NpUCyTCTBYEeT B /var/log/cspvpngate. log, Npedukc Keepalived).

cepBuc vpngate (IKE/IPsec) - /var/log/cspvpngate.log (ONS BKMAYEHUS pacLUMPEHHbIX nor
COODOLLIEHUI BbIMONTHUTE B KOHCONM Cisco-like komaHay logging trap debugging).

Yb6eautech, YTo ocHoBHas Hoga Hubl-n1 HaxoauTcs B cocTosiHuM Master, a pesepBHast Hub1-n2 B Backup,
ONS 3TOro BbINONHUTE cneyroLine KoMaHabl U3 KoHconu cisco-like:

Hubl-nl#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Master IPvi4
GigabitEthernet0/1 2 Master IPv4

Hubl-n2#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Backup IPv4
GigabitEthernet0/1 2 Backup IPv4

2. Yb6eputecb, YTO Ha OCHOBHOWM HoAe Hubl-nl ecTb MapLpyT No ymon4yaHuio Yepe3 Router1, a Ha pe3epBHON

Hoge Hub1-n2 yepes LAN agpec Hubl-n1:
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Hubl-nl#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is 172.16.100.1 to network 0.0.0.0
8 0.0.0.0/0 [0/0] via 172.16.100.1, Source is 172.16.100.100

[100/0] via 192.168.100.20
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.100.0 [0/0] is directly connected, GigabitEthernet0/0,
172.16.100.10
C 192.168.100.0/24 [0/0] is directly connected, GigabitEthernet0/1,

s 192.168.100.10
Hubl-n2#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

Source is

Source i

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.100.10 to network 0.0.0.0

Sk 0.0.0.0/0 [100/0] via 192.168.100.10
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.100.0 [0/0] is directly connected, GigabitEthernet0/0,
172.16.100.20
C 192.168.100.0/24 [0/0] is directly connected, GigabitEthernet0/1,

s 192.168.100.20

Source is

Source i

3. CmopgenupynTte 0Tka3 Ha OCHOBHOM Hoge Hubl-n1, Hanpumep oTKMouYMTe ceTeBon kabenb OT nHTepdenca

GigabitEthernet0/0 n ybegutecb, 4To pornb MacTepa nepewna k Hub1-n2:
Hubl-nl#show interfaces gigabitEthernet 0/0

GigabitEthernet0/0 is up, line protocol is down
Hardware address is 0050.569e.b06d
Internet address is 172.16.100.10/24
MTU 1500 bytes

Hubl-nl#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Fault IPv4
GigabitEthernet0/1 2 Fault IPv4

Hubl-n2#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Master IPv4
GigabitEthernet0/1 2 Master IPv4

4. Yb6eputecb, 4To IPSec TyHHenb Mexay pe3epBHOW Hodou knactepa Hubl-n2 v kpunTowwnto3om B counuane

Spoke1 ycnewHo yCTaHaBnMBaeTCA. [ns aToro BbINOAHUTE cneagywwmne OencTBus:
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4.1. Tyctnte Tpaduk ¢ yctponctBa Host-b-spokel Ha ycTpornctBo Host-b-hubl, koTopbIi [ormkeH
wncposaTtbes, Hanpuvep:

root@Host-b-spokel:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
---192.168.100.100 ping statistics ---

5 packets transmitted, 0 received, 100% packet loss, time 4086ms
root@Host-b-spokel:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seg=1 ttl=62 time=442 ms
64 bytes from 192.168.100.100: icmp seg=2 ttl=62 time=0.811 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=62 time=0.750 ms
64 bytes from 192.168.100.100: icmp seqg=4 ttl=62 time=0.756 ms
64 bytes from 192.168.100.100: icmp seqg=5 ttl=62 time=0.822 ms

--- 192.168.100.100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4056ms
rtt min/avg/max/mdev = 0.750/89.065/442.187/176.561 ms

BuaHo, yTOo nepBble 5 nakeToB OblNM MoTepsiHbl (Npu nepecTpoeHun IPsec TyHHens). [anee cBsi3b
BOCCTaHOBMINACh.

4.2. TlpoBepbTe Hannune IPsec TyHHenen Ha Hub1-n2 n Spoke1 (Ha Hubl1-nl IPsec TyHHenew He JOIMKHO
ObITh):

Hubl-nl#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
Hubl-n2#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
15 (172.16.100.100,500)-(172.16.1.2,500) active 1716 1788

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn 440 440

Spokel#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
14 (172.16.1.2,500)-(172.16.100.100,500) active 1788 1716

IPsec connections:
Num Conn-id (Local Addr,Port) - (Remote Addr,Port) Protocol Action Type Sent Rcvd
14 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 440 440

5. WcnpaBbTe NpuynHy oTkasa Ha ocHoBHOW Hoge Hubl-n1 un y6eguteck, 4To OHa nepeLluna u3 coctosHus Fault
B Backup, a Takke npoBepbTe Hanuyne mapLupyTta no ymondaHuio 4yepes LAN agpec Hub1-n2:

Hopa Hubl1-n1 He 3axBaTuT ponb Master (noka Hoga Hub1-n2 pabotocnocobHa), Tak Kak BbIKITHOYEH preempt
mode.

Hubl-nl#show interfaces GigabitEthernet 0/0

GigabitEthernet0/0 is up, line protocol is up
Hardware address is 0050.569e.b06d
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Internet address is 172.16.100.10/24
MTU 1500 bytes

Hubl-nl#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Backup IPv4
GigabitEthernet0/1 2 Backup IPv4

Hubl-nl#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.100.20 to network 0.0.0.0

G 0.0.0.0/0 [100/0] wvia 192.168.100.20
172.16.0.0/24 is subnetted, 1 subnets

C 172.16.100.0 [0/0] is directly connected, GigabitEthernet0/0, Source is
172.16.100.10
C 192.168.100.0/24 [0/0] is directly connected, GigabitEthernet0/1, Source i

s 192.168.100.10

BugHo, 4TO NnepekntoyeHne ¢ OCHOBHOM HOAbI HA pe3epBHYI0 oTpabaTbiBaeT KOPPEKTHO.
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MpunoxeHue

KoHdhmrypaumm kpuntowntosza Hub1-n1

1. KoHconsb cisco-like:

version 12.4

no service password-encryption

|

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

keepalive 3
keepalive retry-count 5

username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPZz9UCqdyy8/x
heIEbSmbTfMzmbQgqepMD6R1b18vVHTAFQt 94 9xNXzpRXWA9AZ/gCK70z. /
aaa new-model

hostname Hubl-nl
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp policy 2
encr gost
hash gost341112-256-tc26
authentication gost-sig

group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping

set policy 1

crypto isakmp profile OLD ALGS
match identity dn

set identity mapping

set policy 2

crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-4m-imit

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

object-group network SELF

remark WAN IP

host 172.16.100.100
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host 172.16.100.10
!
ip access-list extended IPSEC ACl1 HUB1 AND SPOKE1L
permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
|
ip access-list extended FW INPUT WAN
permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF
permit esp any object-group SELF
permit vrrp any host 224.0.0.18
|
ipv6e default filtering deny
|
1
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp
|
crypto map VPN 1 ipsec-isakmp
match address IPSEC ACl HUB1 AND SPOKE1
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set security-association mss-fix out
set peer 172.16.1.2
set pre-fragmentation
set dead-connection history off
1
interface GigabitEthernet0/0
ip address 172.16.100.10 255.255.255.0
ip access-group FW INPUT WAN in
crypto map VPN
ip inspect INSPECT out
vrrp 1 timers advertise 3
vrrp 1 timers garp 5
no vrrp 1 preempt
vrrp 1 ip 172.16.100.100 255.255.255.0
|
interface GigabitEthernet0/1
ip address 192.168.100.10 255.255.255.0
vrrp 2 timers advertise 3
vrrp 2 timers garp 5
no vrrp 2 preempt
vrrp 2 ip 192.168.100.1 255.255.255.0
|
interface GigabitEthernet0/2
no ip address
shutdown
|
1
ip route 0.0.0.0 0.0.0.0 192.168.100.20 100
|
1
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330
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ADA4F

quit
|

vrrp ip route 0.0.0.0 0.0.0.0 172.16.100.1 src 172.16.100.100

end

8901771632E0AOAF83

2. KoHdurypauma LSP:

# This is automatically generated LSP
#
# Conversion Date/Time: Tue Apr 9 15:00:38 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Tue Apr 9 15:00:38 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 192.168.100.20
Metric = 100

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

IKETransform crypto:isakmp:policy:2

(

CipherAlg = "G2814789CPRO1-K256-CBC-65534"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

2003-2025 «C-Teppa Culclln»

25



Bepcusa 5.0

Mpumep Ucnonb3oBaHNs

Pepakumns 1

RestrictAuthenticationTo = GOST SIGN

LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(
Transform* = ESPTransform
(
CipherAlg*
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN
Filters = Filter (

= "GR341215M-K288-MGM-33"

(

DestinationIP = 172.16.100.100

ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW_INPUT_WAN"
)
Filter (

DestinationIP = 172.16.100.10

ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW_INPUT_WAN"
)
Filter (

DestinationIP = 172.16.100.100

ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_INPUT_WAN"
) s
Filter (

DestinationIP = 172.16.100.10

ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_INPUT_WAN"
) s
Filter (

DestinationIP = 172.16.100.100

ProtocolID = 1
Action = PASS
LogEventID = "FW_INPUT_WAN"

)
Filter (

DestinationIP = 172.16.100.10

ProtocolID = 1
Action = PASS
LogEventID = "FW_INPUT_WAN"

) r
Filter (

DestinationIP = 172.16.100.100

ProtocolID = 50

Action = PASS

LogEventID = "FW_INPUT_WAN"
)
Filter (

DestinationIP = 172.16.100.10
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ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.100
ProtocolID = 112
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.10
ProtocolID = 112
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)y
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)y
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPv6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
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IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 172.16.1.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 10

IPsecAction IPsecAction:VPN:1
(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC_ACl HUB1 AND SPOKEL"

NetworkInterface (
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LogicalName = "GigabitEthernet0/0"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

3. [paBuna iptables:

iptables -N NO SOURCE NAT -t nat
iptables -N SOURCE NAT -t nat

iptables -I POSTROUTING -t nat -j NO SOURCE NAT -m comment --comment 'pass traffic to
chain to bypass source NAT'

iptables -A POSTROUTING -t nat -j SOURCE NAT -m comment --comment 'pass traffic to
chain to do source NAT'

iptables -t nat -A NO SOURCE NAT -m mark --mark 0x8000000/0x8000000 -j ACCEPT -m comment
—-—comment 'local IKE packets'

iptables -t nat -A NO SOURCE NAT -m mark --mark 0x40000000/0x40000000 -3j ACCEPT -m
comment --comment 'local ESP/NAT-T packets'

iptables -t nat -A NO SOURCE NAT -p 112 -j ACCEPT -m comment --comment 'local VRRP

packets'

iptables -t nat -A NO_SOURCE NAT -s 192.168.100.0/24 -d 192.168.1.0/24 -j ACCEPT -m
comment —--comment 'traffic which must be protected by IPsec'

iptables -t nat -A SOURCE NAT -p udp --sport 500 -o eth0 -j SNAT --to-source

172.16.100.100:40500-40540 -m comment --comment 'transit IKE packets'

iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o eth0 -j SNAT --to-source
172.16.100.100:44500-44540 -m comment --comment 'transit ESP/NAT-T packets'

iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o eth0 -j SNAT --to-source
172.16.100.100

KoHdmrypauum kpuntowntosa Hub1-n2

4. KoHconsb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6SRiWz4IVm$SgMp6sbpYnTfSUxuadPZ9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9xNXzpRXWA9dZ/gCK70z . /
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aaa new-model

hostname Hubl-n2
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

crypto isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig
group vko2

crypto isakmp policy 2

encr gost
hash gost341112-256-tc26
authentication gost-sig
group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping
set policy 1

crypto isakmp profile OLD ALGS
match identity dn

set identity mapping

set policy 2

crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-4m-imit

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

object-group network SELF
remark WAN IP

host 172.16.100.100

host 172.16.100.20

ip access-list extended IPSEC ACl HUB1 AND SPOKE1l

permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255

ip access-list extended FW_ INPUT WAN

permit
permit
permit
permit

permit
|

udp any object-group SELF eq isakmp

udp any object-group SELF eq non500-isakmp
icmp any object-group SELF

esp any object-group SELF

vrrp any host 224.0.0.18

ipv6e default filtering deny

ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp

crypto map VPN 1 ipsec-isakmp
match address IPSEC AC1 HUB1 AND SPOKE1
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set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off

|
interface GigabitEthernet0/0

ip address 172.16.100.20 255.255.255.0

ip access-group FW INPUT WAN in

crypto map VPN

ip inspect INSPECT out

vrrp 1 timers advertise 3

vrrp 1 timers garp 5

no vrrp 1 preempt

vrrp 1 priority 50

vrrp 1 ip 172.16.100.100 255.255.255.0

|

interface GigabitEthernet0/1

ip address 192.168.100.20 255.255.255.0

vrrp 2 timers advertise 3

vrrp 2 timers garp 5

no vrrp 2 preempt

vrrp 2 priority 50

vrrp 2 ip 192.168.100.1 255.255.255.0

|

interface GigabitEthernet0/2

no ip address

shutdown

1

1

ip route 0.0.0.0 0.0.0.0 192.168.100.10 100

|

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAF83

quit
!
vrrp ip route 0.0.0.0 0.0.0.0 172.16.100.1 src 172.16.100.100

end

5. KoHourypauusa LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Tue Apr 9 15:03:13 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Tue Apr 9 15:03:13 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreservelIPsecSA = FALSE
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RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 192.168.100.10
Metric = 100

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GrouplID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

IKETransform crypto:isakmp:policy:2

(

CipherAlg = "G2814789CPRO1-K256-CBC-65534"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FWiINPUT7WAN (
Filters = Filter (

DestinationIP = 172.16.100.100
ProtocolID = 17
DestinationPort = 500

Action = PASS

LogEventID = "FW INPUT WAN"
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) s
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.100
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.100
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.100
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.100
ProtocolID = 112
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 112
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
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IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPveoDefault (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS
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IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 17
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IPsecAction IPsecAction:
(

TunnelingParameters
PeerAddress = 17
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

MSSFixOutgoing = TRU

DFHandling = COPY

IKERule = IKERule:VP

FilterChain IPsecPolicy:
Filters = Filter (
ProtocolID = 17
500

SourcePort

Action = PASS

PacketType = LOC
)

Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC AC1 HUB1 AND SPOKE1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = Filter
OutputFilter = Inspe
IPsecPolicy = IPsecP

NetworkInterface (
LogicalName = "Gigab
InputFilter = IPv6De
OutputFilter = IPv6D

NetworkInterface (
LogicalName = "Gigab
InputFilter = IPv6De
OutputFilter = IPv6D

)

6. [lMpaBuna iptables:

2.16.1.2
sakmp:policy:1

= GOST:Sign:NEW ALGS
= GOST:Sign:NEW ALGS
=3

=2

=5

= 10

VPN:1
= TunnelEntry (
2.16.1.2
= ENABLE
( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
ory = TRUE

E

N:1

VPN (

, 4500

AL UNICAST, LOCAL MISDIRECTED

Chain:FW_INPUT WAN
ctChain:INSPECT
olicy:VPN

itEthernet0/1"
fault
efault

itEthernet0/2"
fault
efault

iptables -N NO SOURCE NAT -t nat
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iptables -N SOURCE NAT -t nat

iptables -I POSTROUTING -t nat -j NO SOURCE NAT -m comment --comment 'pass traffic to
chain to bypass source NAT'

iptables -A POSTROUTING -t nat -j SOURCE NAT -m comment --comment 'pass traffic to
chain to do source NAT'

iptables -t nat -A NO_SOURCE NAT -m mark --mark 0x8000000/0x8000000 -j ACCEPT -m comment
—-—comment 'local IKE packets'

iptables -t nat -A NO SOURCE NAT -m mark --mark 0x40000000/0x40000000 -3j ACCEPT -m
comment --comment 'local ESP/NAT-T packets'

iptables -t nat -A NO SOURCE NAT -p 112 -j ACCEPT -m comment --comment 'local VRRP

packets'

iptables -t nat -A NO SOURCE NAT -s 192.168.100.0/24 -d 192.168.1.0/24 -j ACCEPT -m
comment —--comment 'traffic which must be protected by IPsec'

iptables -t nat -A SOURCE NAT -p udp --sport 500 -o eth0O -j SNAT --to-source

172.16.100.100:40500-40540 -m comment --comment 'transit IKE packets'

iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o eth0 -j SNAT --to-source
172.16.100.100:44500-44540 -m comment —--comment 'transit ESP/NAT-T packets'

iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o eth0 -j SNAT --to-source
172.16.100.100

KoHchurypaumm kpuntowntosa Spoke1

1. KoHconsb cisco-like:

version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3

crypto isakmp keepalive retry-count 5

username cscons privilege 15 secret 5
S6SRiIWz4IVMSgMp6sbpYnTfSUxuadPZ9UCq4yy8/xheIEbSmbTfMzmbQgqepMD6R1b18vVHTAFQt 94 9XNXZpRXW
A9dZ/gCK70z./

aaa new-model

|

1
hostname Spokel

enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

|

|

|

|

|

|

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|

crypto isakmp profile NEW ALGS

match identity dn
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set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|
object-group network SELF

remark WAN IP

host 172.16.1.2

!
ip access-list extended IPSEC ACl1 HUB1 AND SPOKE1L
permit ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255
|
ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

|
ipv6e default filtering deny

|

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto map VPN 1 ipsec-isakmp

match address IPSEC AC1 HUB1 AND SPOKE1

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer 172.16.100.100

set pre-fragmentation

set dead-connection history off

|

interface GigabitEthernet0/0

ip address 172.16.1.2 255.255.255.0

ip access-group FW_INPUT WAN in

crypto map VPN

ip inspect INSPECT out

no shutdown

|

interface GigabitEthernet0/1

ip address 192.168.1.1 255.255.255.0

|

interface GigabitEthernet0/2

no ip address

shutdown

|

ip route 0.0.0.0 0.0.0.0 172.16.1.1

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAF83

quit
|
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end

2. KoHdurypauma LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Jan 11 10:45:58 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Jan 11 10:45:58 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.1.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(
CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg "GR341112 256TC26-65128"
GroupID = VKO2 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.1.2
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ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
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DistinguishedName = USER SPECIFIC DATA

FilterChain IPvéDefault (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocallD = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 10

IPsecAction IPsecAction:VPN:1
(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY

IKERule = IKERule:VPN:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)
Filter (
SourceIP = 192.168.1.0/24
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