Bepcusa 5.0 Mpymep ncnonb3oBaHUA Pepakums 2

NMocTpoeHue L2 VPN TyHHena mexpay
HecKonbkumu wnro3amm «C-Teppa LLUnto3
DP» B TONnonoruu 3aBe3aa

HacTtoswmn gOKyMEHT COaepKMT onucaHne cnocoba COBMECTHOrO ncnonb3oBaHus MpoayktoB komnadun OO0
«C-Teppa Cudcln» n MNpoaykToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3clln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLErO CLieHapu1s B YacTu HacTpoek MNpoayKTos
KomnaHuu. YnomumHaHve HanMeHOBaHWN, NPOAYKTOB, TOProBbiX MapOK TPETbUX OpPraHn3auuin UCKIMIOYUTENBbHO
HecbopMarnbHO N He sIBNsieTcs nogaepkkon, pekomengaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-nNMbo OTBETCTBEHHOCTM B OTHOLUEHUM paboTOCMOCOOHOCTU U UCMONb30BaHMA 3Tux [MpoaykToB.
[okyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblil MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSIMU-MHTErpaTopamm, npu paspaboTke CO6CTBEHHbIX PELUEHU.

PeweHus, paspaboTtaHHble Ha 6ase JaHHOMO CueHapusi, MOryT NPUMEHATBCA B AENCTBYOWMX ceTax/cncremax
TOMbKO MOCIe TECTOBOW U/MNK ONbITHOW 3KCNyaTauuu.

BBeaeHue

[aHHbIN cueHapui onucbiBaeT HacTpownky «C-Teppa LUntio3 DP» gns Ge3onacHoro B3anmogenctsus mexay
3awmaemMbiMm NOACETAMU LieHTparnbHoOro ouca u punmanos Ha BTopoM ypoBHe mogenn OSI (L2 VPN).

3awmwaemble nogcetn B LAN cermeHte n HegoBepeHHble noacetu B WAN cermeHTe — IPv4. ObecneyeHne
©e3onacHoro B3aMMOAEeNCTBMSA AOCTUraeTcst NyTeM LWMEPOBaHMSA U TYHHENMPOBaHUA Tpaduka ¢ NPUMEHEHNEM
oTedecTBeHHbIX oTpacneBbix ctaHgaptoB NOCT u npotokona IPsec. besonacHoe B3aumopgencrene mexagy
3auaeMbiMy NOACETSIMU (PMNManoB OCYLLECTBISETCS Yepes KpMNTOLLMO3 LieHTpanbHoro oduca.

Bce octanbHble coeguHeHus Ha TpeTbeM ypoBHe mogenu OS| ot/Ha «C-Teppa LUno3 DP» paspelueHbl, HO
3awmwartbes npu nomowm IPsec He ByayT.

B pamkax gaHHoro cueHapus ans ayteHTudukaumm naptHepbl 6yayT ncnonb3oBath ceptTudmkaTel. B kavectse
KpunTonpoBaraepa OyaeT ucrnonb3oBaHa Kpuntorpaduyeckas 6ubnuoTteka, pa3paboTaHHas komnaHuen «C-
Teppa Cudcluy. Kpuntowntosbl — «C-Teppa LWnto3 DP» Bepcun 5.0.

NpeaBapuTenbHble TpeboBaHUs
TpeGoBaHUsA K MaTePUanbLHO-TEXHUYECKOMY 06ecneyeHuno

Ons nepeHoca 3anpocoB M cepTUUKATOB MEXAY KPUMTOLLM3aMu WM LEHTPOM BbiMyCka cepTUdUKaTOB
Tpebyetcsa USB Flash HakonuTens.

TpeboBaHuA K KBanudmkauum agMUHMCTpaTopa

AOMuHMCTpaTop pJorkeH obnagatb OOWWPHBIMKA 3HaHMAMKM B obnactM ceTeBoW UHGOPMAaLMOHHON
B6esonacHoCTW, MMeTb OnbIT paboTbl C aHanornyHelM 0bopyaoBaHuemM/nporpaMMHbIM obecneyeHmem, 3HaTb U
noHumaThb criegytowme TexHonorum n npotokonsl: PKI, IPsec, routing, switching.

AOMUHMCTPaATOp OOMKeH ObiTb O3HaKoOMIMeH co cueHapvem «OpraHmsaums 3allMLLEeHHOro B3avMOOENCTBUSA
mMexay MOACEeTAMW LeHTpanbHoro oduca u dunuanos nocpeactsom IPsec VPN TyHHensa (nmpotokon IPv4)».
[anee no TekcTy OH OyaeT Ha3biBaTbCA 6A30BbIM CLiEHapUEM.

AOMUHUCTPATOP OOJKEH ObITb 03HAKOMIEH co cueHapuem «lMoctpoeHune L2 VPN TyHHenst mexay aByms «C-
Teppa LWnto3 DP».

TpeboBaHuA K UHpPaCTPYKType

1. TpeboBaHus K yCTpONCTBaM.
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1.1. «C-Teppa Wnto3 DP».

1.1.1.

YctponictBa «C-Teppa LWnio3 DP» pomkHbl ObiTb UHULMaNM3MpoBaHbl (nogpobHee Ha
http://doc.s-terra.ru pasgen C-Teppa LWnw3 DP -> C-Teppa Wnw3 DP <eepcus> ->
«MogkntoueHne Al u nHmumanusauus MK C-Teppa Wno3 DP Ha BbIMMCAUTENbBHBIX CUCTEMAX
apxutekTypbl Intel x86-64»).

1.2. LleHTp Bbinycka cepTudukaTos.

1.2.1.

1.2.2.

1.2.3.

HomkeH ObITb HACTPOEH LeHTP BbiMycka cepTudmkatoB (yOOCTOBEPSIOWMA LEeHTp, Aanee YLI)
ansa IPsec. Yctponctso ¢ umeHem Certification-authority Ha cxeme.

[na Bbinycka uMdpPOBbLIX CepTUPUKATOB [OMNYyCKaeTcs ucnonb3oBaHue BcTpoeHHoro B OC
Windows Server 2016 (uwnmn HOBee) YAOCTOBEPSIOLLErO0  LIEHTpa COBMECTHO C
ceptuduumnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

[na TecToBbIX Lene MOXHO ucnonb3oBatb TecToBbin YL oT «Kpuntollpo» (Be6-uHTepdenc:
https://www.cryptopro.ru/certsrv/certrgxt.asp). nméo yTunuty ca-tool, BxogsLLyto B COCTaB nakeTa
auxiliary-tools (naket auxiliary-tools npegHasHayeH gns ycraHoBkM Ha «C-Teppa LUnto3» 5.0,
OOKyMeHTaumst Ha ca-tool npuBegeHa B uHCTpykumm «LleHTp Bbinycka TtectoBbix [OCT
cepTudukatoB and IPsecy», OKyMeHTauuio 1 nakeT MOXHO 3arpyautb Ha noptane https://doc.s-
terra.ru).

Kateropmyeckn 3anpeweHo ucnonb3oBaHme TectoBoro YL ot «Kpuntollpo» B
Npon3BOACTBEHHOW (6OEBON) 3KCMyaTauun, Tak Kak B JaHHOM Cllydae OTCYTCTBYET BO3MOXHOCTb
KOHTpONMpoBaTb MpOLEecC BbiNycka CcepTUUKAaTOB U, COOTBETCTBEHHO, NpoUeaypy
ayTeHTudmkaumm.

1.3. HTTP cepsep ansa pacnpocTpaHeHus CNMcKa OTO3BaHHbIX CepTUDMKATOB.

1.3.1.

dyHkumoHupyowmn HTTP cepBep Ans pacnpocTpaHEeHWsi CNncka OTO3BaHHbLIX CepTUdUKATOB
(COCQC). Ycrpowctao ¢ umeHem CRL-distribution-point Ha cxeme. Ecnu no 06 bEKTUBHBIM NpUYMHaAM
ucnonb3oBaHne COC He npeacTaBnsaeTcsi BO3MOXHbIM MM He Tpebyetcs, To nposepky COC
MOXHO oTKntounTb B CLI «C-Teppa LUnto3 DP» (npu cobniogeHun npasun Nonib30BaHUS).

[ocTtaBka HOBOro cnucka OTO3BaHHbIX CEpPTUUKATOB C yaoocToBepsowero ueHtpa Ha HTTP
cepBep AOIMKHA NPOMCXOAUTb 3abraroBpeMeHHO, 4O UCTEYEHNST CpoKa AENCTBUSA NpeablayLLero
cnucka.

2. TpeboBaHus K CeTeBOMY B3anMOOeNCTBHIO.

2.1. Mexagy kpunToLwno3amm AormkHa OblTb o6ecneyeHa IP cBA3HOCTE.
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O6was noruka paboThbl

1. Pa3smelueHne yCTPONCTB.

1.1. B ueHTpanbHOM oduce pasMellalTcs: UeHTp Bbinycka ceptudukatoB (Certification-authority),
kpuntowno3 «C-Teppa LWnwo3 40G» (Hub1), kommyTtaTtop (Int-switchl-Hubl) v nepcoHanbHbIl
komnbtoTep (Host-b-hubl).

1.2. B dwnunanax pasmewatorcs: kpuntownosbl «C-Teppa Lno3 10G» (Spoke1 u Spoke2) un
nepcoHarnbHble koMnbtoTepbl (Host-b-spoke1 n Host-b-spoke2).

1.3. B HekoHTponupyemMomMm cermeHte (cuHee obnako Ha cxeme) pasmellatotcs: HTTP cepsep ans
pacnpocTpaHeHusl cnmcka OTo3BaHHbIX ceptudukatoB (CRL-distribution-point) n mapwpyTtusatop
(Routerl).

2. TlopgkntoveHue kK cetn NHTepHeT.
B npaHHOM cueHapuun ana amynauumn cetn MHTepHeT ncnonb3yotca mapLupyTtusaTtop Routerl.

MoakntoueHne k cetn VIHTepHeT Ha ycTporictBax «C-Teppa LUnto3 DP» GyaeT cunmtatbes ycnewHbIM, ecnv
no npotokony ICMP (nnu «ping») 6yget goctyneH HTTP cepsep Ansa pacnpocTpaHeHusi CMcka OTO3BaHHbIX
cepTndukaToB (yctporictBo CRL-distribution-point Ha cxeme).

2.1. Kpuntowno3 Hub1 nogkniovaetca k cetu HTEpHET C MOMOLLbIO CTaTUYECKON MapLlpyTu3aumm
(MapwpyT no ymonuyaHuto 4epe3 Maplpytusatop Routerl). [Onsi koppektHon pabotel WAN
nHTepdencol kpuntowno3a Hub1 gomkHbI HAXoOWTbLCA B pasHbIX LUMPOKOBELLATENbHbBIX AOMEHax
(Hanpumep, kak Ha cxemMe cTeHga unm B pasHbix VLAN cermeHTax).

2.2. Kpuntownto3 Spokel nogkntovaetca K cetu MHTepHeT C NMOMOLLbI CTaTUYECKOW MapLupyTu3aumm
(MapLpyT No ymonyaHuto Yepes mapLupytmsatop Routerl).

2.3. Kpuntownto3 Spoke2 nogkniovaetca Kk cetn MHTepHeT C MOMOLbI CTaTUYECKOM MapLupyTusauuu
(MapLpyT No ymonyaHuto Yepes mapLupytmsatop Routerl).

3. L2 VPN/L3 VPN.

O6Lwue cBeneHus

BobicokonpoussoantenbHbln L2 VPN peanusyetca camum [Npogyktom «C-Teppa LUnw3 DP». [MaBHoe
otnuune «C-Teppa Wnto3 DP» oT moaynsa «C-Teppa L2», KOTOpbIN peanu3yeT aHanornyHbli yHKUMOHan,
— 3TO NPOU3BOAMUTENBLHOCTL WKUGPOBAHUS, KOTopasa MoxeT gocturaTb 100 Gbit/s. Takke BaXHO NoHUMaTb,
YTO 3awmLLaembli npy nomolwwm «C-Teppa LUnto3 DP» TpaH3uTHbIN L2 Tpaduk He MoxeT bbiTb 06paboTaH
TCP/IP cTekoM onepaunvoHHOW CUCTEMbI (Hanpumep, Henb3s MPUMMEHUTb K TakoMmy Tpaduvky npasuna
iptables).

Ha atane BBoga B akcnnyataumio «C-Teppa Lnto3 DP» Hy>XHO onpegenuTb Kakon n3 ceTeBbIX MHTEPMENCOB
OyaeT nogknioyeH k gosepeHHon cet — LAN, a kakomn k HegosepeHHon — WAN (npy HEOBXOAMMOCTN MOXeT
ObITb Heckonbko nap LAN/WAN uHTepdericos).

Jloruka obpaboTtka dpenimMmoB/nakeToB

«C-Teppa LUnto3 DP» obpabaTbiBaeT hpenmMbl/nakeTsl cnegyowmm obpasom. Bece dperimbl, nocTynmBeLLme
Ha LAN wmHTepdenc, ynakoBbiBaloTCA B nakeTbl npoTokona EtherlP (npotokon 97), panee aTu nakeTbl
3aWndpoBbIBAIOTCS B COOTBETCTBUM C MOMMTUKOW GesonacHocTu u otnpasnsiotca ¢ WAN uHTepdpeiica
(naketel ¢ LAN wuHTepdenca He moryT nonactb B TCP/IP ctek OC). lMakeTbl, noctynuewme Ha WAN
nHTepdenc, AenaTtca Ha Ase rpynnel. K nepeBon rpynne 0THOCATCSA TpaH3UTHbIE 3alumngpoBaHHble nakeTs! L2
VPN, oHu paclmndpoBbiBatoTca U oTrnpaensaoTca ¢ LAN nHtepdeinca, AaHHbIe NakeThbl HAKOrA4a He nonagatoT
B TCP/IP ctek OC. Ko BTOpOW rpynne OTHOCATCS NakeTbl, KOTopble npeaHasHayeHbl B TCP/IP ctek OC, kak
npaBunno — 370 3awmndposaHHbin Tpaduk (L3 VPN) ana yaaneHHoro ynpasneHusa «C-Teppa W3 DP» un
OTKPbITbIN TpaduK (C HEKOTOPbIMU UCKIIOYEHUAMMN Npu paboTe kpunTowwnosa 3a NAT).

Jlornka HacTponku wndpoBaHusa
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Bepcusa 5.0 Mpymep ncnonb3oBaHUA Pepakums 2

HacTtpovika wungposaHua Tpadurka nponsBoanUTCS B ABa 3Tana. 3Tan nepBbln — HacTpownka L2 yactn (nnbo
data plane), koTopas 4acTUYHO OCyLlecTBNnsieTca B npouecce uHuumanu3auum «C-Teppa LWnwo3 DP»
MacTepom HaCTpPOEK, nmbo NOJSTHOCTbIO yepes KOH(pMrypaLumoHHbIN dann
/opt/VPNagent/etc/ipsm dpdk.cfg. Ha BTOpom aTane HacTpauBaeTcs nonutuka 6e3onacHocTu yepes
KoHconb cisco-like.

Ona wudpoBaHma TpaH3utHOro L2 Tpadmka (L2 VPN) KpunTo-KapTy HYXHO NPUKPENnsaTb KO BCEM
creumanbHbIM MHTepdericam, KOTopble UMEKT UMSI DP<N> (AaHHble MHTepdelicbl NO CyTN ABMAKOTCA SapaMm
npoueccopa). Npumep:

interface DPO

crypto map L2VPN

crypto ipsec stream-id 1000
|

interface DP1

crypto map L2VPN

crypto ipsec stream-id 1001
I

1
interface DP44
crypto map L2VPN

crypto ipsec stream-id 1044
|

[ns opraHm3daumm 3awmnTbl yaaneHHoro ynpasneHus «C-Teppa LUno3 DP» (L3 VPN) kpynTo-KapTy HY>HO
NPUKPENNATb K UHTEPEENCY, KOTOPbIV MMEeT UMS vEthernet<N> U cooTBeTcTBYeT WAN. Mprmep:

interface vEthernetO
crypto map L3VPN
ip address 172.16.1.2 255.255.255.0

mtu 9000
1

Ecnu ans ynaneHHoro ynpasnexus ncnonbsyetca «C-Teppa Knmnent» nog Windows ¢ IKECFG agpecom, To
B KauyecTBe 3awwmwiaemoro Mgmt agpeca «C-Teppa LWnw3 DP» Henb3s ykaseiBaTb IP agpec Ha WAN
nHtepgence. Cosgante anga atoro Ha «C-Teppa Wnto3 DP» nubo loopback nHtepdenc, nubo HasHaubTe
agpec Ha cBoboaHbIN ceTeBOM UHTepdpenc (BbinonHaeTcs cpeacteamu OC).

4. TlapameTpbl MEXCETEBOIO 3KPaHUPOBaHMSI.
[ns nakeToB NpMMEHSIIOTCA creytoLiue npasuna unbTpaumu:
4.1. Ha LAN uHTepdericax VEthernetl (noptel L2) IPv4 1 IPv6 Tpaduk He KOHTPONUpPyeTCs.
4.2. Ha WAN uHTepdericax VEthernetO paspelueH sxogsawmn IPv4 Tpadumk:
4.2.1 Tpotokon UDP noptbl 500 1 4500 — gns IKE n NAT-Traversal (ESP in UDP).
4.2.2 [potokon ICMP — ans npoBepku AOCTYMHOCTU KPUNTOLLMO3a 1 paboTbl MmexaHnama PathMTUd.
4.2.3 T[potokon ESP (Homep 50) — ansa pabotsl IPsec.

4.2.4 Becb TCP n UDP Tpaduk, And KOTOPOro ecTb ucxopsilee coeamHeHue (3TO AMHaMuUyeckue
npasuna, KoTopble co3fatoTcs npu nomolum stateful puneTpauun).

4.3. Ha WAN uHTepdericax VEthernetO IPv6 Tpadumk 3abnoknposaH.

4.4. Ha WAN wnHTepdeincax VEthernetO nHcnekTupyroTcs Bce ncxogsime rnokanbHble U TpaH3utHele IPv4
coeavHeHua ana  npotokonoe TCP wn UDP. Ha ocHoBe pe3ynbTaToB WHCMNEKTUPOBAHUS
OCYLLIECTBMSIETCS (hUNbTpaLmsa BXogsLLEro Tpadumka ¢ y4eToOM COCTOsAHMSA ceccunm (stateful).

4.5. Ha DP nHTepdencax paspelueH sxoaawmin IPv4 tpaduk:

4.5.1 [potokon ESP (Homep 50) — gnsa pabotel IPsec.
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4.5.2 Tlpotokon UDP nopt 4500 — NAT-Traversal (ESP in UDP).
4.6. Ha DP unHTepdencax IPv6 Tpadumk 3abnokmpoBaH.

4.7. Ha Bcex ocTanbHblX WHTepdencax, He 3agencTBoBaHHbIX B L2, IPv4 u IPv6 Tpadwuk He
KOHTponupyeTcs.

MapameTpbl 6e30nacHOro B3anmMoaencTeus.

Becb Tpaduk Ha BTOpoM ypoBHe Mogenun OSI nogcetn 192.168.100.0/24, koTopbi nNepepaeTcsa mMexay
LUeHTpankeHbIM omcom 1 unuanamu 3awmiaeTca ¢ ucnons3osaHnem anroputmoB TOCT u npoTtokona
IPsec B TpaHCNOPTHOM pexume, Tpaduk ynpaenenus (L3 VPN) — B TYHHENbHOM peXxuMe.

VMHnuumnpoBaTh 3alluLLIEHHOE COeaMHEHNE MOXET Kak Tpaduk n3 cunmana B UEHTp, Tak U HaobopoT, u3
ueHTpa B dounuan.

5.1. TMapameTpbl npoTtokona IKE:
e AyTeHTudUKaUMs npu NOMoLLM LMdpPOoBbIX cepTudukatos, anroputm noanucn — FOCT P 34.10-
2012 (kntou 256 6uT);
o Anroputm wundpposanug — FOCT P 34.12-2015 Marma (knto4 256 6uT);

e AnropuTm BblumcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e Anroputm BblpaboTkM obuwiero kmoda  (aHanor  anroputMa  Oudpdu-Xennmana) —
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

5.2. TMapameTpbl npotokona ESP ansa L2 VPN:

o  KombBWHMPOBaHHKIN anropuTM WNGPOBaAHNS U UMUTO3aWwmThl (KOHTpOnb uenoctHoctn) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

5.3. TNapameTpbl npotokona ESP ansa L3 VPN:

o KombuHMpOoBaHHbIN anropuTM WNPOBaHNS U UMUTO3aWwnTbl (KOHTpOnb uenoctHoctn) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

Hactponka cteHpa

a > w0 nNpoPRE

N

A .

Hactponka yctponcrtea Router1

Hactpowrte IP agpec — 172.16.100.1 1 macky — 255.255.255.0 Ha ceTeBoM UHTepdence ens192.
Hactpovite IP agpec — 172.16.101.1 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcbelrice ens193.
Hactpovite IP agpec — 172.16.1.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepdperice ens224.
Hactpovite IP agpec — 172.16.2.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepdperice ens256.

Paspeluunte npoxoxaeHue IP Tpaduka.

Hactpowka yctpounctea Host-b-hub1

Hactpovite IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdEnce.
PaspewuTe npuem n otnpasky ICMP nakeTos.

Hactponka yctponctea Host-b-spoke1

Hactpowite IP agpec — 192.168.100.101 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

Paspeluunte npuem n otnpaeky ICMP nakeTos.

Hactponka yctpounctea Host-b-spoke2

Hactpowite IP agpec — 192.168.100.102 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

Paspeluunte npuem n otnpaeky ICMP nakeTos.
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Hactpouka kpunTtownto3a Hub1

HacTtporika 6yaeTt nponcxoamTb NoKanbHO Npy NOMOLLM KOHCONBHOIO NOAKMIOYEHUS.

HacTpowika MoXeT OCyLLeCTBNATLCA M yaaneHHo (no SSH), HO UCKMYNTENBbHO MO JOBEPEHHOMY KaHary CBSI3W.
[oBepeHHbIM KaHaNoM CBA3U MOXET CHUTATLCH KaHan B npeaernax KOHTPONMpyeMon 30HbI B CnydYae OTCYTCTBUIS
B HeM HapywwuTens. [JOBEepeHHbIM KaHarioM CBHA3M TaKkKe CYMTaeTcs KaHarn, 3alULLiEeHHbIA Mpu MOMOLLM
npoTokona IPsec.

HavanbHble HaCTPONKM

[ata n Bpems Ha Bcex kpuntowno3ax M YL, gomkHbl OblTb OOWHAKOBBLI, TaK Kak ANs ayTeHTudukaumun
ncnonb3yTcsa UMdpoBble cepTudukaTbl, B KOTOPbIX 3addMKCUMPOBaHbl AaTta M BPeMsi Havana ux OEeNCTBUS U
OKOHYaHwus. Takke OOMHAKOBbIE AaTa U BPeEMsI Ha BCel MHApaACTPyKType obnerdyarT NOMCK HeMcnpaBHOCTEN MO
nor-chavnam.

1. Bongute B CLI pasrpaHmyeHnst goctyna. [Ang a1oro, nocne nosiBNneHnst CoooLeHns:

S-Terra administrative console

BBeauTe norvH 1 naponb ans CLI pasrpaHnyeHns goctyna:

Monb3oBaTtesnb M Napofib NO YMOMYaHUIO: administrator, s-terra. OBA3aTeNbHO CMEHUTE Naponb Ans
nonb3oBaTend administrator NPU NOMOLLM KOMaHAbl change user password

login as: administrator

administrator's password:
G o o i o

System is not initialized. Please run "initialize" command to start initializat

ion procedure.
B i i

administrator@sterragate]

2. YcraHoBMTE MpaBuibHbIN TUN TepMyHana (Ansa putty TUN TepMuHana xterm) U Tpebyemyro WnpuHy (Ans
yaobcTBa paboTbl), HanpumMep:

administrator@sterragate] terminal terminal-type xterm
administrator@sterragate] terminal width 150

3. YCTaHOBMUTE HY>XHYIO BPEMEHHYIO 30HY U NpaBWilbHble AaTy M BPpEMS Ha KPpUMNTOLUMO3E, UCTMONb3YS KOHCOIb
linux bash. [Ina aToro BeINONHUTE cnegytowue KoOMaHapl.

3.1. Bongure B linux bash.
administrator@ sterragate]system
Entering system shell...

3.2.  YCTaHOBUTE HYXXHY BPEMEHHYIO 30HY:

root@sterragate:~# dpkg-reconfigure tzdata

3.3. TpoBepbTe Npu NOMOLLM KOMaHAbl date ATy U BPEMS U €CNN OHU HenpaBWibHble TO, YCTaHOBUTE
BEpPHble 3HadyeHus (popmMaT — MecsL/aeHb/rof Yacbl:MUHYThI):

root@sterragate:~# date -s "22/10/2024 12:32"

Tue Oct 22 12:09:30 MSK 2024

4. YcTaHOBUTE HafeXHbI naponb AN nonb3oBaTens root (Mod AaHHbIM Nonb3oBaTefieM OCyLlecTBrseTcs
poctyn no SSH B linux bash):
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root@sterragate:~# passwd

Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully

5. Bbingute u3 linux bash obpatHo B CLI pa3rpaHnyenns goctyna:

root@sterragate:~# exit

logout
Leaving system shell...
administrator@sterragate]

6. BanycTtute npoueaypy vHuumanu3auum, B npoecce Kotopomn dyaeT 3anyLlueH Mactep HavanbHbIX HACTPOEK
L2 (data plane):

6.1.

6.2.

6.3.

6.4.

administrator@sterragate] initialize

MpongnTte nHmumanuaaumo 6uonormyeckoro ACH, Haxxumas npeanaraemMble KnaBULLIN:

Progress: [****x*xxkx ]
Press key: 1

Beegute nuueHsuio Ha MNMpoaykt GATEDP:

You have to enter license for S-Terra Gate DP
Available product codes:

GATE

GATEDP

MVPN

Enter product code: GATEDP

Enter customer code: Customer

Enter license number: 1XX

Enter license code: 50XXX-XXXXX- XXXXX - XXXXX - XXXXX

Your license:
CustomerCode = Customer

ProductCode = GATEDP
LicenseNumber= 1XX
LicenseCode = 50XXX-XXXXX- XXXXX - XXXXX - XXXXX

Is the above data correct? Yes

INFO: License accepted

FHEHH AR A AR A R R R R
TR i i

ssh-keygen: generating new host keys: RSA ECDSA ED25519

INFO: SSH server was successfully enabled and started

Ha Bonpoc BkntoyaTb N1 MapLpyTusauuio naketos |IPv6 0TBETUTb OTpULATENBHO (no):
Would you like to enable IPv6 forwarding? [No] no

INFO: IP forwarding status:
INFO: IPv4: enabled
INFO: IPv6: disabled.

HaxmuTte Enter, nocrne 4ero 3anycTutcs macTep HauvanbHbix HacTpoek L2 (data plane). OaHHbiv
mMacTep uaMeHsieT ann /opt/VPNagent/etc/ipsm dpdk.cfg, KOTOPbIA WCMOMb3YETCHA CEPBUCOM

ipsmapp:

WARNING: This script will stop ipsmapp daemon and create new ipsm dpdk.cfg. All ipsmapp
settings will be reset.

Do you want to continue? [yes]

INFO: Binding network devices to their original drivers
INFO: Device "0000:03:00.0" is already bound to driver "vmxnet3". Skipping
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INFO: Device "0000:04:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:0b:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:13:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:1b:00.0" is already bound to driver "vmxnet3". Skipping

B 3aBucmMmocTn oT annapatHou nnaTdopmMbl ApariBep MOXET OTNNYaTLCS.

6.4.1 Ykaxute Konu4yectro nopTtoB (konnyectso dusndeckmx LAN n WAN mnHtepdencos gns L2 (Mgmt
NHTEpPdENChI HE YyYNTLIBAOTCS):

Enter amount of ports (2-4) [2] : 4

6.4.2 Begnte KONMMYECTBO MOTOKOB Ans 0O6paboTkm Tpadwmka (KONMMYecTBO MOTOKOB COOTBETCTBYET
KONMNYeCTBY DP<N> UHTEpP(ENCOoB):

Mo ymonuanuto, uncro notokoB (threads) N ans o6paboTkm Tpadumka BbIMUCNSETCA MO CredytoLlemn
dopmyne:

N = nproc all - 2 - 3*ports num,

roe:

nproc_all — KONIMYECTBO BbIYUCIINTENbHBLIX MOTOKOB NPOLIECCOPOB (3TO 3Ha4YEHME MOXHO NOCMOTPETL B
BbIBOAE KOMaHApbl nproc --all B JIMHYKC KOHCOMW LUMO3a UMM paccymTatb MCXOAs U3 cneundukaumm
YCTaHOBMEHHbIX B KOHKPETHYI0 Nnatopmy npoLeccopos),

ports_num — KONMMYECTBO NOPTOB AN L2, 3agaHHOe Ha npeablayLueM Lare.

B 3aBUCMMOCTM OT cuTyauuu, 3TO YMCMO MOXHO U3MEHATb (TONMbKO B MEHbLUYH CTOPOHY). B cxeme
3Be3aa, Ymcno noTokos (threads) Ha wnio3ax cneayeTt 3agaBaTh Tak, YTOObI YMCNO NOTOKOB (threads) Ha
LEeHTpanbHOM LUM03e COOTBETCTBOBANO CyMMe MOTOKOB Ha cunmanbHbiX wno3ax. MogpobHee B
npuMepax Huxe.

Mpumep 1 (cxema «3Be3pga» C ABYMA Jiy4yaMu; LeHTpanbHbii wnio3 — DP 40G, dwmnuanbHble
wn3bl — DP 25G6):

Ha ueHTpanbHOM LWo3e ycTaHoBMNEHbI ABa 64-xX aaepHbIX npoLeccopa ¢ BktodeHHbIM Hyper-Threading.
CyMMapHOe KOMnMYyecTBO BbIYMCMAUTENbBHLIX MOTOKOB MpoLeccopoB: 2*64*2 = 256. Yucno notokos
(threads) pocTtynHblx Ansa L2 no ymonyaHuio: 256 - 2 - 3*4 = 242,

Ha kaxxgom 13 aByx pynmanbHbIX LWNHO30B YCTAaHOBMNEH OAUH 64-X AAepHbIN NPoLEeccop C BKIMOYEHHbBIM
Hyper-Threading. Konu4ectso BblYMCRIMTENBHBIX NMOTOKOB NPOLLECCOPOB Ha KaXKAOM W3 3TUX LUMO30B:
64*2 = 128, COTBETCTBEHHO, YACIIO NOTOKOB AN 06paboTku Tpaduka (threads) no ymonyaHuio: 128 - 2 -
3*2 = 120. CnepgosaTtenbHO, Cymma NoTOKOB Ansd o6paboTtku Tpaduka (threads) Ha Bcex cmnunanbHbIX
winto3ax: 240.

Takum obpas3om, Ha LeHTpanbHOM LUMK03e YUCMNO NMOTOKOB A5 06paboTku Tpadmka (threads) cnegyet
caenaTtb paBHbIM 240, Ha KaXxaoMm dunuansHOM LUMK3e 0CTaBUTb No ymonyaHuo (120).

Mpumep 2 (cxema «3Be3da» C TPeMA JNyvyamu; LeHTpanbHbiA w3 — DP 40G, dwmnuanbHble
wn3bl — DP 10G):

Ha ueHTpanbHOM Lnto3e yCTaHOBMEHbI ABa 64-X aAepHbIX NpoLeccopa ¢ BkMtoYeHHbIM Hyper-Threading.
CymmapHOe KONMMYeCTBO BbIMMCIIMTENbHBIX MOTOKOB MpOLEccopoB: 2*64*2 = 256. Yncno noTokos
(threads) gocTynHbix gnsa L2 no ymon4yanmio: 256 - 2 - 3*6 = 236.

Ha kaxxgom 13 Tpex ounmanbHbIX LW30B YCTaHOBMEHbI ABa 22-X A0epHbIX NpoLeccopa C BKIIHOYEHHbIM
Hyper-Threading. KonvyecTBO BblYMCIIUTENbHBIX NMOTOKOB MPOLIECCOPOB Ha KaXAOM W3 3TUX LUMIO30B:
2*22*2 = 88, cCOTBETCTBEHHO, YMCIO NOTOKOB Aris 06paboTkm Tpaduka (threads) no ymonyanuio: 88 - 2 -
3*2 = 80. CnepoBatenbHO, cymma NOTOKOB A5 0bpaboTkm Tpaduka (threads) Ha Bcex dounuanbHbix
wno3ax: 240.

Takum obpas3om, Ha LeHTpanbHOM LUMO3e YUCIIO MOTOKOB Ans 0bpaboTkm Tpaduka (threads) cnenyet
coenartb paBHbIM 234, Ha Kaxgom domnnanbHOM wito3se: 78.
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B paHHOM cueHapun 4ncno notokos (threads) N ans o6paboTtku Tpadumka ByaeT yMeHbLIEHO B Lensx
CHMXeHUsa obbema KoHdurypaumm, n 6yaet coctaBnAatb 16 Anst LeHTpanbHOro Wwnio3a 1 8 ang Kaxaoro
dmnmaneHoro wn3a.

threads (1-30) [30] : 16

6.4.3 Bbibepute ns npeanoxeHHoro cnvcka PCl agpec ans WAN nopta. PORTO — nepebin WAN

MHTepgenc.

ot fom fom +
| | PCI id | Configured as | driver

o o B +
| 0 | 0000:03:00.0 | = | vmxnet3 |
| 1 | 0000:04:00.0 | = | vmxnet3 |
| 2 | 0000:0b:00.0 | - | vmxnet3 |
| 3 | 0000:13:00.0 | - | vmxnet3 |
| 4 | 0000:1b:00.0 | - | vmxnet3 |
o o B +

[daHHbin cnucok ccopmupoBaH K3 Bcex PU3MYECKUX CETEBbIX WHTEPdENcoB, KOTOpble eCTb B
KpunToLwnto3se. B kaxgom koHkpeTHOM cnyvae PCl agpeca moryT otnuvatbes. PCl agpeca nHtepgencos
ana WAN n LAN nopTtoB ykasaHbl B JoKymMeHTauun Ha MAK.

Enter device index to be configured as WAN interface "PORTO" (0-4): O

INFO: Configuring device "0000:03:00.0" as "PORTO"

6.4.4 Yxaxwute IP agpec ans nepsoro WAN mnHTepdenca (B AaHHOM cueHapum - 172.16.100.2). aHHbIv
IP agpec 6yaeT HasHayeH Ha NHTepdENC vEthernetO:

O6patuTe BHMMaHMe, 4YTO B [AaHHOM CuUeHapum Ans KoppekTHou pabotsl WAN  wuHTepdencol
Kpuntowno3a Hubl AomkHbl HAXOAUTLCHA B Pas3HbiX LUMPOKOBELLATENbHbLIX AOMEHax (HanpuMep, Kak Ha
cxeme cTeHaa unu B pasHbix VLAN cermeHTax).

Enter IP-address for WAN interface (13 ip/13 ip6) (allowed protocols: ipv4,ipve):
172.16.100.2

6.4.5 YxaxuTte macky ans IP agpeca nepsoro WAN mnHTepdeinca (B AaHHOM cueHapum - 24):
Enter netmask for WAN interface (0-32) [24] : 24

6.4.6 YkaxuTe agpec LUM3a N0 yMOMYaHWo Ang TpaH3uTHoro L2 (data plane) 3awwudpoBaHHOroO
Tpaduka (B 4aHHOM cueHapum — 172.16.100.1):

Enter default gateway IP-address (gw_ip) (allowed protocols: ipv4): 172.16.100.1
6.4.7 Haxmunte Enter, ecnun Bce napameTpbl BBe4EHbl BEPHO:
Is the above data correct? [Yes]

6.4.8 Bblbepute 13 BHOBb npeanoxeHHoro cnucka PCl agpec ans nepsoro LAN nopta. PORT1 —
nepsbin LAN nHtepdeic:

Fom e e ettt fomm +
| | PCI id | Configured as | driver

fom e fom e fomm +
| 0 | 0000:03:00.0 | PORTO | vmxnet3 |
| 1 | 0000:04:00.0 | - | vmxnet3 |
| 2 | 0000:00:00.0 | - | vmxnet3 |
| 3 ] 0000:13:00.0 | - | vmxnet3 |
| 4 | 0000:10:00.0 | = | vmxnet3 |
fom e fom e fom +

W3 cnucka Bbiwe BUAHO, 4To nepsbit WAN nopT ye ckoHMrypupoBaH («PORTO» B ctonbue «Configured
as»):
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Enter device index to be configured as LAN interface "PORT1l" and paired with "PORTO"
(0-3): 3

6.4.9 VYkaxute IP agpec uctoynunka ansa EtherlP TyHHens (B 4aHHOM cueHapum — 172.16.100.2):

[na TpaHcnopTHoro pexuma IPsec 3gecb cnegyet ykasbiBaTb agpec nepsoro WAN uHTepdelica
Kpuntowwso3a Hub1. B cnyyae ncnonb3oBaHus TYHHENBHOrO pexnma IPsec, AaHHbI agpec MOXeT He
NpUCyTCTBOBaTb B cMcTeMe M ObITb MobbIM. Bo Bcex cny4vasx aToT agpec AOMMKeH coBnaaath ¢ 12_dst_ip
Ha KpMNTOLLM03e, ¢ KoTopbiM ByaeT HacTpamBaTbes L2 VPN. B gaHHOM cueHapum — 310 Spokel.

Enter source IP-address for 1l2-tunnel (12 src ip) : 172.16.100.2

6.4.10 YkaxwuTe IP agpec HasHaveHus ansa EtherlP TyHHens (B aaHHOM cueHapum — 172.16.1.2):

[ns TpaHcnopTHoro pexuma IPsec 3gecb cnegyeT ykasbiBaTb agpec WAN uHTepderica KpuntoLunosa
Spokel. B cnyyae ucnonb3oBaHUs TYHHENbHOrO pexuma IPsec, gaHHbIn agpec moxeT 6biTb Ntobbim. Bo
BCEX Cryyasx 3TOT agpec [OOMKeH coBmagatb C 12 src ip Ha KpMNTOLWMO3e, C KOTopbiM OyaeT
HacTpauBaTbcs L2 VPN. B gaHHom cueHapum — 310 Spokel.

Enter destination IP-address for 1l2-tunnel (12 dst ip) : 172.16.1.2

6.4.11 3apganite MTU gna WAN u LAN uHTepdencos (B aaHHOM cueHapum — 9000):

Ecnu ecTb BO3MOXHOCTb, TO Bcerga ykasbiBante MTU Ha WAN uHTepderice muHumym Ha 100 (cTo) 6anT
fonbLlle, 4em MakcumanbHbIi MTU Ha 3alymilaemMbix YCTPOWCTBax, YToObl n3dbexaTe dparmeHTauum u
yBENUUNTb NpomsBoauTensHocTe. B 3atom cnydae MTU Ha LAN wuHTepdbeince ykasbiBauTe Kak
MakcumanbHblh MTU Ha 3awmwaembix ycTponctBax. Hanpumep, ecnn MTU Ha 3awmiaembix
yctponcteax 9000, To MTU gns WAN — 9100, MTU gna LAN — 9000. lNMpoBeputb Hanuune unm
OTCYTCTBME (pparMeHTaLmm MOXHO MpY NOMOLLUM YTUNUTBLI kstat show (MapameTp «frag ok»).

Enter MTU for WAN interface (68-9700) [9700] : 9000
Enter MTU for LAN interface (68-9700) [9600] : 9000

6.4.12 Haxmute Enter, ecnvn Bce napameTpbl BBEAEHbI BEPHO:

Is the above data correct? [Yes]

6.4.13 Bbibepute ns cnmucka PCl agpec ans BToporo WAN nopta. PORT2 — BTopoint WAN nHTepdeiic.

Fom e e ettt fomm +
| | PCI id | Configured as | driver

fom e fom e fom +
| 0 | 0000:03:00.0 | PORTO | vmxnet3 |
| 1 | 0000:04:00.0 | = | vmxnet3 |
| 2 | 0000:0b:00.0 | = | vmxnet3 |
| 3 | 0000:13:00.0 | PORT1 | vmxnet3 |
| 4 | 0000:1b:00.0 | = | vmxnet3 |
fom e fom e fom +

Enter device index to be configured as WAN interface "PORT2" (0-4): 2

INFO: Configuring device "0000:0b:00.0"™ as "PORT2"

6.4.14 Yxaxwute IP agpec ans stoporo WAN mnHTepdeica (B faHHOM cueHapun - 172.16.101.2). [laHHbIRA
IP agpec 6ygeT Ha3HayeH Ha nHTepenc vEthernet2:

Enter IP-address for WAN interface (13 ip/13 ip6) (allowed protocols: ipv4,ipveé):
172.16.101.2

6.4.15 YxaxuTe macky ans IP agpeca stoporo WAN unHTepdernca (B 4aHHOM cueHapuu - 24):

Enter netmask for WAN interface (0-32) [24] 24
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6.4.16 YkaxuTe agpec LUM3a N0 yMOMYaHWo Ang TpaH3uTHoro L2 (data plane) 3awwvdpoBaHHOro
Tpaduka (B 4aHHOM cueHapum — 172.16.101.1):

Enter default gateway IP-address (gw_ip) (allowed protocols: ipvé4): 172.16.101.1
6.4.17 Haxmwute Enter, ecnvn Bce napamMeTpbl BBEAEHbI BEPHO:

Is the above data correct? [Yes]

6.4.18 BuibepuTe n3 BHOBb npeanoxeHHoro cnucka PCl agpec ana Btoporo LAN nopta. PORT3 —
BTOpOoNn LAN mHTEepdelnc:

o o B +
| | PCI id | Configured as | driver

ot fom fom +
| 0 | 0000:03:00.0 | PORTO | vmxnet3 |
| 1 | 0000:04:00.0 | - | vmxnet3 |
| 2 | 0000:0b:00.0 | PORT?2 | vmxnet3 |
| 3 | 0000:13:00.0 | PORT1 | vmxnet3 |
| 4 | 0000:1b:00.0 | = | vmxnet3 |
o o B +

Enter device index to be configured as LAN interface "PORT3" and paired with "PORT2"
(0-4): 4

6.4.19 Yxaxwute IP agpec uctounuka gnsa EtherlP TyHHens (B 4gaHHOM cueHapum — 172.16.101.2):

[na TpaHcnopTHoro pexuma |Psec 3gecb crnegyeT ykasbiBaTb agpec Btoporo WAN uHTepdelica
kpuntowno3a Hub1. B cnyyae ncnonb3oBaHus TyHHeEMNbHOro pexuma IPsec, aaHHbIN agpec MOXeT He
NpUCYTCTBOBAaTb B cucTeMe M ObITb NoObIM. Bo Bcex cnyvasx aToT agpec AOMKeH coBnaaath ¢ 12_dst_ip
Ha KpMNTOLLMo3e, ¢ KoTopbiM ByaeT HacTpamBaTbes L2 VPN. B gaHHOM cueHapum — 310 Spoke2.

Enter source IP-address for 12-tunnel (12 src ip) (allowed protocols: ipv4,ipve6):
172.16.101.2

6.4.20 YxaxuTe IP agpec HasHaveHus onsa EtherlP TyHHens (B gaHHOM cueHapum — 172.16.2.2):

[na TpaHcnopTHoro pexuma IPsec 3gecbk cnegyet ykasbiBate agpec WAN uHTepdenca kpuntoLuniosa
Spoke?2. B cnyyae ucnonb3oBaHUSA TYHHENBHOTO pexuma IPsec, gaHHbI agpec MmoxeT ObiTb NtobbiM. Bo
BCEX Cryyasx 3TOT ajpec [AOMKeH coBrnagatbh C 12 src ip Ha KPUMNTOLIMIO3e, C KOTOopbiM OGyaeT
HacTpamBaTtbes L2 VPN. B gaHHOM cueHapumn — 310 Spoke2.

Enter destination IP-address for 12-tunnel (12 dst ip) (allowed protocols: ipv4):
172.16.2.2

6.4.21 Bapawnte MTU ana WAN u LAN nHTepdencos (B gaHHOM cueHapuu — 9000):

Enter MTU for WAN interface (68-9700) [9700] 9000
Enter MTU for LAN interface (68-9700) [8900] 9000

6.4.22 Haxmute Enter, ecnvn Bce napameTpbl BBEAEHbI BEPHO:

Is the above data correct? [Yes]

6.4.23 [oxauTecb OKOHYaHWsA Npoueaypbl MHALManu3aumMm u mactepa HacTpoek:

s B Fomm +
| | PCI id | Configured as | driver

fom e fom e fomm +
| 0 | 0000:03:00.0 | PORTO | vmxnet3 |
| 1 | 0000:04:00.0 | - | vmxnet3 |
| 2 | 0000:00:00.0 | PORT2 | vmxnet3 |
| 3 | 0000:13:00.0 | PORT1 | vmxnet3 |
| 4 | 0000:10:00.0 | PORT3 | vmxnet3 |
fom e fom e fom +
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INFO: Operation completed successfully. Restart your system to apply the changes
INFO: OK

G

INFO: Reset product settings was completed successfully

6.4.24 Tlocne MacTep HacTpoek MPEASIoKUT MOMEHATb Mapofib MNOMb3oBaTens root. YcTaHoBuTe
HageXxHbl naponb. Mocne aToro nNpouedypa MHMUManusaummn 6yaeT 3aBeplueHa:

Do you want to change the password for root user? [Yes]
New password:
Retype new password:

passwd: password updated successfully

INFO: S-Terra VPN services were successfully enabled and started

NOTICE:

Network traffic is blocked, except on management interface (if using one).
To unblock network traffic, please setup the network security policy

or use "run csconf mgr activate" command to activate the predefined
permissive network security policy now.

INFO: Initialization completed.
NOTICE: Some settings will take effect after OS reboot only.

6.4.25 BKnouMTE NPOXOXAEHWE CETEBOro Tpadvka, 3arpy3vB MNpegonpefesieHHyo paspeluaioLLyto
NONUTUKY:

administrator@sterragate]run csconf mgr activate

HayvanbHble HaCTPONKM 3aBepLUEHbI.

Ecnu Bbl X0TUTE 3aHOBO 3anyCTUTbL MacTep HavanbHbIX HAcTpoek L2 (data plane), To BbinonHuTeE:
administrator@sterragate] run /opt/VPNagent/bin/init.sh.d/25 run configure dp.sh

Hactpownka L2

B naHHoM pasnene 6yayT onucaHsbi:

e HacTpownka cparmeHTauum;

e HacTpouka mexaHuama Path MTU Discovery;

e HacTpoKka MexaHu3Ma nsameHeHmss MSS B TCP naketax;

e HacTpoWka pacnpegeneHus NoTokoB 06paboTku Tpadumka No nopTam.

1. lepenaguTte B linux bash:
administrator@Hubl] system

Entering system shell...
root@sterragate: ~#

2. YMeHbLUTE BpeMsi COOPKM dhparMeHTUPOBaHHbIX NaKeTOB:
root@sterragate:~# drv mgr set frag reassemble timeout 2

Value of "frag reassemble timeout" is set to 2.
3. [anbHelwmne HaCTPOWKK OCYLLECTBSATCS Yepes aiin /opt /VPNagent /etc/ipsm dpdk.cfg:
root@sterragate:~# vim.tiny /opt/VPNagent/etc/ipsm dpdk.cfg

3.1. BkmounTte mexaHuam Path MTU Discovery n nusamexHenne MSS B TCP naketax Ha LAN noptax (PORT1
n PORT3). [1nsa 3TOro packoMMEHTUMPYNTE NapameTpbl pmtud, mssfix U BbICTABUTE UM 3HAYEHWS: ANS
pmtud - «3HayeHue MTU nopTa muHyc 100» (B 4aHHOM cueHapuu — 310 3HadveHune 8900), And mssfix
- «3HayeHne MTU nopTa muHyc 140» (B AaHHOM cLeHapum — 3aTo 3HaveHue 8860):

[PORT1]
pci id = 0000:13:00.0
12 src_ip = 100.100.101.1
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12 dst_ip = 100.100.101.2
0

pair port
mtu = 9000

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

[PORT3]
pci id = 0000:1b:00.0
12 src ip = 100.100.102.1

12 dst ip = 100.100.102.2
pair port = 2
mtu = 9000

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

3.2. Pacnpepgenute notokn obpaboTtku Tpadmka mexgy LAN noptamu (PORT1 u PORT3). B gaHHom
cueHapumn Ha wno3e Hub1 3agaHo 16 noTokoB (threads), cOTBETCTBEHHO, Ha Kaxabl nNopT Gyaet
oTBeAeHO no 8 noTokoB. PackoMMeHTUpyWTe napameTpbl thr count (YMCNO MOTOKOB Ha AAHHOM
NopTy) U thr start (NOPSAAKOBLIA HOMEP (HaunHas C Hyns) NnoToka obpaboTku Tpadmka, C KOTOPOro
HauyMHaeTCs OTCYET YKa3aHHOro B thr count YMCNa MOTOKOB) W BbICTABUTE UM CrEeAyIoLLMe 3HaYEHUS.
Ons nopta PORT1: thr start —O0, thr count — 8. And nopta PORT3: thr start — 8, thr count
-8.

[PORT1]
pci id = 0000:13:00.0
12 src ip = 100.100.101.1

12 dst ip = 100.100.101.2
pair port = 0

mtu = 9000

thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port

thr count = 8 ;min: 1 max: <threads - thr start> -- number of processing threads for
this port...

[PORT3]

pci id = 0000:1b:00.0
12 src ip = 100.100.102.1

12 dst ip = 100.100.102.2

pair port = 2

mtu = 9000

thr start = 8 ;min: 0 max: <threads - 1> -- first processing thread for this port

thr count = 8 ;min: 1 max: <threads - thr start> -- number of processing threads for

this port
Takum obpasom anga nepsoro LAN nopta 6yayT HasHayeHbl noToku 0-7, ansa sToporo — 8-15.
3.3.  [Ans npumMeHeHus HacTpOeK nepesanycTuTe CEPBUC ipsmapp:
root@sterragate:~# systemctl restart ipsmapp.service

4. Bbingnte 13 linux bash:
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root@sterragate:~# exit

logout
Leaving system shell...

Hactpowka L2 (data plane) saBepLueHa.

Hactpouku PKI (3anpocbl n ceptudpmkatbl)

MpoaykT He noaaepxuBaeT pasHOCTHbIe (delta) cnucku oT3biBa cepTMdUKaTOB, TONbKO 6a3oBble. YuuTbiBanTe
37O Npw BbibOpe Unu passepTbiBaHUN YLI.

Ona ayteHTudmkaumm naptHepoB no IPsec MOXHO ncnonb3oBath LMGpPOoBbIe cepTUdMKaThl, BbiNyLLEHHbIE MPK
nomoLuun ceptucpmumposaHHoro CK3U, nnmn npegsapurtensHo pacnpeaeneHHble KIoun, Co34aHHbIe 1 BBEAEHHbIE
B COOTBETCTBUM C NpaBunamm nonb3oBaHna CK3U (nosesunmcek B Bepcumn 5.0).

CreHepupyiiTe 3anpoc Ha cepTudMKaT KPUMNTOLLM3a M COXpaHuTe 3ToT 3anpoc B cdamn Ha USB Flash
HakonuTene. [loctaBbTe hbann ¢ 3anpocom Ha YL n BbinycTuTe no Hemy cepTudpmkat. Ceptndmkart KpunToLunosa
BMecCTe ¢ cepTudmkaTom YL goctaBbTe Ha L3 U MMNopTupynTe ux B 6a3sy MNMpoaykra.

I'Iop,po6Haﬂ HaCTpOVIKa C onncaHnemM KomaHg npmeeaeHa B 6a3oBoM cueHapun.
Hactpownka naponeu gocryna Kk KoHconu cisco-like

Bovigute B cisco-like koHCONb U CMeHUTE naponb A58 NoNb30BaTens cscons (MapOfb MO YMOMYaHUIO: CSP) U
naponb Ha enable (naponb N0 yMon4aHuio: csp).

MoapobHas HacTpoika C onucaHuem KoMaHg npueegeHa B 6a3o0BOM cLeHapuu.
Hactpo#ka ceTeBbIX napameTpoB

HacTtpolika ceTeBbIX napameTpoB npoxoAuT B pfABa 9artana. [lepBbii — HacTponka Mgmt wuHTepdeinca
(TenGigabitEthernet0/0) B cisco-like koHconu (gaHHbLIV MHTepdenc He npeacTaBneH Ha cxeme). Bropon —
HacTpovika MapLupyTusaumm B cisco-like koHconu.

MepBbLIN 3Tan.

1. BbiBeauTe CNUCOK BCex MHTepdencoB, AOCTYMNHbIX B Cisco-like koHconu u BbibepnTe He3a4eNCTBOBAHHbIN B
L2. HesapencTtBoBaHHble B L2 wuwHTepdencbl OyOyT uMeTb WMsl TenGigabitEthernetO/N, a
3a0eNCTBOBaHHbIE vEthernetN:

sterragate#show interfaces

TenGigabitEthernet0/0 is down, line protocol is down
Hardware address is 0050.569e.47ab
MTU 1500 bytes
DPO
Virtual data plane interface (pattern "10G 000")
DP1
Virtual data plane interface (pattern "10G 001")
DP2
DP15
Virtual data plane interface (pattern "10G 015")
vEthernetO is up, line protocol is up
Hardware address is 0050.569e.0d52
Description: WAN
Internet address is 172.16.100.2/24
MTU 9000 bytes
vEthernetl is up, line protocol is up
Hardware address is 0050.569e.26ec
MTU 9000 bytes
vEthernet2 is up, line protocol is up
Hardware address is 0050.569e.a832
Internet address is 172.16.101.2/24
MTU 9000 bytes
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vEthernet3 is up, line protocol is up
Hardware address is 0050.569e.fel9
MTU 9000 bytes

BugHo, 4TO UWHTEp(ENC TenGigabitEthernet0/0 He 3agenctBoBaH B L2. WHTepdeincbl vEthernetN
3afencTBoBaHbl B L2, vEthernet0 W vEthernet2 cooTBeTcTBYOT WAN uHTepdencam, a vEthernetl U
vEthernet3 — LAN.

2. Hactponte Mgmt nHtepderiic:

Mgmt uHTepdenc 3anpelleHo noaknoyaTtb K HeJOBEPEHHbIM CETAM, Tak Kak Mgmt mHTepdeicbl He
KOHTponupytoTcs cpeacTBamm [poaykTa n COOTBETCTBEHHO OTCYTCTBYET BO3MOXHOCTb (hMnbTPOBaThL NakeThl
N Mcnonb3oBaTh KpUNToKapThl Yepes cisco-like. Yepea cisco-like gocTynHa Tonbko HacTpovika IP agpeca.
Ecnu TpebyeTtcs cdunbTpoBaTh NakeThl, TO ucnonb3dynte iptables (cM. gokyMeHT «/cnonb3oBaHne yTunuThbl
«iptables»). CooTBeTcTBUNE MHTEpPElica B cisco-like HoTaunm nHTepdency B linux HoTaLUM MOXHO YBUAETb
B dpavine /etc/ifaliases.cf.

Bcé 10 xe oTHocuTCa K nobomy mHTepdency Kpome Tex, KOTopble B HoTaumu cisco-like HaunHatoTes Ha
vEthernet n Ha DP.

sterragate#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

sterragate (config) #interface TenGigabitEthernet0/1
sterragate (config-if) #ip address 192.168.253.1 255.255.255.0
sterragate (config-if) #fexit

Btopon atan.

M3MeHeHns ceTeBbiX HACTpoOeK B Cisco-like KOHCOMM MpUMMEHSATCA cpasy nocne BBOAA COOTBETCTBYHOLLMX
koMaHg. MNMonutunka 6e30nacHOCTM NPUMEHSAETCSA NOCIe BbIX04a U3 pexrMmMa KOHUryprupoBaHus.

1. 3apaiite uMs yCTpOWMCTBa:

sterragate (config) #hostname Hubl

2. Y6egutecb, uTo WAN un LAN uHTepdencbl agMMHUCTPaTUBHO BKMOYeHbl K line protocol (cnocobHocTb
UHTepdenca nepefasaTb NakeTbl B AaHHbIN MOMEHT) HaXO4MUTCHA B COCTOSIHMM UP, @ Takke Ha UHTepdence
vEthernet0 npucytcteyetr WAN agpec kpuntoLuniosa:

Hubl (config) #do show interfaces vEthernetO

vEthernet0 is up, line protocol is up
Hardware address is 0050.569e.0d52
Description: WAN
Internet address is 172.16.100.2/24
MTU 9000 bytes

Hubl (config) #do show interfaces vEthernetl

vEthernetl is up, line protocol is up
Hardware address is 0050.569e.26ec
MTU 9000 bytes

Hubl (config) #do show interfaces vEthernet?

vEthernet2 is up, line protocol is up
Hardware address is 0050.569e.a832
Internet address is 172.16.101.2/24
MTU 9000 bytes

Hubl (config) #do show interfaces vEthernet3

vEthernet3 is up, line protocol is up
Hardware address is 0050.569e.fel9
MTU 9000 bytes
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Ecnu line protocol HaxoguTcsa B cocTosiHum down, TO NPOBEPbLTE MOAKITIOYEHME CETEBOrO MHTepderica

KPUNTOLLIIO3a K KOMMYTaLUOHHOMY UN NpoYemMy 060pyaoBaHuIo.

3. Bapante maplpyT no ymonyaHuto vepes yctporctso Router1 gna ucxopswero us TCP/IP cteka OC un
TpaH3utHoro Mgmt Tpacdumka (Wno3 nNo ymonyaHuioo Ans 3awundpoBaHHOrO TpaH3UTHOro L2 Tpadwmka
3apaetcs B dhaine /opt/VPNagent/etc/ipsm dpdk.cfg):

Hubl (config) #ip route 0.0.0.0 0.0.0.0 172.16.100.1

4. 3apante cTaTMYeCKUin MapLUpyT A0 ycTponcTBa Spokel yepe3 COOTBETCTBYHOLUMN MHTEPdENC YCTPONCTBa
Router1.

Hubl (config) #ip route 172.16.1.2 255.255.255.255 172.16.100.1

5. BapawniTe cTaTMYecKui MapLUpyT 4O YCTponcTBa Spoke2 yepes COOTBETCTBYOLWNA MHTEPdENC YCTPOMCTBA
Routerl.

Hubl (config) #ip route 172.16.2.2 255.255.255.255 172.16.101.1

6. [MpoBepbTe 4OCTYNHOCTL ycTpoKcTBa Routerl.:

Hubl (config) #do ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seqg=1 ttl=64 time=1.13 ms
108 bytes from 172.16.100. icmp seqg=2 ttl=64 time=0.237 ms
108 bytes from 172.16.100. icmp seq=3 ttl=64 time=0.192 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp segq=4 ttl=64 time=0.200 ms

e

icmp seq=5 ttl=64 time=0.299 ms

---172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4078ms
rtt min/avg/max/mdev = 0.192/0.411/1.131/0.362 ms

Hubl (config) #do ping 172.16.101.1

PING 172.16.101.1 (172.16.101.1) 100(128) bytes of data.

108 bytes from 172.16.101.1: icmp seg=1 ttl=64 time=0.288 ms
108 bytes from 172.16.101. icmp seg=2 ttl=64 time=0.415 ms
108 bytes from 172.16.101. icmp seqg=3 ttl=64 time=0.494 ms
108 bytes from 172.16.101. icmp seg=4 ttl=64 time=0.926 ms
108 bytes from 172.16.101. icmp seg=5 ttl=64 time=0.534 ms

e

-—- 172.16.101.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4010ms
rtt min/avg/max/mdev = 0.288/0.531/0.926/0.214 ms

HacTtpouka wuncposaHus

1. HactpowTte napameTpsl IKE.

1.1.

1.2

3apavite obwue napameTpsbl IKE:

Hubl (config) #crypto isakmp identity dn

Hubl (config) #crypto isakmp keepalive 3 2

Hubl (config) #crypto isakmp keepalive retry-count 5

Hubl (config) #icrypto isakmp fragmentation

Hubl (config) #crypto isakmp security-association lifetime delta 50
Hubl (config) #crypto isakmp initiator-sessions-max 100

Hubl (config) #crypto isakmp responder-sessions-max 100

CospaiTe NonuTKKy, ONMckiBatoLLyio napameTpbl IKE TyHHens:

Hubl (config) #crypto isakmp policy 1

Hubl (config-isakmp) #encryption magma

Hubl (config-isakmp) #hash stribog-256

Hubl (config-isakmp) #authentication gost-sig
Hubl (config-isakmp) #group vko2
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1.3.

Hubl (config-isakmp) #exit

Cospante npodune Hactpoek ISAKMP (anroputm IKE) nog MMeHeMm NEW ALGS, YTOObl Janee ero
NPUKPENNUTb K KPUNTOKapTE:

Hubl (config) #crypto isakmp profile NEW ALGS
Hubl (conf-isa-prof) #fmatch identity dn

Hubl (conf-isa-prof) #set identity mapping
Hubl (conf-isa-prof) #set policy 1

Hubl (conf-isa-prof) #exit

2. TNapameTpbl IPsec onsa sawmTtbl TpaH3uTHOro L2 tpaduka.

2.1.

2.2

2.3.

24.

2.5.

2.6.

Otkntounte obHoBneHue knova IPsec SA no OOCTUXEHMIO onpeaeneHHoro obbema nepegaHHoOro
Tpadwmka:

Hubl (config) #crypto ipsec security-association lifetime kilobytes unlimited
3aparite KOMOMHUPOBaHHBIA anropuTM WKMAPOBaHMA 1 UMUTO3aLLMTLI (Habop Nnpeobpa3oBaHui) Ans
Tpadhuka, koTopbiM ByaeT 3awmwaTeca L3 Tpaduk ynpasneHus:

Hubl (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
Hubl (cfg-crypto-trans) #exit

3apgante KOMBMHUPOBAHHBIV anropuTM WMPOBAHMSA U MUTO3aLWnThLl (Habop NpeobpasoBaHuin) Ans
Tpadmka (TPAHCMOPTHLIN pexum), KOTopbiIM OyaeT 3awmuwatecs L2 Tpaduk mexay ueHTpanbHbIM
ocmcom n comnnanamu:

Hubl (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT
esp-magma-mgm

Hubl (cfg-crypto-trans) #mode transport

Hubl (cfg-crypto-trans) #fexit

Cospgante cnucok pgoctyna (ACL) pgna  TpaH3MTHOro  MHKancynupoBaHHoro B EtherlP
Nnonb30BaTenbCKOro Tpaduka, KOTOPbIN HY>XXHO 3alumiaTbe Mexay LeHTpanbHbIM 0rcoM U nepBbiM
dvnuanom:

Hubl (config) #ip access-list extended IPSEC ACL HUB1 AND SPOKE1
Hubl (config-ext-nacl) #remark EtherIP L2 tunnel

Hubl (config-ext-nacl) #permit 97 host 172.16.100.2 host 172.16.1.2
Hubl (config-ext-nacl) #exit

Hubl (config) #

Cospante cnmcok pgoctyna (ACL) pgns TpaH3WTHOrO  WHKancynuposaHHoro B EtherlP
Monb30BaTENbCKOro Tpadmka, KOTOPbIA HY>XHO 3aluuliaTe MEXAy LeHTpanbHbiM 0UCOM U BTOPbIM
dunmanom:

Hubl (config) #ip access-list extended IPSEC ACL HUB1 AND SPOKE2
Hubl (config-ext-nacl) #remark EtherIP L2 tunnel

Hubl (config-ext-nacl) #permit 97 host 172.16.101.2 host 172.16.2.2
Hubl (config-ext-nacl) #exit

Hubl (config) #

Cospaite kpunto-kapty (umsa L2VPN_HUB1_AND_SPOKE1, pasgen 1):
Hubl (config) #crypto map L2VPN HUB1 AND SPOKEl 1 ipsec-isakmp
2.6.1. YkaxuTe cnncok JOCTyna Angd sawimiiaemoro Tpaduka:
Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE1
2.6.2. YkaxuTe npy NoMoLLuM Kakoro Habopa anroputMoB HYXXHO 3alumLlaTb Tpaduk:
Hubl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
2.6.3. Yxaxute IP agpec naptHepa no IPsec, aTo BHewHun IP agpec yctporictBa Spokel.:
Hubl (config-crypto-map) #set peer 172.16.1.2
2.6.4. 3Bapante nokanbHbli IP agpec ans IKE n IPsec nakeTos.
Hubl (config-crypto-map) #set local-address 172.16.100.2

2.6.5. [lpukpenute ISAKMP npodunb NEW_ALGS K KpUMTOKapTe:

2003-2026 «C-Teppa Cudclln» 18



Bepcusa 5.0 Mpymep ncnonb3oBaHUA Pepakums 2

2.7.

2.8.

2.9

Hubl (config-crypto-map) # set isakmp-profile NEW ALGS

2.6.6. ObsAsaTenbHO OTKMOYUTE UCTOPUIO YAANEHHbBIX TYHHENEN (eCnun He OTKMYNTb, TO MOryT BbITb
npobnemsl ¢ NOCTpoeHneM IPsec TyHHenen ¢ ycTponcTBaMum, KoTopble HaxoasTes 3a NAT):

Hubl (config-crypto-map) #set dead-connection history off

2.6.7. Bkmouute npedparmeHTaumio:

Hubl (config-crypto-map) #set pre-fragmentation
Hubl (config-crypto-map) #exit

Cospante kpunto-kapty (Mmst L2ZVPN_HUB1_AND_SPOKEZ2, pasgen 1):
Hubl (config) #crypto map L2VPN HUB1 AND SPOKE2 1 ipsec-isakmp
2.7.1. YKkaxuTe CnN1COK JOCTyna Angd 3almiiaemoro Tpaduka:
Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE2
2.7.2. YxaxuTe npy noMOLLUM Kakoro Habopa anropuTMoB HYXXHO 3aluumLiaTh Tpaguk:
Hubl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
2.7.3. Yxaxute IP agpec napTHepa no IPsec, aTo BHelwwHun IP agpec ycTponcTBa Spoke2:
Hubl (config-crypto-map) #set peer 172.16.2.2
2.7.4. 3apavite nokanbHbin IP agpec ans IKE n IPsec nakeTtos.
Hubl (config-crypto-map) #set local-address 172.16.101.2
2.7.5. Tpukpenute ISAKMP npodunb NEW ALGS K KpUMTOKapTe :

Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

2.7.6. ObsasaTenbHO OTKYMTE UCTOPUIO YAANEHHbIX TyHHenen (ecnm He OTKMIoUYUTb, TO MOryT ObiTb
npobnemsl ¢ NocTpoeHmem IPsec TyHHenen ¢ ycTporicTBamu, KoTopble Haxogdatcs 3a NAT):

Hubl (config-crypto-map) #set dead-connection history off

2.7.7. Bknounte npedparmeHTaumio:

Hubl (config-crypto-map) #set pre-fragmentation
Hubl (config-crypto-map) #exit

Mpukpenute KpunTo-KapTy L2VPN HUB1 AND SPOKEL K DP UHTepdpeicam u3 ananasoHa 0 — 7 (atu
HOMepa COOTBETCTBYIOT NOTOKaM 0bpaboTku Tpadmka nepsoro LAN nopta (PORT1 B ipsm_dpdk.cfg)):
Hubl (config) #interface range DP 0 - 7

Hubl (config-if) #crypto map L2VPN HUB1 AND SPOKE1
Hubl (config-if) #fexit

Mpukpenute KpunTo-KapTy L2VPN HUB1 AND SPOKE2 K DP MHTepdeiicam u3 gnanasoHa 8 — 15 (atu
HOMepa COOTBETCTBYIOT NoTokam 0b6paboTkm Tpadmka BToporo LAN nopta (PORT3 B ipsm_dpdk.cfg)):

Hubl (config) #interface range DP 8 - 15
Hubl (config-if) #crypto map L2VPN_HUB1 AND SPOKE2
Hubl (config-if) ffexit

2.10. TpumeHUTEe HaCTPOWKuU:

Hubl (config-if) #end

3. MapameTpsbl IPsec ans 3awmTbl yaaneHHoro ynpaBneHust KpUnTOLLO30M.

3.1

3.2.

3apante IKECFG nyn, n3 kotoporo 6yaeT BbigaBaTbcs IP agpec komnbloTepy agMUHUCTpaTopa
Hubl (config) #ip local pool ADMIN ADDRESS 192.168.255.1

Cospante pacwmpeHHbIn cnucok goctyna (ACL) gna Tpadmka, koTopbii Tpebyetcs 3awmwatb (B
KayecTBe NokanbHOro agpeca ykasbiBaeTcs agpec Mgmt uHTepdperica, a B kadecTBe yaaneHHoro
agpeca — agpec 3 IKECFG nyna):

Hubl (config) #ip access-list extended ADMIN ACL

Hubl (config-ext-nacl) #remark MGMT IP
Hubl (config-ext-nacl) #permit ip host 192.168.253.1 host 192.168.255.1
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3.3.

3.4.

3.5.

3.6.

Hubl (config-ext-nacl) #exit
Cospainte AHaMMYeckyto KpunTokapTy (MMst MGMT, pa3gen 1):
Hubl (config) #crypto dynamic-map MGMT 1
3.3.1. YkaxuTe cnmcok goctyna gns sawmaemoro Tpaguka:
Hubl (config-crypto-map) #match address ADMIN ACL
3.3.2. Ykaxute npu nomoLLM Kakoro Habopa anropnuTMoB HYXXHO 3aLuuuiaTh Tpaduk:
Hubl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
3.3.3. MNpukpenuTte ISAKMP npodunb NEW_ALGS K KpUNTOKapTe:
Hubl (config-crypto-map) #set isakmp-profile NEW ALGS
3.34. Yxaxute IKECFG nyn:
Hubl (config-crypto-map) #set pool ADMIN ADDRESS
3.3.5. Bknounte npedparmeHTaumio:
Hubl (config-crypto-map) #set pre-fragmentation
3.3.6. BknouMTe aBTOMATUYECKYHO U MHTENNEKTYarnbHY0 KOPPEKTUPOBKY 3Ha4yeHnss MSS:
Hubl (config-crypto-map) #set security-association mss-fix out

3.3.7. Ob6s3aTenbHO OTKMYUTE UCTOPUIO YAANEHHbIX TYHHenemn (ecnv He OTKIMIYMTb, TO MOryT ObiTh
npobnemsl ¢ NocTpoeHmem IPsec TyHHenen ¢ ycTpocTBamm, KoTopble HaxogdTcs 3a NAT):

Hubl (config-crypto-map) #set dead-connection history off
Hubl (config-crypto-map) #exit

CospawTte kpuntokapTy (Mmsi L3VPN, pasgen 1) n gobaBbTe Tyga AMHaMmu4eckyto kpuntokapty MGMT:
Hubl (config) #crypto map L3VPN 1 ipsec-isakmp dynamic MGMT
Mpukpenute co3gaHHyo KPMNTOKaPTY L3VPN K BHELUHEMY MHTepdency vEthernet0:

Hubl (config) #interface vEthernet 0
Hubl (config-if) #description WAN
Hubl (config-if) #crypto map L3VPN

MNpumeHnTEe HaCTPONKM:

Hubl (config-if) ffend

HacTpowka nonutuku obpabotku COC (CRL)

B uenax 6e3onacHOCTM HacTOATENbHO PEKOMEHAYEeTCH BKIOYaTb NMPOBEPKY CMNMCKOB OT3blBa CEPTUCMKATOB.
PasHocTHbIe cnucku oTo3BaHHbIX cepTudukaToB (delta CRL) He nogaepxuBatoTcs.

Bkntounte nposepky COC 1 HacTponTe aBTOMaTUYECKyH0 3arpy3ky 1 umnoptupoBaHune B 6a3sy Npogdykta cnuncka
0TO3BaHHbIX cepTudmkaTos ¢ HTTP cepsepa CRL-distribution-point.

MoagpobHas HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a3oBoM cLeHapum.

Hactponka mexceTeBOro akpaHa

1.

Cospante ceTeBON object-group C UMEHEM SELF Ansi XxpaHeHus B HeM WAN agpecoB KpunToLLmno3a ¢
LleNnbto JanbHenLwero ero ncnonb3oBaHuns B ACL:

Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl (config) #object-group network SELF

Hubl (config-network-group) #remark WAN IP
Hubl (config-network-group) #host 172.16.100.2
Hubl (config-network-group) #host 172.16.101.2
Hubl (config-network-group) #exit
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2. Cospante ACL c nmeHem FW_INPUT_WAN ans Bxogsiiero Ha WAN mnHTepdenc Tpaduka:

Hubl (config) #ip access-list extended FW_INPUT WAN

Hubl (config-ext-nacl) #permit udp any object-group SELF eqg isakmp

Hubl (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp
Hubl (config-ext-nacl) #permit icmp any object-group SELF

Hubl (config-ext-nacl) #permit esp any object-group SELF

Hubl (config-ext-nacl) #exit

3. Cospante ACL ¢ nmeHem FW_INPUT_DP gnsa Bxogsiero Ha DP nHtepdencel Tpaduka:

Hubl (config) #ip access-list extended FW_INPUT_ DP

Hubl (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp
Hubl (config-ext-nacl) #permit esp any object-group SELF

Hubl (config-ext-nacl) #exit

4. CospanTte npaBuna uHcnektupoBaHus Bcero TCP u UDP Tpadwuka u 3apante Heobxogumoe
MaKcuMarnbHOe KONMMYEeCTBO CECCUN:
Hubl (config) #ip inspect tcp sessions-max 256000
Hubl (config) #ip inspect udp sessions-max 65536

( )

( )
Hubl (config) #ip inspect name INSPECT tcp
Hubl (config) #ip inspect name INSPECT udp

5. [MpukpenuTte npasBunia mexceTesoro akpaHnposaHmsa Ha WAN nHTepdencol vEthernet0 u vEthernet2:

Hubl (config) #interface vEthernetO

Hubl (config-if) #ip access-group FW_ INPUT WAN in
Hubl (config-if) #ip inspect INSPECT out

Hubl (config-if) #exit

Hubl (config) #interface vEthernet2

Hubl (config-if) #ip access-group FW_ INPUT WAN in
Hubl (config-if) #ip inspect INSPECT out

Hubl (config-if) #exit

6. [Mpukpenute npaBuna MexceTeBOro akpaHnpoBaHus Ha Bce DP nHtepdeiich:

Hubl (config) #interface range DP 0 - 15
Hubl (config-if-range) #ip access-group FW_INPUT DP in
Hubl (config-if-range) #exit

7. TpumeHUTEe HaCTPOWKK:
Hubl (config) #end
HacTtpolika kpuntowwnto3a Hubl 3aBepLieHa.
B [MpunoxeHuv npeactaBneHbl TEKCTbl KOHAUIypaunin Ana kpuntowwnosa Hubl:

e TEKCT KoHconu cisco-like;
e TekcT LSP;
o KoHdurypaums L2 (data plane).
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HacTpouka kpuntownto3a Spoke1

HavanbHble HaCTPONKM

HavanbHble HACTPOWKN NPOU3BOAATCS aHaNOMMYHO COOTBETCTBYIOLMM HACTpoikaMm Ha kpunTtowntose Hubl no
MOMEHTa HacTPOWKM MacTepa HacTpoek L2 (data plane).

1. Haxmute Enter, nocne 4yero 3anycTtuTcs mMacTep HayanbHbix HacTpoek L2 (data plane). daHHbin macTep
n3MeHsieT pavin /opt/VPNagent/etc/ipsm dpdk.cfg, KOTOPbIA UCMONb3YETCA CEPBUCOM ipsmapp:

1.1.

1.2

Configuring IPSM:

This script will stop ipsmapp daemon and create new ipsm dpdk.cfg. All ipsmapp settings
will be reset. Do you want to continue? [Yes]

INFO: Binding network devices to their original drivers

INFO: Device "0000:03:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:0b:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:13:00.0" is already bound to driver "vmxnet3". Skipping

YKaxuTe Konnyectso nopToB (konuyectso duandeckux LAN n WAN wuHTepdencos gna L2, Mgmt
NHTEepencol He yunTbIBaOTCSH):

Enter amount of ports (2-2) [2] : 2

BeeauTe konuyectBo NOTOKOB 06paboTku Tpadmka (KOM4eCTBO MOTOKOB COOTBETCTBYET KONMYECTBY
DP<N> UHTepencos):

O6paTtnTe BHMMaHWe, YTO YMCIO NOTOKOB AOMKHO COBMagaTh C YMCIIOM NOTOKOB Ha nepsom LAN nopty
Kpuntowno3a Hubl (B 4aHHOM cueHapum 3To Yncrno — 8).

1.3.

threads (1-36) [36] : 8

BbibepuTe 13 npeanoxeHHoro cnucka PCl agpec ans WAN nopta. PORTO — WAN mHTepdeiic.

fom e fom - fommm————— +
| | PCI id | Configured as | driver

B ittt e fom - fommm +
| 0 | 0000:03:00.0 | = | vmxnet3 |
| 1 | 0000:0b:00.0 | = | vmxnet3 |
| 2 | 0000:13:00.0 | = | vmxnet3 |
e Fom - Fom - +

[aHHbIn cnincok cdopmmpoBaH M3 BCeX U3MYECKMX CETEBbIX MHTEPdENCOB, KOTOpble €CTb B
Kpuntownto3e. B kaxxgom KoHkpeTHoM cnydae PCIl agpeca moryT oTnuyaThes.

1.4.

1.5.

1.6.

1.7.

Enter device index to be configured as WAN interface "PORTO" (0-2): O

INFO: Configuring device "0000:03:00.0" as "PORTO"

YkaxuTe IP agpec WAN wuHTepdpenica (B gaHHOM cueHapuu - 172.16.1.2). OanHbi IP agpec 6ynet
Ha3Ha4eH Ha MHTepdeNnc vEthernetO:

Enter IP-address for WAN interface (13 ip/13 ip6) (allowed protocols: ipv4,ipveé):
172.16.1.2

YkaxuTe macky ans IP agpeca WAN mnHTepdeinca (B AaHHOM cueHapum - 24):
Enter netmask for WAN interface (0-32) [24] 24

Ykaxute agpec Lun3a no ymonyaHuio ansa TpaHsutHoro L2 (data plane) 3awundgposaHHoro Tpadguka
(B 4aHHOM cueHapuun — 172.16.1.1):

Enter default gateway IP-address (gw_ip) (allowed protocols: ipv4): 172.16.1.1
HaxwmuTe Enter, ecnv Bce napameTpbl BBEAEHbI BEPHO:

Is the above data correct? [Yes]
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1.8. Bbibepute us BHoBb npeanoxeHHoro cnuncka PCl agpec ana LAN nopta. PORT1 — LAN nHTepdeic:

Bepcusa 5.0
i R +
| | PCI id |
BT +-—=
| 0 | 0000:03:00.0 |
| 1 | 0000:0b:00.0 |
| 2 | 0000:13:00.0 |
Bt ittt +

——————————————— +o————————+
Configured as | driver |
———————————— Fo————————
PORTO | vmxnet3 |

- | vmxnet3
- | vmxnet3 |
——————————————— e

W3 cnncka Bbiwe BuaHo, 4To WAN nopT yxe ckoHdurypuposaH («PORTO» B ctonbue «Configured as»):

Enter device index to be configured as LAN interface

(0-2): 1

"PORT1" and paired with "PORTO"

1.9. VYkaxwute IP agpec nctovHuka gnsa EtherlP TyHHens (B gaHHoM cueHapum — 172.16.1.2):

Enter source IP-address

172.16.1.2

for 12-tunnel (12 src ip)

(allowed protocols: ipv4,ipv6):

1.10. Ykaxute IP agpec HazHayeHus ang EtherlP TyHHens (B gaHHOM cueHapumn — 172.16.100.2):

Enter destination IP-address for 12-tunnel (12 dst ip) (allowed protocols:

172.16.100.2

ipv4d) :

1.11. 3apante MTU ans WAN n LAN nHTepdeiicoB (B 4aHHOM cLeHapumn — 9000):

Enter MTU for WAN interface (68-9700) [9700] : 9000
Enter MTU for LAN interface (68-9700) [9600] : 9000

1.12. HaxwmuTe Enter, ecnv Bce napameTpbl BBEAEHbI BEPHO:

Is the above data correct? [Yes]

1.13. ﬂOMﬂMTerOKOHHaHMﬂHpoueﬂyprMHMuMaﬂM3auMMM MacTepa HaCcTpoekK:

fom e fom - fommm————— +
| | PCI id | Configured as | driver

fom e fom - fommm————— +
| 0 | 0000:03:00.0 | PORTO | vmxnet3 |
| 1 | 0000:0b:00.0 | PORT1 | vmxnet3 |
| 2 | 0000:13:00.0 | = | vmxnet3 |
e Fom - Fom - +

INFO: Operation completed successfully. Restart your system to apply the changes

INFO: OK

G

Network traffic is blocked.

To unblock network traffic, please setup the network security policy
or use "run csconf mgr activate" command to activate the predefined

permissive network security policy now.

1.14. Bknounte NpoxoxaeHne ceTeBoro Tpaduka, sarpysvs npefaonpeneneHHyo paspeLlarroLyio NofMTUKY:

administrator@sterragate]

HavanbHble HaCTp0I7IKVI 3aBepLUeHbl.

Hactponka L2

run csconf mgr activate

HacTtpovika napameTtpoB L2 npomsBoguTCs aHanorMyHo Hactponkam L2 Ha kpuntownto3e Hubl oo momeHTa

HaCTPOWIKM pacnpeneneHnsa noTokoB 06paboTkm Tpadmnka No nopram.

I'Iapameprl thr start W thr count 3ajaBaTb He Tpe6yeT0ﬂ, no ymon4aHuio BCe NOTOKN 6yﬂ,yT Ha3Ha4eHbl

Ha LAN nopr.

Hactpouku PKI (3anpocbl n ceptudmkartbl)

HacTpolika nponsBoauTcsa aHanorMyHo HacTporikam Ha KpunTownose Hubl.
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H

acTpouka naponen goctyna K KoHconu cisco-like

HacTtporika nponsBoguTCca aHanormyHo HacTpowmkam Ha kpuntowno3e Hubl.

H

acTpouKa ceTeBbIX MapameTpPoB

HacTpolika npon3BoauTcs aHanorMyHo HacTporikam Ha KpunTownto3e Hubl.

H

acTpouka wugpoBaHua

1. TMMapameTpsl IKE.

1.1

1.2

3apavite obwme napameTpsbl IKE:

Spokel (config) #crypto isakmp identity dn

Spokel (config) #crypto isakmp keepalive 3 2

Spokel (config) #crypto isakmp keepalive retry-count 5

Spokel (config) #crypto isakmp fragmentation

Spokel (config) #crypto isakmp security-association lifetime delta 50
Spokel (config) #crypto isakmp initiator-sessions-max 100

Spokel (config) #crypto isakmp responder-sessions-max 100

CospgaiiTe NonuTUKY, onucbiBatoLLyto napaMmeTpbl IKE TyHHens:

Spokel (config) #crypto isakmp policy 1

Spokel (config-isakmp) #encryption magma

Spokel (config-isakmp) #hash stribog-256

Spokel (config-isakmp) #authentication gost-sig
Spokel (config-isakmp) #group vko2

Spokel (config-isakmp) #exit

1.3 Cosgavite npodwunb HacTtpoek ISAKMP (anroputm IKE) nog umeHem NEW ALGS, 4YTODObl ganee ero

NPUKPENUTb K KpUMNTOKapTe:

Spokel (config) #crypto isakmp profile NEW ALGS
Spokel (conf-isa-prof) #match identity dn
Spokel (conf-isa-prof) #set identity mapping
Spokel (conf-isa-prof) #set policy 1

Spokel (conf-isa-prof) #exit

2. [MapameTtpbl IPsec ansa 3awnTbl TpaH3NTHOro L2 Tpaduka.

2.1.

2.2.

2.3.

2.4.

OTtkntounte obHOBrEHMe kntova IPsec SA no JocTkeHWto onpegeneHHoro obbema nepegaHHoOro
Tpadwmka:

Spokel (config) #crypto ipsec security-association lifetime kilobytes unlimited

3apgante KOMOMHUPOBAHHBIV anropuTM WMPOBaHMSA N MUTO3aLWnTbl (Habop NpeobpasoBaHuin) Ans
Tpacmka, koTopbiM ByaeT 3awmwaTtbed L3 Tpaduk ynpaBneHus:

Spokel (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-—
mgm
Spokel (cfg-crypto-trans) # exit

3apgante KOMOMHNPOBAHHBIV anNropuTM WKMMPOBaHWA U MMUTO3aLwuThLl (Habop NpeobpasoBaHuin) aAns
Tpadumka (TpaHCNOPTHBIA pexum), KoTopbiM OyaeT sawmwartbes L2 Tpadumk mexagy LeHTparnbHbIM
oducom 1 unmarnom:

Spokel (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT
esp-magma-mgm

Spokel (cfg-crypto-trans) # mode transport

Spokel (cfg-crypto-trans) ffexit

Cospante cnucok poctyna (ACL) pgns  TpaH3WTHOro  WHKancynuposaHHoro B EtherlP
Nonb30BaTENbCKOro Tpaduka, KOTOPbIN HYXHO 3alumatb Mexgy LeHTpanbHbIM ouUcoM U nepsbiM
dunmanom:

Spokel (config) #ip access-list extended IPSEC ACL HUBL1 AND SPOKEl

Spokel (config-ext-nacl)# remark EtherIP L2 tunnel
Spokel (config-ext-nacl)# permit 97 host 172.16.1.2 host 172.16.100.2

2003-2026 «C-Teppa Cudclln» 24



Bepcusa 5.0 Mpymep ncnonb3oBaHUA Pepakums 2

2.5.

2.6.

2.7.

2.8.

Spokel (config-ext-nacl)# exit
Spokel (config) #

Cospawrte kpunto-kapty (ums L2VPN_HUB1_ AND_SPOKE1, pasgen 1):

Spokel (config) #crypto map L2VPN HUB1 AND SPOKEl 1 ipsec-isakmp

2.5.1 Ykaxute CNMCOK OOCTyMNa ANd 3alyumiiaemoro Tpaduka:

Spokel (config-crypto-map) # match address IPSEC ACL HUB1 AND SPOKEL

2.5.2 Ykaxute npu nomoLLM Kakoro Habopa anropnuTMOB HYXXHO 3aLuuLiaTh Tpaduk:

Spokel (config-crypto-map) # set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

2.5.3 VYkaxute IP agpec naptHepa no IPsec, ato BHewHun IP agpec nepsoro WAN wuHTepdenca
KpunTowno3a Hubl:

Spokel (config-crypto-map) # set peer 172.16.100.1

2.5.4 Tpukpenute ISAKMP npodwuib NEW ALGS K KpUNTOKapTe:

Spokel (config-crypto-map) # set isakmp-profile NEW ALGS

2,55 Ob6sa3aTtenbHO OTKMYUTE UCTOPUIO YAANEHHbIX TYHHenen (ecnu He OTKMYNUTb, TO MOryT BbiTb
npobnemsl ¢ NocTpoeHmem IPsec TyHHenen ¢ ycTporicTBamu, KoTopble Haxoadatcs 3a NAT):

Spokel (config-crypto-map) # set dead-connection history off

2.5.6 BkniouuTe npedparmeHTauuto:

Spokel (config-crypto-map) #set pre-fragmentation
Spokel (config-crypto-map) #exit

Mpukpenute Kpunto-KapTy L2VPN HUB1 AND SPOKE1 KO BCeM DP uHTepdeicam (OHM
COOTBETCTBYIOT NOTOKam ob6paboTkm Tpadmka LAN nopta (PORT1 B ipsm_dpdk.cfg)):

Spokel (config) # interface range DP 0 - 7
Spokel (config-if)# crypto map L2VPN HUB1 AND SPOKEL
Spokel (config-if) # exit

MNpumeHnTEe HaCTPONKN:
Spokel (config-if) # end

BaxHo! YbOeaunTech, 4TO 3Ha4YeHNs1 NnapameTpa crypto ipsec stream-id Ha UHTepdencax DP 0 -7
KpunTowwnto3a Spokel coBnagaloT co 3Ha4YeHMsMM Ha uHTepdencax DP 0 — 7 kpuntowro3da Hubl.
[NpoBepnTb 3TO MOXHO B BbIBOAE KOMaHAbl show running-config:

Spokel# show running-config

|

interface DPO

crypto map L2VPN HUB1 AND SPOKE1L
crypto ipsec stream-id 1000

|

interface DP1

crypto map L2VPN HUBl AND SPOKEL
crypto ipsec stream-id 1001

|

interface DP2

crypto map L2VPN HUB1 AND SPOKE1l
crypto ipsec stream-id 1002

|

interface DP3

crypto map L2VPN HUBl AND SPOKEL
crypto ipsec stream-id 1003

|

interface DP4

crypto map L2VPN HUB1 AND SPOKE1
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crypto ipsec stream-id 1004

|

interface DP5

crypto map L2VPN HUB1 AND SPOKEL

crypto ipsec stream-id 1005

|

interface DP6

crypto map L2VPN HUB1 AND SPOKEL

crypto ipsec stream-id 1006

|

interface DP7

crypto map L2VPN HUB1 AND SPOKEL

crypto ipsec stream-id 1007
|

BugHo, 4To 3HaYeHUs crypto ipsec stream-id Ha COOTBETCTBYHOLUMX UHTeppernicax DP coBnagatoT.

Ecnu 3HaveHns sToro napameTpa Ha Ln3ax pasnuyarTcs, To cnegyet oTpeaakTupoBaTh 3HaYeHue Ha
OOHOM W3 KpUMTOLIMO30B, Hanpumep Ha Spokel. [ns aTtoro nepengute obpaTHO B pexum
KOHpurypaumm:

Spokel#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Spokel (config) #

MepenguTte B pexum KoHcuUrypaumm nHtepderica, Ha KOTOPOM crieayeT U3MEHUTb AaHHbIN napameTp
(HanprMep, ecnn HY>KHO BbICTaBUTb 3HAYEHNE stream-id paBHoe 1023 Ha nHTepderice DP 0) n 3apavite
HY>KHOE 3Ha4eHue:

Spokel (config) #interface dp O
Spokel (config-if) #fcrypto ipsec stream-id 1023
Spokel (config-if) #fexit

3. TlNapameTpbl IPsec ons 3awmTbl yaaneHHoro ynpaesneHms KpUnTOoLL30M.
3.1. Tllepengnte B pexum KoHpuUrypaumm:
Spokel#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
3.2. 3apavite IKECFG nyn, n3 kotoporo 6yaet BbigaBaTtbcs |P agpec KoMnbloTepy agMUHMUCTpaTopa

Spokel (config) #ip local pool ADMIN ADDRESS 192.168.255.2

3.3. Cospavite paclumpeHHbid cnucok goctyna (ACL) ansa Tpadwuka, KoTopbii TpebyeTca 3awuwaTs (B
KayecTBe NokanbHOro agpeca ykasblBaeTcs agpec Mgmt uHTepdperica, a B kadecTBe yaaneHHoro
agpeca — agpec u3 IKECFG nyna):

Spokel (config) #ip access-list extended ADMIN ACL

Spokel (config-ext-nacl) #remark MGMT IP

Spokel (config-ext-nacl) #permit ip host 192.168.254.1 host 192.168.255.2
Spokel (config-ext-nacl) #exit

3.4. CospaviTe QgUHaMUYECKY0 KpUNTOKapTY (UMSA MGMT, pasgen 1):
Spokel (config) #crypto dynamic-map MGMT 1
3.4.1. Ykaxute CnMCOK JOCTyNa ANd 3aluuiaemoro Tpaduka:
Spokel (config-crypto-map) #match address ADMIN ACL
3.4.2. YxaxuTe npu NOMOLLUM Kakoro Habopa anroputMOB HYXXHO 3alLmLLaTh Tpaduk:
Spokel (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
3.4.3. MpukpenuTte ISAKMP npodunb NEW_ALGS K KpUNTOKapTe:

Spokel (config-crypto-map) #set isakmp-profile NEW ALGS
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3.4.4. Yxaxute IKECFG nyn:

Spokel (config-crypto-map) #set pool ADMIN ADDRESS

3.4.5. Bknounute npedparmeHTaumio:

Spokel (config-crypto-map) #set pre-fragmentation

3.4.6. Bkniounte aBTOMaTUYECKYIO M UHTENSEKTYaNbHYH KOPPEKTUPOBKY 3HAYeHUst MSS:
Spokel (config-crypto-map) #set security-association mss-fix out

3.4.7. Ob6sa3aTenbHO OTKMOYUTE UCTOPUIO YAANEHHbIX TYHHeNemn (ecnv He OTKIIOYUMTb, TO MOryT ObiTh
npobnembl ¢ NOCTpoeHneM IPsec TyHHenen ¢ yCTponcTBaMun, KoTopble HaxoasTcest 3a NAT):

Spokel (config-crypto-map) #set dead-connection history off
Spokel (config-crypto-map) #exit

3.5. Cospavite kpunTtokapTty (msa L3VPN, pasgen 1) n gobasbTe Tyaa AMHaMUYeCKyto kpuntokapTy MGMT:
Spokel (config) #crypto map L3VPN 1 ipsec-isakmp dynamic MGMT

3.6. Tlpukpenute co3gaHHyI0 KpUNTOKApPTY L3VPN K BHELUHEMY MHTepPMenCy vEthernet:

Spokel (config) #interface vEthernet 0
Spokel (config-if) #description WAN
Spokel (config-if) #crypto map L3VPN

3.7. TpumeHWTE HacTPOWKK:

Spokel (config-if) #end

HacTpowka nonutuku obpabotku COC (CRL)

HacTpolika npon3BoguTCA aHanorMyHo HacTpomkam Ha Kpuntowwose Hubl.
HacTtpoika MexceTeBOro aKkpaHa

HacTpolika nponsBoauTcs aHanorMyHo HacTporikam Ha KpunTownose Hubl.

B NpunoxeHnn npeacraBneHbl TEKCTbI KOHUIypaumin ansa kpuntowwstosa Spokel:

e TeKCT KoHcosnu cisco-like;
e TekcT LSP;
o KoHdurypaums L2 (data plane).

Hactponka kpunrtownto3a Spoke2

HacTtporika kpynTownto3a Spoke2 nponucxoamt aHanormdHo Hactporke Spokel.

Uumcno notokoB 06paboTkm Tpadhmka crnenyeT BbICTaBNATb TaKoe Xe, kakoe Obirio 3agaHo anga sToporo LAN nopTa
KpunToLuntosa Hubl.

BaxHo! Nocne sTana HacCTponkK WnpoBaHud, ybegmTech, YTO 3HaYEHUs1 MapaMeTpa crypto ipsec stream-
id Ha nHTepdencax DP 0 — 7 kpunTowwso3a Spoke2 coBnagatroT CO 3HayYeHusMU Ha nHTepdencax DP 8 — 15
KpunTowno3a Hubl, B npoTMBHOM cnyyae 3HayeHus cnegyeT 3aMeHnTb Ha coBnagatoLime.

B NpunoxeHun npegcraBneHbl TEKCTbl KOHMrypauni ana kpuntownosa Spoke2:

e TeKCT KoHconu cisco-like;
e TekcT LSP;
o KoHourypauusa L2 (data plane).
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

MpoBepKy paboTOCNOCOBHOCTH HYXXHO BbIMOMHATL NOCIE 3aBEPLUEHNS] HACTPOMKM BCEX YCTPOWUCTB CTEHAA.

MpoBepka IP cBA3HOCTH

1. TpoeepbTe, 4TO C KpunTowno3oB Hubl, Spokel u Spoke2 no ICMP gocTyneH W03 no yMOMYaHWUio

(Routerl). [1ns 3TOro BLINOMHNTE KOMaHAY ping U3 Cisco-like KOHCONM KPMNTOLLISO30B.

Hubl#ping 172.16.100.1

PING 172.16.100.1
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

(172.16.100.1)

1
1
1
1
1

00.1:
00.
00.
00.
00.

e e

100(128)
icmp seg=1 ttl=64
icmp seqg=2 ttl=64
icmp seq=3 ttl=64
icmp seg=4 ttl=64

icmp seg=5 ttl=64

---172.16.100.1 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev =

Hubl#ping 172.16.101.1

PING 172.16.101.1
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

(172.16.101.1)

1
1
1
1
1

5 received,

0% packet loss,

bytes of data.

time=1.64 ms
time=0.999 ms
time=2.55 ms
time=0.856 ms
time=1.36 ms

time

0.856/1.481/2.552/0.601 ms

01.1:
01.
01.
01.
01.

e e

100(128)
icmp seg=1 ttl=64

icmp seq=2 ttl=64
icmp seqg=3 ttl=64
icmp seg=4 ttl=64
icmp seg=5 ttl=64

---172.16.101.1 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev =

Spokel#ping 172.16.1.1

PING 172.16.1.1 (172.1
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

--- 172.16.1.1 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev =

Spoke2#ping 172.16.2.1

PING 172.16.2.1 (172.1

6.
1.

6.

108 bytes from 172.16.2

108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

=== 172,16.2.1l pilng Statisties ===

5 packets transmitted,
rtt min/avg/max/mdev =

BugHo, uto yctponcteo Routerl goctynHo no ICMP kak ¢ Hub1l, Tak n co Spokel un Spoke2.

e

N NN DN

5 received,

0% packet loss,

bytes of data.

4035ms

time=1.67 ms

time=1.03 ms

time=0.712 ms
time=0.942 ms
time=0.941 ms

time

0.712/1.060/1.673/0.324 ms

e e e e

5 received,

.1) 100 (128)

0% packet loss,

bytes of data.
icmp seg=1 ttl=64 time=0.824
icmp seqg=2 ttl=64 time=0.911
icmp seq=3 ttl=64 time=0.835
icmp segq=4 ttl=64 time=0.966
icmp seqg=5 ttl=64 time=1.

time

0.824/1.000/1.468/0.239 ms

e e S

5 received,

.1) 100(128)

0% packet loss,

bytes of data.

icmp seg=1 ttl=64 time=0.556
icmp seqg=2 ttl=64 time=0.969
icmp seqg=3 ttl=64 time=1.
icmp segq=4 ttl=64 time=0.889
icmp seqg=5 ttl=64 time=0.782

time

0.556/0.871/1.160/0.200 ms

4007ms

ms
ms
ms

47 ms

4005ms

ms
ms

16 ms

ms
ms

4030ms

2. [lpoeepbTe, YTO C KpunTowmnto3a Hubl goctynHel no ICMP kpuntownto3dbl Spokel n Spoke2 (Mo BHELWHUM

nHTepdencam). [na aToro BbINOMHUTE KOMaHAY ping U3 cisco-like koHconu kpunTowsnoda Hubl.

Hubl#ping 172.16.1.2

2003-2026 «C-Teppa Cudclln»

28



Bepcusa 5.0

Mpumep Ucnonb3oBaHKs

Pepakuunsa 2

PING 172.16.1.2

108
108
108
108
108

5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

172.
172.

172

172.
172.

(172.16.
16.
16.
SpIRC
16.
16.

1.

e e

DN NN

.2) 100(128)

icmp seg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seqg=5

172.16.1.2 ping statistics ---

rtt min/avg/max/mdev

Hubl#ping 172.16.2.2

PING 172.16.2.2

108
108
108
108
108

5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

172.
172.
172.

172

172.

(172.16.
16.
16.
16.
BpIRCR
16.

5 received, 0%

9.632/14.821/24.064/5.

2.

NN NN

DN DNDDND NN

.2) 100 (128)

icmp seqg=1
icmp seqg=2
icmp seg=3
icmp seg=4
icmp seg=5

172.16.2.2 ping statistics ---

rtt min/avg/max/mdev

BugHo, uto ¢ kpuntowntoda Hubl goctynHel no ICMP kpuntowntosel Spokel n Spoke?2.

Mposepka PKI

MpoBepbTe, 4TO Ha KpunTowmo3ax COC mmnopTupoBaH B 6a3y lNpoaykrta n Bce ceptudmkatbl UMEKOT CTaTyC
Active. NogpoGHasa npoBepka npueedeHa B 6a30BOM CLieHapumn

MpoBepka noOCTpPoeHWs 3awmiieHHoro L2 coeauHeHuss Mexay
KPUNTOLL03aMK

1. VIHMUMMpynTE NOCTPOEHUE 3alMLLEHHOrO L2 coeamHeHus mexay kpuntownio3amm Hubl n Spokel, Hubl u
Spoke2 ¢ nboro 13 3awmiaemMbix YCTPONCTB. Hanpumep, BbINONHWTE NPOBEPKY OOCTYMHOCTU YCTPOWCTB
Host-b-hubl 1 Host-b-spoke2 ¢ yctponctea Host-b-spokel.

1.1.

5 received, 0%

4.676/8.093/11

bytes of data.

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

packet

time=24.0
time=15.0
time=14.1
time=9.63
time=11.2

loss,
013 ms

bytes of data.

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

packet

time=8.14
time=6.59
time=4.67
time=11.1
time=9.85

loss,

.195/2.308 ms

root@Host-b-spokel:~# ping 192.168.100.100 -c 5

PIN
64
64
64
64
64

G 192.
bytes
bytes
bytes
bytes
bytes

168.100.100

from
from
from
from
from

192.
192.
192,
192,
192,

168.
168.
168.
168.
168.

(192
100.
100.
100.
100.
100.

ms

ms
ms
ms

time 4003ms

ms
ms
ms
ms
ms

time 4006ms

.168

100:
100:
100:
100:
100:

100.100)
icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seg=5

---192.168.100.100 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

1.2

5 received,

56 (84)

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

0% packet loss,
1.568/1.737/1.864/0.109 ms

root@Host-b-spokel:~# ping 192.168.100.102 -c 5

PIN
64
64
64
64
64

G 192.
bytes
bytes
bytes
bytes
bytes

168.100.102

from
from
from
from
from

192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

(192
100.
100.
100.
100.
100.

.168

102:
102:
102:
102:
102:

100.102)
icmp seg=1
icmp seq=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

--- 192.168.100.102 ping statistics ---

5 packets transmitted,

5 received,

56 (84)

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

0% packet loss,

time=1.
time=1.
time=1.
time=1.
time=1.

time

time=3.
time=3.
time=4.
time=4.
time=3.

time

83
57
68
74
86

bytes of data.

ms
ms
ms
ms
ms

10ms

71
88
18
01
82

bytes of data.

ms
ms
ms
ms
ms

10ms

BbinonHuTe KoMaHay ping M3 linux bash koHconu 3awmuaemoro yctponctea Host-b-spokel.

BbinonHuTe KomMaHay ping M3 linux bash koHconu 3awmuiaemoro yctponctea Host-b-spokel.
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rtt min/avg/max/mdev = 3.712/3.921/4.182/0.179 ms

2. TlpoBepbTe, 4TO Ha kpunTowwntodax Hubl, Spoke1 n Spoke2 yctaHoBneHbl 3allmiLeHHble IPSec coeanHeHus.
[ns 3TOro BLINONMHUTE KOMaHAY run sa mgr show U3 CiSCO-like KOHCOMM KPMNTOLLMIO30B.

Hubl#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 10 (172.16.101.2,500)-(172.16.2.2,500) active 4536 4492

2 11 (172.16.100.2,500)-(172.16.1.2,500) active 4556 4472

IPsec connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

(
1 33 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 312 416
2 34 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 416 312
3 35 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 416
4 36 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 416 312
5 37 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 312 312
6 38 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
7 39 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
8 40 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 312 312
9 41 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
10 42 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 312 312
11 43 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
12 44 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 312 312
13 45 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
14 46 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 312 312
15 47 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
16 48 (172.16.101.2,*)-(172.16.2.2,*) 97 ESP trans 312 312

Spokel#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
15 (172.16.1.2,500)-(172.16.100.2,500) active 4472 4556

IPsec connections:
Num Conn-id (Local Addr,Port) - (Remote Addr,Port) Protocol Action Type Sent Rcvd

118 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 312 416
2 19 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 416 312
3 20 (172.16.1.2,%)-(172.16.100.2,*) 97 ESP trans 312 312
4 21 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 312 312
522 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 312 312
6 23 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 312 312
7 24 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 312 312
8 25 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 312 312

Spoke2#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)-(Remote Addr,Port) State Sent Rcvd
1 10 (172.16.2.2,500)-(172.16.101.2,500) active 4492 4536

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 16 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 416 312

2 17 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 312 416

318 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 312 312
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4 19 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 312 312
520 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 312 312
6 21 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 312 312
722 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 312 312
8 23 (172.16.2.2,*)-(172.16.101.2,*) 97 ESP trans 312 312

BugHo, uto Ha kpunTownto3dax Hubl, Spokel n Spoke2 yctaHOBMEHbI 3alumLleHHble IPsec coeamHeHus
(konnyecTBO 3alULLEHHbIX IPSec coeguHeHWn OOMKHO coBnagdaTb CO 3HayeHuem napametpa threads,
yKasaHHO B MacTepe Hactpoek L2). Ecnu aTtoro He npomsoLuno, To NpoBepbTe dann xxypHana (komaHaa
run less /var/log/cspvpngate. log). |_|pl/l HeobXxoaAMMOoCTH yBEJIN4YbTE YPOBEHb JlIOrMpoBaHUA
(koMaHOa logging trap debugging B KOHCOnM cisco-like) n 3aHOBO mHMLMMpPYWTE 3aliulLeHHoe
coeiNHeHMe.

MoapobHas npoBepka paboTOCNOCOBHOCTM CTEHAA U AMAarHOCTUKA onucaHbl B cueHapum «loctpoenne L2 VPN
TyHHenst Mexay asymsi «C-Teppa LUnto3 DP».
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MpunoxeHue

KoHdhmrypaumm kpuntowntosa Hub1

1. KoHconb cisco-like:

version 12.4

no service password-encryption

|

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

username

keepalive 3
keepalive retry-count 5
cscons privilege 15 secret

Sy$j9TS6FE.F1idmCPYp3/uvlNVp0SZEdonJTEpjrnf YFBgHIbh4dRVTKO1n30gE6EuchUUH2
aaa new-model

hostname Hubl
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping

set policy 1

ip local pool ADMIN ADDRESS 192.168.255.1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT esp-magma-mgm
mode transport

object-group network SELF

remark WAN IP

host 172.16.100.2
host 172.16.101.2

ip access-list extended IPSEC ACL HUB1 AND SPOKE1
remark EtherIP L2 tunnel
permit etherip host 172.16.100.2 host 172.16.1.2
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ip access-list extended IPSEC ACL HUB1 AND SPOKE2
remark EtherIP L2 tunnel
permit etherip host 172.16.101.2 host 172.16.2.2

ip access-list extended FW INPUT WAN
permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp

permit icmp any object-group SELF

permit esp any object-group SELF

ip access-list extended FW INPUT DP
permit udp any object-group SELF eqg non500-isakmp

permit esp any object-group SELF

ip access-list extended ADMIN ACL
remark MGMT IP
permit ip host 192.168.253.1 host 192.168.255.1

|
ipv6
!

|

default filtering deny

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp
ip inspect name INSPECT udp

crypto dynamic-map MGMT 1
match address ADMIN ACL

set
set
set
set
set

set
1

transform-set MAGMA GOST ENCRYPT AND INTEGRITY
isakmp-profile NEW ALGS

pool ADMIN ADDRESS

security-association mss-fix out
pre-fragmentation

dead-connection history off

crypto map L2VPN HUB1 AND SPOKEl 1 ipsec-isakmp
match address IPSEC ACL HUB1 AND SPOKE1

set
set
set
set
set

set
1

transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT
isakmp-profile NEW ALGS

local-address 172.16.100.2

peer 172.16.1.2

pre-fragmentation

dead-connection history off

crypto map L2VPN HUB1 AND SPOKE2 1 ipsec-isakmp
match address IPSEC ACL HUB1 AND SPOKEZ2

set
set
set
set
set

set
|

transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT
isakmp-profile NEW ALGS

local-address 172.16.101.2

peer 172.16.2.2

pre-fragmentation

dead-connection history off

crypto map L3VPN 1 ipsec-isakmp dynamic MGMT

interface TenGigabitEthernet0/0
ip address 192.168.253.1 255.255.255.0

interface DPO

ip access-group FW _INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1000
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|

interface DP1
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1001

!

interface DP2
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1002

|

interface DP3
ip access-group FW _INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1003

|

interface DP4
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1004

1

interface DP5
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKE1
crypto ipsec stream-id 1005

1

interface DP6
ip access-group FW _INPUT DP in
crypto map L2VPN HUB1 AND SPOKE1
crypto ipsec stream-id 1006

|

interface DP7
ip access-group FW _INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1007

|

interface DP8
ip access-group FW INPUT DP in
crypto map L2VPN HUBl AND SPOKE2
crypto ipsec stream-id 1008

|

interface DP9
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEZ2
crypto ipsec stream-id 1009

|

interface DP10
ip access-group FW_INPUT DP in
crypto map L2VPN HUB1 AND SPOKEZ2
crypto ipsec stream-id 1010

|

interface DP11
ip access-group FW INPUT DP in
crypto map L2VPN HUBl AND SPOKE2
crypto ipsec stream-id 1011

|

interface DP12
ip access-group FW _INPUT DP in
crypto map L2VPN HUBl AND SPOKE2
crypto ipsec stream-id 1012

|

interface DP13
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ip access-group FW INPUT DP in

crypto map L2VPN HUB1 AND SPOKE2

crypto ipsec stream-id 1013

|
interface DP14

ip access-group FW INPUT DP in

crypto map L2VPN HUB1 AND SPOKE2

crypto ipsec stream-id 1014

|
interface DP15

ip access-group FW INPUT DP in

crypto map L2VPN HUB1 AND SPOKE2

crypto ipsec stream-id 1015

!

interface vEthernetO

description WAN

ip address 172.16.100.2 255.255.255.0

mtu 9000

ip access-group FW INPUT WAN in

crypto map L3VPN

ip inspect INSPECT out

|

interface vEthernetl

description LAN

no ip address

mtu 9000

!

interface vEthernet2

description WAN

ip address 172.16.101.2 255.255.255.0

mtu 9000

ip access-group FW_INPUT WAN in

ip inspect INSPECT out

1

interface vEthernet3

description LAN

no ip address

mtu 9000

!

!

ip route 172.16.1.2 255.255.255.255 172.16.100.1
ip route 172.16.2.2 255.255.255.255 172.16.101.1
ip route 0.0.0.0 0.0.0.0 172.16.100.1

|

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQOAF83
quit

1

end

2. KoHdurypauma LSP:

# This is automatically generated LSP
#
# Conversion Date/Time: Thu Dec 25 12:01:20 2025
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GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Dec 25 12:01:20 2025 (user: root)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 172.16.1.2/32
Gateway = 172.16.100.1

) 4

Route (
Destination = 172.16.2.2/32
Gateway = 172.16.101.1

) s

Route (
Destination = 0.0.0.0/0
Gateway = 172.16.100.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(
CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg "GR341112 256TC26-65128"
GroupID = VKO2 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP
(
Transform* = ESPTransform
(
"GR341215M-K288-MGM-33"
3600

CipherAlg*
LifetimeSeconds

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
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(

Transform* = ESPTransform

(
CipherAlg*
LifetimeSeconds

FilterChain IPv6Default (

Filters = Filter (
DestinationIP = 0.0.0.
Action = PASS

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FW INP

Filters = Filter (
DestinationIP = 172.16
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_ INPUT

) s

Filter (

DestinationIP = 172.16
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_ INPUT

) s

Filter (

DestinationIP = 172.16
ProtocolID = 50

Action = PASS
LogEventID = "FW INPUT

) s

Filter (

DestinationIP = 172.16
ProtocolID = 50

Action = PASS
LogEventID = "FW INPUT

)

Filter (

DestinationIP = 0.0.0.
Action = DROP

)

IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER S

"GR341215M-K288-MGM-33"
3600

0/0

UT DP (

.100.2

_DP "

.101.2

_DP "

.100.2

DP"

.101.2

DP"

0/0

PECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (

DistinguishedName = USER S

PECIFIC DATA
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FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
DestinationIP = 172.16.101.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)/
Filter (
DestinationIP = 172.16.101.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)/
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)/
Filter (
DestinationIP = 172.16.101.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.101.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))
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FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
AddressPool ADMIN ADDRESS
(
IPAddresses = 192.168.255.1
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW_ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule: L2VPN_HUB1_AND_SPOKE1 :1
(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority =10
)
IKERule IKERule:L2VPN HUB1 AND SPOKEZ2:1
(
IKEPeerIPFilter = 172.16.2.2
IKELocalIPFilter = 172.16.101.2
Transform = crypto:isakmp:policy:1l
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AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 20

IKERule IKERule:L3VPN:1:MGMT:1
(

Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
IKECFGPool = ADMIN ADDRESS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority = 100

IPsecAction IPsecAction:L2VPN HUB1 AND SPOKEl:1
(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:L2VPN HUB1 AND SPOKEl:1l

IPsecAction IPsecAction:L2VPN HUB1 AND SPOKE2:1
(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:L2VPN HUB1 AND SPOKEZ2:1

IPsecAction IPsecAction:L3VPN:1:MGMT:1
(
TunnelingParameters = TunnelEntry (
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:L3VPN:1:MGMT:1

const IPsecPolicy:L2VPN HUB1 AND SPOKEl = FilterChain (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)
Filter (
SourceIP = 172.16.100.2
DestinationIP = 172.16.1.2
ProtocolID = 97
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L2VPN HUB1 AND SPOKEl:1 >
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LogEventID =
"IPsec:Protect:L2VPN HUB1 AND SPOKEL:1:IPSEC ACL HUBl AND SPOKEL"
)
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1000 (
+IPsecPolicy:L2VPN HUBl AND SPOKEL
StreamID = 1000
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1001 (
+IPsecPolicy:L2VPN HUB1 AND SPOKEL
StreamID = 1001
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1002 (
+IPsecPolicy:L2VPN HUBL AND SPOKEL
StreamID = 1002
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1003 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE1
StreamID = 1003
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1004 (
+IPsecPolicy:L2VPN HUB1 AND SPOKEL
StreamID = 1004
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1005 (
+IPsecPolicy:L2VPN HUB1 AND SPOKEL
StreamID = 1005
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1006 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE1
StreamID = 1006
)
FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1007 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE1
StreamID = 1007
)
const IPsecPolicy:L2VPN HUB1 AND SPOKE2 = FilterChain (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)
Filter (
SourceIP = 172.16.101.2
DestinationIP = 172.16.2.2
ProtocolID = 97
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L2VPN HUBl1 AND SPOKE2:1 >
LogEventID =
"IPsec:Protect:L2VPN HUBl AND SPOKE2:1:IPSEC ACL HUBl AND SPOKE2"
)
)
2003-2026 «C-Teppa Cudclln» 41



Bepcusa 5.0 Mpymep ncnonb3oBaHUA Pepakums 2

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1008 (
+IPsecPolicy:L2VPN HUBl AND SPOKE2
StreamID = 1008

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1009 (
+IPsecPolicy:L2VPN HUBL AND SPOKE2
StreamID = 1009

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1010 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1010

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1011 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1011

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1012 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1012

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1013 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1013

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1014 (
+IPsecPolicy:L2VPN HUBl AND SPOKE2
StreamID = 1014

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1015 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1015

FilterChain IPsecPolicy:L3VPN (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s
Filter (
SourcelIP = 192.168.253.1
DestinationIP = 192.168.255.1
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L3VPN:1:MGMT:1 >

LogEventID = "IPsec:Protect:L3VPN:l:MGMT:l:ADMIN_ACL"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"

InputFilter = IPv6Default
OutputFilter = IPv6Default
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NetworkInterface (

LogicalName = "TenGigabitEthernetQ/1"

InputFilter = IPv6Default

OutputFilter = IPv6Default
)
NetworkInterface (

LogicalName = "DPO"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPvoDefault

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1000
)
NetworkInterface (

LogicalName = "DP1"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1001
)
NetworkInterface (

LogicalName = "DP2"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1002
)
NetworkInterface (

LogicalName = "DP3"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1003
)
NetworkInterface (

LogicalName = "DP4"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUBl AND SPOKE1:1004
)
NetworkInterface (

LogicalName = "DP5"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUBL1 AND SPOKE1:1005
)
NetworkInterface (

LogicalName = "DP6"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1006
)
NetworkInterface (

LogicalName = "DP7"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1007
)
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NetworkInterface (

LogicalName = "DP8"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1008
)
NetworkInterface (

LogicalName = "DP9"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1009
)
NetworkInterface (

LogicalName = "DP10"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1010
)
NetworkInterface (

LogicalName = "DP11"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1011
)
NetworkInterface (

LogicalName = "DP12"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1012
)
NetworkInterface (

LogicalName = "DP13"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUBL1 AND SPOKE2:1013
)
NetworkInterface (

LogicalName = "DP14"

InputFilter = FilterChain:FW_ INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUBl AND SPOKE2:1014
)
NetworkInterface (

LogicalName = "DP15"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1015
)
NetworkInterface (

LogicalName = "vEthernetO"

InputFilter = FilterChain:FW INPUT WAN

OutputFilter = InspectChain:INSPECT

IPsecPolicy = IPsecPolicy:L3VPN

2003-2026 «C-Teppa Cudclln» 44



Bepcusa 5.0 Mpymep ncnonb3oBaHUA Pepakums 2

)

NetworkInterface (
LogicalName = "vEthernetl"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "vEthernet2"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT

NetworkInterface (
LogicalName = "vEthernet3"
InputFilter = IPv6Default

OutputFilter = IPv6Default
)

3. KoHourypauusa L2 (data plane).

®ann /opt/VPNagent/etc/ipsm_dpdk.cfg

[PERFORMANCE ]

threads = 16 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

no max freq = yes
;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yves/no, default: no -- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx_desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors
in network adapter configuration

;no max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendq burst threshold activated
;pcap_mpool size = 262143 ;min: 6736: max 4194303: default: auto -- number of buffers
in single memory pool, 1 pool per port

;rx_queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx_sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming

;tx _sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on
wrk thread if corresponding tx thread is busy

;rx _cache size = 64000 ;smin: 2000: max 200000: default: 64000 -- size of rx thread

packet cache
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;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk
thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0x1 ;mask of cpu cores to run on, including HyperThreading
;jcorelist = 0-1 ;1list of cpu cores to run on, including HyperThreading
;channels = 1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;eal log level = 4 ;min: 1 max: 8 default: 4 -- log level of dpdk messages
;rx _pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx_hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx wthresh = 4 ;min: O max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold
register value

;tx _hthresh = 0 ;min: 0 max: 255 default: 0 -- tx host threshold register
value

;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

print stats = yes ;yes/no, default: yes —- print send/receive/drop statistics
stats _file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 —-- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics 1s collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yes/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;jmacaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address

update period in milliseconds
;kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name
of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip = 172.16.100.2/24

gw_ip = 172.16.100.1

pair port =1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4
frames
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;next hop mac6é = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6

frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop macé6 force = no ;yes/no, default no -- always set next hop mac6 as destination
mac address for outgoing IPv6 frames

;dp _frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé6
partners for this port

;dp _frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0O -- Priority code point (PCP)

which refers to the 802.1lp class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this
ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded

tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp
syn packets, even if it's lesser than mssfix value

[PORT1]

pci id = 0000:04:00.0

12 src ip = 172.16.100.2
12 dst ip = 172.16.1.2
pair port = 0

mtu = 9000

thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port

thr count = 8 ;min: 1 max: <threads - thr start> -- number of processing threads for
this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to l2-encapsulation ip header

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw _vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value
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[PORT2]

pci id = 0000:0b:00.0

13 ip = 172.16.101.2/24

gw_ip = 172.16.101.1

pair port = 3

mtu = 9000

outer = yes ;yes/no, default: no -- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4

frames

;next hop macé = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop macé force = no ;yes/no, default no -- always set next hop macé6 as destination
mac address for outgoing IPv6 frames

;dp _frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp_frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipv6
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0O -- Priority code point (PCP)

which refers to the 802.1lp class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this
ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw_vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded

tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp
syn packets, even if it's lesser than mssfix value

[PORT3]

pci _id = 0000:0c:00.0

12 src ip = 172.16.101.2

12 dst_ip = 172.16.2.2

pair port = 2

mtu = 9000

thr start = 8 ;min: 0 max: <threads - 1> -- first processing thread for this port

thr count = 8 ;min: 1 max: <threads - thr start> -- number of processing threads for
this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-

encapsulation ip header
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;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to l2-encapsulation ip header

;hw ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

;jmssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp
syn packets, even if it's lesser than mssfix value

KoHchurypaumm kpuntowntosa Spoke1

1. KoHconb cisco-like
!
version 12.4
no service password-encryption
1
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5
Sy$j9TSMGCcpBCo8IRCH6KHUIBYNOg.S$1T.4iLgROWthotvJZKSymLrRg4inTH6)jXwbD1yZhKD
aaa new-model
1
!
hostname Spokel
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
|
|
|
|
|
|
!
crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2
|
crypto isakmp profile NEW ALGS
match identity dn
set identity mapping
set policy 1
|

ip local pool ADMIN ADDRESS 192.168.255.2
|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT esp-magma-mgm

mode transport
|
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object-group network SELF

remark WAN IP

host 172.16.1.2

!

ip access-list extended IPSEC ACL HUB1 AND SPOKE1l
remark EtherIP L2 tunnel

permit etherip host 172.16.1.2 host 172.16.100.2
|

ip access-list extended ADMIN ACL

remark MGMT IP

permit ip host 192.168.254.1 host 192.168.255.2
!

ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eqg non500-isakmp

permit icmp any object-group SELF
permit esp any object-group SELF
|

ip access-list extended FW_ INPUT DP

permit udp any object-group SELF eqg non500-isakmp

permit esp any object-group SELF
|

ipv6 default filtering deny

|

g

ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto dynamic-map MGMT 1

match address ADMIN ACL

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile NEW ALGS

set pool ADMIN ADDRESS

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off

!

crypto map L2VPN_HUB1 AND SPOKEl 1 ipsec-isakmp
match address IPSEC_ACL_HUB1 AND SPOKE1

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT

set isakmp-profile NEW ALGS

set local-address 172.16.1.2

set peer 172.16.100.2

set pre-fragmentation

set dead-connection history off

|
crypto map L3VPN 1 ipsec-isakmp dynamic MGMT
|
interface TenGigabitEthernet0/1

ip address 192.168.254.1 255.255.255.0
|
interface DPO

ip access-group FW_INPUT DP in

crypto map L2VPN HUB1 AND SPOKE1L
crypto ipsec stream-id 1000

|

interface DP1

ip access-group FW_INPUT DP in

crypto map L2VPN HUBl AND SPOKEL
crypto ipsec stream-id 1001
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|
interface DP2

ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1002

!
interface DP3

ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1003

|
interface DP4

ip access-group FW _INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1004

|

interface DP5

ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEL
crypto ipsec stream-id 1005

1

interface DP6

ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKE1
crypto ipsec stream-id 1006

1

interface DP7

ip access-group FW _INPUT DP in
crypto map L2VPN HUB1 AND SPOKE1
crypto ipsec stream-id 1007

|

interface vEthernetO

description WAN

ip address 172.16.1.2 255.255.255.0
mtu 9000

ip access-group FW INPUT WAN in
crypto map L3VPN

ip inspect INSPECT out

|

interface vEthernetl

description LAN

no ip address

mtu 9000

!

!

ip route 0.0.0.0 0.0.0.0 172.16.1.1
|

1

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
|

end

2. KoHopurypauusa LSP
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# This is automatically generated LSP

#
# Conversion Date/Time: Thu Dec 25 12:03:32 2025
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Dec 25 12:03:32 2025 (user: root)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.1.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(

"GR341215M-K288-MGM-33"
3600

CipherAlg*
LifetimeSeconds
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FilterChain IPv6Default (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FW INPUT DP (

Filters = Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT DP"

) s

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT DP"

) s

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW_INPUT_WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 1
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Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))
AddressPool ADMIN ADDRESS
(
IPAddresses = 192.168.255.2
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
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IKERule IKERule:L2VPN HUB1 AND SPOKEl:1l
(
IKEPeerIPFilter = 172.16.100.2
IKELocalIPFilter = 172.16.1.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority =10
)
IKERule IKERule:L3VPN:1:MGMT:1
(
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
IKECFGPool = ADMIN ADDRESS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 100
)
IPsecAction IPsecAction:L2VPN HUB1 AND SPOKEl:1
(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:L2VPN HUB1 AND SPOKEl:1l
)
IPsecAction IPsecAction:L3VPN:1:MGMT:1
(
TunnelingParameters = TunnelEntry (
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:L3VPN:1:MGMT:1
)
const IPsecPolicy:L2VPN HUB1 AND SPOKEl = FilterChain (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)y
Filter (
SourceIP = 172.16.1.2
DestinationIP = 172.16.100.2
ProtocolID = 97
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L2VPN HUB1 AND SPOKEl:1 >
LogEventID =
"IPsec:Protect:L2VPN HUB1 AND SPOKEl:1:IPSEC ACL HUBl AND SPOKEL"
)
)
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FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1000 (
+IPsecPolicy:L2VPN HUBl AND SPOKEL
StreamID = 1000

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1001 (
+IPsecPolicy:L2VPN HUBL AND SPOKEL
StreamID = 1001

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1002 (
+IPsecPolicy:L2VPN HUB1 AND SPOKEL
StreamID = 1002

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1003 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE1L
StreamID = 1003

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1004 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE1
StreamID = 1004

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1005 (
+IPsecPolicy:L2VPN HUB1 AND SPOKEL
StreamID = 1005

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1006 (
+IPsecPolicy:L2VPN HUB1 AND SPOKEL
StreamID = 1006

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE1:1007 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE1
StreamID = 1007

FilterChain IPsecPolicy:L3VPN (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s
Filter (
SourcelIP = 192.168.254.1
DestinationIP = 192.168.255.2
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L3VPN:1:MGMT:1 >

LogEventID = "IPsec:Protect:L3VPN:l:MGMT:l:ADMIN_ACL"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"

InputFilter = IPv6Default
OutputFilter = IPv6Default
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NetworkInterface (

LogicalName = "TenGigabitEthernetQ/1"

InputFilter = IPv6Default

OutputFilter = IPv6Default
)
NetworkInterface (

LogicalName = "DPO"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPvoDefault

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1000
)
NetworkInterface (

LogicalName = "DP1"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1001
)
NetworkInterface (

LogicalName = "DP2"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1002
)
NetworkInterface (

LogicalName = "DP3"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1003
)
NetworkInterface (

LogicalName = "DP4"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUBl AND SPOKE1:1004
)
NetworkInterface (

LogicalName = "DP5"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1005
)
NetworkInterface (

LogicalName = "DP6"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1006
)
NetworkInterface (

LogicalName = "DP7"

InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE1:1007
)
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NetworkInterface (
LogicalName = "vEthernetO"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:L3VPN
)
NetworkInterface (
LogicalName = "vEthernetl"
InputFilter = IPv6Default
OutputFilter = IPv6Default
)
3. Kondurypaums L2 (data plane)
®ain /opt/VPNagent/etc/ipsm dpdk.cfg
[PERFORMANCE ]
threads = 8 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

no max freq = yes
;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 —--
fixing queue

size of re-order

;disable sendqueue = no ;ves/no, default: no -- disable re-order fixing queue
;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing

packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds

before another retry of sending packet burst

;rx _desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of rx descriptors

in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors

in network adapter configuration

;no max freqgq = no ;yes/no, default: no -- disable setting max possible

frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a

delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendq burst threshold activated

;pcap_mpool size = 262143 ;min: 6736: max 4194303: default: auto -- number of buffers

in single memory pool, 1 pool per port

;rx_queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in

bursts)

;rx_sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on

rx thread if there are no packets incoming

;tx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on

tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on

wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on

kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on

wrk thread if corresponding tx thread is busy

;rx _cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread

packet cache

;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk

thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0x1 ;mask of cpu cores to run on, including HyperThreading

;corelist = 0-1 ;list of cpu cores to run on, including HyperThreading
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;channels = 1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;jeal log level = 4 ;min: 1 max: 8 default: 4 -- log level of dpdk messages
;rx pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx_hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx wthresh = 4 ;min: O max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold

register value

;tx hthresh = 0 ;min: 0 max: 255 default: 0 -- tx host threshold register
value
;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

print stats = yes ;yes/no, default: yes —-- print send/receive/drop statistics
stats_file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics 1s collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;jmin: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yes/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;jmacaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address

update period in milliseconds
;kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name
of kernel module for port binding

[PORTO]

pci _id = 0000:03:00.0

13 ip = 172.16.1.2/24

gw _ip = 172.16.1.1

pair port =1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4
frames

;next hop mac6 = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6

frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop mac6 force = no ;yes/no, default no -- always set next hop macé6 as destination

mac address for outgoing IPv6 frames
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1.

;dp frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp frag ip6 = ;disabled -- ipvé6 addresses (4 max, "," as divider) of gate dp ipvé6
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point (PCP)

which refers to the 802.1p class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this
ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

[PORT1]

pci id = 0000:0b:00.0

12 src ip = 172.16.1.2
12 dst ip = 172.16.100.2
pair port = 0

mtu = 9000

;thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port
;thr count = <threads> ;min: 1 max: <threads - thr start> -- number of processing
threads for this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to l2-encapsulation ip header

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw_vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

KoHchurypauum kpuntowntosza Spoke2

KoHcorb cisco-like
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version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5

Sy$j9TSPcZ2Yxz1YzXiog0cgX4 . W/ SFFxhjAvVLEQKCsUGsYJ4yZkPHXFshhKhZgMPYyFvsvx1l
aaa new-model

hostname Spoke2
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping

set policy 1

ip local pool ADMIN ADDRESS 192.168.255.3

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT esp-magma-mgm
mode transport

object-group network SELF

remark WAN IP

host 172.16.2.2

ip access-list extended IPSEC ACL HUBl AND SPOKE2
remark EtherIP L2 tunnel
permit etherip host 172.16.2.2 host 172.16.101.2

ip access-list extended ADMIN ACL
remark MGMT IP
permit ip host 192.168.254.2 host 192.168.255.3

ip access-list extended FW_INPUT WAN

permit
permit
permit
permit

udp any object-group SELF eq isakmp

udp any object-group SELF eq nonb500-isakmp
icmp any object-group SELF

esp any object-group SELF
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ip access-list extended FW INPUT DP
permit udp any object-group SELF eqg non500-isakmp
permit esp any object-group SELF
|
ipve default filtering deny
!
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp
!
crypto dynamic-map MGMT 1
match address ADMIN ACL
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set pool ADMIN ADDRESS
set security-association mss-fix out
set pre-fragmentation
set dead-connection history off
!
crypto map L2VPN HUB1 AND SPOKE2 1 ipsec-isakmp
match address IPSEC ACL HUB1 AND SPOKEZ
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT
set isakmp-profile NEW ALGS
set local-address 172.16.2.2
set peer 172.16.101.2
set pre-fragmentation
set dead-connection history off
!
crypto map L3VPN 1 ipsec-isakmp dynamic MGMT
1
interface TenGigabitEthernet0/1
ip address 192.168.254.2 255.255.255.0
!
interface DPO
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEZ2
crypto ipsec stream-id 1008
|
interface DP1
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKEZ2
crypto ipsec stream-id 1009
|
interface DP2
ip access-group FW_INPUT DP in
crypto map L2VPN HUBl AND SPOKE2
crypto ipsec stream-id 1010
|
interface DP3
ip access-group FW INPUT DP in
crypto map L2VPN HUBl AND SPOKE2
crypto ipsec stream-id 1011
|
interface DP4
ip access-group FW _INPUT DP in
crypto map L2VPN HUB1 AND SPOKEZ2
crypto ipsec stream-id 1012
|
interface DP5
ip access-group FW _INPUT DP in
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crypto map L2VPN HUB1 AND SPOKE2

crypto ipsec stream-id 1013
|

interface DP6
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKE2
crypto ipsec stream-id 1014
|
interface DP7
ip access-group FW INPUT DP in
crypto map L2VPN HUB1 AND SPOKE2
crypto ipsec stream-id 1015
!
interface vEthernetO
description WAN
ip address 172.16.2.2 255.255.255.0
mtu 9000
ip access-group FW _INPUT WAN in
crypto map L3VPN
ip inspect INSPECT out
1
interface vEthernetl
description LAN
no ip address
mtu 9000
!
!
ip route 0.0.0.0 0.0.0.0 172.16.2.1
|
1
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQOAF83

quit
!
end

2. KoHourypauusa LSP

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Dec 25 12:04:40 2025
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Dec 25 12:04:40 2025 (user: root)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.2.1
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FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRatelLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(

CipherAlg*

LifetimeSeconds 3600

FilterChain IPv6Default (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FW INPUT DP (

Filters = Filter (
DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 4500

"GR341215M-K288-MGM-33"
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Action = PASS
LogEventID = "FW_ INPUT DP"

)I

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT DP"

)I

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (
DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP

))
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FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
AddressPool ADMIN ADDRESS
(
IPAddresses = 192.168.255.3
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW_ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule: L2VPN_HUB1_AND_SPOKE2 01
(
IKEPeerIPFilter = 172.16.101.2
IKELocalIPFilter = 172.16.2.2
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority =10
)
IKERule IKERule:L3VPN:1:MGMT:1
(
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
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IKECFGPool = ADMIN ADDRESS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority = 100

IPsecAction IPsecAction:L2VPN HUB1 AND SPOKE2:1

(

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP )

NoDeadConnectionHistory = TRUE
DFHandling = COPY

IKERule = IKERule:L2VPN HUBI1 AND SPOKEZ2:1

IPsecAction IPsecAction:L3VPN:1:MGMT:1
(
TunnelingParameters = TunnelEntry (
Prefragmentation = ENABLE
)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:L3VPN:1:MGMT:1

const IPsecPolicy:L2VPN HUB1 AND SPOKE2
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS

FilterChain

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s

Filter (
SourcelIP = 172.16.2.2
DestinationIP = 172.16.101.2
ProtocolID = 97
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:L2VPN HUB1 AND SPOKE2:1 >

LogEventID

"IPsec:Protect:L2VPN HUBl AND SPOKE2:1:IPSEC_ACL HUBl AND SPOKE2"

)

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKEZ2:1008 (

+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1008

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1009 (

+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1009

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1010 (

+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1010

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1011 (

+IPsecPolicy:L2VPN_HUB1 AND SPOKE2

(
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StreamID = 1011

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1012 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1012

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1013 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1013

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1014 (
+IPsecPolicy:L2VPN HUBL AND SPOKE2
StreamID = 1014

FilterChain IPsecPolicy:L2VPN HUB1 AND SPOKE2:1015 (
+IPsecPolicy:L2VPN HUB1 AND SPOKE2
StreamID = 1015

FilterChain IPsecPolicy:L3VPN (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) 4
Filter (
SourceIP = 192.168.254.2
DestinationIP = 192.168.255.3
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L3VPN:1:MGMT:1 >

LogEventID = "IPsec:Protect:L3VPN:1:MGMT:1:ADMIN ACL"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"

InputFilter = IPv6Default
OutputFilter = IPvé6Default

NetworkInterface (
LogicalName = "TenGigabitEthernetO/1"
InputFilter = IPv6Default
OutputFilter = IPvéDefault

NetworkInterface (
LogicalName = "DPO"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1008

NetworkInterface (
LogicalName = "DP1"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
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IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1009
)
NetworkInterface (
LogicalName = "DP2"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1010
)
NetworkInterface (
LogicalName = "DP3"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKEZ2:1011
)
NetworkInterface (
LogicalName = "DP4"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1012
)
NetworkInterface (
LogicalName = "DP5"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1013
)
NetworkInterface (
LogicalName = "DP6"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKE2:1014
)
NetworkInterface (
LogicalName = "DP7"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6éDefault
IPsecPolicy = IPsecPolicy:L2VPN HUB1 AND SPOKEZ2:1015
)
NetworkInterface (
LogicalName = "vEthernetO"
InputFilter = FilterChain:FW_INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:L3VPN
)
NetworkInterface (
LogicalName = "vEthernetl"
InputFilter = IPv6Default
OutputFilter = IPvé6Default
)
3. Kondurypaums L2 (data plane)
®ain /opt/VPNagent/etc/ipsm dpdk.cfg
[PERFORMANCE ]
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threads = 8 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

no max freq = yes
;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yves/no, default: no -- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx _desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors

in network adapter configuration

;no max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when
sendq burst threshold activated

;pcap _mpool size = 262143 ;min: 6736: max 4194303: default: auto —-- number of buffers
in single memory pool, 1 pool per port

;rx queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx_sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming

;tx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on
wrk thread if corresponding tx thread is busy

;rx _cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache

;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk

thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0xl ;mask of cpu cores to run on, including HyperThreading
;corelist = 0-1 ;list of cpu cores to run on, including HyperThreading
;channels =1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;jeal log level = 4 ;min: 1 max: 8 default: 4 -— log level of dpdk messages
;rx pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold

register value

;rx _hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rXx wthresh = 4 ;min: 0 max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold

register value

;tx hthresh = 0 ;smin: 0 max: 255 default: 0 -- tx host threshold register
value
;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]
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print stats = yes ;yes/no, default: yes —-- print send/receive/drop statistics
stats file = /tmp/pkt stats.txt sname of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics is collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yes/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;macaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address

update period in milliseconds
;kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name
of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip 172.16.2.2/24

gw _ip = 172.16.2.1

pair port = 1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4
frames

;next hop mac6 = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop macé6é force = no ;yes/no, default no -- always set next hop macé6 as destination
mac address for outgoing IPv6 frames

;dp frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp _frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point (PCP)
which refers to the 802.1lp class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this

ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14

checksum errors and oversized packets
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;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

[PORT1]

pci id = 0000:0b:00.0

12 src ip = 172.16.2.2
12 dst_ip = 172.16.101.2
pair port = 0

mtu = 9000

;thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port
;thr count = <threads> ;min: 1 max: <threads - thr start> -- number of processing
threads for this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to 1l2-encapsulation ip header

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp
syn packets, even if it's lesser than mssfix value
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