Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepakumsa 1

Pe3epBupoBaHue KaHasroB CBA3U Npw
nomowm cepsuca MultiwAN (IPv4 4yepes
IPv6)

HacTtosawun JOKyMEHT cooepXXuT onncaHme cnocoba CoOBMECTHOro UCMonb3oBaHust [poaykToB KoMnaHum
00O «C-Teppa Cn3clln» n MNMpoayKkToB TPETbUX NPOU3BOANTENEMN.

OO0 «C-Teppa Culclln» ocyLlecTBnsieT COMPOBOXAEHNE HACTOSILLEro CLueHapusi B 4acTu HacTpoek
MpogykToB KoMnaHun. YNoMnHaHne HanMeHOBaHWI, NPOAYKTOB, TOPrOBbIX MapoK TPETbMX OpraHn3auun
WCKITHOUNTENBHO HepopMarnbHO 1 He SIBMSieTCS NoaaepKKon, pekoMmeHaaumen nnbo peknamon. OO0 «C-
Teppa Cudclln» He HeceT Kakon-NMMOO OTBETCTBEHHOCTU B OTHOLWEHUM paboTocnocobHocTn un
ucnonb3oBaHns atux [NpogykToB. [JOKyMEHT MMeeT cTaTyCc BCrioMoraTenbHOro MaTepuarna, KOTOpbii
MOXeT OblTb MCNONb30BaH TEXHOMOMMYECKMMM MapTHEPaMK, KOMMAHUSMU-MHTErpaTopamu, npu
pa3paboTke COOCTBEHHbIX peLleHUN.

PeweHus, paspabotaHHble Ha 6ase [daHHOrO cueHapusi, MOryT MNPUMEHATbCA B OEWCTBYIOLUX
ceTax/cuctemax TOMbKO NOCre TECTOBOW U/MMN OMbITHON 3KCMyaTauumn.

BBeaeHue

[aHHbIN cueHapuii onucbiBaeT HacTpolKy kpuntownto3oB «C-Teppa LUntwo3» 5.0 ana obecnedveHus
DOe3onacHoro B3avMOAENCTBUA Mexay 3alluiaemMbiMy NMOACETSIMU LieHTpanbHOro odguca n dunuana.
Bawmwaemble noacetn B LAN cermeHTe — IPv4 n HepgoBepeHHble nogcetn B WAN cermeHTe — IPv6.
O6GecneyeHne 6GesonacHoro B3aMMOAEWCTBUS OOCTUraeTca nyTem LWNgpoBaHUS U TYHHENUPOBAHWSA
Tpaduka ¢ NpMMeHeHneM OTe4eCTBEHHbIX oTpacneBbix ctaHaapTos TOCT un npoTtokona IPsec.

MapTHepbl no IPsec, B HacToseM [JOKYMEHTe — KpUNTOWMo3bl, Ana ayTeHTudukauum OyayT
ucnonb3oBatb cepTudukatel B opmate x509. B kauvecTtBe kpunTtonpoBamngepa byaet mcnonb3oBaHa
KpunTorpacuyeckasa bubnmorteka, paspabdbotaHHaa komnaHuen «C-Teppa Cudclny.

Ona «C-Teppa Wnto3» Bepcun 5.0 GyoeT HaACTPOEHO MeEXCEeTEeBOE 3KPaHUPOBaHME C MPUMEHEHMEM
cTatuyeckux cnuckos goctyna (ACL) u nakeTHOM punbTpaunm ¢ KOHTpPoNeM COCTOSHUS ceccui (stateful,
aHanor CBAC B Cisco I0S) ansa npotokonos TCP n UDP.

[nsa pesepBMpoBaHMS KaHaMNoOB CBSA3M UCMONb3yeTcs CEPBUC multiwan.

KpaTtkoe onucaHue cepsuca multiwan

CepBnC multiwan npegHasHavyeH ANs pe3epBMpOBaHUS KaHanoB cBs3n (MHTepHeT-npoBangepos) B
pexvMe aKTUBHbIN/PEe3epBHbIN.

CepBuc multiwan KOHUrypmpyetca yepes pan /etc/multiwan/config. yaml.

[ocTynHOCTb KaHana onpegenseTcsa No AOCTYNHOCTU 3a4aHHbIX XOCTOB NocpeacTsom npoTtokona ICMP. B
3aBUCUMOCTU OT pexumMa, JOCTYNHOCTb KaHana onpeaendeTcs nNo 4OCTYNHOCTU OOHOMO UM BCEX XOCTOB.

CepBuC multiwan cuyMTaeT KaHan HepaboTOCNOCOOHLIM MMM pPabOTOCMNOCOOHLIM, ecnu kKaHamn Obin
HeJOCTYMEeH U JOCTyrNeH HEeCKONbKO MPOBEPOK MOApsi COOTBETCTBEHHO. CepBUC multiwan cuyuTaet
COCTOsIHME KaHarna Heu3BeCTHbIM, ECIM CO CTapTa CepBuUca KaHar He onpeaenun CBO AOCTYNHOCTb.

Ecnu ycTaHoBneHo onpegeneHne AOCTYMHOCTY KaHana no BCEM XOCTaM, TO CEPBUC multiwan cynTaeT
KaHan HepaboTocnocoGHbLIM, ecnn MNpu Kaxaon npoepke XoTs Gbl 0guH XOCT Gbin HegocTyneH. Ecnu
yCTaHOBIEHO onpeaeneHne AOCTYNHOCTM KaHana no nioBGoMy XOCTy, To cepBUC multiwan cUMTAET KaHan
HepaboTOCMNOCOGHbLIM, ECIM MPY KaXKaoN NpoBepKe Gblfn HEAOCTYMNHbLI BCE XOCTbI.
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CepBsuc nponsseneT nepekrnoveHne Ha apyron pabotocnocobHbI KaHan B cneayoLwmx crnyyasx:
1) Tekywun akTMBHbIA kaHan HepaboTocnocobeH.

2) Ecnv BKIoYeH pexum preempt 1 ecTb paboTocnocobHbIN kaHamn ¢ GonbLIMM NPUOPUTETOM.

OrpaHuyeHusa n ocobeHHocTn cepBurca multiwan

1. CepBuC multiwan MOXET pe3epBupOBaTb NPOU3BOMbHbIE MAPLLPYThI;

2. [llpn paboTte multiwan, €Cnu B CMCTEME NPUCYTCTBYIOT MapLUpyThl, agpeca HasHa4YeHUs KOTOpbIX
CoBMagalT C afpecoM HasHauyeHusa multiwan mapLupyTta, TO Takme MapLipyTbl MOryT BbITb yaaneHsol,
€Cnn HaxoadaTca B TOW e Tabnuue mapLupyTmsauuu;

3. Tlpu nepeknoyeHnn KaHana aBToMaTUYEeCKM MPONCXoaNT oumcTka Tekywmx ISAKMP/IPsec TyHHenen,
nepesarpyska LSP n ounctka Tabnuupl TpaHcnaumii NAT.

4. Kaxabln KaHan cBA3W nposepsieTcs oTaenbHo. [na npoBepkn OOCTYMHOCTU KaHanoB UCMNOSb3yeTcs
ICMP 3anpocbl. Ons ICMP 3anpocoB cepBuca multiwan WCMNOMb3YIOTCA OTAeMbHble Tabnuubl
MapupyTusaumn. [aHHble Tabnuubl 6yoyT cogepxaTb MapLupyTbl MO YMOSYaHUIO 4epe3 aapec
crnegyoulero nepexoaa n o4ULLaTCsl OT NOCTOPOHHUX MapLLPYTOB.

5. Reverse path filtering gomkeH ObiTb OTKNtOYeH. [N NpoBepKM AOCTYNMHOCTU XOCTOB UCMONb3YHTCS
CcODCTBEHHbIE Tabnuubl OTNWYHbIE OT OCHOBHOM Tabnuubl MaplpyTusdaumu. o3ToMy npoBepKM
OOCTynHOCTM ByayT HeyaayHbIMM NpY BKNHOYEHHOM reverse path filtering.

Mo ymonuyaHuio gaHHbLIM napameTp OTKMYeH Ha kpuntown3dax «C-Teppa Wno3» OC Debian 12
knaccol 3awmTel KC1, KC2 n KC3.

Mpumep nposepku coctosdHuMsA reverse path filtering Ha nHTepderice ethO:
root@Hub:~# cat /proc/sys/net/ipv4/conf/eth0/rp filter
0

Honb B BbIBOAE KOMaHAbl 03Ha4aeT, 4YTo reverse path filtering oTknoueH

MpeaBaputenbHble TpeboBaHUA

TpeboBaHUA K MaTEPUANbLHO-TEXHUYECKOMY 00ecneyeHunto

[na nepeHoca 3anpocoB 1 CepTUPUKATOB MEXAY KPUNTOLLM3aMU N LEHTPOM BbiNyCka cepTuduKaTos
TpebyeTtca USB Flash HakonuTens.

TpeboBaHuA K KBanudmrKauum agMUMHMCTpaTopa

AgMuHucTpatop JofkeH obnagaTte OBWMPHBIMKM 3HaHUAMKW B obnactm ceTeBon MHAOPMAaLMOHHON
BesonacHocTn, MMeTb OnbIT paboTbl C aHanorMyHbiM 06OpyaoBaHMEM/NporpaMMHbIM obecneveHnem,
3HaTb M NOHUMaTbL cneaytowme TexHonorum u npotokonsl: PKI, IPsec, NAT, Firewall, routing, switching.

AOMUHUCTpaATOp OO0MMKeH ObiTb O3HaAKOMMNEeH ¢ 6as3oBbiM cueHapueM «OpraHumsaumst 3allULLEHHOro
B3aMMOeNCTBUSA Mexay NoAceTaMU LeHTpanbHoro oduca n dunuanos nocpenctsom IPsec VPN TyHHens
(npoTtokon IPv4)», co cueHapuem «OpraHmsaums 3alluLeHHOro B3aMMOAEWCTBUA MeXAy noaceTsamMu
LeHTpansHoro oguca un pununanos nocpeacteom IPsec VPN TyHHens (IPv4 yepes IPv6) » 1 co cueHaprem
«PesepBupoBaHne kaHanos cBA3uM npwu nomowm cepsuca MultiWAN». [danee no TekcTy cueHapui
«OpraHunsaumsi 3alMLLEeHHOro B3aMMOOENCTBUS MEXAY MOLACETSAMMU LeHTpanbHoro oduca u cdunmanos
nocpeacteom IPsec VPN TyHHens (npotokon IPv4)y» ByaeT HasbiBaTbCs 6a30BbIM CLEHapUeM.

TpeboBaHuA K UH(pPaCTPYKType

1. TpeboBaHus K ycTponcTBam.
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1.1.

1.2.

1.3.

«C-Teppa LLUnto3».

111

Yctponctea «C-Teppa LUnwo3» [omkHbl ObiTb WHULMANM3MPOBaHbl (MogpobHee Ha
http://doc.s-terra.ru pasgen C-Teppa LWnto3 -> C-Teppa LUnto3 <Bepcus> -> «logknoveHne
MAK n nhnunanmnsaums C-Teppa LLUNto3 Ha BIYNCIIMTENBHBLIX CUCTEMAX apXxmUTekTypsbl Intel
X86-64).

B «C-Teppa Wnto3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb NPONTU MHULMANU3aLmo Yepes
uHTepdenc ynpaeneHusa (management) no SSH, aaHHasa npouenypa M ee orpaHu4eHus
onucaHbl B AOKYMEHTauun 1u Ha nopTane https://doc.s-terra.ru.

LleHTp Bbinycka cepTuduKaTos.

121

1.2.2

123

[ormkeH BblTb HACTPOEH LEHTP BbiNycka cepTudurkaToB (YOOCTOBEPSAIOLLNA LIEHTP, Aanee
YLl) ans IPsec. Yctponcteo ¢ umeHem Certification_authority Ha cxeme.

[ns BbiNnycka LMdpoBbIX cepTUdMKaToB JONYCKaeTCs Ucnonb3oBaHne BCTpoeHHoro B OC
Windows Server 2016 (MnM HoOBee) YOOCTOBEPSIOLLEro LEHTpa COBMECTHO C
ceptudmumnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

Ons TecToBbIX Uene’i MOXHO wucrnonb3oBaTb TecToBbli YL oT «Kpuntollpo» (Be6G-
nHTepdenc: https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

Kateropuyeckn 3anpelieHo wcnonb3oBaHne TectoBoro YL, ot «Kpuntollpo» B
npoussoacTBeHHoW (6oeBoK) akcnnyaTauumu, Tak Kak B AaHHOM Crny4ae OTCyTCTByeT
BO3MOXXHOCTb KOHTpONMpoBaTb MPOLIECC BbiMycka CepTUMKaToB W, COOTBETCTBEHHO,
npoueaypy ayTeHTudmkauuu.

HTTP cepsep ans pacnpocTpaHeHns CnmMcka OTO3BaHHbIX CEPTUDMKATOB.

131

®dyHkumoHupytowmn  HTTP  cepBep pgns  pacnpoCTpaHEeHUA Cnucka OTO3BaHHbIX
ceptudpmukatos (COC). Yctponcteo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnn no
00BEKTMBHBIM NpuyMHam mcnonb3doBaHme COC He npeacTaBnsieTCsl BO3MOXHbIM UMK He
Tpebyetcs, To npoepky COC moxHO oTkmtounte B CLI «C-Teppa LWno3» (npu
cobnogeHnn NpaBun Nonb3oBaHus).

[ocTtaBka HOBOro Crnvcka OTO3BaHHbLIX CepTU(MKaTOB C YAOCTOBEPSIOLWEro LeHTpa Ha
HTTP cepBep gomkHa npoucxoauTb 3abraroBpeMeHHO, 40 UCTEYEeHUs cpoka AeWCTBUS
npeablgyLuero crnmcka.

2. TpeboBaHusa kK ceTeBOMY B3aVMOAENCTBUIO.

2.1.

Mexay ycTpoiicTBaMu cTeHAa JoskHa GbiTb obecnedeHa |P cBA3HOCTb.
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Cxema B3aumoaencTBus

LleHTpanbHbIN odunc MoscHeHus K cxeme:

Host-b-huo e C-Teppa lintos
i PoyTtep Ha Baze
OC Debian 12
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00
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dununan

PucyHok 1. Obasn cxema

O6wasn normka paboTbl

1. Pa3smeLlleHne yCTPONCTB.

1.1. B ueHTpanbHOM ocuce pasmeLLatoTcs: LeHTp Bbinycka ceptudukatos (Certification_authority),
kpunTownto3 «C-Teppa LUnto3» (Hub) Bepcun 5.0 n nepcoHanbHbI komnbtoTep (Host-b-hub).

1.2. B dwnunane pasmewatorca: kpuntowrnod «C-Teppa LWnwo3» (Spoke) Bepcumn 5.0 u
nepcoHanbHbIN kKoMmnbtoTep (Host-b-spoke).
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1.3. B HekoHTponupyemoMm cermeHTe (CMHee obnako Ha cxeme) pasmewtatotca: HTTP cepsep ans
pacnpocTpaHeHust Ccrnucka oOTo3BaHHbIX cepTudmkatoB (CRL_distribution_point) n 3
MapupyTusartopa (ISP1, ISP2 n Router).

2. [logkntoveHue K cetn VIHTepHeT.

B gaHHOM cueHapun ang amynsaunn cetn MHTepHeT ncnonbayoTca MaplupytmnsaTopsl ISPL, ISP2 n
Router.

MoakntoyeHne k cetn MHTepHeT Ha ycTponcTeax «C-Teppa LUnto3» 6yaeTt cuntatbecsa ycnewHbIM, eCrim
no npotokony ICMP (unu «ping») 6ynet goctyneH HTTP cepBep ans pacnpocTpaHeHus cnucka
0TO3BaHHbIX cepTudmkatos (yctpornctBo CRL_distribution_point Ha cxeme).

2.1. Kpuntownto3 Hub nogkntovaeTcs k cetn VIHTEpHET ¢ NnoMoLblo cepBuca mul tiwan. OCHOBHOWM
MapLIpyT No ymon4yaHuio vyepe3 mapuupyTtudaTtop ISP1. Pe3epBHbIi MapLipyT No ymMonyaHuio
Yyepes MapLupyTusaTop ISP2.

2.2.  Kpuntownto3 Spoke nogkntovaeTcs kK ceT MIHTepHET C MOMOLLbI0 CTAaTUYECKOM MapLLIpyTU3aLmMm
(MapLupyT no ymonuyaHuio Yepes mapLupytmnsartop Router).

3. OTKasoycToN4YnBOCTb.

3a pe3epBupoOBaHNSA kKaHanoB CBA3M oTBeYaeT cepBuc multiwan. CepBuc multiwan gobasnset IPv6
MapLUpyT no ymon4yanuio yepes ISP1 unun ISP2. Takke gobasnsaeT IPv4 MmapLupyT N0 yMOMYaHUIO Yepes
WAN uHTepdelric B CTOpoHy ISP1 unun ISP2 gns mapwpyTtmsaunn naketos 13 IPv4-cetn B ceTb IPV6.
BbiGop 3aBMCKT OT AOCTYNHOCTM KaHanoB. Ecnu kaHan yepes ISP1 HegocTyneH, To nepeknioyaeTcst Ha
paboTty yepes ISP2, ecnu oH goctyneH. Ecnn multiwan paboTaeT Ha kaHane 4vepe3 ISP2 n kaHan
yepes ISP1 ctaHOBUTCA OOCTYNEH, TO multiwan NEPEKOYNTCA Ha paboTy Yepes ISP, ecnu BKMoYeH
preempt pexum.

[ns npoBepkn OOCTYMHOCTU KaHanoB mcnonb3ytoTcs ICMP 3anpockl. [ns Kaxaoro npoBepsemMoro
X0CTa 1 NS KaXaoro nHrepdgeinca cosgaetcsa cBoé npasuno ana ICMP 3anpoca. [1nsa kaxgoro kaHana
co3fgaéTtcs cBosA Tabnuua ¢ mMapLupyTamn OO NpoBepsieMblX XOCTOB 4yepe3 ISP1 wnu yepes ISP2 ¢
ykasaHuem src agpeca. [daHHas Tabnuua OygeT cogepaTb TOMbKO MapLlipyThbl 4O NPOBEPSIEMbIX
XOCTOB, BCE OCTaslbHble MapLUpyThl M3 Tabnuy Ans kaHanos 6yayT yaaneHsbl.

4. [MapameTpbl WndpoBaHus IPsec.

Becb IPv4 Ttpadwmk mexgy noacetamu ueHTpanoHoro odmca (192.168.100.0/24) n dwumnmana
(192.168.1.0/24) sawmwaetca c ucnonb3oBaHuem anroputmoB FOCT u npoTokona IPsec B
TYHHENbHOM peXnme.

MHuummpoBaTb 3aliuieHHoe coefuHeHne MoxeT Kak Tpadwumk m3 nogcetnm 192.168.1.0/24 B
192.168.100.0/24 (3 counuana B LEHTP), TaK 1 HAOBOPOT, U3 LieHTpa B bunuran.

4.1. MapameTpbl npotokona IKE:

e AyTeHTUdMKaLMA Npu NoMOLWM LMEPOBLIX cepTudukaTos, anroputm nognucu — FOCT P
34.10-2012 (kntoy 256 6uT);

e Anroputm wudcppoBaHua — FTOCT P 34.12-2015 Marma (kntoy 256 6uT);

e Anroputm BbluucneHus xeww-pyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (kntod 256 6uT);

e Anroputm BbipaboTkm obuwero knw4va (aHanor anroputma Ouddu-XennmaHa) -
VKO_GOSTR3410_2012_256 (kntoy 256 6wmT).

4.2. TlapameTpbl npoTtokona ESP:

e  KomBWMHMPOBaHHLIN anropuT™M LIMEPOBAHUA U UMUTO3ALLUTLI (KOHTPOSb LENOCTHOCTU) —
FOCT P 34.12-2015 Marma B pexume MGM (knto4 256 6uT).

5. [MapameTpbl MEXCEeTEBOro 3KpaHUPOBaHMS.

[na nakeTos., KOTOpble He 3awmwatotcs IPsec npumeHatoTca cneaywouwme npasmna (bl/IJ'IpraLI,I/II/II
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5.1. Ha LAN mnHTepdeincax IPv4 Tpaduk He KOHTPONMpyeTCS.

5.2. Ha LAN nHTepdencax IPv6 Tpaduk 3a6nokmpoBaH.

5.3. Ha WAN uHTepdbernicax paspeLueH Bxogaawmmn IPv6 Tpaduk:

53.1

53.2
5.3.3

534
535

MakeTbl coobLueHm Neighbor Solicitation (NS) n Neighbor Advertisement (NA) npoTtokona
Neighbor Discovery (ND). PaspeweHne npuema coobueHni ND-NS Heobxoammo ans
obHapyXeHus KpUNTOLLM3a CMEXHbIM ceTeBbiM 06opyaoBaHnem (Router B HacTosiLeM
CLeHapuu) B Cclnydae, €ecnvM MWHUUMATOpOM oOMeHa [daHHbIMKM SBMSIETCA He caMm
KpunTtownto3, a naptHep. Npuem coobuweHnii ND-NA paspellaetca gnsa cnyyas, korga
coobueHne ND-NS nocblinaetcst KpUnTOLLUMNO30M, KOTOPbIA MHULMUPYET OOMeH AaHHbIMU
C napTHepoMm, a cMexHoe ceTteBoe obopyaoBaHune noceinaet ND-NA c link-local agpeca
IPv6.

MpoTtokon UDP nopTtbl 500 1 4500 — anga IKE n NAT-Traversal (ESP in UDP).

MpoTokon ICMP — ans NpoBepkM AOCTYMHOCTM KpUMTOLWNo3a M paboTbl MexaHu3ma
PathmMTUd.

MpoTokon ESP (Homep 50) — gnsa pabotwl IPsec.

Becb TCP n UDP Tpaduk, Anst KOTOPOro eCTb UCXOAsLLEE COeAMHEHME (3TO AUHAMMNYECKME
npaswuna, KoTopble co3gatTcsa npu nomowwm stateful punstpaumm).

5.4. Ha WAN uHTepdericax Becb IPv4 Tpadmk 3abnokmpoBaH — BXOOALLMIA 1 UCXOASALLNNA.

5.5. Ha WAN wuHTepdericax MHCNEKTUPYIOTCS BCe WCXOoAdWMe foKanbHble M TpaH3uTHble IPv6
coegnHeHma ans npotokonoB TCP n UDP. Ha ocHoBe pesynbTaToB MHCMNEKTMPOBAaHWSA
ocylecTBnsieTca punbTpaumsa Bxoaswero Tpaduka ¢ y4eToM cocTossHms ceccun (stateful).

Hactpouka cteHaa

w npoE

=

N

=

=

Hactpowka yctponctea Host-h-hub

Hactpoute IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM nHTEpeNnce.

Bapgante mapLupyT no ymonyaHuto yepes 192.168.100.1.

Paspelwumnte npuem n otnpasky ICMP nakeToB (ecnv 3abnOKMPOBaHO).

Hactponka yctponctea Host-b-spoke

Hactpoute IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM UHTepdelce.

3apante mapLupyT no ymonyaHuto yepes 192.168.1.1.

Paspewunte npuem n otnpasky ICMP nakeTtoB (ecnv 3abnokupoBaHo).

Hactponka yctpouncrsa ISP1

Hactponte IP agpec — 2001:db8::172:16:255:1/112 Ha ceTeBOM MHTEphernce ens192.

Hactpowite IP agpec — 2001:db8::172:16:100:1/112 Ha ceTeBOM UHTepdence ens224.

Paspewunte npoxoxaeHue IP Tpaduka (ecnv 3aGnokupoBaHo).

Hactponka yctpounctsa ISP2

Hactponte IP agpec — 2001:db8::172:17:255:1/112 Ha ceTeBOM nHTEphence ens192.

Hactpowite IP agpec — 2001:db8::172:17:100:1/112 Ha ceTeBOM UHTepdence ens224.

Paspewunte npoxoxaeHue IP Tpaduka (ecnv 3a6nokupoBaHo).
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Hactponka yctponctea Router

Hactpoute IP agpec — 2001:db8::172:16:255:2/112 Ha ceTeBOM nHTEpdence ensl92.
Hactpoute IP agpec — 2001:db8::172:17:255:2/112 Ha ceTeBOM nHTEpdEnce ens224.
Hactpoiite IP agpec — 2001:db8::172:16:1:1/112 Ha ceTeBOM UHTepdence ens256.

A W o

PaspewnTe npoxoxaeHve IP Tpaduka (ecnu 3abroknpoBaHo).

Hactponka yctponctsa Hub

HacTpovika MOXeT oCyLLeCcTBRATbCA U yaaneHHo (no SSH), HO UCKNYUTENBbHO MO AOBEPEHHOMY KaHarny
cBsA3un. [loBepeHHbIM KaHarnoM CBA3N MOXET CUMTATbCA KaHan B NpeAeriax KOHTPONIMpyeMOoW 30HbI B cryyae
OTCYTCTBMS B HEM Hapywutensi (B HaweMm npumepe 3To noacetn 192.168.100.0/24, 192.168.1.0/24.
[loBepeHHbIM KaHaroM CBSI3M TakkKe CHMTaeTCs KaHan, 3alyweHHbIR Npy noMoLLm npoTokona IPsec.

HavanbHble HacTPoWKK

Hata n BpeMs Ha Bcex Kpuntownto3ax u YL gomkHbl ObiTb OOWMHAKOBLI, Tak Kak Anst ayTeHTudukauum
ncnonb3ylTcsa ungposble cepTndurkaTthl, B KOTOPbIX 3apMKCMpoBaHbl faTa U BpeMs Hadana nx encraust
N OKOH4YaHus. Takke OfMHAKOBble faTa W Bpemsl Ha Bcel MWHpacTpykType ob6nerdarT Mnouck
HeucnpaBHOCTEN Mo for-cpannam.

Bongute B CLI pasrpaHuyeHunst goctyna (nonb3oBaTerb U Naposib No yMonyaHuio: administrator, s-
terra) YCTa@HOBMTE MPaBWIIbHLIA TUN TepMUHana n Tpebyemyl LWUPUHY, CMEeHWTe naponb And
nonb3oBaTtend administrator.

Mepengute B linux bash koHconb, ycTaHOBUTE Naponb ANs Nofb3oBaTens root, NpaBUIbHOE BPEMS 1
BPEMEHHYIO 30HY.

MogpobHas HacTpowka C onMcaHneMm KoMaHzg npusegeHa B 6a30BOM cLeHapuu.

Hactpouku PKI (3anpocbl n ceptudpmkathbl)

MpooykT He nopgepXvBaeT pas3HOoCTHble (delta) cnucku oT3biBa cepTUdMKaToB, TOnbko 6GasoBble.
YuutbiBanTe 310 Npu Bblibope nnu passepTbiBaHuM YLI.

[na ayteHTudrkaumm napTHepos rno IPsec MoXxHO ncrnonb3oBaTth LMPOBbLIE cepTUUKaThl, BbiNyLLEHHbIE
npu nomouymn ceptudnumposarHHoro CK3W, nnm npeasaputensHo pacnpegeneHHble KN4y, Co3aaHHbIE 1
BBeOEHHbIe B COOTBETCTBUM C npasunamu nonb3osaHus CK3U (nossunuce B Bepcun 5.0).

CreHepupyiTe 3anpoc Ha cepTUdmMKaT KPUNTOLLMO3a M COXpaHUTe 3TOT 3anpoc B ¢harn Ha USB Flash
HakonuTene. [loctaBbTe dhavn ¢ 3anpocom Ha YL| u Beinyctute no Hemy ceptudukat. Ceptudbukar
KpunToLunto3a BMecTe ¢ cepTudmkatom YL, goctaBbTe Ha W3 1 umnoptupynte mx B 6a3y MNpoaykTa.

I'Iop,po6Ha;| HaCTpOVIKa C onncaHmem KomaHpg npueeneHa B ©asoBoM cueHapuu.
Hactponka naponeu goctyna k KoHconu cisco-like

BownauTe B cisco-like koHconb 1 cMeHUTe Naponb AN Nonbk3oBaTens cscons (naponb N0 yMOMYaHuio: csp)
W napornb Ha enable (naponb No yMon4aHuio: csp).

HOD,pOGHaFl HaCTDOVIKa C onncaHmemM KomaHpg npmeegeHa B 6as3oBoMm cueHapuu.
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HacTpoiika ceTeBbIX napameTpoB

M3meHeHmne cocToaHnsa nHtepdencoB 1 HasHadeHne |IP agpecoB B cisco-like KoHCONM NpuMeHsatoTca cpasy
nocne BBOAa COOTBETCTBYHOLWMX KOMaHA. lMonuTnka 6e3onacHOCTM MPUMMEHSAIOTCA Mnocne Bbixoda M3
pexvMma KOHMUrypupoBaHUS.

1. T[poBepbTe BkMOYEHa NU MapLipyTnsaums IPve
sterragate (config)# do run sysctl net.ipv6.conf.all.forwarding

net.ipv6.conf.all.forwarding = 1

MapLpyTtusauuna gomkHa 6biTb BKNKOYEHA NpW MHMLManu3aumm kpyntowntosa. Npu HeobxoaumocTun
MapLpyTusaums IPv6 moxeT ObiTb BKMoYeHa 6e3 nepesarpysku KpynToLLmto3a crieaytoLlen KoMaHaom:

sterragate (config)# do run sysctl -w net.ipv6.conf.all.forwarding=1

net.ipv6.conf.all.forwarding = 1

Hago yuuTbiBaTh, YTO pe3ynbTaT BbIMOJSIHEHMS KOMaHAbl HEe COXpaHsieTCs Mocre nepesarpysku
KpunTownto3a. [Ansa BkNoveHus mapLupytusaummn IPv6 aBTOMaTtMyecku npu 3arpyske KpunToLumo3a
HeobxogMmo 3anucaTb HaCTPOWKY net.ipvé6.conf.all.forwarding=1 B dann
letc/sysctl.d/02-sterra internet settings.conf

2. 3apavite MMs yCTpOWCTBA:

sterragate (config) #hostname Hub

3. Bknounte WAN n LAN nHTepdencel n HacTponTe IP agpeca Ha WAN nHTepdencax B COOTBETCTBUN
CO CXeMon cTeHAaa:

Hub (config) #interface TenGigabitEthernet0/0

Hub (config-if) # no ip address

Hub (config-if)# ipv6 address 2001:db8::172:16:100:2/112
Hub (config-if) ffexit

Hub (config) #interface TenGigabitEthernet0/1

Hub (config-if) # ipv6 address 2001:db8::172:17:100:2/112
Hub (config-if)# no shutdown

Hub (config-if) #exit

Hub (config) #interface TenGigabitEthernet0/2

Hub (config-if) # ip address 192.168.100.1 255.255.255.0
Hub (config-if)# no shutdown

Hub (config-if) ffexit

MogpobHas HacTpowka C onMcaHMeM KoMaHg npueegeHa B 6a30BOM cLeHapuu.

Hactponka wundpoBaHus

1. TMapameTtpsl IKE.

1.1. 3apante obwume napametpsbl IKE:

Hub (config) #crypto isakmp identity dn

Hub (config) #crypto isakmp keepalive 3 2

Hub (config) #crypto isakmp keepalive retry-count 5

Hub (config) #crypto isakmp fragmentation

Hub (config) #crypto isakmp security-association lifetime delta 50
Hub (config) #crypto isakmp initiator-sessions-max 100

Hub (config) #crypto isakmp responder-sessions-max 100

1.2. Cosgante nonutuky 1, onuceiBatoLyto anroputMel IKE TyHHens:

Hub (config) #crypto isakmp policy 1
Hub (config-isakmp) # encryption magma
Hub (config-isakmp) # hash stribog-256
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1.3.

Hub (config-isakmp) # authentication gost-sig
Hub (config-isakmp) # group vko2
Hub (config-isakmp) # exit

Cospavite npodunb HacTpoek ISAKMP (anroputm IKE) nog nmeHem NEW ALGS, 4To6bl Aanee
€ro NpUKpPenuTb K COOTBETCTBYHOLLIEMY pasgeny KpUnTo-KapThbl:

Hub (config) #crypto isakmp profile NEW_ ALGS
Hub (conf-isa-prof) #match identity dn

Hub (conf-isa-prof) #set identity mapping
Hub (conf-isa-prof) #set policy 1

2. [lNapameTpsl IPsec.

2.1.

2.2.

2.3.

2.4,

Otknounte o6HOBNeHue knioyva |IPsec SA no OOCTWMXKEHMIO onpegeneHHoro obbema
nepenaHHoro Tpaduka:

Hub (config) # crypto ipsec security-association lifetime kilobytes unlimited

Cospanite IPsec TpaHcdopMm, 3agarowmi KOMOMHMPOBAHHLIN anropuTM  LLIMAPOBaAHUSA U
ummTozawmtbl FOCT 34.12-2015 Marma B pexxume MGM ans Tpaduka:

Hub (config)# crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-
magma-mgm
Hub (cfg-crypto-trans) #exit

Cospante cnucok goctyna (ACL) ans IPv4 Tpadmka, KOTOPbIN HY>XHO 3awuliaTb Mexay
LeHTpanbHbIM 0hUCOM U bunuanom:

Hub (config) #ip access-list extended IPSEC ACL HUB AND SPOKE

Hub (config-ext-nacl) #permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
Hub (config-ext-nacl) #exit

Hub (config) #

Cospavite kpunTo-KapTy (MMst VPN ISP1, pasgen 1) ana noctpoeHus IPsec TyHHens 4epes
nposangepa ISP1:

Hub (config) #crypto map VPN ISPl 1 ipsec-isakmp

Hub (config-crypto-map) #match address IPSEC_ACL_ HUB AND SPOKE

Hub (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hub (config-crypto-map) #set local-address ipvé6 2001:db8::172:16:100:2

YKasaHne noKanbHOro agpeca ChyXuT 7S OTNpaBKku LWM@POBAHHOIO Tpadmka C agpecom
nHTepdenca TenGigabitEthernet0/0.

2.5.

Hub (config-crypto-map) # set peer ipv6 2001:db8::172:16:1:2
Hub (config-crypto-map) #set isakmp-profile NEW ALGS

Hub (config-crypto-map
Hub (config-crypto-map
Hub (config-crypto-map) #set security-association mss-fix out

#set dead-connection history off
#set pre-fragmentation

( )
( )
( )
( )
( )
( )

Hub (config-crypto-map) #exit

Cospavite KpunTo-KapTy (MMsi VPN ISP2, pasgen 1) Ana noctpoeHus IPsec TyHHens 4vepes
nposangepa ISP2:

Hub (config) #crypto map VPN ISP2 1 ipsec-isakmp

Hub (config-crypto-map) #match address IPSEC ACL HUB AND SPOKE

Hub (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hub (config-crypto-map) #set local-address ipv6 2001:db8::172:17:100:2

YkasaHve nokanbHOro agpeca CIyXuT AN OTNpaBku LUNGPOBaAHHOMO Tpaduka C aapecom
UHTepdenca TenGigabitEthernet0/1.

Hub (config-crypto-map) #set peer ipv6 2001:db8::172:16:1:2
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Hub (config-crypto-map) #set isakmp-profile NEW ALGS

Hub (config-crypto-map) #set dead-connection history off

Hub (config-crypto-map) #set pre-fragmentation

Hub (config-crypto-map) #set security-association mss-fix out
Hub (config-crypto-map) #exit

3. Tlpukpenute co3gaHHble KpunTto-kapTbl Kk WAN wuHTepdencam TenGigabitEthernet0/0 u
TenGigabitEthernet0/1:

Hub (config) #interface TenGigabitEthernet0/0
Hub (config-if) #crypto map VPN ISPl

Hub (config-if) #fexit

Hub (config) #interface TenGigabitEthernet0/1
Hub (config-if) #crypto map VPN ISP2

Hub (config-if) #exit

4. [lpumeHuTe BBEAEHHbIE HACTPOMKU:

Hub (config) #end

MogpobHas HacTpowka C onMcaHneMm KomaHg npuseaeHa B 6a3oBom cueHapuu.

HacTpownka nonutuku obpabotku COC (CRL)

B uenax ©6e3onacHOCTM HACTOATENbHO pPEKOMEHOYEeTCA BKMOYaTb MNPOBEPKY CMMCKOB OT3biBa
cepTndunkaToB. PasHOCTHbIE CNUCKM OTO3BaHHbIX cepTudmkaToB (delta CRL) He nogaepxuBatoTcs.

BkntounTte nposepky COC n HacTponTe aBTOMaTUYECKYIO 3arpy3ky U nMmnoptuposaHue B 6a3sy NpoaykTa
cnucka oTo3BaHHbIX cepTudmkaTos ¢ HTTP cepsepa CRL_distribution_point.

MoppobHas HacTpowka C onucaHuem KoMaHg npmeegeHa B 6a30BoM cLeHapuu.

MN3-3a oTcyTcTBMA MaplpyTa no ymondanutio COC GyoeT He 3arpyxkeH B 6asy [Mpoaykta. lMpoBepka
OCYLLECTBMTCS MOCSIe HAaCTPOWKM cepBuca multiwan.

Hactponka mexceTeBoro akpaHa

HacTtpolika mexceTeBoro akpaHa ocyllecTBnsieTcs ua cisco-like koHconu.

Mo ymonuyaHuio Ha Bcex ceTeBbIx MHTepderncax IPv6 Tpadumk 3abnokmpoBaH — KomaHaa ipv6e default
filtering deny. Ecnu Tpebyetcs paspewutb IPV6 TpaduK, TO HYXXHO BbINOMHUTL KOMaHAy ipv6
default filtering permit W ganee 3agaTb npasuna dpunstpauumn IPv6 Tpaduka no aHanorum c
IPv4.

1. Cospanite ceTeBOW object-group C UMeHeM SELF ana xpaHeHna B Hem WAN agpecos
KpUNTOLLINIO3a C Lenbio JanbHenwero ero ucnons3osaHns B ACL:

Hub (config) #object-group vé6-network SELF

Hub (config-network-group) #remark WAN IP

Hub (config-network-group) #host 2001:db8::172:16:100:2
Hub (config-network-group) #host 2001:db8::172:17:100:2
Hub (config-network-group) fexit

)
)
)
)

2. Cospavite ACL c MeHeM FW_INPUT WAN IPV6 Ansa sxogsawero Ha WAN nHTepdenc Tpaduka:

Hub
Hub
Hub
Hub
Hub
Hub

config) #ipv6 access-list FW_INPUT WAN IPV6

config-ipvé-acl) #permit icmp any any nd-ns

config-ipvé-acl) #permit icmp any any nd-na

#permit udp any object-group SELF-IPV6 eqg 500
#permit udp any object-group SELF-IPV6 eq 4500
config-ipvé-acl) #permit icmp any object-group SELF-IPV6

config-ipvé6-acl
config-ipvé6-acl

)
)
)
)
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Hub (config-ipvé6-acl) #permit esp any object-group SELF-IPV6
Hub (config-ipvé6-acl) # exit

3. Cospante ACL'M c MMeHaMn FIREWALL OUT M FIREWALL IN Ans 3anpeTta UCXoAsLLero u BXoasLero
IPv4 Tpacmka Ha WAN uHTepdence:

Hub (config) #ip access-list extended FIREWALL OUT
Hub (config-ext-nacl) #deny ip any any

Hub (config-ext-nacl) # exit

Hub (config) #ip access-list extended FIREWALL IN
Hub (config-ext-nacl) #deny ip any any

Hub (config-ext-nacl)# exit

4. CospanTte npaBuna uHcnekTupoBaHusa Bcero TCP u UDP Tpadwuka u 3aparnite Heobxogumoe
MaKCMMarbHOE KOMNMYECTBO CECCUN:

Hub (config) #ipv6 inspect name INSPECT tcp
Hub (config) #ipv6 inspect name INSPECT udp
Hub ( ) #ip inspect tcp sessions-max 256000
Hub (config) #ip inspect udp sessions-max 65536

config

5. Tpukpenute npasuna MEeXCeTeBoro 3KpaHMpoBaHuA Ha WAN UHTEpdeEeNnChI
TenGigabitEthernet0/0 M TenGigabitEthernet0/1:

Hub (config) # interface TenGigabitEthernet 0/0

Hub (config-if) #ip access-group FIREWALL IN in

Hub (config-if) #ip access-group FIREWALL OUT out

Hub (config-if) #ipv6 access-group FW INPUT WAN IPV6 in
Hub (config-if) #ipv6 inspect INSPECT out

Hub (config-if) ffexit

Hub (config) #interface TenGigabitEthernet 0/1

Hub (config-if) #ip access-group FIREWALL IN in

Hub (config-if) #ip access-group FIREWALL OUT out

Hub (config-if) #ipv6 access-group FW_INPUT WAN IPV6 in
Hub (config-if) #ipv6 inspect INSPECT out
Hub (config-if) ffexit

6. [llpumeHUTE HacTPOMKK:

Hub (config) #end

MogpobHas HacTpowka C onMcaHMeM KoMaHg npueegeHa B 6a30BOM cLeHapuu.

Hactpouka cepBuca multiwan

Mpu kOHpUrypupoBaHum cepBrca multiwan Hy>XHO 06s3aTenbHO cobnaaTh crneayrLLme npasuna:

1) KoHdwmrypauunoHHbiv hann gomkeH 6blTe hopmaTta YAML.

2) Bepcus ¢opmaTa KOH(UrypaLNOHHOTO danna JOrmKHa ObITb 1 (napameTp
config format version).

3) MNpuopuTeTbl KaHANOB CBA3W, NPUHAANEXALUUX OOHON rpynne, AOMKHbI OTNMYATLCS.

4) Kaxgpivi KaHan CBA3n OOIKeH cogepxaTb Ha3BaHue nHTepdelca,
NpUoOpUTET KaHana CcBA3W, MapLUpyTbl, aapec creayoLlero nepexoga u XocTbl 4 NPOBEPKU.

5) Agpec crnefytollero nepexoga MoXxeT OTCYyTCTBOBaTb B CEKUUM ipv4 TOMbKO €CfM OH Yxe 3ajaH B
CeKUmMmn ipv6. AHanorMyHo agpec cneaytoLlero nepexoaa MoXeT OTCYTCTBOBaTb B CEKLUN 1 pv 6 TOMNbKO
€CI1 OH yXXe 3aJaH Ans cekumm ipvi.

HacTpovika cepBuca multiwan ocyuiectBnstTca us linux bash, 4tobsl nonacte B linux bash BeinonHuTe
cnepytowyto komaHay B CLI pasrpaHuyeHuns goctyna (NpeaBapuTenbHO HYXXHO BbINTU U3 KOHCOMU CisCo-
like):

Hub#exit
administrator@Hub] system
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Entering system shell...
root@Hub: ~#

Ans Toro, 4ToBbl C MOMOLLBIO YTUNUTLI mwan mgr KOPPEKTHOro 0TOOpaxanocb COCTOSHUE KaHamnoB CBSA3W,
obHoBUTE NakeT multiwan.

HacTtporika multiwan ocyulecTnseTcsa yepes dann /etc/multiwan/config. yaml.

1. Tlpusegute cogepxmmoe channa /etc/multiwan/config. yaml K cnegylowemy Buay:

Mpwv pacnonoXxeHny NnapameTpa He B CBOEN CEKLMU, 3HaYeHne napameTpa 6yaeT NpourHopupoBaHo.

config format version: 1
links params:
preempt: true
check links reachability on start: true
links:
- name: ISPl
iface name: ethO
prio: 300
routes:
ipvé:
networks:
- 0.0.0.0/0
ipv6:
networks:
= 95/
nexthop: 2001:db8::172:16:100:1
check:
hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:16:1:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
- name: ISP2
iface name: ethl
prio: 200
routes:
ipvéd:
networks:
- 0.0.0.0/0
ipv6:
networks:
= 33/0
nexthop: 2001:db8::172:17:100:1
check:
hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:16:1:2
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method:
icmp:

100
interval: 3

max rtt:

restore interval: 1
restore count: 10
failure count: 10
tos: 184

data size: 56

MapameTp iface name [OMKeH codepxaTb HasBaHue WHTepdeica B HoTauuu linux. CooTBeTcTBME
Ha3BaHUN MHTepdEeNCcoB B cisco-like koHconu 1 B HoTaumu linux MOXXHO NOCMOTPETL B KAPTE MHTEPENCOB:

root@Hub:~# cat /etc/ifaliases.cf

interface
interface
interface
interface

name="TenGigabitEthernet0/0"
name="TenGigabitEthernet0/1"

name="TenGigabitEthernet0/3"

pattern="eth0")
pattern="ethl")
pattern="eth2")
pattern="eth3")

interface (name="default"

B cekuun routes

(
(
(name="TenGigabitEthernet0/2"
(
(

pattern="*")

co3faiiTe cekuuio ipv4, copepxallylo napameTpbl aAns IPv4 maplupytoB. B Hee

pobaBbTe napameTp networks CO 3HayeHvem Mapuwpyta no ymonyanuo (0.0.0.0/0). Mpu ykasaHum
mapwpyTa 0e3 ykasaHus agpeca crneaylollero Maplipytu3atopa, bydet gobaBneH maplupyT yepes
NHTepMENC, yKasaHHbI B 1 face name.

Cospavite cekumo ipve. B Hel ykaxute nogcetb, O kKoTopon 6yaeT nobasneH mapupyT, u IPv6 agpec
cnegyowero mapwpytusaTtopa. dopmaT IP agpecoB nogcety gormkeH cootseTcTBoBatb hopmaty CIDR
(Hanpumep, 2001:db8::172:16:100:1). KpaTkas 3anvMcb And mapLipyTta no ymonyaxuio - ::/0.

B cekuun check 3aaaiTe napameTpbl NPOBEPKM AOCTYNHOCTY KaHaMoB CBs3u IPV6.

2. [lpoBepbTe NpPaBUNBHOCTL COCTaBEHHOIO KOHMUIrypaumoHHOro danna C NOMOLLbID KOMaHAbl

/opt/multiwan/multiwan_ daemon

--check config

Ona

oTobpaxeHust

nony4yaembix U3 KOHGUrypaunoHHoro gaina, AobaBbTe KoY —result:

root@Hub:~# /opt/multiwan/multiwan daemon --check config --result

INFO:
config format version: 1

Parsed parameters:

daemon params:
watch intervals:
watch foreign routes:
watch rules: 10
watch self routes: 10
links params:

10

napameTpoB,

I'Iop,po6Ha;| HaCTpOV’IKa C onncaHnemM KomaHg npuneeaeHa B «Pe3epBVIPOBaHMe KaHalioB CBA3U NMpu NOMOLLN

cepsuca MultiWAN».

3aBepLueHue HacTpomnku Hub

1. TMocne HaCTPOWKM 3anyCcTUTe CepBUC multiwan, a Takke AoGaBbTe €ro B aBTo3arpysKy:

root@Hub:~# systemctl start multiwan.service
root@Hub:~# systemctl enable multiwan.service

2. TlocmoTpeTb nor paboTbl cepBrca MOXHO B dpanne /var/log/cspvpngate.log:

root@Hub:~# tail -n 1000

2024-04-23T17:34:37.22081
2024-04-23T17:34:48.46497
been cleared.

/var/log/cspvpngate.log |

3+03:00 Hub multiwan:
8+03:00 Hub multiwan:

INFO:
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2024-04-23T17:34:50.529713+03:00 Hub multiwan: INFO: LSP was reloaded.
2024-04-23T17:34:50.539143+03:00 Hub multiwan: INFO: Used interface "ethO".
Nexthop "2001:db8::172:16:100:1".

3. T[poeepbTe, YTO AOBABNEHLI MapLUPYThl, 0GbSBNEHHbIE B HACTPONKaxX multiwan:
root@Hub:~# ip route show proto multiwan
default dev eth0 metric 700
root@Hub:~# ip -6 route show proto multiwan
default via 2001:db8::172:16:100:1 dev eth0 metric 700 pref medium

4. T[lpoBepbTe, 4To MapwpyT Ao IP agpeca HTTP cepsepa CRL_distribution_point B cucteme:
root@Hub:~# ip route get 2001:db8::172:16:101:15

2001:db8::172:16:101:15 from :: via 2001:db8::172:16:100:1 dev eth0 proto multiwan
src 2001:db8::172:16:100:2 metric 700 pref medium

5. Ecnu BCE HacTpoeHO BEPHO, TO nepesarpysnTe cepBucC getcrls ansa 3arpysku COC B 6a3y Npoaykra:
root@Hub:~# systemctl restart getcrls.service

6. BbinonHuTe npoBepky ctatyca cepTudunkatoB B 6ase MNpoaykTa:
root@Hub:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hub
2 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

B MNpunoxeHun npeacTasneHbl TEKCTbI KOHpUrypaumi ona kpuntownosa Hub:

e TeKCT KoHconu cisco-like;
e TekcT LSP;
e coaepxumoe /etc/multiwan/config.yaml
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Hactpoika kpuntownto3a Spoke

Hactporika kpuntownto3a Spoke npousBogutca no aHanormm ¢ Hub 6e3 HacTpoek multiwan. B

CTaTUYECKOMN KpMNTO-KapTe AOIMKHO BblTh YKasaHo ABa napTHepa no IPsec coeanHeHuto:

Spoke (config) #crypto map VPN 1 ipsec-isakmp

Spoke (config-crypto-map) #match address IPSEC ACL HUB AND SPOKE

Spoke (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Spoke (config-crypto-map) #set isakmp-profile NEW ALGS

Spoke (config-crypto-map) #set security-association mss-fix out

Spoke (config-crypto-map) #set peer ipv6e 2001:db8::172:16:100:2

Spoke (config-crypto-map) #set peer ipvée 2001:db8::172:17:100:2

Spoke (config-crypto-map) #set pre-fragmentation

Spoke (config-crypto-map) #set dead-connection history off

Ona ycnewHon paboTtel npotokona IPv6 B koHurypaumio Spoke HyxHO gobaBuTb ABa MapLupyta no

yMON4aHuio:

Spoke (config) #ip route 0.0.0.0 0.0.0.0 TenGigabitEthernet0/0
Spoke (config) #ipvé route ::/0 2001:db8::172:16:1:1

B MNpunoxeHun npeacTasneHbl TEKCTbI KOHUrypaumi Ans kpuntowwnosa Spoke:

e TeKCT KoHconu cisco-like;
e TeKcT LSP.
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MpoBepka paboOTOCNOCOOHOCTM CTEHAA

MpoBepKy paboToCNOCOBHOCTM HYXXHO BbINOMHATL NOCHE 3aBePLUEHMS HACTPOMKM BCEX YCTPOWCTB CTEHAA.

MpoBepka IP cBA3HOCTH

1. TpoeepbTe, YTo C KpmnTowsnto3oB Hub n Spoke no ICMP gocTynHbl Wwno3bl Mo ymonyanuio (ISP1 un
ISP2 ons Hub, Router ana Spoke). [lns aToro BbINONMHUTE KOMaHAy ping M3 cisco-like koHconu
KPUNTOLLNIO30B.

Hub#ping 2001:db8::172:16:100:1

PING 2001:

108
108
108
108
108

bytes
bytes
bytes
bytes
bytes

5 packets transmitted,
rtt min/avg/max/mdev =

db8:
from
from
from
from
from

:172:16:100:1(2001:db8::172:16:100:1)

100 data bytes

Hub#ping 2001:db8::172:17:100:1

PING 2001:

108
108
108
108
108

bytes
bytes
bytes
bytes
bytes

rtt min/avg/max/mdev = 0.
Spoke#ping 2001:db8::172:

PING 2001:

108
108
108
108
108

bytes
bytes
bytes
bytes
bytes

5 packets transmitted,
rtt min/avg/max/mdev =

db8:
from
from
from
from
from

2001:db8::172:17:100:
5 packets transmitted, 5

db8:
from
from
from
from
from

0.298/0.442/0.536/0.081

2001:db8::172:16:100:1: icmp seg=1 ttl=64 time=1.32 ms
2001:db8::172:16:100:1: icmp seg=2 ttl=64 time=0.558 ms
2001:db8::172:16:100:1: icmp seg=3 ttl=64 time=0.302 ms
2001:db8::172:16:100:1: icmp seg=4 ttl=64 time=0.979 ms
2001:db8::172:16:100:1: icmp seg=5 ttl=64 time=0.990 ms
2001:db8::172:16:100:1 ping statistics —---
5 received, 0% packet loss, time 4026ms
0.302/0.830/1.322/0.358 ms
:172:17:100:1(2001:db8::172:17:100:1) 100 data bytes
2001:db8::172:17:100:1: icmp seg=1 ttl=64 time=0.352 ms
2001:db8::172:17:100:1: icmp seg=2 ttl=64 time=0.486 ms
2001:db8::172:17:100:1: icmp seg=3 ttl=64 time=0.495 ms
2001:db8::172:17:100:1: icmp seg=4 ttl=64 time=0.560 ms
2001:db8::172:17:100:1: icmp seg=5 ttl=64 time=0.516 ms
1 ping statistics ---
received, 0% packet loss, time 4079ms
352/0.481/0.560/0.069 ms
16:1:1
:172:16:1:1(2001:db8::172:16:1:1) 100 data bytes
2001:db8::172:16:1:1: icmp seg=1 ttl=64 time=0.298 ms
2001:db8::172:16:1:1: icmp seg=2 ttl=64 time=0.492 ms
2001:db8::172:16:1:1: icmp seg=3 ttl=64 time=0.466 ms
2001:db8::172:16:1:1: icmp seg=4 ttl=64 time=0.536 ms
2001:db8::172:16:1:1: icmp seq=5 ttl=64 time=0.422 ms
2001:db8::172:16:1:1 ping statistics ---
5 received, 0% packet loss, time 4034ms

ms

BugHo, uto yctponctea ISP1 n ISP2 goctynHo no ICMP ¢ Hub, a yctporctso Router co Spoke.

lMpoBepbTe, 4TO C 3awumuwaembix ycTpouctB Host-b-hub u Host-b-spoke poctyneH no ICMP

COOTBETCTBYIOLLNIA KPUMTOLLSIO3, KOTOPbIN SBASETCA LUMO30M MO YMONYaHuto. [nsi 3TOro BbIMOMHUTE
KoMaHay ping m3 linux bash koHconu 3almaemMbIX YCTPOWCTB.

root@Host-b-hub:~# ping 192.168.100.1 -c 5

PIN
64
64
64
64
64

G 192.
bytes
bytes
bytes
bytes
bytes

168.1
from
from
from
from
from

00.1
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

(192.168
100.
100.
100.
100.
100.

g

o e

.100.1)

56 (8
icmp seg=1
icmp seg=2
icmp seqg=3
icmp seqg=4
icmp seg=5

4)
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0.
time=0.
time=0.
time=0.
time=0.
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254
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ms
ms
ms
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--- 192.168.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4088ms
rtt min/avg/max/mdev = 0.211/0.231/0.254/0.017 ms

root@Host-b-spoke:~# ping 192.168.1.1 -c 5

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seg=1 ttl=64 time=0.214 ms
64 bytes from 192.168. : icmp seg=2 ttl=64 time=0.223 ms
64 bytes from 192.168. icmp seg=3 ttl=64 time=0.189 ms
64 bytes from 192.168.
64 bytes from 192.168.

icmp seg=4 ttl=64 time=0.210 ms

R
o e

icmp seg=5 ttl=64 time=0.212 ms

--—-192.168.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4083ms
rtt min/avg/max/mdev = 0.189/0.209/0.223/0.019 ms

BugHo, 4yto C 3awmwaembix ycTpouctB Host-b-hub u Host-b-spoke poctynHel no ICMP
COOTBETCTBYIOLLNE KPUMTOLLIO3bI.

3. TlpoBepbTe, 4TO € KpunToLwto3a Hub goctynen no ICMP kpuntownto3 Spoke (no WAN uHTepdpericam).
[nga 3TOro BbINONHUTE KOMaHAY ping U3 cisco-like KOHCONM KPUNTOLLIHO30B.

Hub#ping 2001:db8::172:16:1:2

PING 2001:db8::172:16:1:2(2001:db8::172:16:1:2) 100 data bytes
108 bytes from 2001:db8::172:16:1:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:

icmp seg=1 ttl=62 time=0.924 ms
icmp seg=2 ttl=62 time=1.33 ms
icmp seg=3 ttl=62 time=1.27 ms
icmp seq=4 ttl=62 time=1.24 ms
icmp seq=5 ttl=62 time=1.05 ms

[ = T =
NN NN

——— 2001:db8::172:16:1:2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 0.924/1.163/1.329/0.152 ms

BuaHo, uto ¢ kpuntownto3sa Hub goctynex no ICMP kpuntownto3s Spoke.

4. [lpoBepbTe HanuVyMe MapLLpyTOB Yepe3d WMHTepdenc, HanpaBsieHHbIM B CTOPOHY OCHOBHOIO KaHana
CBSA3M.

Hub#run ip r show proto multiwan
default dev eth0 metric 700
Hub#run ip -6 route show proto multiwan

default via 2001:db8::172:16:100:1 dev ethO metric 700 pref medium

MpoBepka PKI

1. TpoBepbTe, 4TO Ha kpunTowwtodax Hub n Spoke COC mmnoptupoBaH B 6a3y lMpogykra. Onsa atoro
BbINOMHWUTE KOMaHAY run cert mgr show W3 CiSCO-like KOHCONM KPUNTOLLIO30B.

Hub#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O0O=S-Terra CSP,0U=RnD, CN=Hub

2 Status: trusted C=RU,L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root
CA

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spoke#run cert mgr show

FoundFound 2 certificates. Found 1 CRL.
1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD, CN=S-Terra CSP Test Root
CA
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2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Spoke
3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BugHo, yto Ha kpuntownto3ax Hub n Spoke COC umnoptunposaH B 6a3y lNpoaykra. Ecnn aTtoro He
npousowrno, TO npoBepbTe @ann >XypHana (KomaHga run grep getcrls daemon
/var/log/cspvpngate.log) W, NpU HeOOXOAMMOCTW, Mepe3anycTuTe CepBUC aBTOMATUYECKON
3arpy3km COC (komaHAa run systemctl restart getcrls.service).

2. TposepbTe, 4TO Ha Kpuntownosax Hub n Spoke cratyc Bcex ceptudpukatoB Active. [Ans aToro
BbINOMHUTE KOMaHay run cert mgr check U3 CisCO-like KOHCONM KPUMTOLLINIO3OB.

Hub#run cert mgr check

1 State: Active C=RU, L=Zelenograd,O0=S-Terra CSP,OU=RnD, CN=Hub
2 State: Active C=RU, L=Zelenograd, 0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

Spoke#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root
CA
2 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,0OU=RnD, CN=Spoke

BugHo, uto Ha kpunTownto3ax Hub 1 Spoke ctatyc Bcex ceptucmkaron Active. Ecnu ctartyc Inactive,
TO npoBepbTe 3arpyxeH N COC B 6a3y NMpoaykTa 1 NpaBUbHOCTb YCTAHOBKN AATbl 1 BPEMEHU.

[poBepka NOCTPOEHUA 3aLUULIEHHOrO COeAWHEHUs Mexay
noacetamu Hub n Spoke

1. WNHvummpynTe nOCTpOeHue 3alMLLEHHOro COeAuHeHus mexay kpuntownosamu Hub n Spoke npu
nomowm ICMP Tpadwuka, nocbinaemoro ¢ yctponcrtBa Host-b-spoke Ha Host-b-hub (MoxHO wu
HaobopoT). [Ina 3TOro BbINOMHWUTE KOMaHAY ping M3 linux bash koHconu 3awmiiaemMoro ycTponcTea
Host_b_spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seg=1 ttl=62 time=586 ms
64 bytes from 192.168.100.100: icmp seqg=2 ttl=62 time=1.91 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=62 time=1.93 ms
64 bytes from 192.168.100.100: icmp seqg=4 ttl=62 time=1.65 ms
64 bytes from 192.168.100.100: icmp seq=5 ttl=62 time=1.90 ms

---192.168.100.100 ping statistics —---
5 packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 1.648/118.753/586.379/233.812 ms

2. TlpoepbTe, YTO Ha kpunTowwnto3ax Hub n Spoke yctaHoBneHo 3awumieHHoe IPsec coeguHeHne. [ng
3TOrO BbIMOMNHUTE KOMaHAy run sa mgr show U3 CiSCo-like KOHCONN KPUNTOLLIMIO30B.
Hub#run sa mgr show
ISAKMP ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 1 (2001:db8::172:16:100:2,500)-(2001:db8::172:16:1:2,500) active 1928 1960

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
2112 2112

Spoke#run sa mgr show
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ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 1 (2001:db8::172:16:1:2,500)-(2001:db8::172:16:100:2,500) active 1960 1928

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn
5896 5896

BuaHo, 4To Ha kpunTowmno3ax Hub n Spoke yctaHoOBNeHoO 3alwuweHHoe IPsec coeavHeHve vyepes
OCHOBHOW kaHan. Ecnu atoro He npownsowno, To npoBepbTe dann xypHana (KomaHga run less
/var/log/cspvpngate.log). [pn HeobxooMMOCTV yBENUULTE YPOBEHb MNOrMpPOBaHUS (KoMaHaa
logging trap debugging B KOHconu cisco-like) n 3aHOBO wHMUMMPYWTE 3alLMLLEHHOe
coefuHeHue.

[MpoBepkKa COCTOAHUA KaHaNoB CBA3M

MpoBepbTe C MOMOLLBIO CpeacTB multiwan COCTOSIHUE KaHAMNOB CBA3W:
Hub#run /opt/multiwan/mwan mgr show --links status

Link: 1

Name: ISPl

Interface: ethO

Priority: 300

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"

IPv6 nexthop: "2001:db8::172:16:100:1"
Link: 2

Name: ISP2

Interface: ethl

Priority: 200

State: reachable

Active: False

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"

IPv6 nexthop: "2001:db8::172:17:100:1"

BugHo, uTo nepBbI kaHan cBA3u, Yyepes ethO ¢ npuoputetom 300 gocTyneH. ABnseTcs akTUBHBLIM.
[ocTynHOCTb kaHana npoBepsieTca AOCTYMNHOCTLIO Moboro xocta M3 3agaHHbIX IPv4 xoctoB. BTopon
KaHan cBdA3u, yepes ethl c npuoputetom 200 gocTyneH. ABnseTca HeakTUBHbIM. [JOCTYNHOCTb kKaHana
npoBepsieTCcs AOCTYNHOCTbLIO NMoOOro xocTta U3 3agaHHbIX IPv4 xocToB.

MpoBepka paboTOCNOCOGHOCTH NpU OTKaze OCHOBHOrO KaHana
CBA3MN.

1. [Onga amyndauum oTkasa OCHOBHOMO KaHara CBS3M OTKIHOYMM OCHOBHOW MHTepeC.

Hub#run ifdown ethO

2. TopoxauTe noka nepeknountca paboTa multiwan Yepes pe3epBHbI kaHarn. MpoBepbTe Hanuyue
MapLLUPYTOB Yepes3 UHTepdeiic, HanpaBneHHbI B CTOPOHY pe3epBHOro KaHana CBSA3M.
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Hub#run ip r show proto multiwan
default dev ethl metric 800
Hub#run ip -6 route show proto multiwan

default via 2001:db8::172:17:100:1 dev ethl metric 800 pref medium

3. Tyctute Tpadmk c ycTpownctBa Host-b-spoke Ha yctporctBo Host-b-hub. [Onsa atoro BbinonHuTe
KomaHay ping m3 linux bash koHconu sawmaemoro ycTpornctBa Host-b-spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 30

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seq=19 ttl=62 time=10029 ms
64 bytes from 192.168.100.100: icmp seq=20 ttl=62 time=9005 ms
64 bytes from 192.168.100.100: icmp seg=21 ttl=62 time=7981 ms
64 bytes from 192.168.100.100: icmp seqg=22 ttl=62 time=6957 ms
64 bytes from 192.168.100.100: icmp seq=23 ttl=62 time=5933 ms
64 bytes from 192.168.100.100: icmp seq=24 ttl=62 time=4909 ms
64 bytes from 192.168.100.100: icmp seq=25 ttl=62 time=3885 ms
64 bytes from 192.168.100.100: icmp seqg=26 ttl=62 time=2861 ms
64 bytes from 192.168.100.100: icmp seqg=29 ttl=62 time=1.32 ms
64 bytes from 192.168.100.100: icmp seq=30 ttl=62 time=1.16 ms

--—-192.168.100.100 ping statistics --—-
30 packets transmitted, 10 received, 66.6667% packet loss, time 29632ms
rtt min/avg/max/mdev = 1.159/5156.007/10028.635/3323.677 ms, pipe 10

Takoe noBeaeHue cBA3aHHO ¢ HacTpovikamun DPD.

4. [poBepbTe, YTO Ha kpunTowsto3ax Hub n Spoke ycTtaHoBneHo 3awmueHHoe IPsec coeanHenune. nga
3TOro BbIMOSIHUTE KOMaHAy run sa mgr show U3 CiSCo-like KOHCONW KPUNTOLLISHO30B.

Hub#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 11 (2001:db8::172:17:100:2,500)-(2001:db8::172:16:1:2,500) active 1928 1960

IPsec connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
1 3 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
1056 1056

Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 7 (2001:db8::172:16:1:2,500)-(2001:db8::172:17:100:2,500) active 1960 1928

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 3 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn
1056 1056

BugHo, uTto Ha kpuntowrto3ax Hub n Spoke yctaHoBneHo 3awmuwieHHoe IPsec coeguHeHne yepes
pesepBHbIA KaHan. Ecnu aToro He npousoLuno, To NpoBepbTe hann XypHana (komMaHga run less
/var/log/cspvpngate.log). lNpun HEOGXOAMMOCTU yBENMMYLTE YPOBEHbL NOrMPOBaHUA (KOMaHaa
logging trap debugging B KOHCOMNM Cisco-like) n 3aHOBO MHULMUPYITE 3aLLULLIEHHOE COEANHEHME.

5. [llpoBepbTe C MOMOLLLIO CPeACcTB multiwan COCTOAHWE KaHaNOB CBA3M:
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Hub#run /opt/multiwan/mwan mgr show --links status

Link: 1

Name
Inte
Prio
Stat
Acti
Host
IPv4
IPv4
IPvV6
IPvV6

Link: 2

Name
Inte
Prio
Stat
Acti
Host
IPv4
IPv4
IPv6
IPv6

SIS IS

rface: ethO

rity: 300

e: unreachable
ve: False

s reachability: any

hosts: None

nexthop: None

hosts: "2001:db8::172:16:101:15", "2001:db8
nexthop: "2001:db8::172:16:100:1"

: ISP2

rface: ethl

rity: 200

e: reachable
ve: True

s reachability: any

hosts: None

nexthop: None

hosts: "2001:db8::172:16:101:15", "2001:db8
nexthop: "2001:db8::172:17:100:1"

::172:16:1:2"

::172:16:1:2"

BugHo, 4tOo nepBbi kaHan cBA3n, 4vepe3 ethO ¢ npuoputetom 300 HemocTyneH u sABNAeTCs
HeakTVBHbIM. BTOopon kaHan ces3u, yepes ethl ¢ npnoputetom 200 4OCTYNEH U ABNSETCH aKTUBHBIM.

6. BkntounTe ocHOBHOM UHTEpPENC.

Hub#run ifup ethO

7. TlopoxauTe mnoka nepekniounTcs paboTa multiwan Yepes3 OCHOBHOW kaHan. [MpoBepbTe Hanuyue

MapLUPyTOB Yepes nHTepdenc, HanpasneHHbIN B CTOPOHY OCHOBHOTO KaHara CBS3N.

Hub#run

default

Hub#run

default

ip route show proto multiwan
dev ethO metric 700

ip -6 route show proto multiwan

via 2001:db8::172:16:100:1 dev ethO metric 700 pref medium

8. lyctute Tpadumk c ycTtponctBa Host-b-spoke Ha yctpornctBo Host-b-hub. Ong atoro BbinonHuTe
KomaHay ping m3 linux bash koHconu 3awmiaemoro yctporictea Host-b-spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 30

PING 192.

64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

168.100.100 (192.168.100.100) 56(84) bytes of data.

from 192.168.100.100: icmp seqg=20 ttl=62 time=10789 ms
from 192.168.100.100: icmp seg=21 ttl=62 time=9767 ms
from 192.168.100.100: icmp seg=22 ttl=62 time=8743 ms
from 192.168.100.100: icmp seqg=23 ttl=62 time=7719 ms
from 192.168.100.100: icmp seg=24 ttl=62 time=6695 ms
from 192.168.100.100: icmp seqg=25 ttl=62 time=5671 ms
from 192.168.100.100: icmp seq=26 ttl=62 time=4647 ms
from 192.168.100.100: icmp seg=27 ttl=62 time=3623 ms

--- 192.168.100.100 ping statistics ---

30 packets transmitted, 8 received, 73.3333% packet loss,
rtt min/avg/max/mdev = 3623.275/7206.919/10788.680/2345.757 ms,

time 29702ms
pipe 11

9. TlpoBepbTe, YTO Ha kpunToLwnto3ax Hub n Spoke yctaHoBneHo 3awmieHHoe IPsec coeguHerne. [ns

3TOrO BbIMOMNHUTE KOMaHy run sa mgr show U3 CiSco-like KOHCONWM KPUNTOLLIMIO30B.

Hub#run sa mgr show
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ISAKMP ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 19 (2001:db8::172:16:100:2,500)-(2001:db8::172:16:1:2,500) active 1904 1936

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 5 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
55616 55440

Spoke#run sa mgr show

ISAKMP ISAKMP sessions: 0 initiated, 0O responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 9 (2001:db8::172:16:1:2,500)-(2001:db8::172:16:100:2,500) active 1936 1904

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 5 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn
65120 65296

BugHo, uto Ha kpunTowmno3ax Hub n Spoke ycraHoBneHo 3awmuweHHoe IPsec coeavHeHne yepes
OCHOBHOW kaHan. Ecnv aTtoro He nmpom3owno, To nNpoBepbTe ann xypHana (koMaHga run less
/var/log/cspvpngate.log). [lpy HEOGXOAMMOCTU YBENUYLTE YPOBEHL NOrMPOBaHMA (KOMaHga
logging trap debugging B KOHCONM cisco-like) n 3aHOBO MHULUMPYITE 3aLUNLLEHHOE COEAMHEHNE.

10. MNpoBepbTe C NOMOLLI0 CPEACTB multiwan COCTOSAHME KAHAMNOB CBA3K:

Hub#run /opt/multiwan/mwan mgr show --links_ status

Link: 1

Name: ISPl

Interface: ethO

Priority: 300

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"

IPv6 nexthop: "2001:db8::172:16:100:1"
Link: 2

Name: ISP2

Interface: ethl

Priority: 200

State: reachable

Active: False

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"

IPv6 nexthop: "2001:db8::172:17:100:1"

BugHo, 4To nepBbi kaHan cBasn, Yepes ethO ¢ npuoputetom 300 OOCTYNEH M CHOBA CTan akTUBHbBIM.
BTopoii kaHan cBA3u, yepes ethl ¢ npmoputetom 200 OOCTYNEH U SIBNAETCA HEAKTUBHbIM.
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MpunoxeHue

KoHdurypaums kpuntowntosa Hub

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5

username cscons privilege 15 secret 5
S6StHtg8SR6St3CWE6UdI6L/ARr9jQowUYR7TWEDLOWZ1x610vLi7goonOFUYhNSGV49BA . RDGEZ 70KXBA
1aTRi20E1R4wtMXT10

aaa new-model

|

!

hostname Hub

enable secret 5 PC9d7N5H1AyLrzuA3qRJIVQ==
|

|

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko?2

|

crypto isakmp profile NEW ALGS

match identity dn

set identity mapping

set policy 1

!

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|

object-group vé6-network SELF

description IP on WAN interface

host 2001:db8::172:16:100:2

host 2001:db8::172:17:100:2

!

ip access-list extended IPSEC ACL HUB AND SPOKE
permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
|

ip access-list extended FIREWALL OUT
deny ip any any

!

ip access-list extended FIREWALL IN

deny ip any any

|

ipv6e default filtering deny

|

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns
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permit icmp any any nd-na
permit udp any object-group SELF eqg isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF
permit esp any object-group SELF
!
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp
!
crypto map VPN ISPl 1 ipsec-isakmp
match address IPSEC ACL HUB AND SPOKE
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set security-association mss-fix out
set local-address ipv6 2001:db8::172:16:100:2
set peer ipv6 2001:db8::172:16:1:2
set pre-fragmentation
set dead-connection history off
|
crypto map VPN ISP2 1 ipsec-isakmp
match address IPSEC ACL HUB AND SPOKE
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set security-association mss-fix out
set local-address ipv6 2001:db8::172:17:100:2
set peer ipv6e 2001:db8::172:16:1:2
set pre-fragmentation
set dead-connection history off
!
interface TenGigabitEthernet0/0
no ip address
ipv6 address 2001:db8::172:16:100:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW INPUT WAN IPV6 in
crypto map VPN ISP1
ipv6 inspect INSPECT out
!
interface TenGigabitEthernet0/1
no ip address
ipv6 address 2001:db8::172:17:100:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW_INPUT WAN IPV6 in
crypto map VPN ISP2
ipv6 inspect INSPECT out
|
interface TenGigabitEthernet0/2
ip address 192.168.100.1 255.255.255.0
!
interface TenGigabitEthernet0/3
no ip address
shutdown
|
1
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
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crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 2B6E3351FD6EB2AD48200203CB5BA141
3082024C308201FBA00302010202102B6E3351FD6EB2AD48200203CB5BA14130

E34EE9640D905032C1F1E3B4491257D5

quit
|

end

2. KoHdwurypauusa LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Thu May 16 10:25:53 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Thu May 16 10:25:53 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FIREWALL_IN:FW_INPUT_WAN_IPV6 (
Filters = Filter (
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DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL IN"

) ’

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6oFilters = Filter (
DestinationIP = ::/0
ProtocolID = 58
ICMPType = 135
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
) ’
Filter (

DestinationIP = ::/0

ProtocolID = 58
ICMPType = 136
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
) ’
Filter (
DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
) ’
Filter (
DestinationIP = 2001:db8::172:17:100:2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_ INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:17:100:2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_ INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 58
Action = PASS
LogEventID = "FW_INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:17:100:2
ProtocolID = 58
Action = PASS
LogEventID = "FW_INPUT WAN IPV6"
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AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemoteID = Remote:NEW ALGS

LocallID = Local:Cert:NEW ALGS

SendRequestMode = ALWAYS

SendCertMode = ALWAYS

)
IKERule IKERule:VPN ISP1:1
(

IKEPeerIPFilter = 2001:db8::172:16:1:2

IKELocalIPFilter = 2001:db8::172:16:100:2

Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS

MainModeAuthMethod = GOST:Sign:NEW ALGS

DPDIdleDuration =3

DPDResponseDuration = 2

DPDRetries =5

Priority = 10

)
IKERule IKERule:VPN ISP2:1
(

IKEPeerIPFilter = 2001:db8::172:16:1:2

IKELocalIPFilter = 2001:db8::172:17:100:2

Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS

MainModeAuthMethod = GOST:Sign:NEW ALGS

DPDIdleDuration =3

DPDResponseDuration = 2

DPDRetries =5

Priority = 20

)
IPsecAction IPsecAction:VPN ISP1:1
(

TunnelingParameters = IPv6TunnelEntry (
LocalIPAddress = 2001:db8::172:16:100:2
PeerAddress = 2001:db8::172:16:1:2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP1:1

)
IPsecAction IPsecAction:VPN ISP2:1
(

TunnelingParameters = IPv6TunnelEntry (
LocalIPAddress = 2001:db8::172:17:100:2
PeerAddress = 2001:db8::172:16:1:2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP2:1
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)

FilterChain IPsecPolicy:VPN ISPl (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) ’

Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISPl:1 >
LogEventID = "IPsec:Protect:VPN ISP1:1:IPSEC ACL HUB AND SPOKE"

FilterChain IPsecPolicy:VPN ISP2 (
Filters = Filter (
ProtocolID = 17
500, 4500

SourcePort
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) r

Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP2:1 >
LogEventID = "IPsec:Protect:VPN ISP2:1:IPSEC ACL HUB AND SPOKE"

NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"

InputFilter = FilterChain:FIREWALL IN:FW INPUT WAN IPV6

OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN ISPl

NetworkInterface (
LogicalName = "TenGigabitEthernetO/1"

InputFilter = FilterChain:FIREWALL IN:FW INPUT WAN IPV6

OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN ISP2
)

3. Copepxumoe panna /etc/multiwan/config.yaml:

config format version: 1
links params:
preempt: true
check links reachability on start: true
links:
- name: ISPl
iface name: eth0
prio: 300
routes:
ipvé:
networks:
- 0.0.0.0/0
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ipv6:
networks:
= 33/0
nexthop: 2001:db8::172:16:100:1
check:

hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:16:1:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10

tos: 184
data size: 56
- name: ISP2
iface name: ethl
prio: 200
routes:
ipvé:
networks:
- 0.0.0.0/0
ipv6:
networks:
= 33/0
nexthop: 2001:db8::172:17:100:1
check:

hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:16:1:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56

KoHdurypauus kpuntowntosa Spoke

1. KoHcornb cisco-like
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
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crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5

username cscons privilege 15 secret 5
$S6StHtg8SR6SEt3CWE6uUdI6L/ARr9jQowUYR7TWEDOWZ1x610vLi7goonOFUYhNSGV49BA .RDGEZ 70KXBA
1aTRi20E1R4wtMXT10

aaa new-model

!

!
hostname Spoke
enable secret 5 PCI9d7NSH1AyLrzuA3gRJIvQ==

|

!
crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!
crypto isakmp profile NEW ALGS

match identity dn

set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
!

ip access-list extended IPSEC ACL HUB AND SPOKE
permit ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255
!

ip access-list extended FIREWALL OUT

deny ip any any

|

ip access-list extended FIREWALL IN

deny ip any any

!

ipv6 default filtering deny

|

ipv6 access-list FW_INPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any host 2001:db8::172:16:1:2 eqg isakmp
permit udp any host 2001:db8::172:16:1:2 eq non500-isakmp
permit icmp any host 2001:db8::172:16:1:2
permit esp any host 2001:db8::172:16:1:2

|

!

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

|

crypto map VPN 1 ipsec-isakmp

match address IPSEC ACL HUB AND SPOKE

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer ipv6 2001:db8::172:16:100:2

set peer ipv6 2001:db8::172:17:100:2

set pre-fragmentation

set dead-connection history off

!

interface TenGigabitEthernet0/0
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no ip address

ipv6 address 2001:db8::172:16:1:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access—-group FW_INPUT WAN IPV6 in

crypto map VPN

ipv6e inspect INSPECT out

|
interface TenGigabitEthernet0/1

ip address 192.168.1.1 255.255.255.0

|
Interface TenGigabitEthernet0/2

no ip address

shutdown

|

1

ip route 0.0.0.0 0.0.0.0 TenGigabitEthernet0/0

!

ipv6 route ::/0 2001:db8::172:16:1:1

!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15] /certcrl.crl
crl download time 60crypto pki certificate chain g=
terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAFS83

quit
|

end

2. KoHdurypaums LSP

# This is automatically generated LSP

#
# Conversion Date/Time: Thu May 16 10:52:30 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Thu May 16 10:52:30 2024 (user: root)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreservelIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (
Destination = 0.0.0.0/0
NetworkInterface = "TenGigabitEthernet0/0"
)
IPv6Routes =
Route (
Destination = ::/0

Gateway = 2001:db8::172:16:1:1
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FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FIREWALL_IN:FW_INPUT_WAN_IPV6 (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL IN"

)4

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
ProtocolID = 58
ICMPType = 135
Action = PASS

LogEventID = "FW INPUT WAN IPVE"
),
Filter (

DestinationIP = ::/0

ProtocolID = 58
ICMPType = 136
Action = PASS
LogEventID = "FW_INPUT WAN IPV6G"
) 4
Filter (
DestinationIP = 2001:db8::172:16:1:2
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ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 58
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 50
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
)/
Filter (

DestinationIP = ::/0

Action = DROP
))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL OUT"

) ’

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>

LogEventID = "Inspect:INSPECT:tcp"
),
Filter (

DestinationIP = ::/0

ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>

LogEventID = "Inspect:INSPECT:udp"
),
Filter (

DestinationIP = ::/0

Action = PASS
))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA
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IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IKEParameters (

FragmentSize = 576

SALifetimeDelta = 50

InitiatorSessionsMax = 100

ResponderSessionsMax = 100

)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemoteID = Remote:NEW ALGS

LocalID = Local:Cert:NEW ALGS

SendRequestMode = ALWAYS

SendCertMode = ALWAYS

)
IKERule IKERule:VPN:1
(

IKEPeerIPFilter = 2001:db8::172:16:100:2, 2001:db8::172:17:100:2

Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS

MainModeAuthMethod = GOST:Sign:NEW ALGS

DPDIdleDuration =3

DPDResponseDuration = 2

DPDRetries =5

Priority = 10

)
IPsecAction IPsecAction:VPN:1
(

TunnelingParameters = IPv6TunnelEntry (
PeerAddress = 2001:db8::172:16:100:2
Prefragmentation = ENABLE

),

IPv6TunnelEntry (

PeerAddress = 2001:db8::172:17:100:2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN:1

)
FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
),
Filter (
SourceIP = 192.168.1.0/24
DestinationIP = 192.168.100.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
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LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUB AND SPOKE"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"

InputFilter = FilterChain:FIREWALL IN:FW INPUT WAN IPV6
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN
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