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NMNocTtpoeHune VPN coeauHeHnsa npu Hanuyumm
noaceten C nepecekarwwmmMca afapPecHbIM
NPOCTPAHCTBOM M OTKa30yCTOUYNBOCTbLIO

HacToswun ookyMeHT cooepxmT onucaHme cnocoba coBMeCTHOro ucnonb3oBaHus NpoayktoB komnaHmm OO0
«C-Teppa Cudcln» 1 MNpoayKkToB TpeTbMX NPOU3BOANTENEN.

OO0 «C-Teppa Cu3clln» ocywecTBnseT COMPOBOXAEHNE HACTOSIWEro CUeHapusi B 4acTM HacTpoek
MpogyktoB KomnaHuuu. YNOMUHaHWE HaMMEHOBaHWNM, MNPOAYKTOB, TOProBblX MapoK TPETbMX OpraHv3auum
NCKINIOYNTENBHO HecbopManbHO 1 He ABnseTcs NoOAAEPKKON, pekomeHaaumnen nubo peknamon. OO0 «C-Teppa
Cn3clln» He HeceT KakoM-MMOO OTBETCTBEHHOCTW B OTHOLLUEHWM paboTOCMOCOBHOCTM U UCNOMb30BaHNUS 3TUX
MpogykToB. [JOKYMEHT MMeeT cTaTyc BCroMoraTeflbHOro marepuana, KOTOpbIi MOXeT OblTb MCMOoNb30BaH
TEXHOMOrMYeCKNMUN NapTHeEpPaMm, KOMMaHUSAMU-UHTErpaTopamMm, Npu paspaboTke COBCTBEHHbIX PELUEHUN.
PeweHus, paspaboTaHHble Ha 6a3e AaHHOrO cLeHapusi, MOryT NPUMEHSITLCA B AEUCTBYIOLMX ceTsax/cnctemax
TOMbKO MOCIe TECTOBON U/MNK ONbITHOW 3KCNyaTauuu.

BBeaeHue

[daHHbI cueHapuin onucbiBaeT HacTponky kpuntownto3os «C-Teppa LUnwo3» ana obecnedyeHnsa GesonacHoro
B3aVMOAEVCTBMSA MeXAY LeHTpanbHblM oducom, dunuanamv un yganeHHsiMm VPN knneHTamu B yCnoBMsX
HanMuns B LEHTpanbHOM oduce n (punmanoB HECKONbKUX MOACETEN, Ybe aapecHOe MPOCTPAHCTBO YaCTUYHO
UM NONHOCTBIO NepecekaeTCs.

3awmwaemble nogcetn B LAN cermeHTe n HegoBepeHHble noacetm B WAN cermeHTe — IPv4. ObecneyeHne
©e3onacHoOro B3aMMOAeNCTBMSA AOCTUraeTcsi MyTeM LWNpOBaHNS N TYHHENUPOBaHMSA Tpaduka C NPUMEHEHNEM
oTedecTBeHHbIX oTpacnesbix ctaHaapToB TOCT u npoTokona IPsec.

MapTHepbl No IPsec, B HacTosllemM OOKYMEHTE — KPUMTOLLMIO3bl, ANA ayTeHTudumkaumm 6yoyT ncnonb3oBatb
ceptudumkatbl B dopmaTte x509. B kadecTBe kpunTtonpoBangepa OyaeT Ucnonb3oBaHa KpunTorpaduyeckas
bnbnunoteka, paspabotaHHaa komnaHunen «C-Teppa CuOclluy. LLUnto3bl 6e3onacHOCTN (MU KPUMTOLLMIO3bI) —
«C-Teppa Wnto3» Bepcun 5.0, VPN knueHT — «C-Teppa KnueHt» Bepcun 5.0.

Ha kpunTownto3ax OydeT HAacTPOeHO MeXceTeBOe IKpaHMpOBaHME C MPUMEHEHMEM CTaTUYEeCKUX CMMCKOB
poctyna (ACL) u nakeTHon counbTpaumm ¢ KOHTponem coctosiHus ceccum (stateful, ananor CBAC B Cisco 10S)
ansa npotokonios TCP n UDP.

NpeaBapuTenbHble TpeboBaHUS
TpeGoBaHUsA K MaTePUanbLHO-TEXHUYECKOMY 06ecneyeHuno

[na nepeHoca 3anpocoB U CEepPTUMMUKATOB MEXAY KPWUMTOLLM3aMU U LEHTPOM BbiNycka CepTURUKATOB
TpebyeTtcs USB Flash HakonuTens.

TpeboBaHuA K KBanudmrkauum agMMHMCTpaTopa

AgMmuHucTpaTop fdormkeH obnagate OOWMPHBIMKM - 3HaHWsSMKM B obnactm ceteBon MHAOPMaLMOHHON
6e3onacHoCTW, MMETb ONbIT paboTbl C aHaNorMyHbiM 0bopygoBaHMeM/NMporpaMMHbIM obecrneyeHmem, 3HaTb U
noHuMaTb crneaytoline TexHonorum u npotokonsl: PKI, IPsec, NAT, Firewall, routing, VRF, switching.

AOMuUHUCTPaTOp AOMmkKeH ObiTb O3HaKOMMeH co cueHapueMm «OpraHu3auus 3alMLEHHOrO B3auMOOenCTBUs
Mexay MOoACEeTsIMU LeHTpanbHoro ocmca n dpunmnanos nocpencteom IPsec VPN TyHHensa (npotokon IPv4)y.
[anee no TekcTy oH 6yaeT Ha3biBaTbCA 6Aa30BbIM CLIEHAPUEM.

TpeboBaHUA K UHPaACTPYKTYpe

1. TpeboBaHusa K yCTpONCTBaM.

1.1. «C-Teppa LUnto3».
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1.1.1  VYctpoinctea «C-Teppa LUnto3» gomkHbl 66ITb MHMLMaNM3MpoBaHbl (noapobHee Ha https://doc.s-
terra.ru pasgen C-Teppa W3 -> C-Teppa LWnw3 5.0 -> «[logknoveHne TAK un
nHnumanusaums C-Teppa LLUnto3 Ha BbIMMCIIUTENBHBIX CUCTEMAX apxXUTekTypbl Intel x86-64»).

B «C-Teppa LUnto3» Bepcum 5.0 nosiBMnacb BO3MOXHOCTb MPOWTU MHMLMaNM3auuio 4epes
uHTepcenc ynpaeneHuss (management) no SSH, paHHas npouefypa U ee orpaHuyeHust
onucaHbl B JOKYMeHTaL MM 1 Ha nopTane https://doc.s-terra.ru.

1.2. UeHTp BbiNnycKka cepTudmKaToB.

1.2.1 [omxeH ObITb HACTPOEH LIEHTP BbiNycka cepTudmkaToB (YOOCTOBEPSIOWMIA LEHTP, Aanee YLI)
ansa IPsec. YctponcTteo ¢ umeHem Certification_authority Ha cxeme.

1.2.2 [na BbiNycka LMPPOBbIX CepTUmMKaToB AonyckaeTcsi ucrnonb3oBaHue BcTpoeHHoro B OC
Windows Server 2016 (uwnmn HOBee) YOOCTOBEPSIOLLEro  LiEHTpa COBMECTHO C
ceptudpuymupoBaHHbim CK3U «Kpuntollpo» CSP 5.0 (unu HoBee).

1.2.3 [nsa TeCcToBbIX Lenen MOoXHO ucnonb3oBaTb TectoBbl YL oT «Kpuntollpo» (Be6-uHTepdpelic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

Kateropuyeckn 3anpeweHo ucnonb3oBaHume TectoBoro YL, ot «Kpuntollpo» B
Nnpon3BOACTBEHHON (O0oeBOW) aKcnnyaTtauuMu, Tak Kak B [OAaHHOM Ccrydae OTcyTCTByeT
BO3MOXHOCTb  KOHTPONMPOBaTb MpPOLECC BbiNycka CepTUUKATOB U, COOTBETCTBEHHO,
npoueaypy ayTeHTudukauuu.

1.3. HTTP cepBep ans pacnpocTpaHeHUs Cnucka 0TO3BaHHbIX CepTUEUKATOB.

1.3.1 ®yHkumoHupyowmn HTTP cepsep Ans pacnpoCTpPaHEHUs Cnucka OTO3BaHHbLIX CepTUUKATOB
(COC). Yctpoicteo ¢ mmeHem CRL_distribution_point Ha cxeme. Ecnn no o6bekTUBHbIM
npuvdnHam ucnonb3oBaHne COC He npefcTaBnsieTca BO3MOXHBIM MM He TpebyeTcs, TO
nposepky COC moxHO oTknmounte B CLI «C-Teppa LWnw3» (npn cobnogeHnn npasun
Nnonb30BaHus).

[ocTaBka HOBOro cnmMcka OTO3BaHHbLIX CepTUdUKATOB C yaocToBepstowero ueHtpa Ha HTTP
cepBep OOMKHa NpoucxoauTb 3abnaroBpeMeHHo, 4O UCTEYEHUS CpoKa OENCTBUSA npeablayLiero
crmcka.

2. TpeboBaHus kK cETEBOMY B3aMOAENCTBUIO.

2.1. Mexgy ycTponctBammu cTeHaa JormkHa 6biTe obecneveHa |P cBA3HOCTb.
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Cxema B3aumoaencTeus
LleHTpanbHbIN odunc
Mogcetb Ne1 MogceTb Ne2 MoaceTb Ne3
Huost 1-b-hub Host2-b-hub1 Host3-b-hub1
VRF: vrf_blue VRF: vri_red
192.168. 100.0/24 192.168.100.0/24
Certification_authority
172.16.5.0/24 172.16.1.0/24 172.16.4.0/24
£ (gitrd) .2 (gidray .2 (gidio)

1 (gidi 1)

192.168.2.0/24
100

gy

YpaneHHbi VPN Host-b-spoke 1 Hostb-spoke2 Host b-spoke3 Host-o-spaked
KITWEHT dunuan Ne1 dunuan Ne2 ®unuan Ne3 dunuan Ne4
NMoAaCHeHMA K cXeme:
-
«C-Teppa PoyTep Ha 6ase ___ | ¥npaenaemuii LlenTp BRINyCKA ZawuumenHoe
Wnroz» OC Debian 12 . __ KommyTatop - cepmpuKaTos coemuuenue (IPsec)
-_— . -y :RJ
, \ VRRP Knacrtep HTTP cepeep ana — —
‘ na peyx «C- PACMPOCTRAHEHWA 4 uueckoe nogknroveHne OusvuecKoe NogKnYeHNe
I Teppa Wnrozn cn:{;:;o;:a;t::ux (noBEepeHHBIA CErMeHT) (HepoBRepeHHEIA CErMeHT)
\ -_— as o

PucyHok 1. Cxema B3aMMogencTBus
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O6was noruka paboThbl

1. Pa3smellyeHune yCTpOonCTB.

1.1. B ueHTpanbHOM oOdwuce pasmeLlaloTcs: LeHTp Bbinycka ceptudumkatos (Certification_authority),
kpuntownto3bl «C-Teppa Wnto3» (Hub1-n1 n Hub1-2), kommyTatop (Ext-switch1l-Hubl), a Takke:

1.1.1 B noacetn Ne1 pasmelyatotcs: kommyTtaTtop (Int_switchl Hubl) n nepcoHanbHbIN KOMMbIOTEP
(Host1-b-hubl).

1.1.2 B noacetn Ne2 pasmeluatotcsi: kommyTtatop (Int_switch2 Hubl) n nepcoHanbHbLIN KOMMbIOTEP
(Host2-b-hub1l).

1.1.3 B noacetn Ne3 pasmeluatotcs: kommytatop (Int_switch3 Hubl) n nepcoHanbHbIN KOMMbIOTEP
(Host3-b-hub1l).

1.2. B dwunmane Ne1 pasmewatoTca: kpuntowno3d «C-Teppa Lnwo3» (Spokel) n nepcoHanbHbIN
komnbtoTep (Host-b-spokel).

1.3. B dunmane Ne2 pasmewatotrca: kpuntowno3d «C-Teppa LWnio3» (Spoke2) v nepcoHanbHbIv
komnbtoTep (Host-b-spoke?2).

1.4. B dcunnane Ne3 pasmewatorca: kpuntowno3 «C-Teppa LWnwo3» (Spoke3) n nepcoHanbHbIN
komnbtoTep (Host-b-spoke3).

1.5. B dunnane Ne4 pasmewatrorca: kpuntowno3 «C-Teppa Lnto3» (Spoke4) n nepcoHanbHbIN
komnbtoTep (Host-b-spoke4).

1.6. B HekoHTponupyemom cermeHte (cuHee obnako Ha cxeme) pasmelsatotca: HTTP cepsep ans
pacrnpocTpaHeHnsi cnucka oTo3BaHHbIX cepTudmkaToB (CRL_distribution_point), mappyTtusartopsl
(Routerl, Client1l-ISP, Spoke3-ISP1 n Spoke3-1SP2) 1 nepcoHanbHbI komnbtoTep (Clientl).

2. [MogknioyeHue kK cetn NHTepHer.
B gaHHoM cueHapuu ansa amynsaunm cetm MHTepHeT ncnonb3ytoTea mapwpyTtusaTtop Router.

MoakntoyeHne k cetn MIHTepHeT Ha ycTpoincTBax «C-Teppa LUnto3» bygeT cuntatbes ycnelHbiM, ecnn no
npotokony ICMP (nnn «ping») 6yaet goctyneH HTTP cepBep Ans pacnpocTpaHeHust CNCcKa OTO3BaHHbIX
ceptudukatos (yctpornictBo CRL_distribution_point Ha cxeme).

2.1. Kpuntowno3bl Hubl-nl n Hubl-n2 nogkniovailoTca K ceTu VIHTEpPHET C MOMOLLbIO CTaTUYECKOM
MapLUpyTusaumm (MapLupyT no yMonyaHuio Yyepes mapLupytmsatop Routerl).

2.2.  Kpuntownto3bl Spokel, Spoke2 n Spoke4 nogkntoyatotcs K cetu MIHTepHET € NOMOLLbIO CTaTU4ECKOM
MapLupyTusauum (MapLupyT No YMOMYaHUIo Yepes MapLupytusatop Routerl).

2.3. Kpuntowno3 Spoke3 nogkntoyaetca K cetTu VIHTepHeT 4vepes aByx nposangepoB (Spoke3-ISP1 un
Spoke3-ISP2) ¢ ncnonbsoBaHueM TeXHOMNOrMM multiwan.

3. [llepecekatowmecs noaceTu.

B ueHTpanbHOM odnce HaxogoATcsa TpW MOACETM C OAMHAKOBbIM adpecHbiM MpOCTPaHCTBOM  —
192.168.100.0/24. VN3onupoBaHue 3TWX MOACETEN OCYLLECTBMASETCA 3a CYET MCMONb30BaHUSA TEXHOMOrmm
VRF (Virtual routing and forwarding) Ha LeHTpanbHbIX LWA3ax.

WHTepdeic, noakniodeHHbln k nogcetv Ne1, Haxoantcsa B VRF uHctaHce ¢ umeHem vrf_blue, a nHtepdeiic,
nogkrtodeHHbln k nogcetn Ne2, Haxogutcss B VRF umHcTtaHce ¢ mmeHem vrf_red. Kaxgbim VRF mHcTaHC
ncrnonb3yeT CBOK COOCTBEHHYW Tabnuuy mapwpyTtudaumu. B gaHHom cueHapum vrf_blue ucnonbsyet
Tabnuuy mapwpytmnsauum nog Homepom 10, vrf_red — nog Homepom 20.

B Tabnuuax mapwpytmusauum kaxgoro VRF nHcTaHca npucytcteyeT unreachable mapwpyT no ymonyaxuio.
[enaetca aTto gna Toro, 4tTobbl TpadumK, Ana KoToporo B aHHOM VRF MHCTaHce OTCyTCTBYET NOOXOASILLMNA
MapLUpyT, HE MapLUPYTU3MpOBarcs B COOTBETCTBMM C ApyrumMu Tabnuuamu u He nokvpan gaHHvbin VRF
WHCTaHC.

UHTepdenc, nogkntoveHHbIn k nogcety Ne3 He BxoguT B Kakon-nnbo VRF nHcTaHc, n Tpaduk aTon noacetu
MapLLPYTU3MPYETCHA COrMacHO OCHOBHOM (main) Tabnvue mapwpyTtusaunm (Homep 254).
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B cuny ocobGeHHOCTEN HACTPOWMKMA MapLupyTM3auun, cpeau Bcex NOAceTen LieHTpanbHOro odurca BbIXO4 B
WHTEPHET MOXHO HaCTPOUTb TONbKO A1 XOCTOB 13 noacetn Ne3.

AfpecHble npocTpaHcTBa noaceTen dunuanoB nepecekawtca y dwunuanos Ne3 un Ned. VRF Ha
CbVIJ'II/IaJ'IbeIX LLUJI03ax He NCNOoJb3yeTCA.

[onyckaetca nepeceyeHne afpecHbIX MPOCTPAHCTB MexXay noaceTaMu Apyrux unmanoB, HO co
CrneayrolnmM orpaHMYeHneM: Hernb3s, YToObl aBe unu Gornee noaceten unuanoB C nepecekarwmmMcs
afpecHbIM NPOCTPAHCTBOM B3aMMOAENCTBOBANM C OOHUMM U TEMM Xe NOACETAMM LieHTpansHoro oduca (To
ecTb ¢ nogcetsamm ogHoro VRF MHCTaHca vnu ¢ OgHMMK N TeMU Xe noacetamu, He Bxogsdwmmm B VRF
WHCTaHC).

4. BszaumopgencTsme mMexay ueHTpanbHbiM 0hncom 1 counuanamum.

B paHHOM cueHapun onucbiBaeTcsl HacTporka ans obecnedeHuss 6Ges3onacHOro B3aMMOAEWCTBUS B
cneayroLmnx HanpaBneHusXx:

41. W3 cunuana Nel, cdunmana Ne2 u c ypaneHHoro VPN KnuenTta Clientl po nogcetn Ne1
LeHTpaneHoro ocuca (1 B obpatHOM HanpasneHum);

4.2. W3 dwmnunana Ne3 go nogcetn Ne2 ueHTpanbHoro oguca (M B o6paTHOM HanpaBreHun);
4.3. W3 dwmnmana Ne4 go nogcetv Ne3 LeHTpanbHoro oguca (v B 06paTHOM HanpaBneHun).

Opyrve B3amogencTBmsa mexagy noacetsMu LeHTpanbHOro ouca n dunuanos He nNpegycmaTpuBatoTCs.
Hanpumep, Henb3sa nonacte u3 noacetn dunuana Nel B noacete Ne2 ueHTpanbHoOro odmca, mnm um3
nogcetn Ne3 ueHTpansHoro oduca B noacetn counmanos Ne1 n Ne2.

5. VTI uHtepdencoi.

[ns nocTpoeHns 3almLeHHOro CoOeaMHEHNs Mexay LEeHTPOM 1 dunuanbHbiMK KpunTownodamm Spoke1,
Spoke2 n Spoke3, a Takke oo yganeHHoro VPN KnvMeHTa Mcnonb3yloTcst BUpTyalbHble MHTEpdENCH (B
OaHHOM cueHapumn oHu HasbiBaloTcs VTl nHTepdencamn), K KOTOpbIM NPUKPENNSIOTCA KpunTokapTel. Ha
ueHTpanbHbIx Kpuntowsto3dax VTl uHTepdencoB HECKONMbKO — MO OQHOMY AfS KaXAoro 13 napTHepoB.
KpunTtokapTtel Ha VTl nHtepdencax B 4aHHOM CLEHapun cogepxaTt MakcumanbHo wupokme ACL (permit ip
any any) ons Toro, 4to6bl MMHUMN3MPOBATb 3aBUCUMOCTb HACTPOEK LWMdPOBaHWA OT HACTPOEK agpecaLmu
noaceten.

Ons 3aWwuweHHoro coeguHeHnss mexagy LUeHTpoM W kpunTtowso3om Spoked VTl uHTepdencbl He
NCMonNb3yloTCA, U KOHpUrypaums aToro coegnHeHus cooteeTcTByeT obbluHOMY Site-to-Site cueHaputo.

6. [duHamuyeckas mapLupyTtusauus.

Ona obmeHa wHdOpMauven o MOACETAX 3a LW3aMu  WUCMONb3yeTCs MNPOTOKON  AMHAMUYECKON
mMapLpytnsaumm BGP. B kauecTtBe agpecos BGP nupoB ucnonesytwtca agpeca VTI nHtepdericos.

7. Ortkasoyctonumsbin VRRP knactep.

Kpuntownto3dsl Hub1-n1 1 Hub1-n2 o6beanHs0TCS B OTKA30YCTOMYMBLIN kractep, paboTatowun Ha base
npotokona VRRP B pexume Master/Backup. 3a peanmsaumio npotokona VRRP otBevaetr [10
«keepalived».

KpunTtowntosel Hub1-n1 n Hub1-n2 aensaoTtca Hogamu knactepa.

KOHCbVIpraU,I/IFI MexXxay HogamMum Knacrtepa He CUHXPOHU3NPYETCA. |_|pl/l N3MEHEHUN HaCTpoeK Ha OAHOW HoAae
HY>KHO BbIMOJIHUTb aHalnorn4Hbole HaCTpOVIKM Ha ,D,perVI.

Hopa, Haxopswasca B coctoaHun Master, Bnageet VIP agpecamu B OOBEpPEHHOM W HeOOBEPEHHOM
CerMeHTax K, COOTBETCTBEHHO, ObpabaTbiBaeT Tpadwuk. Hoga, Haxogsawasaca B cOCTosiHUM Backup wnu
Fault, He BnageeTt VIP agpecamu. o ymonyaHuio Bce VRRP uHTepdencbl CUHXPOHU3MPOBaHbLI B rpynny
Homep Honb. COOTBETCTBEHHO, OAHOBPEMEHHO MEHSIOT CBOE COCTOSIHUE.

Ha Hogax knacTepa BbIKIIOYEH pexuM preempt mode — 3TO 3HAYMT, YTO Hoda C Gonee BbICOKUM
npuopuTeTOM He GyaeT 3axBaTbiBaTb pornb Master y paboyeit Hoabl ¢ 6onee HU3KUM NpuopuTeToM. [aHHas
HacTpolika nomoraeT U36aBUTLCA OT NULLHMX NepPeKToYeHNIA.

8. Source NAT.
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10.

Source NAT BbINOMHSETCA B 4aHHOM CLIEHapuM Ha HoAax KnacTepa B LeHTpanbHOM oduce. TpaHcnauus
agpecoB ocyulecTBndaeTcs B knactepHbli VIP agpec 172.16.100.100. Source NAT He BbinonHseTcs ans
Tpaduka, npuHagnexawero VRF nHctaHcam.

B obuwiem cnyvae npegnonaraetcs, 4to HTTP cepBep, pacnpocTpaHsoLWwmin CNMCoK 0T3biBa CepTUdUKATOB,
pacnonaraetca B WHTepHeT. C yyeToMm TOro, 4to TpebyeTca obecneuntb nepuoamyeckoe OOHOBREHUe
cnucka oT3biBa CepTUdUKATOB Ha pPe3epBHOW HOAE KracTepa, HYXXHO, YTOObl OHa umena Bxog B VIHTepHeT
(npumevaHne: Hopga, Haxogswascsa B coctosHun Backup unu Fault, Beixogut B UHTEepHeT uyepes Hoay,
KoTOpas HaxoguTcsa B coctosiHum Master). CnepoBaTernbHO, Ha Hogax AOMmKeH 6bITb HAacTpoeH source NAT.
HacTtpovika ocyliecTBnseTcsa npyM NOMOLWNM YyTUNUT iptables U netfilter-persistent, BXOAALWUX B
coctas OC.

Source NAT HacTpauBaeTca [ns Henoanexaiwiero wudpoBaHuio Tpaduka ud nopcetm Ne3 un ang
TpaH3uTHOro IPsec Tpaduka (He npuHaanexallero kakomy nuéo VRF nHcTaHcy).

MapameTpbl MEXCETEBOr0 3KPaHUPOBAHUSI.
[ns nakeToB, KOTopble He 3awuwalTcs IPsec NpuMeHsiIoTes crneayoLlime npasuna unbTpauum:
9.1. Ha LAN nHTepdemcax IPv4 Tpadmk He KOHTPONMpPYETCS.
9.2. Ha LAN nHTepdemcax IPv6 Tpaduk 3abnokmpoBaH.
9.3. Ha WAN uHTepdericax paspelueH Bxoadawmm IPv4 Tpadumk:
9.3.1 Tpotokon UDP noptbl 500 n 4500 — ans IKE n NAT-Traversal (ESP in UDP).
9.3.2 T[potokon ICMP — gns npoBepky AOCTYNHOCTY KpUNTOLWNi03a 1 paboTbl MexaHnama PathMTUd.
9.3.3 [lpoTokon ESP (Homep 50) — anga pabothbl IPsec.
9.3.4 T[potokon VRRP (Homep 112).

9.3.5 Becb TCP n UDP TpadmK, AN KOTOPOro ecTb ucxogsilee coeavHeHue (3TO AMHaMuUyeckue
npaswuna, KoTopble co3gatTcs npu nomolum stateful punbTpaymm).

9.4. Ha WAN wnHTepdercax IPv6 Tpaduk 3a6nokmpoBaH.

9.5. Ha WAN wuHTepcencax MWHCNEKTUPYIOTCA BCE MWCXOAsAWME foKanbHble W TpaH3uTHble [Pv4
coeguHeHna gna npotokonoB TCP wn UDP. Ha ocHoBe pe3ynbTaToB WHCNEKTUPOBAHUSA
OCyLLleCTBNSETCH (hunbTpaumsa BxogsLlero Tpaduka ¢ y4eToM CoCToaHUSA ceccuum (Stateful).

MapameTpsbl WndpoBaHua IPsec.

Becb IPv4 Tpaduk mexay nogcetamu ueHTpanbHoro odwuca (nogcetb Net, Ne2 m Ne3) n cunuanamm
(192.168.1.0/24, 192.168.2.0/24, 192.168.10.0/24 (dunmnan Ne3) mn 192.168.10.0/24 (cpunman Ned)) u
yaaneHHeiM VPN KnveHTOM 3awumuaerca ¢ ucnonb3osaHuem anroputmoB OCT u npotokona IPsec B
TYHHenbHOM |Pv4 pexume.

MHuuumpoBath 3allMLeHHOe COoedMHEeHWe MeXay KpUNTOLLN3aMu LeHTpanbHoro odwuca n unnanos
MOXeT TpaduK, MAYLLNIA KakK U3 LeHTpa B dounmanbl, Tak U B 0GpaTHOM HanpaBreHuun.

MHuumMmpoBaTth 3aliulLEeHHOe COeAMHEHWEe MexXxay KpUNTOLL3aMu LieHTparnbHoro oduca u yaaneHHbiM
VPN KnueHToM MOXeT TONbKo Tpaduk oT VPN KnneHTa B LIEHTP.

10.1. MapameTtpsbl npoTokona IKE:

o AyTeHTudUKaLMS Npy NOMOLLN LIMGPOBLIX cepTudunkatos, anroputm nognucn — GOST R 34.10-
2012 (krtoy 256 6ur);

o AnropuTtm wudpoaHus — FOCT P 34.12-2015 Marma (kntod 256 6uT);

o AnropuTm BbluMcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e Anroput™m BbipaboTku obLiero kntova (aHanor anroputma Ouddu-Xennmana) — VKO GOST R
34.10-2012 (knto4 256 6uT).

10.2. MapameTpbl NnpoTokona ESP:

o  KombBWHMPOBaHHBIN anropuTM WNEPOBaHNS U MMMTO3aWwmnThl (KOHTpOrb wenoctHoctn) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).
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HacTpouka cteHaa
Hactpowka yctponctea Router1

Hactpowite IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ensl192.
Hactpowite IP agpec — 172.16.1.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepderice ens224.
Hactporite IP agpec — 172.16.2.1 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens256.
Hactporite IP agpec — 172.16.255.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens16l.
Hactporite IP agpec — 172.17.255.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens193.
Hactporite IP agpec — 172.16.4.1 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens225.
Hactporite IP agpec — 172.16.5.1 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens257.

© N o o &~ w DR

3apanite mapwpytel Ao noacetenm 172.16.3.0/24 w 172.17.3.0/24 4yepe3 172.16.255.2 n 172.17.255.2
COOTBETCTBEHHO.

9. Paspewwute npoxoxaeHue IP Tpadumka (ecnu 3abnoknpoBaHo).

HacTtponka yctpouncrsa Client1-ISP

Hactpowte IP agpec — 172.16.5.2 n macky — 255.255.255.0 Ha ceTeBOM uHTEpderice ens192.
Hactpowite IP agpec — 192.168.1.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepdpelrice ens224.
3aparite MapwpyT No ymonyaHuto Yyepes 172.16.5.1.

Hactporite Bbigavy IP agpecos no DHCP ansa yctponcts 13 nogcetn 192.168.1.0/24.

Hactporite Source NAT Ha ceTeBoM nHTepdeince ens192 ona Tpaduka ns noacetn 192.168.1.0/24.

S T S

Pa3spelwnTte npoxoxaeHue IP Tpaduka (ecnv 3a6rnokMpoBaHo).

Hactponka yctponctea Spoke3-ISP1

Hactpowte IP agpec — 172.16.255.2 n macky — 255.255.255.0 Ha ceTeBoM UHTepdence ensl192.
Hactpowte IP agpec — 172.16.3.1 1 macky — 255.255.255.0 Ha ceTeBoM UHTepderice ens224.

3apanite MmapwpyT No ymonyaHuio yepes 172.16.255.1.

A w0 D PE

PaspelwmnTe npoxoxageHue IP Tpaduka (ecnm 3abnoknpoBaHo).

Hactpoika yctponctea Spoke3-ISP2

Hactpovite IP agpec — 172.17.255.2 n macky — 255.255.255.0 Ha ceTeBoM uHTepdpelice ens192.
Hactpovite IP agpec — 172.17.3.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepdperice ens224.

3apanite MmapwpyT No ymonyaHuio yepes 172.17.255.1.

A W bd P

PaspelwmnTe npoxoxaeHue IP Tpadumka (ecnm 3abnoknpoBaHo).

Hactponka yctponctea Host1-b-hub1

=

Hactpowite IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

2. BapanTe mapLupyT no ymonyaHuto yepes 192.168.100.1.

w

Paspeluunte npuem n otnpaeky ICMP nakeTos.
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Hactponka yctponcrtea Host2-b-hub1

1. Hactpowte IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM UHTEpdence.

n

3apavite MapwpyT No ymonyaHuio Yyepes 192.168.100.1.

w

Paspewunte npuem n otnpasky ICMP nakeTtos.

Hactpowka yctpouncrtea Host3-b-hub1

L

Hactporite IP agpec — 192.168.100.100 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

n

3apavite MapwpyT No ymonyaHuto Yyepes 192.168.100.1.

3. Paspewwnte npuem n otnpasky ICMP nakeTos.

Hactponka yctponctBa Host-b-spoke1

1. Hactpowte IP agpec — 192.168.1.100 1 macky — 255.255.255.0 Ha ceTeBoM uHTepdelice.

n

3aparite mapLpyT no ymonyaHuio yepes 192.168.1.1.

w

PaspewwuTe npuem n otnpasky ICMP nakeTos.

Hactpowka yctponctea Host-h-spoke2

=

Hactpowite IP agpec — 192.168.2.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

n

3aparite mapLpyT no ymonyaHuio yepes 192.168.2.1.

w

PaspewwuTe npuem n otnpasky ICMP nakeTos.

Hactponka yctpoucrtea Host-b-spoke3

1. Hactponte IP agpec — 192.168.10.100 n macky — 255.255.255.0 Ha ceTeBOM nHTEpheiice.

n

3aparite MmapwpyT nNo ymonyaHuto Yyepes 192.168.10.1.

w

Paspeluunte npuem n otnpaeky ICMP nakeTos.

Hactponka yctponctea Host-b-spoked

=

Hactpowrte IP agpec — 192.168.10.100 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence.
2. BapainTe mapLlpyT no ymonyaHuto Yyepes 192.168.10.1.

3. Paspelwurte npuem n otrnpasky ICMP nakeTtos.
Hactpouka kpunTtowsnto3a Hub1-n1

HaCTpOVIKa 6yp,eT NponcxognTb NoKasribHO NP1 NOMOLLN KOHCOJIbHOIo NOoAgKIM4YeHn4.

HacTpowka MoxeT oCyLecTBNATLCA U yaaneHHo (o SSH), HO NCKMYNTENBLHO NO JOBEPEHHOMY KaHarny CBSA3W.
[oBepeHHbIM KaHanoM CBSI3W MOXET CcuMTaTbCA KaHan B npedenax KOHTPONMPYeMOW 30Hbl B Cly4ae
OTCYTCTBMS B HEM HapywuTens. [JoBepeHHbIM KaHanom CBS3M Takke CYMTaeTcs KaHan, 3allMLIEeHHbIA Mpu
nomoum npotokona IPsec.

HavyanbHble HacTPOWKK

Bongute B CLI pasrpaHnyeHns goctyna (nonb3oBaTenb 1 Naporib N0 yMOnyaHuio: administrator, s-terra)
YCTAHOBMTE MpPaBWSIbHBIM TUM TepMUHanNa n Tpebyemyl LUUPUHY, CMEHUTE Maporib And MNorb3oBaTens
administrator.
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Mepengnte B linux bash koHconb, ycTaHOBUTE naponb Afs MNonb3oBaTens root, MpaBWUiIbHOE BpeMsi U
BPEMEHHYIO 30HY.

MoppobHas HacTporka C onucaHMeM KoMaH4 npvBedeHa B pasgene «HauanbHble HacTporiku» 6a30Boro
cueHapus.

Hactponku PKI (3anpocbl 1 ceptucmkartbl)

MpooykT He nogaepXmBaeT pasHoCTHble (delta) cnuckn oT3biBa cepTndukaToB, TONbKO 6a3oBble. YuutbiBanTe
370 npu BbIBOpe unu passepTbiBaHmn YLI.

Ona ayteHTudmkaumm naptHepoB no IPsec MOXHO ncnonb3oBath LMGPOBbIE cepTUdMKAThI, BbIMyLLEHHbIE NPU
nomowm ceptucdmumpoBaHHoro CK3W, wnuM npegBaputenbHO pacnpefeneHHble  KMyW, CO34aHHble U
BBEEHHbIE B COOTBETCTBMM C NpaBunamu nonb3oeaHuns CK3WM (noseunuce B Bepcum 5.0).

CreHepupyiTe 3anpoc Ha cepTudmkaT KpMnToLLno3a, AocTaBbTe ero Ha YL n BeinyctuTe no Hemy cepTudmkar.
CepTndukar KpunTowso3a BMecTe ¢ cepTudmkatom YLl goctaBbTe Ha W03 U MMMOOPTUPYHTE MX B 6asy
MpogykTa.

MogpobHas HacTpomka C onucaHvem KomMaHAa npueegeHa B pasgene «Hactponkm PKI  (3anpocbl u
cepTudmkatbl)» 6a3o0BOro cueHapus.

Hactpoika ceTeBbIX napameTpoB

1. Bongute B cisco-like koHconb 13 CLI pasrpaHuyeHms gocrtyna:

administrator@sterragate] configure
sterragate login: cscons

Password:
S-Terra Gate 5.0.XXXXX (amd64)
sterragate#

2. Bowignte B pexum KoHurypauuu:
sterragate#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

3. 3apawite umsa ycTpomncTea:

sterragate (config) #hostname Hubl-nl

4. Bknouute BHELLHWUN (GigabitEthernet0/0) " BHYTPEHHME (GigabitEthernet0/1,
GigabitEthernet0/2 M GigabitEthernet0/3) UHTEPdENCHI:

Hubl-nl (config) #interface range gigabitEthernet 0/0 - 3
Hubl-nl (config-if-range) #no shutdown
Hubl-nl (config-if-range) #exit

5. Yb6egutecb, 4TO MHTEpPdENCH aaMUHUCTPATMBHO BKMYeHbl U line protocol (cnocobHocTb MHTepdeica
nepegaBaTb NakeThbl B AaHHbLIA MOMEHT) HaxoAUTCS B COCTOSIHUM Up:

Hubl-nl (config) #do show interfaces

GigabitEthernet0/0 is up, line protocol is up
Hardware address is 0050.569e.94c4
MTU 1500 bytes

GigabitEthernet0/1 is up, line protocol is up
Hardware address is 0050.569e.7£79
MTU 1500 bytes

Ecnu line protocol Haxogutcsa B cocTosiHum down, TO NPOBEPbTE MOAKIIOYEHME CETEBOrO MHTepderica
KpMNTOLUSI03a K KOMMYTALUMOHHOMY UMK NpoYyemMy 060pyaoBaHuIo.

6. Hactpoute IP agpeca Ha BHELLHEM N BHYTPEHHUX UHTepencax B COOTBETCTBUM CO CXEMOWN cTeHaa:
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7.

8.

10.

11.

Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl
Hubl-nl

config) #interface gigabitEthernet 0/0
config-if)#ip address 172.16.100.10 255.255.255.0
config-if) #exit

config) #interface gigabitEthernet 0/1
config-if)#description VRF BLUE LAN

config-if)#ip address 192.168.100.10 255.255.255.0
config-if) ffexit

config) #interface gigabitEthernet 0/2
config-if)#description VRF RED LAN

config-if) #ip address 192.168.100.10 255.255.255.0
config-if) ffexit

config)#interface gigabitEthernet 0/3
config-if)#ip address 192.168.100.10 255.255.255.0
config-if) #exit

3apanite  Mapwpyt no  ymon4yaHuio 4epe3 cobcetBeHHbli  IP agpec LAN  umHTepdeica
gigabitEthernet0/3 wno3a Hubl-n2 ¢ meTpukon 100:

Hubl-nl (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.20 100
MpoBepbTe OCTYNHOCTL yCTponcTBa Routerl:
Hubl-nl (config) #do ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seg=1 ttl=64 time=0.503 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp seq=2 ttl=64 time=0.340 ms
icmp seq=3 ttl=64 time=0.512 ms
icmp seqg=4 ttl=64 time=0.449 ms
icmp seqg=5 ttl=64 time=0.414 ms

e

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4074ms
rtt min/avg/max/mdev = 0.340/0.443/0.512/0.063 ms

CoxpaHnTte TekyLlyt KoHuUrypaumo u Beiiante 13 cisco-like koHconu:

Hubl-nl (config) #end
Hubl-nl#exit

administrator@Hubl-nl]
Mepengunte B linux KOHCONb:
administrator@Hubl-nl] system

Entering system shell...
root@Hubl-nl:~#

Cospaite VTI u VRF untepdpencel. HacTtpoika ocywectensetca cpeacrsamu OC Linux.

BaxHo! NHTepdenckl, koTopble BXxoaaT B VRF, OMKHbI CyLLecTBOBaTb B CUCTEME Ha MOMEHT BKIMIOYEHNS
VRF uHTepdelica, B npotueBHoM crydyae VRF nHctaHc 6yget CKOHUrypnpoBaH HenpaBuibHO.

Mo ymonyaHwo, wWHTepdenchl, OnNucaHHble B  KOHMUIypauuMoHHbIX annax B  AUPEKTopuu
/etc/network/interfaces.d/, BKNtoYaroTcA Ao WHTepdencos, onucaHHbIX B
/etc/network/interfaces

B cBdA3u ¢ atum, ecnn B VRF TpebyeTtca gobasutb nHTepdericol (Hanpumep, VLAN mnnm GRE), koTopble
CO3JalTCs B KOHUrypaumoHHoMm hamne /etc/network/interfaces U KOTOpblE eLle He CYLleCTBYIOT
Ha MOMEHT BKIodeHus cooTBeTcTBYylolero VRF nHTepdeiica, To cnegyet nubo nepeHectn onncaHve VRF
uHTepcenica B dann /etc/network/interfaces (mocne cekumu, 0003HAYEHHOW CTPOKaMMU
###netifcfg-begin### n ###netifcfg-end###), NMbo B danne /etc/network/interfaces
nepeHecTM CTPOKY source /etc/network/interfaces.d/* B KoHel danna (nocne CTPOKK
###netifcfg-end###).
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11.1. Cospante ain /etc/network/interfaces.d/st vti0O, cogepxawwun onucaHue VTI
uHTepdenca st vti0 (3T0T MHTepdenc OyaeT MCNOMNbL30BaTbCA AM1S MOCTPOEHUS COEAMHEHUs C
yaaneHHsiM VPN knuenTom Clientl):

Wmsa cosgaBsaemoro VTl nHTepdenca AomkHO ObiTb Buaa st VtiN, B NMpOTMBHOM cny4vae Bxogsine
IPsec nakeTbl Ha TakoM MHTepdelice OyayT oTbpoLleHbl VPN gpansepom.

WHTepdeichl, onucaHHble B KOH(UrypaLUMOHHbIX dannax B avpekropumn
/etc/network/interfaces.d/ OyayT BKNOYaTbCS B Nekcukorpadguyeckom nopsiake. MmeHa ans
haninoB ¢ onucaHusMU MHTEPdENCOB B 9TOW OUPEKTOpMM credyeT BblOvpaTb Tak, 4Tobbl cHavana
Bkntovanuce VTl uHTepdelnicel, a nocne Hux — VRF nHTepdencel. B aaHHOM cueHapuu dainbl ¢
onucaHmem VTI wuHTepcpernicoB umetoT Haseanus Buga st viiN, dannel ¢ onucaHnem VRF
nHTEepencoB MMEIOT Ha3BaHUs B1aa vrf_Xxx, 4TO COOTBETCTBYET 3TOMY NpaBuy.

auto st vti0

iface st vti0 inet static

address 10.10.10.1/24

pre-up ip link del st vtiO type dummy 2>/dev/null || true
pre-up ip link add st vti0 type dummy

post-down ip link set dev st vtiO down

11.2. Cospante ann /etc/network/interfaces.d/st vtil, cogepxawmi onucaHue VTI
nHtepdpenca st vtil (3T0oT mHTepdpenc OByaeT MCNONbL30BATbCA AMS MOCTPOEHWUS COeaNHEHUS C
Kpuntowno3om Spokel):

auto st vtil

iface st vtil inet static

address 10.10.11.1/24

pre-up ip link del st vtil type dummy 2>/dev/null || true
pre-up ip link add st vtil type dummy

post-down ip link set dev st vtil down

11.3. Cospante ann /etc/network/interfaces.d/st vti2, cogepxawmi onucaHue VTI
nHTepdpenca st vti2 (3ToT mHTepdpenc ByaeT MCNONbL30BATbCA AN MOCTPOEHWUS COeONHEHUS C
Kpuntowwsto3om Spoke?2):

auto st vti2

iface st vti2 inet static

address 10.10.12.1/24

pre-up ip link del st vti2 type dummy 2>/dev/null || true
pre-up ip link add st vti2 type dummy

post-down ip link set dev st vti2 down

11.4. Cospante ain /etc/network/interfaces.d/st vti3, cogepxawwun onucaHue VTI
nHTepdenca st vti3 (3ToT uMHTepdhenc OyoeT mMcnonb3oBaTbCA Anst NMOCTPOEHUs COEOUHEHUS C
Kpuntownto3om Spoke3):

auto st vti3

iface st vti3 inet static

address 10.10.13.1/24

pre-up ip link del st vti3 type dummy 2>/dev/null || true
pre-up ip link add st vti3 type dummy

post-down ip link set dev st vti3 down

11.5. Cospante dan /etc/network/interfaces.d/vrf blue, coaepxawmn onucaHve VRF
nHTepdenca vrf_blue (atoT nHTepdeitc dopmupyet VRF uHctaHc vrf blue), U BHeCUTe B Hero
cneayroLmne CTPOKMK:

11.5.1 3apante ons uHtepderica umst vrf blue:

auto vrf blue
iface vrf blue inet manual

11.5.2 HactpowTe yaaneHvne nHtepdenca B pre-up ckpunre:
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pre-up ip link del vrf blue type vrf 2>/dev/null || true

11.5.3 Hactpowte ouuctky Tabnuubl MapwpyTtusauum nog Homepom 10, koTopasa Oyper

ncnonb3oBaTbCsa ANA MapwpyTtnsauun B aHHOM VRF nHcTaHce:

pre-up ip route flush table 10 2>/dev/null || true

11.5.4 Ykaxute ons uHtepdpenca tun vrf n Tabnuuy mapwpytusauum 10:

pre-up ip link add vrf blue type vrf table 10
pre-up ip link set dev vrf blue up

11.5.5 3apanite unreachable mapwpyT no ymonuaHuio ¢ meTpukon 4278198272 (4tobbl Tpadumk, ans

KoToporo B AaHHOM VRF MHCTaHce OTCYTCTBYKOT MapLlpyTbl, He noknaan VRF nHcTaHc):

pre-up ip route add table 10 unreachable default metric 4278198272

11.5.6 YkaxuTe Kakue nHTepdericol OyayT npuHaanexartb gaHHomMy VRF MHCTaHCy:

pre-up
pre-up
pre-up
pre-up

ip
ip
ip
ip

post-down

link set dev ethl master vrf blue
link set dev st vtiO master vrf blue
link set dev st vtil master vrf blue
link set dev st vti2 master vrf blue
ip link set dev vrf blue down

11.6. Cospante dann /etc/network/interfaces.d/vrf red, cogepxawui onucaHne VRF
nutepdenca vrf_red (atot nHtepdeic dpopmmpyet VRF nHctaHc vrf red):

auto vrf red

iface vrf red inet manual

pre-up
pre-up
pre-up
pre-up
pre-up
pre-up
pre-up

ip
ip
ip
ip
ip
ip
ip

post-down

link del vrf red type vrf 2>/dev/null || true

route flush table 20 2>/dev/null || true

link add vrf red type vrf table 20

link set dev vrf red up

route add table 20 unreachable default metric 4278198272
link set dev eth2 master vrf red

link set dev st vti3 master vrf red

ip link set dev vrf red down

12. Otpepaktupynte dann /etc/ifaliases.cf, gobasus Tyga ctpoku anga VTl nHtepdencos:

interface

interface

interface

interface

interface

interface

interface

interface
interface

interface

(name="GigabitEthernet0/0" pattern="eth0O")
(name="GigabitEthernet0/1" pattern="ethl")
(name="GigabitEthernet0/2" pattern="eth2")
(name="GigabitEthernet0/3" pattern="eth3")
(name="GigabitEthernet0/4" pattern="eth4")
(name="stVTIO" pattern="st vtiO")
(name="stVTI1" pattern="st vtil")
(name="stVTI2" pattern="st_ vti2")
(name="stVTI3" pattern="st vti3")
(name="default" pattern="*")

13. MNepecunTante KOHTPONbLHY CyMMYy Ang danna /etc/ifaliases.ct:

root@Hubl-nl:~# integr mgr calc -f /etc/ifaliases.cf

SUCCESS:

Operation was successful.

14. MNepesarpy3nTe W03, YTobbl BCE N3MEHEHMWS BCTYNUNN B CUITY.
Hactpouka wuchposaHusa

1. Bongute B cisco-like koHconb 13 CLI pasrpaHuyeHmns gocryna:

administrator@Hubl-nl] configure

Hubl-nl login: cscons
Password:
S-Terra Gate 5.0.XXXXX (amd64)
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Hubl-nl#

2. Bounaute B pexunm KoHUrypauuu:

Hubl-nl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Hubl-nl (config) #

3. Cospante IKECFG nyn agpecos, us kotoporo 6yayt HasHadatbcs IKECFG agpeca anga yganeHHoix VPN
KINMNEeHTOB:

Hubl-nl (config)# ip local pool IKECFG POOL 192.168.255.1 192.168.255.254

4. Hactponte napameTpbl IKE.

4.1.

4.2

4.3.

3apavite o6wue napameTpsbl IKE:

Hubl-nl (config) #crypto isakmp identity dn

Hubl-nl (config) #crypto isakmp keepalive 3 2

Hubl-nl (config) #crypto isakmp keepalive retry-count 5

Hubl-nl (confiqg) #crypto isakmp fragmentation

Hubl-nl (confiqg) #crypto isakmp security-association lifetime delta 50
Hubl-nl (config) #crypto isakmp initiator-sessions-max 100

Hubl-nl (config) #crypto isakmp responder-sessions-max 100

Cospgante nonutuky, onucbiBaoLyo napameTpbl IKE TyHHens:

Hubl-nl (config) #crypto isakmp policy 1

Hubl-nl (config-isakmp) #encryption magma
Hubl-nl (config-isakmp) #hash stribog-256
Hubl-nl (config-isakmp) #authentication gost-sig
Hubl-nl (config-isakmp) #group vko2

Hubl-nl (config-isakmp) #exit

Cospavite npodunb HacTpoek ISAKMP (anroputm IKE) noa nmeHem NEW ALGS, 4Tobbl fanee ero
NMPUKPENUTL K KpUMNTOKapTe:

Hubl-nl (config) #crypto isakmp profile NEW ALGS
Hubl-nl (conf-isa-prof) #match identity dn
Hubl-nl (conf-isa-prof) #set identity mapping
Hubl-nl (conf-isa-prof) #set policy 1

5. Hactponte napameTpsbl IPsec.

5.1.

5.2.

5.3.

5.4.

5.5.

OTtkntounte obHoBneHue kntova IPsec SA no OOCTMXKEHMIO onpeferieHHoro obbema nepegaHHoro
Tpadwuka:

Hubl-nl (config) #crypto ipsec security-association lifetime kilobytes unlimited

3apgante KOMOMHUPOBAHHBIV anNropuTM WKMPOBaHWSA U MMUTO3aLWwnThLl (Habop NpeobpasoBaHuin) Ans
Tpadwuka:

Hubl-nl (config)# crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
Hubl-nl (cfg-crypto-trans) ffexit

Cospante cnucok goctyna (ACL) gna Tpaduka, KOTOPbIA HYKHO 3aliulliatbh MEeXAy LEeHTpanbHbIM
LIo30M M Wwno3oM Spokel:

Hubl-nl (config) #ip access-list extended IPSEC ACL_HUBl_ SPOKEl
Hubl-nl (config-ext-nacl) #permit ip any any
Hubl-nl (config-ext-nacl) #exit

Cospaite cnucok goctyna (ACL) ona Tpaduka, KOTOPbIA HYXXHO 3aliuliaTbh MeXAy LieHTpanbHbIM
LUMO30M 1 LWno3oM Spoke?2:
Hubl-nl (config) #ip access-list extended IPSEC ACL HUBl SPOKE2

Hubl-nl (config-ext-nacl) #permit ip any any
Hubl-nl (config-ext-nacl) #exit

Cospante cnmcok goctyna (ACL) gns Tpadmka, KOTOPbIA HY)KHO 3aliuliaTh MEXAy LeHTpanbHbIM
LWM030M 1 LWno3om Spoke3:
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5.6.

5.7.

5.8.

Hubl-nl (config) #ip access-list extended IPSEC_ACL_HUB1_ SPOKE3
Hubl-nl (config-ext-nacl) #permit ip any any
Hubl-nl (config-ext-nacl) #exit

Cospawnte cnucok goctyna (ACL) gna Tpaduka, KOTOPbIA HYXHO 3aliuiliatbh MeXAy LieHTpanbHbIM
LUSO30M M WNo30M Spoke4:

Hubl-nl (config) #ip access-list extended IPSEC_ ACL_HUB1l_ SPOKE4
Hubl-nl (config-ext-nacl) #permit ip 192.168.100.0 0.0.0.255 192.168.10.0 0.0.0.255
Hubl-nl (config-ext-nacl) #exit

Cospante cnmcok goctyna (ACL) ons Tpadmka, KOTOPbIA HY)KHO 3aliulLiaTbh MEeXAy LeHTpanbHbIM
ws1o3oM 1 yganeHHsimn VPN knveHtamu:

Hubl-nl (config) #ip access-list extended IPSEC ACL HUB1l CLIENTS
Hubl-nl (config-ext-nacl) #permit ip any 192.168.255.0 0.0.0.255
Hubl-nl (config-ext-nacl) #exit

Cospawnte kpunto-kapty (uma VPN_VRF_BLUE_SPOKE1, pasgen 1) ans noctpoeHus IPsec
TyHHens Mexay nogcetbio Ne1 ueHTpanbHoro ocuca u ounuanom Ne1t:

Hubl-nl (config) #crypto map VPN VRF BLUE SPOKEl 1 ipsec-isakmp

5.8.1 [obaBbTe onucaHue KpUnTokapThbl:

Hubl-nl (config-crypto-map) #description VPN between Hubl and Spokel

5.8.2 YkaxuTe cnucok gocTyna ans 3awuwiaemoro Tpaduka:

Hubl-nl (config-crypto-map) #match address IPSEC ACL HUBl1 SPOKE1

5.8.3 YkaxuTe npv noMoLLu Kakoro Habopa anropuTMOB HYXHO 3alumLaTb Tpaduk:
Hubl-nl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY

5.8.4 VYkaxwute IP agpec napTHepa no IPsec, B 4aHHOM cLeHapuu 3TO BHeLWHu IP agpec ycTponcTea
Spokel:

Hubl-nl (config-crypto-map) #set peer 172.16.1.2

5.8.5 3apante nokanbHbi IP agpec ong B3auMOLEWCTBUSA C MapTHEPOM, B AAHHOM CLEHapum 3TO
BHewwHMn VRRP IP agpec ueHTpanbHOro wno3a:

Hubl-nl (config-crypto-map) #set local-address 172.16.100.2

B paHHOM cueHapuu ana Bcex KpunTokapT (TONMbKO Ha UEeHTparbHbIX LWAK3ax), KOTopble
npukpennstoTtes K VT nHtepdencam, Heobxoammo ykasbiBaTh local-address. OT1o genaetca anst Toro,
4YTOObI NPEeaoTBPATUTL BO3MOXXHOCTb NMOCTPOEHUS 3aLUMULLIEHHOTO COeAMHEHUs ¢ pe3epBHOM Hoabl VRRP
Knactepa (Ha pe3epBHON HOAE WHULMATOPOM COEAMHEHWUsI MOXET ObITb fokanbHbli Tpadwmk ¢ VTI
uHTepdencos, Hanpumep, oT FRR nnu ap.)

5.8.6 [lpukpenute ISAKMP npocunb NEW_ALGS K KpuntokapTe:
Hubl-nl (config-crypto-map) #set isakmp-profile NEW ALGS

5.8.7 Bknouute npedparMeHTaumto (cHavana Tpaduk parmeHTUpyeTCA, noTom
3awndpoBbiBaeTcs), 4YTOObI B HedoOBEepeHHOW ceTu He 6bino dparmMeHToB (HeKkoTopble
WHTEepHeT-NpoBanaepbl GrOKMPYIOT dparmMeHTbl) U 4TOObl CHU3NTL BEPOSTHOCTb JTOXHOIO
yaaneHus doparMeHTUpOBaHHbIX NakeToB NPU MHTEHCUBHOM Tpadoumke:

Hubl-nl (config-crypto-map) #set pre-fragmentation

5.8.8 BkmounTe aBTOMATUYECKYIO W MHTENNEKTyarnbHY0 KOPPEKTMPOBKY 3HaveHus MSS (BenuuuvHa
noabupaetca B 3aBUCMMOCTM OT anroputma wwudpoBaHua n MTU Tpacchl) Ans ncxogsiiero
TCP Tpadmka, 4Tobbl €ro nakeTbl UMenu OnTUMarbHbIA pasmep U He dparMeHTUpoBanuncb
KpUNTOLLO30M:

Hubl-nl (config-crypto-map) #set security-association mss-fix out
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5.9.

5.8.9 Ob6sa3atenbHO OTKMUYUTE UCTOPUIO YAANEHHbIX TYHHenen (ecrnm He OTKMUYMTb, TO MOryT BbITh
npobnembl ¢ NOCTPOeHNEM IPsec TyHHernen ¢ yCTponcTBaMun, KOTopble HaxoasTcest 3a NAT):

Hubl-nl (config-crypto-map) #set dead-connection history off
Hubl-nl (config-crypto-map) #exit

Cospawnte kpunto-kapty (uma VPN_VRF_BLUE_SPOKE2, pasgen 1) ans noctpoeHus IPsec
TyHHens mexay noaceTbio Ne1 LeHTpanbHoro oduca un counuanom Ne2:
Hubl-nl (config) #crypto map VPN VRF BLUE SPOKE2 1 ipsec-isakmp

Hubl-nl (config-crypto-map) #description VPN between Hubl and Spoke2
Hubl-nl (config-crypto-map) #match address IPSEC ACL HUBl SPOKE2

Hubl-nl (config-crypto-map) fset
Hubl-nl (config-crypto-map) #set

Hubl-nl (config-crypto-map) fset
Hubl-nl (config-crypto-map) fset
Hubl-nl (config-crypto-map) fset

transform-set MAGMA ENCRYPT AND INTEGRITY
peer 172.16.2.2

local-address 172.16.100.2

isakmp-profile NEW ALGS

pre-fragmentation

security-association mss-fix out
dead-connection history off

(

(

( )

( )

( )
Hubl-nl (config-crypto-map) #set
Hubl-nl (config-crypto-map) #set

( )

( )

( )

( )

Hubl-nl (config-crypto-map) #exit

5.10. Cospgavite kpunto-kapTy (uma VPN_VRF_RED_SPOKES3, pasgen 1) aona noctpoeHust IPsec TyHHensi

mexay noaceTbto Ne2 ueHTpanbHoro odguca u dwnuanom Ne3 (B kKayecTBe agpeca naptHepa
yKaxuTe BHellHue IP agpeca yctponctea Spoke3):

Hubl-nl (config) #crypto map VPN VRF RED SPOKE3 1 ipsec-isakmp
Hubl-nl (config-crypto-map) #description VPN between Hubl and Spoke3
Hubl-nl (config-crypto-map) #match address IPSEC ACL HUB1 SPOKE3

(

(

( )
Hubl-nl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Hubl-nl (config-crypto-map) #set peer 172.16.3.2
Hubl-nl (config-crypto-map) #set peer 172.17.3.2
Hubl-nl (config-crypto-map) #set local-address 172.16.100.2
Hubl-nl (config-crypto-map) #set isakmp-profile NEW ALGS
Hubl-nl (config-crypto-map) #set pre-fragmentation
Hubl-nl (config-crypto-map) #set security-association mss-fix out
Hubl-nl (config-crypto-map) #set dead-connection history off
Hubl-nl (config-crypto-map) #exit

5.11. Cospgavite kpunto-kapTy (Mms VPN, pasgen 1) ana noctpoeHus IPsec TyHHens mexay noaceToto Ne3

LeHTpansHoro ocuca u dunmanom Ne4:

Hubl-nl (config) #crypto map VPN 1 ipsec-isakmp

Hubl-nl (config-crypto-map) #description VPN between Hubl and Spoked
Hubl-nl (config-crypto-map) #match address IPSEC ACL HUBl SPOKE4

Hubl-nl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Hubl-nl (config-crypto-map) #set peer 172.16.4.2

Hubl-nl (config-crypto-map) #set isakmp-profile NEW ALGS

Hubl-nl (config-crypto-map) #set pre-fragmentation

Hubl-nl (config-crypto-map) #set security-association mss-fix out

Hubl-nl (config-crypto-map) f#set
Hubl-nl (config-crypto-map) #exit

dead-connection history off

5.12. Cospgante guMHamuyeckyto kpunto-kapty (ums DMAP, pasgen 1) ona noctpoeHusa IPsec TyHHens

mMexay nogcetblo Nel ueHTpansHoro oduca u yganeHHsim VPN KNneHTom:

Hubl-nl (config) #crypto dynamic-map DMAP 1

Hubl-nl (config-crypto-map) #description VPN between Hubl and remote Clients
Hubl-nl (config-crypto-map) #match address IPSEC ACL HUB1 CLIENTS

Hubl-nl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Hubl-nl (config-crypto-map) #set pool IKECFG_POOL

Hubl-nl (config-crypto-map) #set local-address 172.16.100.2

Hubl-nl (config-crypto-map) #reverse-route

Hubl-nl (config-crypto-map) #set isakmp-profile NEW ALGS

Hubl-nl (config-crypto-map) #set pre-fragmentation

Hubl-nl (config-crypto-map) #set security-association mss-fix out

Hubl-nl (config-crypto-map) #set dead-connection history off

Hubl-nl (config-crypto-map) #exit
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5.13. Cospante kpunto-kapty (umsa VPN_VRF_BLUE_CLIENTS, pasgen 1) u pobaebTe Tyaa
OuHamMuyeckyto kpunto-kapty DMAP:

Hubl-nl (config) #crypto map VPN VRF BLUE CLIENTS 1 ipsec-isakmp dynamic DMAP
Hubl-nl (config-crypto-map) #exit

5.14. lMpukpenute KPUNTO-KapTy VPN VRF BLUE CLIENTS K UHTepdoeiicy stVTIO0 u gobaebTe onucaHue:

Hubl-nl (config) #interface stVTIO

Hubl-nl (config-if) #description VRF BLUE VTI for VPN Clients
Hubl-nl (config-if) #crypto map VPN VRF BLUE CLIENTS

Hubl-nl (config-if) #exit

5.15. lpukpenuTe KPUNTO-KapTy VPN VRF BLUE SPOKEL K UHTepdeiicy stVTI1 n gobaBbTe onvcaHue:

Hubl-nl (config) #interface stVTIl

Hubl-nl (config-if) #description VRF BLUE VTI for Spokel
Hubl-nl (config-if) #crypto map VPN VRF BLUE SPOKE1
Hubl-nl (config-if) #exit

5.16. lMpukpenuTe KpUNTO-KapTy VPN VRF BLUE SPOKE2 K UHTepdeiicy stVTI2 u AobaBbTe onvcaHue:

Hubl-nl (config) #interface stVTI2

Hubl-nl (config-if) #description VRF BLUE VTI for Spoke2
Hubl-nl (config-if) #crypto map VPN _VRF BLUE SPOKE2
Hubl-nl (config-if) #exit

5.17. TpukpenuTe KPUNTO-KapTy VPN VRF RED SPOKE3 K UHTepdelicy stVTI3 u aobaBbTe onncaHve:

Hubl-nl (config) #interface stVTI3

Hubl-nl (config-if) #description VRF RED VTI for Spoke3
Hubl-nl (config-if) #crypto map VPN _VRF RED SPOKE3
Hubl-nl (config-if) #fexit

5.18. TMpukpenuTe KpUNTO-KapTy VPN K BHELLUHEMY UHTepdency GigabitEthernet0/0:

Hubl-nl (config) #interface GigabitEthernet0/0
Hubl-nl (config-if) #crypto map VPN
Hubl-nl (config-if) #exit

Hactpounka VRRP

1. Bknouynte VRRPV3:
Hubl-nl (config) #fhrp version vrrp v3
2. Bongute B pexum koHpurypuposaHusa VRRP nHcTtaHca Ha BHellHeM uHTepderice gigabitEthernet0/0:

Hubl-nl (config) #interface gigabitEthernet0/0
Hubl-nl (config-if) #vrrp 1 address-family ipv4
Hubl-nl (config-if-vrrp) #

3. 3apante VRRP IP agpec:
Hubl-nl (config-if-vrrp)#address 172.16.100.2 255.255.255.0
4. YcraHoBWUTE NpUopuTeT AN AaHHOro uHTepdenca:
Hubl-nl (config-if-vrrp) #priority 200
5. BapawTte nHtepean otnpaBkm VRRP-06baBneHwi:
Hubl-nl (config-if-vrrp) #timers advertise 2
6. 3apawnTe MHTepBan oTnpaeku gratuitous ARP-coobLeHunn:
Hubl-nl (config-if-vrrp) #timers garp 5
7. BbinguTe n3 pexnMa KoHUrypuposaHusa nHtepdenca:

Hubl-nl (config-if-vrrp) #exit
Hubl-nl (config-if) ffexit
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8.

10.

11.

12.

13.

AHanormyHsbIM obpasom HacTpounTe VRRP Ha MHTepgencax GigabitEthernet0/1,

GigabitEthernet0/2, GigabitEthernet0/3:

Hubl-nl (config) #interface GigabitEthernet0/1
Hubl-nl (config-if) #vrrp 2 address-family ipv4
Hubl-nl (config-if-vrrp) #timers advertise 2
Hubl-nl (config-if-vrrp) #timers garp 5
Hubl-nl (config-if-vrrp) #no preempt
Hubl-nl (config-if-vrrp) #priority 200
Hubl-nl (config-if-vrrp) #address 192.168.100.1 255.255.255.0
Hubl-nl (config-if-vrrp) #exit
Hubl-nl (config-if) #exit

Hubl-nl (config) #interface GigabitEthernet0/2
Hubl-nl (config-if) #vrrp 3 address-family ipv4
Hubl-nl (config-if-vrrp) #timers advertise 2
Hubl-nl (config-if-vrrp) #timers garp 5

Hubl-nl (config-if-vrrp) #no preempt

Hubl-nl (config-if-vrrp) #priority 200

Hubl-nl (config-if-vrrp) #address 192.168.100.1 255.255.255.0
Hubl-nl (config-if-vrrp) #fexit

Hubl-nl (config-if) #exit

Hubl-nl (config) #interface GigabitEthernet0/3

Hubl-nl (config-if) #vrrp 4 address-family ipv4

Hubl-nl (config-if-vrrp) #timers advertise 2

Hubl-nl (config-if-vrrp) #timers garp 5

Hubl-nl (config-if-vrrp) #no preempt

Hubl-nl (config-if-vrrp) #priority 200

Hubl-nl (config-if-vrrp) #address 192.168.100.1 255.255.255.0
Hubl-nl (config-if-vrrp) #exit

Hubl-nl (config-if) #exit

3agarite VRRP mapLipyT no ymonyaHuio, KOTopbivi OyaeT ycTaHaBnuBaTbCHA B CUCTEME MPU NEPEKII0YEHNN
Hoabl B cocTosHMe Master n yganaTecs npu nepexoge B coctosHue Backup wnm Fault (meTpuka atoro

MapLupyTa AoimkHa ObiTb MeHbLUe, YeM Yy MapLUpyTa No yMon4vaHuio Yepe3 BHyTpeHHUn VRRP IP agpec):
Hubl-nl (confiqg) #vrrp ip route 0.0.0.0 0.0.0.0 172.16.100.1 src 172.16.100.2
HacTponte BbizoB VRRP ckpunta notify common:
Hubl-nl (config) #vrrp notify common

CoxpaHuTe TekyLLyo KOHUrypaumio 1 Beliante u3 cisco-like koHconu:

Hubl-nl (config) #end
Hubl-nl#exit

administrator@Hubl-nl]
Mepengute B linux KOHCONb:
administrator@Hubl-nl] system

Entering system shell...
root@Hubl-nl:~#

OTkpoWnTe Ha pefaktupoBaHue pain /etc/keepalived/notify common.conf; YCTAHOBUTE 3HAYEHNE

true and napameTpa FLAG_MANAGE SERVICES, B NapameTpe SERVICES LIST yKaxute frr:

# Flag indicates that services which are set in SERVICES LIST variable will be

started or stopped in certain VRRP state.
FLAG_MANAGE SERVICES="true"

# Services (separated by space, example: SERVICES LIST="12svc changeroutes") which

will be started,

# when VRRP state changes to MASTER and stopped, when VRRP state changes to FAULT or

BACKUP.
SERVICES LIST="frr"

[aHHas HacTponka OygeT ocTtaHaBnueBaTtb cepBuc FRR npu nepexoge Hoabl knactepa B COCTOSIHME
Backup vnun Fault n 3anyckaTb ero npv nepexoge B cocTosiHne Master. 3To HYXXHO ANns Toro, 4Tobbl €
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pesepBHon VRRP HOAbI HEe NPOU3BOAMMAMUCH MOMbITKM MOCTPOEHUS 3aLUULLIEHHONO COeAMHEeHUs K3-3a
Hanuuusa cnyxebHoro Tpaduka FRR.

Hactponka guHammuyeckon mapLipyTmsaumm

HacTtpovika gnHamuyeckon mapLupyTmsaumm BeinonHaetca cpeacreamm OC Linux ¢ ucnonb3oBaHMEM nakeTa
FRR. B kayecTBe npoToKOfa ANHAMUYECKOM MapLupyTM3aumm ncnonbdyetca BGP.

1. Bkniouunte cepBuc FRR n gobasbTe ero B aBTo3anyck:

root@Hubl-nl:~# systemctl start frr.service
root@Hubl-n2:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable frr

2. [lepengute B KOHCONb FRR:
root@Hubl-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
Hubl-nl#

3. Hactponte BGP:

Hubl-nl# configure terminal

Hubl-nl (config)# router bgp 65000 vrf vrf blue

Hubl-nl (config-router)# bgp router-id 172.16.100.2

Hubl-nl (config-router)# neighbor 10.10.11.2 remote-as 65000
Hubl-nl (config-router)# neighbor 10.10.12.2 remote-as 65000
Hubl-nl (config-router)# address-family ipv4 unicast

Hubl-nl (config-router-af)# network 192.168.100.0/24

Hubl-nl (config-router-af)# exit

Hubl-nl (config-router) # exit

Hubl-nl (config)# router bgp 65000 vrf vrf red

Hubl-nl (config-router)# bgp router-id 172.16.100.2

Hubl-nl (config-router)# neighbor 10.10.13.2 remote-as 65000
Hubl-nl (config-router)# address-family ipv4 unicast

Hubl-nl (config-router-af)# network 192.168.100.0/24

Hubl-nl (config-router-af)# exit

Hubl-nl (config-router)# exit

4, CoxpaHuTe TeKyLLyt KOHUrypaLmio:
Hubl-nl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf
[OK]

5. Bbimgute n3 koHconu FRR:
Hubl-nl# exit

root@Hubl-nl:~#

Hactpowka source NAT

Hactponika source NAT ocywecTtBnseTrca npu Heobxogmmoctu poctyna B WHTepHeT pe3epBHOM Hoae
Knactepa. TpaHcnsuma agpecoB ocywecTBndetrcsa B knactepHbld VIP agpec 172.16.100.2 gna Tpadwmka,
BbIXOASILLEro C BHELHEro nHrepgenca GigabitEthernet(0/0, KOTOPbIA COOTBETCTBYET eth(0 (COOTBETCTBUE
Mexay umeHeM nHTepderica B HoTaumm cisco-like u linux MoxxHO nocMOTpeTh B hanne /etc/ifaliases.ct).

MogpobHoe onncaHne HAaCTpPOeK NPUMBEAEHO B JOKYMeHTe «VHCTPYKUMS NO HACTPOMKE MEXCETEBOrO aKkpaHa Ha
«C-Teppa LUnto3» npy noMmoLm ytunuTel «iptables».

OGpaTute BHMMaHMe:
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1. Topsinok obpaboTkm nakeToB: cHavana source NAT, notom IPsec (3awmndpoBaHue);

2. Ecnu tpebyeTcsa ucnonb3oBaTb MeTkM (Marks) B iptables, TO Ha KPUNTOLUSIO3E 3aAMpPELLEHO N3MEHSITb
cTapwue 16 6UT 3HaYEeHUss METKWU, Tak Kak OHU UCMOMb3YITCA AN BHYTPeHHUX HyxAa lNpogykra. OAns
paboTbl C MeTkamMu ucrnonb3ynte Macky (nogpobHee CM. OOKYMEHT «VIHCTPYKUMS MO HacTpoyke
MEXCEeTEBOro 3kpaHa Ha «C-Teppa LLUnto3» npyn nomowm ytunutel «iptables»).

1. OumucTtute HacTpouku iptables:
root@Hubl-nl:~# netfilter-persistent flush

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables flush

2. [obaBbTe aBe uenoyku B Tabnmuy NAT:

root@Hubl-nl:~# iptables -N NO_SOURCE NAT -t nat
root@Hubl-nl:~# iptables -N SOURCE NAT -t nat

B uenouky NO_SOURCE_NAT 6yget HanpaBnaTbCa Tpaduk, ANd KOTOPOro He HyXHo aenaTb source NAT.
B uenouky SOURCE_NAT 6ynet HanpaBnsaTbCcsa Tpaduk, Ans KOTOPOro HYXHO Aenatb source NAT.

3. [obaBbTte npaBuna B uenovyky POSTROUTING ana nepeHanpaBfieHus MNakeToB B LEMNOYKu
NO_SOURCE_NAT, SOURCE_NAT:

root@Hubl-nl:~# iptables -I POSTROUTING -t nat -j NO_SOURCE NAT -m comment --comment
'pass traffic to chain to bypass source NAT'

root@Hubl-nl:~# iptables -A POSTROUTING -t nat -j SOURCE NAT -m comment --comment
'pass traffic to chain to do source NAT'

Jlornka cnepywowan: Bce nakeTbl M3 uenodkn POSTROUTING cHavana HanpaBnsAwTCs B LIEMNOYKY
NO_SOURCE_NAT, B koTopou onpegenseTrca Tpadwuk, Ons KOTOPOro He HyXHO genaTb source NAT.
Mocne Toro kak Tpadmk Obin onpefeneH, oH npekpawaer ceoio obpabotky (oenctene ACCEPT) n,
COOTBETCTBEHHO, He nonagaet B uenodky SOURCE_NAT. To ectb B uenouky SOURCE_NAT nonagaet
BCe, 4YTO He «oTcesanocby» B uenoyke NO_SOURCE_NAT.

4. [HobaBbTe iptables npaeuna B uenodyky NO SOURCE_NAT agns tpadwuka, Ansg KOTOPOro He HYXKHO
aenatb source NAT:

4.1. Bbikntounte source NAT gnsa nokanbHbix IKE/ESP/NAT-T nakeToB:

root@Hubl-nl:~# iptables -t nat -A NO SOURCE NAT -m mark --mark 0x8000000/0x8000000 -
j ACCEPT -m comment --comment 'local IKE packets'

root@Hubl-nl:~# iptables -t nat -A NO SOURCE NAT -m mark --mark 0x40000000/0x40000000
-j ACCEPT -m comment —--comment 'local ESP/NAT-T packets'

MeTkn 0x8000000 1 0x40000000 sBnstoTCA BHYTPEHHUMU MeTkamu [poaykta Aans nokanbHbix IKE u
ESP/NAT-T nakeToB COOTBETCTBEHHO.

4.2. Bobiknmounte source NAT gns naketos npoTtokona VRPP:

root@Hubl-nl:~# iptables -t nat -A NO SOURCE NAT -p 112 -j ACCEPT -m comment --
comment 'local VRRP packets'

4.3. Bobikntounte source NAT anga tpadumka, KOTOpbIA AOMKEH WndpoBaTbea (34ecb crneayeT ykasblBaTb
Tonbko Tpadmk 13 noacetn Ne3 ueHTpanbHoro oduca oo noacetn counmana Ne4, 1o ectb Tpaduk, He
npuHagnexawmn VRF. Tpaduk VRF MHCTaHCOB no ymonyaHuio He GygeT nonagaTe nof npaswna
Source NAT, Tak kak HaTupoBaHue BbinonHaeTca Ha WAN wuHTepdence ethO, a Tpaduk VRF
MHCTaHCOB DyaeT yxe 3awndpoBaH K MOMEHTY ero npoxoxaeHusi 4ep3 WAN uHTepdelic):

root@Hubl-nl:~# iptables -t nat -A NO_SOURCE NAT -s 192.168.100.0/24 -d

192.168.10.0/24 -j ACCEPT -m comment --comment 'traffic which must be protected by
IPsec'

5. [obaBbTe iptables npaBuna B uenodyky SOURCE_NAT ans Tpadwuka, Ons KOTOPOro HyXHO genartb
source NAT:

2003-2026 «C-Teppa Cnlclln» 19



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakuus 4

5.1. Bknouute source NAT pansa TpaH3uTHoro IPsec Tpaduka, wucnonesytouwiero noptel 500/4500
npotokona UDP:

root@Hubl-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 500 -o ethO -j SNAT --
to-source 172.16.100.2:40500-40540 -m comment --comment 'transit IKE packets'
root@Hubl-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o eth0 -3j SNAT --
to-source 172.16.100.2:44500-44540 -m comment —--comment 'transit ESP/NAT-T packets'

Henb3sa, 4tobbl TpaH3uTHbIN IPsec Tpadumk ncnonb3osan Te xe source UDP noptel (500/4500), uto n
MpoaykT, Tak kak B 3ToM criydae lMpoaykT GygeT cumTaTh BXOAsiMe TpaH3uTHble |IPsec nakeTbl 3a
CBOW.

5.2. Bkmtounte source NAT ansa tpaduka ns nogcety 192.168.100.0/24:

root@Hubl-nl:~# iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o ethO -j SNAT --
to-source 172.16.100.2

6. CoxpaHute fno6aBneHHble iptables npasuna (npaBuna COXpaHsaTCs B cann
/etc/iptables/rules.v4):

root@Hubl-nl:~# netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables save

7. [obaBbTe cepBUC netfilter-persistent.service B aBTo3anyck, 4ToObl npaBuna iptables
NPUMEHANNCL BO BpEMA CTApTa KPUNTOLUJIO3a:

root@Hubl-nl:~# systemctl enable netfilter-persistent.service

Synchronizing state of netfilter-persistent.service with SysV service script with
/lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable netfilter-persistent

8. [Onsa npocmoTtpa Tekywmux NAT npaBun BOCNOMb3yWTeCh KOMaHOOM:
root@Hubl-nl:~# iptables -L -n -v -t nat
9. [ns npocmoTpa Tekylien Tabnmubl NAT TpaHcnsumi BOCNONb3ynTecb KOMaHOoM:

root@Hubl-nl:~# conntrack -L

HacTpowuka nonutuku obpabotku COC (CRL)

B uenax 6e3onacHOCTM HacTOATENbHO PEKOMEHAYETCHA BKMOYaTb MPOBEPKY CMUCKOB OT3blBa CeEpTUCMKATOB.
PasHocTHbIe crnnucku oTo3BaHHbIX cepTudukaToB (delta CRL) He nogaepxuBatoTcs.

1. Bongute B cisco-like koHconb 13 CLI pasrpaHuyeHmsa gocrtyna:
administrator@Hubl-nl] configure

Hubl-nl login: cscons
Password:

S-Terra Gate 5.0.XXXXX (amd64)
Hubl-nl#

2. Bounpgute B pexunm KoHdUrypauuu:
Hubl-nl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Hubl-nl (config) #

3. Bkmounte nposepky COC:

Hubl-nl#configure terminal
Hubl-nl (config)# crypto pki trustpoint s-terra technological trustpoint
Hubl-nl (ca-trustpoint) # revocation-check crl
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Ecnv no o6ocHOBaHHbIM NpuyMHamM ucnonb3oBaHne COC HEBO3MOXHO, TO Bbikounte nposepky COC
1 He BKIOYauTe aBToMaTu4eckyto 3arpysky COC:

Hubl-nl (ca-trustpoint)# revocation-check none

4. Bkniounte aBTOMaTUYECKYHD 3arpy3ky W UMMIOpTMpoBaHue B 6asy [lpoaykTa cnucka OTO3BaHHbIX
ceptudmkatoB ¢ HTTP cepeepa CRL_distribution_point:

Hubl-nl (ca-trustpoint)# crl download group ROOTCA http://172.16.101.15/certcrl.crl
5. HactponTte nepuogunyHocTtb 3arpy3km COC B 60 MUHYT (N0 ymonyaHuto 24 yaca):

Hubl-nl (ca-trustpoint)# crl download time 60
6. [MpyMeHuTe HaCTPOWMKM:

Hubl-nl (ca-trustpoint) #end
7. TlpoBepbTe 3arpyxeH nu COC B 6a3y NpoaykTa:

Hubl-nl#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=Hubl-nl

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Ecnu COC He 3arpysuncs, To NpoBepbTe daiin XypHana, Hanpuvep:
Hubl-nl#run grep getcrls daemon /var/log/cspvpngate.log

MNpumeyaHue 1: 4yTOObI He xaaTb cnegytowlero nepuoga 3arpy3km COC MOXHO mepesanycTuTb CEPBUC
getcrls BpyyHyto:

Hubl-nl#run systemctl restart getcrls.service

MpumeyaHue 2: HaunHas ¢ Bepcum 5.0 COC moxHo yaanuTb 13 6asbl MNMpoaykra:

Hubl-nl#run cert mgr remove -i <N>

3 OK CRL: C=RU,L=Zelenograd,O=S-Terra CSP,O0U=RnD,CN=S-Terra CSP Test Root CA

8. BbinonHuTe npoBepky cTatyca cepTudmkaros B 6ase Npoaykra:
Hubl-nl#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=Hubl-nl

Hactponka mexceTeBOro akpaHa

1. Cospavite ceTeBoM object-group C MMEHEM SELF ansa xpaHeHust B Hem WAN agpecoB KpunToLusosa ¢
Lenblo ganbHenwero ero ncnonb3osaHusa B ACL:

Hubl-nl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl-nl (config) #object-group network SELF
Hubl-nl (config-network-group) #remark WAN IP
Hubl-nl (config-network-group) #host 172.16.100.10
Hubl-nl (config-network-group) #host 172.16.100.2
Hubl-nl (config-network-group) f#exit

2. Cospawite ACL c meHeM FW_INPUT WAN Ans sxogsaulero Ha WAN nHTepdenc Tpaduka:

Hubl-nl (config) #ip access-list extended FW_INPUT WAN

Hubl-nl (config-ext-nacl) #permit udp any object-group SELF eqg 500
Hubl-nl (config-ext-nacl) #permit udp any object-group SELF eqg 4500
Hubl-nl (config-ext-nacl) #permit icmp any object-group SELF
Hubl-nl (config-ext-nacl) #permit esp any object-group SELF

Hubl-nl (config-ext-nacl) #permit vrrp any any

Hubl-nl (config-ext-nacl) fexit
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OanHbin ACL paspelsaet Bxogswme naketol npoTokonoe IKE, ESP, ICMP, VRRP a ocTtanbHble
OnokmpyeT TONMbKO [ANns Ccryyas, KOrga KpuUNTOLUNIO3 SBMsSieTCA OTBETYMKOM BRepBble, ecnu
KpUNTOLUMIO3 ABMNSETCH WMHULMATOPOM WNW OTBETYMKOM B paMKax paHee CO3[aHHOW ceccun, TO
OTBETHbIE NakeTbl ByAyT paspelleHbl B cuny npuHumnnoB pabotsl stateful dpuneTpauyum (kotopas 6yger
HacTpoeHa fanee) — AMHaMUYeECKne paspeluatollme npasuna donee nNpMopuUTETHbI YeM CTaTuyeckue,
AaHHble npaBuna B cisco-like koHconn HE oTobpa)atoTcs, MX MOXHO MOCMOTPETb MpM MOMOLLU
YyTUNUTbl fwconn mgr C NapaMeTpoM show.

3. CospganTte npaBuna uHcnektuposaHus scero TCP n UDP Tpacduka n 3agante Heobxoanmoe makcmmanbHoe
KOMNNYeCcTBO CECCUMN:

Hubl-nl (config) #ip inspect name INSPECT tcp
Hubl-nl (config) #ip inspect name INSPECT udp
Hubl-nl (config) #ip inspect tcp sessions-max 256000
Hubl-nl (config) #ip inspect udp sessions-max 65536

MakcumanbeHoe KONMYecTBO CECCUM HacTpamBaeTCsd B 3aBMCMMOCTM OT YCMOBUW, noTpebHocTen u
npon3BOAMTENBHOCTU annapaTHo nnatcgopmbl. CyMmapHOe MakcumarnbHOe pekoMeHOyemoe
3HayeHue ansa konudectsa ceccui — 10 000 000 (ans Gate 7000+).

4. Tlpukpenute npaBuna MeEXCEeTeBOro akpaHupoBaHuss Ha WAN wuHTepdenc GigabitEthernet0/0
(obpatute ocoboe BHMMaAHWE Ha HanpasneHue npasun UNbTPaLMKU, CMMCOK AocTyna FW INPUT WAN
npuKkpennaeTca Ans BXoAAWMX B UHTEpdenc naketoB — in, a npaBuno INSPECT stateful cwmnbTpaumm
npukpennaeTca Ang NCXoaaLmx ¢ MHTepdenca nakeTos — out):

Hubl-nl (config) #interface GigabitEthernet0/0
Hubl-nl (config-if) #ip access-group FW_INPUT WAN in
Hubl-nl (config-if) #ip inspect INSPECT out

Hubl-nl (config-if) #exit

5. TMpyMmeHuTe HaCTPONKK:
Hubl-nl (config) #end
HacTtpovika kpyntownto3a Hubl-nl 3aBepLueHa.
B [MpunoxeHuv npeactaBneHbl TEKCTbl KOHUIypauuin ana kpuntowwnosa Hubl-nl:

e  TeKCT KOHdpurypaumm koHconm cisco-like;

e TeKcCT LSP;

e cogepxumoe dpanna /etc/keepalived/notify common.conft;
e TeKCT KoHdurypauuu FRR;

e TeKcTbl KOHurypaumi VRF n VTI nHtepdericos.
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Hactpouka kpunTtownto3a Hub1-n2

HacTtpovika KpynTownto3a Nnpoucxoamt aHanormyHo Hactporke Hubl-nl.

B [NpunoxeHun npeacTaBneHbl TEKCTbI KOHMrypaumi gnsa kpuntownosa Hubl1-2:
e  TEKCT KOHUrypauum koHconm cisco-like;
e TeKkcT LSP;
e cogepxumoe dpanna /etc/keepalived/notify common.conft;

e TeKCT KoH(urypaumm FRR;
e TeKCTbl kKoHGurypauun VRF n VTI uHTepdgencos.

Hactponka kpuntownio3a Spoke1

HavanbHble HaCTPONKM

Bongute B CLI pasrpaHmyeHns goctyna (nonb3oBaTenb M Naposib N0 yMONYyaHuio: administrator, s-terra)
YyCTaHOBWTE MNpaBWfIbHbIA TUM TepMuHana u Tpebyemylo LWPWMHY, CMEHWTE naponb Afs Mofb30oBaTerns
administrator.

Mepengute B linux bash koHconb, ycTaHOBUTE Naponb ANA MNONb3oBaTeNnd root, MpPaBUAbHOE BPEMS U
BPEMEHHYIO 30HY.

Moapo6Has HacTpolika C onuMcaHMeM KomaHnn npuBedeHa B pasgene «HauvanbHble HacTpoikuy» 6a3oBoro
cueHapus.

Hactpownku PKI (3anpocki u ceptudukathbi)

MpoayKT He noaaepXkuBaeT pas3HoCTHble (delta) cnvcky oT3biBa cepTUdMKaTOB, TONbKO 6a3oBble. YuuTbiBanTe
3TO Npu BbiGOpe unu passepTbiBaHun YL,

Ons ayteHTudmkaumm naptHepoB no IPsec MOXHO vMcnonb3oBaTh LMdpPoBbIE cepTUdUKATbI, BbIMYLLEHHbIE MPK
nomowm ceptucdmumpoBaHHoro CK3W, wnuM npenBaputenbHO pacnpefeneHHble  KMYW, CO34aHHble U
BBEEHHbIE B COOTBETCTBMM C Npasunamu nonb3oBaHunss CK3W (nossunuce B Bepcum 5.0).

CreHepupyiTe 3anpoc Ha cepTudurkaT KpMNTOLLM3a, AocTaBbTe ero Ha YL n BeinyctuTe no Hemy cepTudmkar.
CepTtudmkat kpunTtoLwno3a BMecTe ¢ cepTudmkaTom YL, gocTtaBbTe Ha LIMO3 U UMMNOPTUPYNTE KX B Oasy
Mpopaykra.

MogpobHas HacTpomka C onucaHvem KOMaHg npveegeHa B pasgene «Hactponkm PKI  (3anpockl wu
cepTudumkaTbl)» 6a30BOro cLeHapus.

HacTpouka ceTeBbIX napameTpoB

1. Bomngute B cisco-like koHconb 13 CLI pasrpaHudeHunsa goctyna:

administrator@sterragate] configure
sterragate login: cscons

Password:
S-Terra Gate 5.0.XXXXX (amd64)
sterragate#

2. Bounaute B pexunm KoHUrypauuu:
sterragate#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
3. BapavniTe MMsl yCTPOWCTBA:
sterragate (config) #hostname Spokel
4. Bknounte BHeEWHUN (GigabitEthernet0/0) U BHYTPEeHHUN (GigabitEthernet0/1) MHTEpdENCHI:

Spokel (config) #interface range gigabitEthernet 0/0 - 1
Spokel (config-if-range) #no shutdown
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Spokel (config-if-range) #exit

5. Y6egutecb, 4TO MHTEpPdENCb aaMUHUCTPATUBHO BKMOYeHbl M line protocol (cnocobHocTb MHTepderica
nepeagaBaTb NakeTbl B aHHbIA MOMEHT) HaXoaUTCS B COCTOSHMM Up:

Spokel (config) #do show interfaces

GigabitEthernet0/0
Hardware address
MTU 1500 bytes

GigabitEthernet0/1
Hardware address
MTU 1500 bytes

is
is
is
is

up,
0050.569e.94c4

up,
0050.569e.7£79

line protocol is up

line protocol is up

Ecnu line protocol Haxoantca B coctosiHum down, TO NPOBEpbTE NOAKIIOYEHME CETEBOro MHTepderica
KpUNTOLUSI03a K KOMMYTaUMOHHOMY U NpoYemMy 060opyaoBaHUIo.

6. Hactponte IP agpeca Ha BHELWHEM 1 BHYTPEHHEM UHTepdencax B COOTBETCTBUM CO CXEMOM CTeHAa:

Spokel (config) #interface gigabitEthernet 0/0
Spokel (config-if) #ip address 172.16.1.2 255.255.255.0

Spokel

config-if) fexit

Spokel (config-if) #ip address 192.168.1.1 255.255.255.0

Spokel (config-if) #exit

(
(
(
Spokel (config) #interface gigabitEthernet 0/1
(
(

7. BapaniTe mapLupyT No yMOn4yaHutio Yyepes ycTponcteo Routerl:

Spokel (config) #ip route 0.0.0.0 0.0.0.0 172.16.1.1

8. T[lpoBepbTe AOCTYNHOCTL yCTponcTBa Routerl:

Spokel (config) #do ping 172.16.1.1

PING 172.16.1.1

108
108
108
108
108

5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

(172.16.
16.
16.
G
16.
16.

172.
172.

172

172.
172.

1.

e

1
1
.1:
1:
1
1

.1) 100(128)
: lcmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

172.16.1.1 ping statistics ---

rtt min/avg/max/mdev

5 received,

bytes of data.

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0.
time=0.
time=0.
time=0.
time=0.

0% packet loss,
0.263/0.286/0.326/0.023 ms

326
263
300
271
271

time

9. CoxpaHuTe TekyLLyo KOHUrypauumo 1 Belnante u3 cisco-like koHconu:

Spokel (config) #end

Spokel#exit

administrator@Spokel]

10. MNMepenagnTe B linux KOHCONb:

administrator@Spokel]

Entering system shell...

root@Spokel: ~#

11. Cospawite VTl uHtepdenc. Hactpoika ocyuiectensetcs cpegcrsamu OC Linux.

system

ms
ms
ms
ms
ms

4092ms

11.1. Cospawnte hann /etc/network/interfaces.d/st vti0, cogepxaluii onucaHne uHtepdeiica
st_vtiO:

auto st vtiO

iface st vti0 inet static

address 10.10.11.2/24
pre-up ip link del st vti0 type dummy 2>/dev/null |

true
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pre-up ip link add st vti0 type dummy
post-down ip link set dev st vtiO down

12. OTtpepaktupynte cann /etc/ifaliases.cf, gobasms Tyga ctpoky ansa VTI untepdenca:

interface (name="GigabitEthernet0/0" pattern="eth0")
interface (name="GigabitEthernet0/1" pattern="ethl")
interface (name="stVTIO" pattern="st vtiO")
interface (name="default" pattern="*")

13. MNepecunTante KOHTPONbLHYIO CyMMYy Ans anna /etc/ifaliases.cf:

root@Spokel:~# integr mgr calc -f /etc/ifaliases.cf

SUCCESS: Operation was successful.
14. MNepesarpyauTe W03, YTOObI BCE M3MEHEHUS BCTYMUIW B CUITY.

Hactpo#ka wuchposaHusa

1. Bongute B cisco-like koHconb 13 CLI pasrpaHuyeHmns gocryna:
administrator@Spokel] configure

Spokel login: cscons

Password:

S-Terra Gate 5.0.XXXXX (amdé64)
Spokel#

2. Bowigute B pexum KoHurypauum:
Spokel#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Hubl-nl (config) #

3. Hactponte napameTpsbl IKE.

3.1. 3apawnte obwume napameTpsbl IKE:

Spokel (config) #crypto isakmp identity dn

Spokel (config) #crypto isakmp keepalive 3 2

Spokel (config) #crypto isakmp keepalive retry-count 5

Spokel (config) #crypto isakmp fragmentation

Spokel (config) #crypto isakmp security-association lifetime delta 50
Spokel (config) #crypto isakmp initiator-sessions-max 100

Spokel (config) #crypto isakmp responder-sessions-max 100

3.2. CospganTte nonuTuky, onuceiBatoLyto napameTpbl IKE TyHHens:

Spokel (config) #crypto isakmp policy 1

Spokel (config-isakmp) #encryption magma

Spokel (config-isakmp) #hash stribog-256

Spokel (config-isakmp) #authentication gost-sig
Spokel (config-isakmp) #group vko2

Spokel (config-isakmp) #exit

3.3. Cospante npodunb Hactpoek ISAKMP (anroputm IKE) nog umeHem NEW ALGS, 4TOBblI Aanee ero
NPUKPENNTb K KpUNTOKapTe:

Spokel (config) #crypto isakmp profile NEW ALGS
Spokel (conf-isa-prof) #match identity dn
Spokel (conf-isa-prof) #set identity mapping
Spokel (conf-isa-prof) #set policy 1

4. Hactpoiite napameTpsbl IPsec.

4.1. OtknounTte obHoBneHMe kntoda IPsec SA no OOCTWXKEHWMIO onpedeneHHoro obbema nepesaHHoro
Tpacdumka (3TO MO3BOMMUT YBEMNUYUTb MPOU3BOAUTENBHOCTL W CHU3UT MOTEPU NMPU MHTEHCUBHOM
Tpacduke; paspelweHo aAns KOMOWHMPOBAHHLIX anropuTMoOB LWMGPOBAHWSA, WCMOMb3yeMblX B
HacTodweM [OOKYMeHTe, TaK KakK B HWUX €CTb BCTPOEHHble MeXaHU3MbI OOHOBIEHUSA Kno4Yen no
OOCTWXKEHUIO onpeaeneHHoro obbema nepefaHHoro Tpadguka):
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Spokel (config) #crypto ipsec security-association lifetime kilobytes unlimited

4.2. 3apante KOMOBUHUPOBAHHbLIN anNnropuTM LUIMGPOBaAHUA U UMUTO3aLLNUTEI (Habop npeobpasoBaHuin) Ans
Tpadumka:

Spokel (config) # crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
Spokel (cfg-crypto-trans) #exit

4.3. Cospante cnucok goctyna (ACL) onsa Tpaduka, KOTOPbIN HYKHO 3alumiaTe Mexay Lwno3om Spokel
W UEeHTpanbHbIM LLU30M:

Spokel (config) #ip access-list extended IPSEC_ACL_SPOKEl_ HUB1
Spokel (config-ext-nacl) #permit ip any any
Spokel (config-ext-nacl) #exit

4.4. CospanTte kpunTo-kapTy (Mmsa VPN, pasgen 1):
Spokel (config) #crypto map VPN 1 ipsec-isakmp
4.4.1 VYkaxuTe CNUCOK AOCTyna A5 3awmwaemoro Tpaduka:
Spokel (config-crypto-map) #match address IPSEC ACL SPOKEl HUBI1
4.4.2 YkaxuTe nNpy NOMOLLM Kakoro Habopa anropMTMOB HYXKHO 3alLmLLaTb Tpaguk:
Spokel (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY

4.4.3 VYkaxute IP agpec napTHepa no IPsec, B gaHHOM cueHapun 310 BHewHun VRRP IP agpec
LleHTpanbHoro Lwno3a:

Spokel (config-crypto-map) #set peer 172.16.100.2

4.4.4 Tlpukpenute ISAKMP npodunb NEW ALGS K KpUNTOKapTe:

Spokel (config-crypto-map) #set isakmp-profile NEW ALGS

4.45 Bknounte npedparMmeHTaumio;

Spokel (config-crypto-map) #set pre-fragmentation

4.4.6 BknounTe aBTOMaTUYECKYIO U UHTENNEKTyanbHY0 KOPPEKTUPOBKY 3HaYeHns MSS:
Spokel (config-crypto-map) #set security-association mss-fix out

4.4.7 0O06aA3aTenbHO OTKIOYMTE UCTOPUIO yAaneHHbIX TYHHEnen (ecnv He OTKMNIoYUTb, TO MOryT ObITb
npobnemsl ¢ NocTpoeHmem IPsec TyHHenen ¢ ycTporcTBamu, KoTopble Haxoadatcs 3a NAT):

Spokel (config-crypto-map) #set dead-connection history off
Spokel (config-crypto-map) #exit

4.5. TlpukpenuTe KpUNTo-KapTy VPN K MHTepdency stvTIO:

Spokel (config) #interface stVTIO
Spokel (config-if) #crypto map VPN
Spokel (config-if) #exit

BaxHo! B cnyyasix, korga kpuntokapTbl npukpennsoTesa K VTI nHTepdencam, cnegyeTt NnOMHUTL O TOM, YTO Ha
WAN wuHTepdoelice wnioos3a Bcerga [fofmkHa MNpUCYTCTBOBaTb Kakasd-nubo nonutuka, obecneuvBatowlas
06paboTky Tpaduka, 6yab TO KpunTOKapTa, CIUMCOK AOCTYNa Mnu 3agaHHas no ymonyaHuio dunbtpaums IPve
Tpaduka (ipve default filtering deny). B npotuBHom cniyyae Becb Tpadmk Ha WAN mnHTepdence He
6ynet obpabaTbiBaTbcA VPN apaliBepoM, COOTBETCTBEHHO, He ByAeT BO3MOXHOCTU NOCTPOEHMS 3aLUULLEHHbIX
CcCoegMHEeHNN.

HacTpowka nonutuku o6pabotku COC (CRL)

B uensix 6e30macHOCTM HacTOATENbHO PEKOMEHAYETCs BKMOYaTb MPOBEPKY CMMCKOB OT3biBa CEPTMAMKATOB.
PasHocTHbIe cnnckn oTo3BaHHbIX cepTudmkartos (delta CRL) He nogaepxmBatoTcs.

1. Bknioyute nposepky COC:
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Spokel (config) #crypto pki trustpoint s-terra technological trustpoint
Spokel (ca-trustpoint) # revocation-check crl

Ecnn no o6ocHOBaHHbIM NpuyMHamM ucnonb3oBaHne COC HEBO3MOXHO, TO Bbikounte nposepky COC
1 He BKNKOYanUTe aBTOMaTu4eckyto 3arpysky COC:

Hubl-nl (ca-trustpoint)# revocation-check none

2. Bknounte aBTOMaTU4eckyto 3arpysky M uMMnoptMpoBaHue B 06a3sy [Mpogykta cnvcka OTO3BaHHbIX
ceptudmkatoB ¢ HTTP cepeepa CRL_distribution_point:

Spokel (ca-trustpoint) # crl download group ROOTCA http://172.16.101.15/certcrl.crl
3. Hactpowte nepnognyHocTtb 3arpy3km COC B 60 MMHYT (No ymonyaHuio 24 yaca):

Spokel (ca-trustpoint)# crl download time 60
4. TlpuMeHUTe HaCTPOWKU:

Spokel (ca-trustpoint) #end
5. TlposepbTe 3arpyxeH nu COC B 6a3y Npoaykra:

Spoke#run cert mgr show

1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=Spokel
3 CRL: C=RU,L=Zelenograd,O0=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA

Ecnn COC He 3arpysuncs, To npoBepbTe hann XypHana, Hanpumep:
Spokel#run grep getcrls daemon /var/log/cspvpngate.log

MpumeyaHue 1: 4yToObl He XaaTb crnegywouwero nepuoda 3arpyskun COC MOXHO nepesanycTuTb CEpBUC
getcrls BpyyHyto:

Spokel#run systemctl restart getcrls.service

MpumeyaHue 2: HaunHas ¢ Bepcum 5.0 COC moxHO yaanuTb 13 6asbl MNMpoaykra:

Spokel#run cert mgr remove -i <N>

3 OK CRL: C=RU,L=Zelenograd,O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA

6. BbinonHuTe npoBepky cTatyca cepTudmkartos B 6ase Npoaykra:
Spokel#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel

Hactponka mexceTeBOro akpaHa

1. Cospavite ceTeBoM object-group C MMEHeM SELF ansa xpaHeHust B Hem WAN agpecoB KpunToLumo3sa ¢
Lenblo ganbHenwero ero ncnonb3osaHusa B ACL:

Spokel#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Spokel (config) #object-group network SELF
Spokel (config-network-group) #remark WAN IP
Spokel (config-network-group) #host 172.16.1.2
Spokel (config-network-group) fexit

2. Cospawite ACL c meHeM FW_INPUT WAN Ans sxogsaulero Ha WAN nHTepdenc Tpaduka:

Spokel (config) #ip access-list extended FW_INPUT WAN
Spokel (config-ext-nacl) #permit udp any object-group SELF eqg 500
Spokel (config-ext-nacl) #permit udp any object-group SELF eqg 4500
Spokel (config-ext-nacl) #permit icmp any object-group SELF
Spokel (config-ext-nacl) #permit esp any object-group SELF

(

)
)
)
Spokel (config-ext-nacl) #exit
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OanHbin ACL paspeluaeT Bxoasdiime nakeTbl npoTtokonosB IKE, ESP, ICMP, a ocTtanbHble 6nokupyet
TOMbKO ANA Cny4yas, Korga KpunToLLmo3 SBMsieTCs OTBETYMKOM BRepBble, ECNN KPUMNTOLLIO3 ABNSeTCH
WHMLMATOPOM WM OTBETYMKOM B paMKax paHee CO3[aHHOW Ceccuu, TO OTBETHble nakeTbl 6ygyT
paspelleHbl B cuny npuHuunoB pabotel stateful dounbTpaumm (kotopas OygeTr HacTpoeHa panee) —
AVMHaMmM4yeckue paspellarwme npasuna bonee NpMopuUTETHbI YeM CTaTUYeckue, AaHHble npasuna B
cisco-like koHconn HE oTobpaxatoTcs, X MOXHO MOCMOTPETb MNP MOMOLWM YTUIUTbI fwconn mgr C
napameTpoM show.

3. CospganTte npaBuna uHcnektuposaHus scero TCP n UDP Tpacduka u 3agante Heobxoanmoe mMakcmmMmanbHoe
KOMNN4YeCTBO CECCUMN:

Spokel (config) #ip inspect name INSPECT tcp
Spokel (config) #ip inspect name INSPECT udp
Spokel (config) #ip inspect tcp sessions-max 256000
Spokel (config) #ip inspect udp sessions-max 65536

MakcumanbHoe KONMMYecTBO CECCUI HacTpavMBaeTCs B 3aBUCMMOCTM OT YCIOBWI, NoTpebHocTen u
NpoM3BOAMTENBbHOCTM  annapatHoi nnatgopmMbl. CymmapHoe MakcuMalrbHOe peKkoMeHOyemoe
3HayeHue ansa konudectsa ceccui — 10 000 000 (ans Gate 7000+).

4. Tlpukpenute npaBuna MeEXCeTeBOro akpaHupoBaHuss Ha WAN uHTepdenc GigabitEthernet0/0
(obpatute ocoboe BHMMaHWE Ha HanpasneHne npasun UNbTpauMK, CMUMCOK AocTyna FW INPUT WAN
nNpuKpennsaeTcs Ans BXogswmx B MHTepdenc naketoB — in, a npaBuno INSPECT stateful domnbTpaummn
NpUKpennsaeTcs Ans NCxoaawmx ¢ uHTepdenca naketos — out):

Spokel (config) #interface GigabitEthernet0/0
Spokel (config-if) #ip access-group FW INPUT WAN in
(
(

Spokel (config-if) #ip inspect INSPECT out
Spokel (config-if) #exit

5. [MpumeHunTe HaCTPONKK:

Spokel (config) #end

Hactponka guHamuyeckon mapLipyTmsaumm

HacTtpovika guHamuyeckon mapLupyTmMsaumm BeinonHaeTca cpeacteamm OC Linux ¢ ucnonb3oBaHMEM nakeTa
FRR. B kauecTBe npoTokona AMHaMUYecKon mapLupyTmusaLmm ncnonb3yetca BGP.

1. Bkntouute cepsuc FRR 1 gobasbTe ero B aBTosanyck:

root@Spokel:~# systemctl start frr.service
root@Spokel:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with
/1lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable frr

2. lMepengute B KOHCcomMb FRR:
root@Spokel:~# vtysh

Hello, this is FRRouting (version 9.0.1).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
Hubl-nl#

3. Hactponute BGP:

Spokel# configure terminal

Spokel (config) # router bgp 65000

Spokel (config-router)# bgp router-id 172.16.1.2

Spokel (config-router)# neighbor 10.10.11.1 remote-as 65000
Spokel (config-router) # address-family ipv4 unicast
Spokel (config-router-af) # network 192.168.1.0/24
Spokel (config-router-af) # exit
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Spokel (config-router) # exit
4. CoxpaHuTe TekyLLylo KOHUrypaumio:

Spokel# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf
[OK]

5. Bbimgute n3 koHconm FRR:
Spokel# exit
root@Spokel: ~#
HacTtporika kpunTtowto3a Spokel 3aBeplueHa.
B MpunoxeHuy npeacTaBneHbl TEKCTbl KOHUIypaunn ansa kpuntowunosa Spokel:

e  TEKCT KOHUrypauum koHconm cisco-like;
e TeKcT LSP;

e TeKkCT KoH(urypaumm FRR;

e TekcTbl KoHdurypaumm VTI uHtepderica.

Hactponka kpunTtownto3a Spoke2

HacTtporika KpynToLunto3a NponucxoanT aHanormdHo HactTponke Spokel.
B NpunoxeHnn npeacraBneHbl TEKCTbI KOHUIypaumin ansa kpuntowwstosa Spoke2:

e TeKCT KoHconu cisco-like;

e TeKcT LSP;

e TeKkCT KoH(urypaumm FRR;

e TeKkCT KoHdurypauum VTl natepdeica.

Hactpoika kpuntownto3a Spoke3
HacTtpovika KpynToLunto3a npoucxoanT aHanormdHo HactTponke Spokel.

Hactpouka multiwan

1. Cospaite KOH(PUrypaumoHHbln hann /etc/multiwan/config.yaml CO CNeaylOLUM COAEPKUMbBIM:

config format version: 1
links params:
check links reachability on start: true
preempt: no
links:
iface name: ethO
name: ISPl
prio: 200
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.16.3.1
check:
hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
method:
icmp:
interval: 1

2003-2026 «C-Teppa Cnlclln»

29



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakuus 4

restore interval: 1
restore count: 3
failure count: 3

iface name: ethl
name: ISP2

prio: 100
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.17.3.1
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
method:
icmp:
interval: 1
restore interval: 1
restore count: 3
failure count: 3

2. 3anycTuTe cepBuc multiwan n no6aBbTe ero B aBTO3arpysKy:

root@Spoke3:~# systemctl enable multiwan.service
root@Spoke3:~# systemctl start multiwan.service

MogpobHoe onucaHve HacTpourkm multiwan npuBegeHo B cueHapun «PesepBupoBaHWe KaHamnoB CBA3M Mpu
nomoum cepsmnca MultiwWAN».

B MNpunoxeHnn npeacraBneHbl TEKCTbI KOHUIypaumin ansa kpuntowwstosa Spoke3:

e  TEKCT KoHconu cisco-like;

e TeKcT LSP;

e TeKCT KoHdurypauuun FRR;

e  TeKCT KOHdpurypauum multiwan;

e TeKCT KoHdurypauum VTI nHtepdeiica.

Hactponka kpunrtowunto3a Spoked

HacTpowka KpunToLLmno3a BbINOMHAETCA Ha ocHoBe Basosoro cueHapus. Hactpameate VRF, VTI uHTepdench
WM QUHaMUYECKYIO MapLLIpYyTU3aumio Ha KpunTtoLunose Spoke4 He TpebyeTcs.

B [MpunoxeHuv npeactaBneHbl TEKCTbl KOHAUIypaLunin Ana KpuntoLunosa Spoke4:

e  TEKCT KoHconu cisco-like;
e TekcT LSP;

Hactpoika yaaneHHoro VPN knuenTa Client1

1. HactpowTe nonyyeHue IP agpeca no DHCP Ha ceTeBoM UHTepdelnce.
2. Paspelwwute npuem n otnpasky IP nakeTos.

PassepTbiBaHne VPN knveHTta «C-Teppa KnuneHT» BbimonHaeTtca ¢ nomouwpto «C-Teppa MCY» 5.0 unm «C-
Teppa AdminTool» 5.0. NMogpobHas HacTpolKa NPUBOANTCHA B COOTBETCTBYIOLLIEM CLIEHAPUM.

B [MpunoxeHuu npeactaBneH TekcT kKoHdurypauum ang Clientl:

e TekcT LSP
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MpoBepka paboTOCNOCOOHOCTM CTEHAA
MpoBepka IP cBA3HOCTH

1. TpoepbTe, 4To C KpunTowso3oB Hubl-nl, Hubl-n2, Spokel, Spoke2, Spoke3, Spoked4 poctyneH
mapwpyTtusaTop Routerl. [na 3TOoro BbINOAHMTE KOMaHAy ping w3 cisco-like koHconu KpunToLwwnio3oB

(npumep BbIBOAa Anst Hub1-n1):
Hubl-nl#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seqg=1 ttl=64 time=0.290 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp seg=2 ttl=64 time=0.433 ms
icmp seg=3 ttl=64 time=0.404 ms
icmp seg=4 ttl=64 time=0.616 ms
icmp seqg=5 ttl=64 time=0.501 ms

e

---172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4076ms
rtt min/avg/max/mdev = 0.290/0.448/0.616/0.107 ms

2. TlpoBepbTe, UTO CO BCEX 3aALUMLLAEMbIX YCTPOMCTB AOCTYNEH UX COOTBETCTBYHOLLMIA LUMIO3 MO YMOMYaHUIO.
[N 3TOro BLINOSIHUTE KOMaHAy PiNg M3 KOHCOMM 3aluulaemblX YCTPOUCTB (MpuMep BbiBoga Ans Hostl-b-

hubl):
root@Hostl-b-hubl:~# ping 192.168.100.1 -c 4

PING 192.168.100.1 (192.168.100.1) 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp seg=1 ttl=64 time=0.118 ms
64 bytes from 192.168.100.1: icmp seqg=2 ttl=64 time=0.337 ms
64 bytes from 192.168.100.1: icmp seq=3 ttl=64 time=0.238 ms
64 bytes from 192.168.100.1: icmp seqg=4 ttl=64 time=0.268 ms

--- 192.168.100.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3078ms
rtt min/avg/max/mdev = 0.118/0.240/0.337/0.079 ms

Mposepka PKI

1. TlpoBepbTe, UTO Ha BCEX KPWMNTOLUMO3aX NPUCYTCTBYIOT NOKasbHbIA U 4OBEPEHHbIN cepTudmrkaThl, a Takke
CRL (ecnu 3arpyska cnucka OTO3BaHHbIX cepTudukatoB 6Obina HacTpoeHa). [ns 3TOro BbIMNONHUTE

cnepywoLmne kKomaHabl U3 linux KOHCONW KPUNTOLLM30B (Mpumep BbiBoga Ansg Hubl-nl):
root@Hubl-nl:~# cert_mgr show

Found 2 certificates. Found 1 CRL.
1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hubl-nl

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

3 CRL: C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
root@Hubl-nl:~# cert_mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hubl-nl

2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

MpoBepka coctosHua VRRP knactepa

1. [lpoBepbTe, 4YTO OCHOBHast Hoga Hub1-n1 HaxoguTca B cocTosiHMM Master, a pesepBHas Hub1-n2 B
cocTosiHum Backup. [Ins 3TOro BbINOMHWTE CreayroLLyo KoMmaHay u3 cisco-like KoHConmu KpMnTOLLMO30B:

Hubl-nl#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Master IPv4
GigabitEthernet0/1 2 Master IPv4
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GigabitEthernet0/2 3 Master IPvi4
GigabitEthernet0/3 4 Master IPvi4

Hubl-n2#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Backup IPv4
GigabitEthernet0/1 2 Backup IPv4
GigabitEthernet0/2 3 Backup IPv4
GigabitEthernet0/3 4 Backup IPv4

2. Ybegutecb B TOM, YTO Ha OCHOBHOM Hoge Hub1-n1 mMapwpyT no ymonuyaHui 4epes mapLupyTusaTop
Router1, a Ha pe3epBHon Hoge Hub1-n2 yepes VIP agpec o4oBepeHHOro cerMmeHTa:

Hubl-nl#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

g 0.0.0.0/0 [0/0] via 172.16.100.1
[100/0] via 192.168.100.1
172.16.0.0/24 is subnetted, 1 subnets
C 172.16.100.0 [0/0] is directly connected, GigabitEthernet0/0
C 192.168.100.0/24 [0/0] is directly connected, GigabitEthernet0/3

Hubl-n2#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.100.10 to network 0.0.0.0

g 0.0.0.0/0 [100/0] via 192.168.100.1

172.16.0.0/24 is subnetted, 1 subnets
C 172.16.100.0 [0/0] is directly connected, GigabitEthernet0/0
C 192.168.100.0/24 [0/0] is directly connected, GigabitEthernet0/3

NpoBepka NOCTPOEHUA 3aLLULLEHHOTo CoeANHEHMUS

1. YBegutecb, 4TO Ha OCHOBHOM Hoge Hub1-n1 nocTpoeHbl 3aliMlieHHble COeAuHEeHMS OO0 hunmanbHbIX
kpuntowno3oe u yganeHHoro VPN knueHta Clientl. 3awuweHHble COeAVHEeHWss C KpUMITOLU3amu
Spokel, Spoke2 u Spoke3 MHMUMMPYIOTCA aBTOMaTUMYEecKM 3a cyeT cnyxebHoro Tpadumka npoTokona
OWHaMmM4yeckon mapLupyTtusauuu. [1nsa nocTpoeHus 3almueHHoro coeanHenna go dpunmana Ne4 otnpasbTte
ICMP 3anpochbl ¢ ycTponcTtea Host3-b-hubl Ha yctponcteo Host-b-spoke4 (unm B o6paTtHOM HanpasneHum).
[na noctpoeHus 3awuuieHHoro coeamHeHus ¢ yctponcteom Clientl, otnpasbTe ICMP 3anpocel ¢ Clientl
(NnpeaBapuTenbHO BLINOMNHWB aBTOpu3auuio B okHe Login B «C-Teppa KnueHT») Ha ycTtponcteo Hostl-b-
hubl.

[na npocMoTpa YCTAHOBIMEHHbLIX COEOVUHEHWU BbIMOMHUTE CReaywLllyl KoMaHay M3 linux KoHcomu
Kpuntowno3a Hubl-nl:

root@Hubl-nl:~# sa mgr show

2003-2026 «C-Teppa Cnlclln» 32



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakuus 4

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.100.2,500)-(172.16.1.2,500) active 2428 2396
(172.16.100.2,500)-(172.16.2.2,500) active 1928 1960
(172.16.100.2,500)-(172.16.3.2,500) active 1928 1960
(172.16.100.2,500)-(172.16.4.2,500) active 1928 1960
(172.16.100.2,4500)-(172.16.5.2,4500) active 2016 2416

aos W N
aos W N

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (0.0.0.0-255.255.255.255,*)-(0.0.0.0-255.255.255.255,*) * ESP tunn 152 124

2 2 (0.0.0.0-255.255.255.255,*)-(0.0.0.0-255.255.255.255,*) * ESP tunn 1076 1264

33 (0.0.0.0-255.255.255.255,%)-(0.0.0.0-255.255.255.255,*) * ESP tunn 1348 1772

4 4 (192.168.100.0-192.168.100.255,*%)~-(192.168.10.0-192.168.10.255,*) * ESP tunn 528
528

55 (192.168.100.0-192.168.100.255,*)-(192.168.255.1,*) * ESP nat-t-tunn 512 512
Ecnm  3awmllieHHble  coeOuHeHUs He MOCTPOUIUCh, npoBepbTe  (pailln  XKypHana

/var/log/cspvpngate.log (Mpu HeOOXOAMMOCTU YyBeNMYbTE YPOBEHb JOMMPOBAHMS KOMaHOOW
logging trap debugging B cisco-like koHconun) n coctosiHme cepsuca FRR.

MpoBepka cBsisHocTn Mexay VTl ntepdpencamm BHytpu VRF

1. YBepuTtecb, 4TO C OCHOBHOW HOoAbl Hubl-n1l gocTtynHbl kpunTownio3bl Spokel, Spoke2 n Spoke3 yepes VTI
nHTepdencol n3 coorseTcTByoWwnx VRF nHctaHcos. [ns aToro BeINOnNHWTE crneayrolime KoMaHdbl 13 linux
KOHCOMMW KpUMTOLLS03a:

root@Hubl-nl:~# ip vrf exec vrf blue ping 10.10.11.2 -I 10.10.11.1 -c 4

PING 10.10.11.2 (10.10.
64 bytes from 10.10.11.
64 bytes from 10.10.11.
64 bytes from 10.10.11.
64 bytes from 10.10.11.

1.2) from 10.10.11.1 : 56(84) bytes of data.
icmp seg=1 ttl=64 time=0.564 ms
icmp seq=2 ttl=64 time=0.621 ms
icmp seq=3 ttl=64 time=0.643 ms
icmp seq=4 ttl=64 time=0.610 ms

DN N

--- 10.10.11.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3055ms
rtt min/avg/max/mdev = 0.564/0.609/0.643/0.028 ms

root@Hubl-nl:~# ip vrf exec vrf blue ping 10.10.12.2 -I 10.10.12.1 -c 4

PING 10.10.12.2 (10.10.12.2) from 10.10.12.1 : 56(84) bytes of data.
64 bytes from 10.10.12.2: icmp seqg=1 ttl=64 time=0.610 ms

64 bytes from 10.10.12.2: icmp seg=2 ttl=64 time=0.717 ms

64 bytes from 10.10.12.2: icmp seg=3 ttl=64 time=0.621 ms

64 bytes from 10.10.12.2: icmp seg=4 ttl=64 time=0.626 ms

--- 10.10.12.2 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3022ms
rtt min/avg/max/mdev = 0.610/0.643/0.717/0.042 ms

root@Hubl-nl:~# ip vrf exec vrf red ping 10.10.13.2 -I 10.10.13.1 -c 4

PING 10.10.13.2 (10.10.
64 bytes from 10.10.13.
64 bytes from 10.10.13.
64 bytes from 10.10.13.
64 bytes from 10.10.13.

3.2) from 10.10.13.1 : 56(84) bytes of data.
icmp seq=1 ttl=64 time=0.686 ms
icmp seqg=2 ttl=64 time=0.768 ms
icmp seg=3 ttl=64 time=0.801 ms
icmp seqg=4 ttl=64 time=0.818 ms

DN N

--- 10.10.13.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3012ms
rtt min/avg/max/mdev = 0.686/0.768/0.818/0.050 ms
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MpoBepka AMHAMWUYECKOU MapLIPyTU3aLmnu

1. Y6egutecb, 4TO Ha OCHOBHOM Hoge Hub1-n1 B Tabnuuax mapwpyTtusauum nog Homepamu 10 n 20, KoTopble
cootBeTcTBYIOT VRF uHcTaHcam vrf blue U vrf red, NPUCYTCTBYIOT MapLUpPyTbl [0 3aluliaemMbixX
noaceTen unuanos, NosflyvYeHHble No npotokony BGP. B Tabnuue mapwpytusauun 10 Takke OOMKEH
npucytctBoBatb RRI mapwpyTt go yganeHHoro VPN knveHTa (ecnm ¢ Clientl ycTaHOBNEHO cOeAMHEHME).
[nsa aToro BeINONHUTE cnegyroLne KoMaHabl U3 linux KOHCONW KPUNTOLLMO3a:

root@Hubl-nl:~# ip r show table 10

unreachable default metric 4278198272

10.10.10.0/24 dev st vti0 proto kernel scope link src 10.10.10.1

local 10.10.10.1 dev st vtiO proto kernel scope host src 10.10.10.1
broadcast 10.10.10.255 dev st vtiO proto kernel scope link src 10.10.10.1
10.10.11.0/24 dev st vtil proto kernel scope link src 10.10.11.1

local 10.10.11.1 dev st vtil proto kernel scope host src 10.10.11.1
broadcast 10.10.11.255 dev st vtil proto kernel scope link src 10.10.11.1
10.10.12.0/24 dev st _vti2 proto kernel scope link src 10.10.12.1

local 10.10.12.1 dev st vti2 proto kernel scope host src 10.10.12.1
broadcast 10.10.12.255 dev st vti2 proto kernel scope link src 10.10.12.1
192.168.1.0/24 nhid 106 via 10.10.11.2 dev st_vtil proto bgp metric 20
192.168.2.0/24 nhid 110 via 10.10.12.2 dev st_vti2 proto bgp metric 20
192.168.100.0/24 dev ethl proto kernel scope link src 192.168.100.10
local 192.168.100.1 dev ethl proto kernel scope host src 192.168.100.10
local 192.168.100.10 dev ethl proto kernel scope host src 192.168.100.10
broadcast 192.168.100.255 dev ethl proto kernel scope link src 192.168.100.10
192.168.255.1 dev st _vti0 proto st rri

root@Hubl-nl:~# ip r show table 20

unreachable default metric 4278198272

10.10.13.0/24 dev st vti3 proto kernel scope link src 10.10.13.1

local 10.10.13.1 dev st vti3 proto kernel scope host src 10.10.13.1

broadcast 10.10.13.255 dev st vti3 proto kernel scope link src 10.10.13.1
192.168.10.0/24 nhid 108 via 10.10.13.2 dev st _vti3 proto bgp metric 20
192.168.100.0/24 dev eth2 proto kernel scope link src 192.168.100.10

local 192.168.100.1 dev eth2 proto kernel scope host src 192.168.100.10

local 192.168.100.10 dev eth2 proto kernel scope host src 192.168.100.10
broadcast 192.168.100.255 dev eth2 proto kernel scope link src 192.168.100.10

Ecnu BGP mapwpyTbl B Tabnuuax mapLlipyTmusaumm OTCYTCTBYIOT, NpoBepbTe KoHdpurypaumio FRR.

2. Yb6eguTecb, 4TO Ha ocHoBHOW Hoge Hub1-n1 B FRR ycTtaHoBneHbl oTHOWeEHUS coceactsa ¢ BGP nupamu.
[nsa aToro BbINOMHUTE criedytoLimne KomaHabl U3 koHconu FRR kpunTownio3a:

Hubl-nl# show ip bgp vrf vrf blue summary

IPv4 Unicast Summary (VRF vrf blue):

BGP router identifier 172.16.100.2, local AS number 65000 vrf-id 11
BGP table version 3

RIB entries 5, using 960 bytes of memory

Peers 2, using 41 KiB of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

10.10.11.2 4 65000 164 164 3 0 0 02:40:51
1 1 N/A

10.10.12.2 4 65000 163 163 3 0 0 02:39:21
1 1 N/A

Total number of neighbors 2
Hubl-nl# show ip bgp vrf vrf red summary

IPv4 Unicast Summary (VRF vrf_red):
BGP router identifier 172.16.100.2, local AS number 65000 vrf-id 12
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BGP table version 2
RIB entries 3, using 576 bytes of memory
Peers 1, using 20 KiB of memory
Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc
10.10.13.2 4 65000 160 160 2 0 0 02:36:00
1 1 N/A

Total number of neighbors 1

MpoBepka 4OCTYNHOCTN XOCTOB

1. Y6eguTtecb, 4to C ycTponctBa Hostl-b-hubl no npotokony ICMP gocTynHbl ycTpoicTBa Host-b-spokel u
Host-b-spoke2. [1na aToro BbINONHUTE criefyoLme KomaHabl 3 koHconu Hostl-b-hubl:

root@Hostl-b-hubl:~# ping 192.168.1.100 -c 4

PING 192.
64 bytes
64 bytes
64 bytes
64 bytes

from
from
from
from

168.1.100
192.
192.
192.
192.

(192.
168.
168.
168.
168.

1.

1
1
1

168.1.100) 56 (84
100: icmp seqg=1
.100: icmp seg=2
.100: icmp seg=3
.100: icmp seqg=4

) bytes of data.

ttl=62
ttl=62
ttl=62
ttl=62

time=1.
time=3.
time=1.
time=1.

---192.168.1.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss,
rtt min/avg/max/mdev = 1.252/1.928/3.184/0.744 ms

root@Hostl-b-hubl:~# ping 192.168.2.100 -c 4

55
18
25
72

8
8
6

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.
64 bytes from 192.168.2.100: icmp seg=1 ttl=62 time=1.2
64 bytes from 192.168.2.100: icmp seqg=2 ttl=62 time=1.7
64 bytes from 192.168.2.100: icmp seq=3 ttl=62 time=1.4
64 bytes from 192.168.2.100: icmp seqg=4 ttl=62 time=1.4

--- 192.168.2.100 ping statistics ---
4 packets transmitted,
rtt min/avg/max/mdev =

4 received, 0% packet loss,
1.275/1.491/1.775/0.179 ms

root@Hostl-b-hubl:~# ping 192.168.10.100 -c 4

PING 192.
192.
192.
192.
192.

168.10.100
168.100.10
168.100.10
168.100.10
168.100.10

(192.168.10.100)
Destination
Destination
Destination
Destination

Host
Host
Host
Host

From icmp seg=1

From icmp seqg=2
From icmp_ seqg=3
From icmp seqg=4
--- 192.168.10.100 ping statistics —---

4 packets transmitted, 0 received, +4 errors,

root@Host2-b-hubl:~# ping 192.168.10.100 -c 4

PING 192.168.10.100 (192.168.10.100) 56(84) bytes of da
64 bytes from 192.168.10.100: icmp seg=1 ttl=62 time=1.
64 bytes from 192.168.10.100: icmp seg=2 ttl=62 time=1.
64 bytes from 192.168.10.100: icmp seq=3 ttl=62 time=1.
64 bytes from 192.168.10.100: icmp seq=4 ttl=62 time=1.

---192.168.10.100 ping statistics —--—-

4 packets transmitted, 4 received, 0% packet loss,

6

100% packet loss,

ms
ms
ms
ms

time 3003ms

ms
ms
ms
ms

time 3005ms

56 (84) bytes of data.

Unreachable
Unreachable
Unreachable
Unreachable

ta.

45
17
17
49

ms
ms
ms
ms

time 3004ms

time 3005ms

2. Yb6epgutechb, 4To ¢ ycTponcTea Hostl-b-hubl no npotokony ICMP He gocTynHbl ycTponctea Host-b-spoke3
n Host-b-spoke4. [1na aTtoro BeINONHUTE criefytoLLyo KoMaHay u3 koHconu Host1-b-hubl:

3. Yb6epguTtecs, 4To c ycTponcTtea Host2-b-hubl no npotokony ICMP goctynHo ycTporicTBo Host-b-spoke3. Ons
3TOrO BbIMOMHWUTE CreayoLLYyo KoMaHay 13 koHconu Host2-b-hubl:
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rtt min/avg/max/mdev = 1.168/1.318/1.487/0.149 ms

4. Y6epgutecs, 4TO € ycTponcTBa Host2-b-hubl no npotokony ICMP He gocTynHbI ycTporcTea Host-b-spokel

n Host-b-spoke2. [1ns aToro BeINONHUTE criefyowme KomaHabl n3 koHconu Hostl-b-hubl:

root@Host2-b-hubl:~# ping 192.168.1.100 -c 4

PING 192.168.1.100 (192.168.1.100) 56(84) bytes
From 192.168.100.10 icmp seg=1 Destination Host
From 192.168.100.10 icmp seq=2 Destination Host
From 192.168.100.10 icmp seq=3 Destination Host
From 192.168.100.10 icmp seq=4 Destination Host

--- 192.168.1.100 ping statistics ---

4 packets transmitted, 0 received, +4 errors, 100% packet loss,

root@Host2-b-hubl:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes
From 192.168.100.10 icmp seg=1 Destination Host
From 192.168.100.10 icmp seg=2 Destination Host
From 192.168.100.10 icmp seg=3 Destination Host
From 192.168.100.10 icmp seg=4 Destination Host

---192.168.2.100 ping statistics ---

4 packets transmitted, 0 received, +4 errors, 100% packet loss,

of data.

Unreachable
Unreachable
Unreachable
Unreachable

of data.

Unreachable
Unreachable
Unreachable
Unreachable

time 3005ms

time 3005ms

5. Y6egutecsb, 4to ¢ ycTporcTtBa Host3-b-hubl no npoTtokony ICMP gocTtynHo ycTponcteo Host-b-spoke4. [ns
3TOro BbIMOMHUTE CreayloLLyo KomaHay u3 koHconun Host3-b-hubl:

root@Host3-b-hubl:~# ping 192.168.10.100 -c 4

PING 192.168.10.100 (192.168.10.100) 56(84) bytes of data.

64 bytes from 192.168.10.100: icmp seqg=1 ttl=62
64 bytes from 192.168.10.100: icmp seqg=2 ttl=62
64 bytes from 192.168.10.100: icmp seq=3 ttl=62
64 bytes from 192.168.10.100: icmp seq=4 ttl=62

---192.168.10.100 ping statistics --—-

4 packets transmitted, 4 received, 0% packet loss,

time=1.15 ms
time=1.48 ms
time=1.09 ms
time=1.53 ms

rtt min/avg/max/mdev = 1.092/1.314/1.533/0.194 ms

time 3004ms

6. Yb6egutechb, 4To ¢ ycTponcTea Host3-b-hubl no npotokony ICMP He gocTynHbl ycTponctea Host-b-spokel

n Host-b-spoke2. [1na aToro BeiNONHUTE criegyoLlime KomaHabl n3 koHconu Hostl-b-hubl:

root@Host3-b-hubl:~# ping 192.168.1.100 -c 4
PING 192.168.1.100 (192.168.1.100) 56(84) bytes

---192.168.1.100 ping statistics ---

4 packets transmitted, 0 received, 100% packet loss,

root@Host3-b-hubl:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes

--=192.168.2.100 ping statistics --—-

4 packets transmitted, 0 received, 100% packet loss,

of data.

of data.

time 3073ms

time 3053ms

7. Y6eputechb, uto ¢ yctporctea Clientl no npotokony ICMP goctynHo ycTponcteso Hostl-b-hubl. [ns storo
BbIMOMHUTE Crnedylollylo KomaHdy w3 koHconu yctpowctBa Clientl (npegBapwuTensHO BbINOMHMB

aBTopu3aLmio B okHe Login B «C-Teppa KnueHT»):
C:\Users\Administrator>ping 192.168.100.100

Pinging 192.168.100.100 with 32 bytes of data:

Reply from 192.168.100.100: bytes=32 time=1lms TTL=62
Reply from 192.168.100.100: bytes=32 time=1lms TTL=62
Reply from 192.168.100.100: bytes=32 time=1lms TTL=62
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Reply from 192.168.100.100: bytes=32 time=1lms TTL=62

Ping statistics for 192.168.100.100:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Ilms, Maximum = Ilms, Average = lms

8. Ybepgutechb, uTo C ycTponcTB Host2-b-hubl n Host3-b-hubl no npotokony ICMP He BOCTYNHO YCTPOWCTBO
Clientl. [lnst aTOro BbINOMHMTE CREAYLLYI0 KOMaHAay u3 koHconn Host2-b-hubl 1 Host3-b-hubl:
root@Host2-b-hubl:~# ping 192.168.255.1 -c 4

PING 192.168.255.1 (192.168.255.1) 56(84) bytes of data.

From 192.168.100.10 icmp seg=1 Destination Host Unreachable
From 192.168.100.10 icmp seg=2 Destination Host Unreachable
From 192.168.100.10 icmp seg=3 Destination Host Unreachable
From 192.168.100.10 icmp seg=4 Destination Host Unreachable

--- 192.168.255.1 ping statistics ---

4 packets transmitted, 0 received, +4 errors, 100% packet loss, time 3005ms
root@Host3-b-hubl:~# ping 192.168.255.1 -c 4

PING 192.168.255.1 (192.168.255.1) 56(84) bytes of data.

---192.168.255.1 ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 3078ms

roe 192.168.255.1 — IKECFG IP agpec VPN knueHTa Clientl.
[poBepka 0TKa30yCTOMYUBOrO peLleHus
1. CwmopenupyinTte 0Tka3 Ha OCHOBHOM Hoge Hubl-n1, Hanpumep oTknouuTe ceTeBon kabenb oT MHTepderica
GigabitEthernet0/0 n ybegutech, 4To pornb Mactepa nepewna k Hub1-n2:
Hubl-nl#show ip interface gigabitEthernet 0/0

GigabitEthernet0/0 is up, line protocol is down
Internet address is 172.16.100.10/24
MTU is 1500 bytes
Outgoing ip access list is not set
Inbound ip access list is FW_INPUT WAN

Hubl-nl#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Fault IPv4
GigabitEthernet0/1 2 Fault IPv4
GigabitEthernet0/2 3 Fault IPv4
GigabitEthernet0/3 4 Fault IPv4

Hubl-n2#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Master 1IPv4
GigabitEthernet0/1 2 Master 1IPv4
GigabitEthernet0/2 3 Master IPv4
GigabitEthernet0/3 4 Master IPv4

2. Yb6eputecb, 4to Ha Hoge Hubl-nl cepBuc FRR 6bin OCTaHOBNEH aBTOMAaTMYECKN, N B OCHOBHOW Tabnuue
MapLUpyTU3aLumm octancsa eANHCTBEHHbIN MapLLPYT No yMon4yaHuio Yepes BHyTpeHHU VRRP IP agpec. Ans
3TOro BLIMOSHUTE crneayoLwmne kKomaHabl U3 linux KOHCONKM KpunToLno3a:

root@Hubl-nl:~# systemctl status frr.service

o frr.service - FRRouting
Loaded: loaded (/lib/systemd/system/frr.service; enabled; preset: disabled)
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Active: inactive (dead) since Mon 2024-02-19 15:21:22 MSK;

Duration: 3h 17min 57.512s

lémin ago

Docs: https://frrouting.readthedocs.io/en/latest/setup.html

Process: 1532 ExecStart=/usr/lib/frr/frrinit.sh
status=0/SUCCESS)
Process: 2005 ExecStop=/usr/lib/frr/frrinit.sh

status=0/SUCCESS)
Main PID: 1541 (code=exited, status=0/SUCCESS)
CPU: 7.258s

root@Hubl-nl:~# ip r

default via 192.168.100.1 dev eth3 proto st policy metric 100

start

stop

(code=exited,

(code=exited,

172.16.100.0/24 dev ethO proto kernel scope link src 172.16.100.10 linkdown
192.168.100.0/24 dev eth3 proto kernel scope link src 192.168.100.10

3. Yb6egutecb, 4TO Ha Hoge Hubl-n2 nocTpoeHbl 3awmiuieHHble coeanHenus. [1ns noCcTpoeHns 3almLLEHHOro
coeavHeHnus go dmnmnana Ne4 otnpasbTe ICMP 3anpockl ¢ ycTponctBa Host3-b-hubl Ha ycTpoiicTBo Host-
b-spoke4 (unu B obpaTtHOM HanpaBneHum). [Ana NOCTPOEeHUs 3aLMLLEHHOr0 COeAMHEHUSI C YCTPOMCTBOM
Client1, otnpaBbTe ICMP 3anpochl ¢ Clientl (npeaBaputensHO BbINOMHMB aBTOpM3aLmio B okHe Login B «C-

Teppa KnueHT») Ha ycTporicTBo Hostl-b-hubl.

Ons NpoCcMOTpa YCTAHOBJIEHHbIX COEOWHEHNN BbIMOMHUTE cnegywuwyr KomaHay wu3

kpuntowno3a Hubl-n2:

root@Hubl-n2:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd

11 (172.16.100.2,500)-(172.16.1.2,500) active 1960 1928
(172.16.100.2,500)-(172.16.2.2,500) active 2412 2296
(172.16.100.2,500)-(172.16.3.2,500) active 2260 2228
(172.16.100.2,500)-(172.16.4.2,500) active 1928 1960
(172.16.100.2,4500)-(172.16.5.2,4500) active 2016 2416

g w N
g w N

IPsec connections:

linux KoHconm

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (0.0.0.0-255.255.255.255,*)-(0.0.0.0-255.255.255.255,*) * ESP tunn 5748 6536

ESP tunn 792

2 2 (0.0.0.0-255.255.255.255,*)-(0.0.0.0-255.255.255.255,*) * ESP tunn 7012 7896
33 (0.0.0.0-255.255.255.255,*)-(0.0.0.0-255.255.255.255,*) * ESP tunn 604 660

4 4 (192.168.100.0-192.168.100.255,*)-(192.168.10.0-192.168.10.255,%*) *

792

55 (192.168.100.0-192.168.100.255,*)-(192.168.255.1,*) * ESP nat-t-tunn 512 512

4. Y6egutecb, 4TO Ha Hoge Hubl-n2 B Tabnuuax mapwwpyTtusauum nog Homepamu 10 n 20 nossunucb
MapLpyTel A0 3awuwaeMbix nogceten dunuanos, MofyyeHHble no npoTokonly BGP. B Tabnuue
Mapwpytnsaumm 10 Takke gormkeH npucytctsoBate RRI mapuwpyTt go yganeHHoro VPN knveHTa (ecnu ¢

Clientl ycraHoBneHo coegnHeHue).
[nsa 3TOro BbINOMHUTE CriedyoLine KoMaHabl U3 linux KOHCONKM KPUNTOLLMH3A:
root@Hubl-n2:~# ip r show table 10

unreachable default metric 4278198272

10.10.10.0/24 dev st vti0 proto kernel scope link src 10.10.10.
.10.1

local 10.10.10.1 dev st vti0 proto kernel scope host src 10.10
broadcast 10.10.10.255 dev st vti0O proto kernel scope link src

10.10.11.0/24 dev st vtil proto kernel scope link src 10.10.11.
oAl 1L

local 10.10.11.1 dev st vtil proto kernel scope host src 10.10
broadcast 10.10.11.255 dev st vtil proto kernel scope link src

10.10.12.0/24 dev st _vti2 proto kernel scope link src 10.10.12.
local 10.10.12.1 dev st vti2 proto kernel scope host src 10.10.

broadcast 10.10.12.255 dev st vti2 proto kernel scope link src

1

10.10.10.1
1

10.10.11.1
1

12,1
10.10.12.1

192.168.1.0/24 nhid 108 via 10.10.11.2 dev st_vtil proto bgp metric 20
192.168.2.0/24 nhid 110 via 10.10.12.2 dev st _vti2 proto bgp metric 20
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192.168.100.0/24 dev ethl proto kernel scope link src 192.168.100.20

local 192.168.100.1 dev ethl proto kernel scope host src 192.168.100.20

local 192.168.100.20 dev ethl proto kernel scope host src 192.168.100.20
broadcast 192.168.100.255 dev ethl proto kernel scope link src 192.168.100.20
192.168.255.1 dev st _vti0 proto st rri

root@Hubl-n2:~# ip r show table 20

unreachable default metric 4278198272

10.10.13.0/24 dev st _vti3 proto kernel scope link src 10.10.13.1

local 10.10.13.1 dev st vti3 proto kernel scope host src 10.10.13.1

broadcast 10.10.13.255 dev st vti3 proto kernel scope link src 10.10.13.1
192.168.10.0/24 nhid 112 via 10.10.13.2 dev st_vti3 proto bgp metric 20
192.168.100.0/24 dev eth2 proto kernel scope link src 192.168.100.20

local 192.168.100.1 dev eth2 proto kernel scope host src 192.168.100.20

local 192.168.100.20 dev eth2 proto kernel scope host src 192.168.100.20
broadcast 192.168.100.255 dev eth2 proto kernel scope link src 192.168.100.20

5. WcnpaBbTe MpuunHy OTka3a Ha OCHOBHoW Hoge Hub1-n1 n yb6egutechb, 4TO OHa Mepelusnia U3 COCTOSHMUS
Fault B Backup:

Hubl-nl#show vrrp

Interface VRID State AddrFamily
GigabitEthernet0/0 1 Backup IPv4
GigabitEthernet0/1 2 Backup IPv4
GigabitEthernet0/2 3 Backup IPv4
GigabitEthernet0/3 4 Backup IPv4

Hopga Hub1-n1 He 3axBatuT ponb Master (noka Hoga Hub1-n2 pabotocnocobHa), Tak kak BbIKMOYEH
preempt mode.

MpoBepka multiwan

lMpoBepbTEe OTKA30YCTOMYMBOCTL MPOBAMAEPOB Ha unuanbHOM Kpuntowsni3de Spoke3 B COOTBETCTBUM CO
cueHapueMm «PesepBnpoBaHWe KaHanoB CBSA3M nNpu nomoLlm cepsuca MultiWwAN».

Mpunoxexune
KoHdmrypauum kpuntowntosa Hub1-n1

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
aaa new-model
|
!
fhrp version vrrp v3
hostname Hubl-nl
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
|
|
|

2003-2026 «C-Teppa Cn3clln» 39



Bepcusa 5.0 Mpumep ncnonb3oBaHus Pepakums 4

2003-2026 «C-Teppa Cnlclln»




Bepcusa 5.0 Mpumep ncnonb3oBaHus Pepakums 4

2003-2026 «C-Teppa Cnlclln»




Bepcusa 5.0 Mpumep ncnonb3oBaHus Pepakums 4

2. KoHdurypaums LSP:
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# Conversion Date/Time:

GlobalParameters (
Title

Converter at Fri Oct 31 15:1
Version
CRLHandlingMode
PreserveIPsecSA

RoutingTable (
Routes
Route (
Destination 0.
Gateway 192.16
Metric 100

FirewallParameters (
TCPSynSentTimeout
TCPFinTimeout = 5
TCPClosedTimeout 30
TCPSynRcvdTimeout 30
TCPEstablishedTimeout
TCPHalfOpenLow 400
TCPHalfOpenMax 500
TCPSessionRatelow =
TCPSessionRateMax
TCPSessionsMax 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout
UDPSessionsMax 65536

30

400
500

IKETransform crypto:isakmp:p
(

CipherAlg =
HashAlg
GroupID VKO2 1B
RestrictAuthenticationTo

LifetimeSeconds 86400

Fri Oct 31 15:13:21 2025

= "This LSP was
3:21 2025 (user:
LSP 5 0
ENABLE
FALSE

cscons) "

0.0.0/0
8.100.20

3600

120

30

olicy:1

"GR341215M-K256-CFB-65526"
= "GR341112 256TC26-65128"

GOST_ SIGN

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(

Transform* ESPTransfor

(
CipherAlg*
LifetimeSeconds

m

"GR341215M-K288-MGM-33"
3600

automatically generated by CSP

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
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),

LogEventID = "FW INPUT WAN"

Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.10
ProtocolID = 17
DestinationPort = 500

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.10
ProtocolID = 17
DestinationPort = 4500

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 1

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.10
ProtocolID = 1

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.10
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 112

Action = PASS

LogEventID = "FW_INPUT_WAN"

Filter (
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SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
FilterChain InspectChain:INSPECT (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPv6Default (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
AddressPool IKECFG POOL
(
IPAddresses = 192.168.255.1..192.168.255.254
)
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IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

)

AuthMethodGOSTSign GOST:Sign:NEW ALGS

(
RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

)

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 172.16.4.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries =5
Priority = 10

)

IKERule IKERule:VPN VRF BLUE CLIENTS:1:DMAP:1

(
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
IKECFGPool = IKECFG_POOL
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 100

)

IKERule IKERule:VPN VRF BLUE SPOKEl:1l

(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 20

)

IKERule IKERule:VPN_VRF_BLUE_SPOKE2:1

(
IKEPeerIPFilter = 172.16.2.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
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DPDResponseDuration = 2
DPDRetries =5
Priority = 30

IKERule IKERule:VPN7VRF7RED78POKE3:1

(
IKEPeerIPFilter = 172.16.3.2, 172.17.3.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 40

IPsecAction IPsecAction:VPN:1
(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.4.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY

IKERule = IKERule:VPN:1

IPsecAction IPsecAction:VPN VRF BLUE CLIENTS:1:DMAP:1

(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

ReverseRoute = TRUE
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY

IKERule = IKERule:VPN VRF BLUE CLIENTS:1:DMAP:1

IPsecAction IPsecAction:VPN VRF BLUE SPOKEl:1l
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN VRF BLUE SPOKEl:1l

IPsecAction IPsecAction:VPN VRF BLUE SPOKE2:1
(

TunnelingParameters = TunnelEntry (
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)

LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.2.2
Prefragmentation = ENABLE

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN VRF BLUE SPOKEZ2:1

IPsecAction IPsecAction:VPN VRF RED SPOKE3:1

(

TunnelingParameters = TunnelEntry (

)y

LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.3.2
Prefragmentation = ENABLE

TunnelEntry (

)

LocalIPAddress = 172.16.100.2
PeerAddress = 172.17.3.2
Prefragmentation = ENABLE

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN VRF RED SPOKE3:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (

)y

17
500, 4500

ProtocolID
SourcePort
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 192.168.100.0/24

DestinationIP = 192.168.10.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUB1 SPOKE4"

FilterChain IPsecPolicy:VPN VRF BLUE CLIENTS (
Filters = Filter (

)y

ProtocolID = 17
500, 4500

SourcePort
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 0.0.0.0/0

DestinationIP = 192.168.255.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN VRF BLUE CLIENTS:1:DMAP:1 >
LogEventID =

"IPsec:Protect:VPN VRF BLUE CLIENTS:1:DMAP:1:IPSEC ACL HUB1 CLIENTS"

)
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FilterChain IPsecPolicy:VPN VRF BLUE SPOKEl (
Filters = Filter (

),

ProtocolID = 17
500, 4500

SourcePort
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 0.0.0.0/0

DestinationIP = 0.0.0.0/0

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN VRF BLUE SPOKEl:1 >
LogEventID = "IPsec:Protect:VPN VRF BLUE SPOKEl:1:IPSEC ACL HUB1 SPOKE1"

FilterChain IPsecPolicy:VPN VRF BLUE SPOKE2 (
Filters = Filter (

)y

17
500, 4500

ProtocolID
SourcePort
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 0.0.0.0/0

DestinationIP = 0.0.0.0/0

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN VRF BLUE SPOKE2:1 >
LogEventID = "IPsec:Protect:VPN VRF BLUE SPOKE2:1:IPSEC ACL HUBl SPOKE2"

FilterChain IPsecPolicy:VPN VREF RED SPOKE3 (
Filters = Filter (

)y

ProtocolID 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 0.0.0.0/0

DestinationIP = 0.0.0.0/0

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN VRF RED SPOKE3:1 >

LogEventID = "IPsec:Protect:VPN VRF RED SPOKE3:1:IPSEC ACL HUB1 SPOKE3"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernetO/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

2003-2026 «C-Teppa Cn3clln» 49



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakuus 4

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/4"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "stVTIO"
InputFilter = IPv6Default

OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN VRF BLUE CLIENTS

NetworkInterface (
LogicalName = "stVTI1"
InputFilter = IPv6Default
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN VRF BLUE SPOKEL

NetworkInterface (
LogicalName = "stVTI2"
InputFilter = IPv6Default
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN VRF BLUE SPOKE2

NetworkInterface (

LogicalName = "stVTI3"

InputFilter = IPv6Default

OutputFilter = IPv6Default

IPsecPolicy = IPsecPolicy:VPN VRF RED SPOKE3
)

3. Copepxumoe dhaiina /etc/keepalived/notify common.conf:

# Flag indicates that IP addresses which are set in RESERVE IPADDRESSES variable will
be added or removed in certain VRRP state.

FLAG MANAGE IPADDRESSES="false"

# IP addresses (separated Dby space, example: RESERVE IPADDRESSES="192.168.1.1/24
192.168.2.1/24", RESERVE IPV6ADDRESSES="2001:db8:0:4003::1/64 2001:db8:0:4003::2/64")
# which will be set on interface RESERVE IPADDRESSES INTERFACE, when VRRP state
changes to FAULT or BACKUP.

RESERVE IPADDRESSES="192.168.1.1/24 192.168.2. 1/24"

RESERVE IPV6ADDRESSES="2001:db8:0:4003::1/64 2001:db8:0:4003::2/64"

# Interface on which addreses will be set.

# INTERFACE MUST NOT PARTICIPATE IN VRRP CLUSTER

RESERVE IPADDRESSES INTERFACE="ethl"

# Flag indicates that routes which are set in RESERVE ROUTES variable will be added
or removed in certain VRRP state.
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FLAG MANAGE ROUTES="false"

# Routes (separated by space, example: RESERVE ROUTES="192.168.1.0/24
192.168.2.0/24", RESERVE IPV6ROUTES="2001:db8:0:4003::/64 2001:db8:0:4003::/64")
which will be added in to route table,

# when VRRP state changes to FAULT or BACKUP.

RESERVE_ROUTES="0.0.0.0/O"

RESERVE_IPV6ROUTES="::/O"

# Nexthop IP for route in RESERVE NEXTHOP or/and RESERVE IPV6NEXTHOP variable.
RESERVE NEXTHOP="192.168.100.1"

RESERVE IPV6NEXTHOP="2001:db8:0:4003::100"

# Routes metric (NOTE: do not use 0 value).

RESERVE METRIC="1"

RESERVE IPV6METRIC="1"

# Flag indicates that netfilter sessions will be synchronized upon changing VRRP
state from BACKUP/FAULT to MASTER

FLAG SYNC NETFILTER SESSIONS="false"

# Flag indicates that services which are set in SERVICES LIST variable will be
started or stopped in certain VRRP state.

FLAG MANAGE SERVICES="true"

# Services (separated by space, example: SERVICES LIST="12svc changeroutes") which
will be started,

# when VRRP state changes to MASTER and stopped, when VRRP state changes to FAULT or
BACKUP.

SERVICES_LIST="frr"

G o o o specific to DMVPN scenario
G o o o o

# Flag indicates that DMVPN scenario is using on clustered spokes.

# Used to manage BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes its STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="false"

#4## IBGP specific options ###
# Internal routing protocol for DMVPN (IBGP or OSPF) .
DMVPN INTERNAL ROUTING PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
DMVPN LOCAl ASN="65000"

# BGP neighbors (separated by space) which must be shut down if VRRP node transits to
BACKUP or FAULT state,

# and must not be shut down if VRRP node transits to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN BGP NEIGHBORS="10.10.10.100 10.10.20.200"

### OSPF specific options ###

# mMGRE OSPF interfaces (separated by space) which must be in passive mode if VRRP
node transits to BACKUP or FAULT state

# and must not be in passive mode if VRRP node transits to MASTER state.

# Set it if internal routing protocol is OSPF.

DMVPN OSPF INTERFACES="mgre(O mgrel"

4. KoHdurypauusa FRR:

frr version 9.0.2

frr defaults traditional
hostname Hubl

log syslog informational

service integrated-vtysh-config
|
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router bgp 65000 vrf vrf blue
bgp router-id 172.16.100.2
neighbor 10.10.11.2 remote-as 65000
neighbor 10.10.12.2 remote-as 65000
|
address-family ipv4 unicast
network 192.168.100.0/24
exit-address-family
exit
!
router bgp 65000 vrf vrf red
bgp router-id 172.16.100.2
neighbor 10.10.13.2 remote-as 65000
|
address-family ipv4 unicast
network 192.168.100.0/24
exit-address-family
exit
|

5. KoHourypauus ceTeBbiX MHTEPXENCOB.

5.1.

5.2.

5.3.

5.4.

®ain /etc/network/interfaces.d/vrf blue:

auto vrf blue

iface vrf blue inet manual

pre-up ip link del vrf blue type vrf 2>/dev/null || true
pre-up ip route flush table 10 2>/dev/null || true
pre-up ip link add vrf blue type vrf table 10

pre-up ip link set dev vrf blue up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev ethl master vrf blue

pre-up ip link set dev st vti0 master vrf blue

pre-up ip link set dev st vtil master vrf blue

pre-up ip link set dev st vti2 master vrf blue

post-down ip link set dev vrf blue down

®ainn /etc/network/interfaces.d/vrf red:

auto vrf red

iface vrf red inet manual

pre-up ip link del vrf red type vrf 2>/dev/null || true

pre-up ip route flush table 20 2>/dev/null || true

pre-up ip link add vrf red type vrf table 20

pre-up ip link set dev vrf red up

pre-up ip route add table 20 unreachable default metric 4278198272
pre-up ip link set dev eth2 master vrf red

pre-up ip link set dev st vti3 master vrf red

post-down ip link set dev vrf red down

®ann /etc/network/interfaces.d/st_vtioO:

auto st vtil

iface st vtiO inet static

address 10.10.10.1/24

pre-up ip link del st vtiO type dummy 2>/dev/null || true
pre-up ip link add st vti0 type dummy

post-down ip link set dev st vtiO down

®ann /etc/network/interfaces.d/st vtil:

auto st vtil

iface st vtil inet static

address 10.10.11.1/24

pre-up ip link del st vtil type dummy 2>/dev/null || true
pre-up ip link add st vtil type dummy
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55. ®dann /etc/network/interfaces.d/st vti2:

5.6. ®ann /etc/network/interfaces.d/st _vti3:

KoHdhmrypaumm kpuntowntoza Hub1-n2

1. KoHconb cisco-like:
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2. KoHourypauusa LSP:
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TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRatelLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"

) s

Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"

) s

Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"

)

Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.20
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ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.20
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.20
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 112
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPv6eFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
SourceIP = 0.0.0.0/0
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DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"

) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER _SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPv6Default (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
AddressPool IKECFG POOL
(
IPAddresses = 192.168.255.1..192.168.255.254
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.4.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
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MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries =5
Priority =10

)

IKERule IKERule:VPN VRF BLUE CLIENTS:1:DMAP:1

(
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
IKECFGPool = IKECFG_POOL
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority = 100

)

IKERule IKERule:VPN VRF BLUE SPOKEI:1

(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 20

)

IKERule IKERule:VPN VRF BLUE SPOKEZ2:1

(
IKEPeerIPFilter = 172.16.2.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 30

)

IKERule IKERule:VPN VRF RED SPOKE3:1

(
IKEPeerIPFilter = 172.16.3.2, 172.17.3.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries = 5
Priority = 40

)

IPsecAction IPsecAction:VPN:1

(
TunnelingParameters = TunnelEntry (
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PeerAddress = 172.16.4.2
Prefragmentation = ENABLE
)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN:1

IPsecAction IPsecAction:VPN VRF BLUE CLIENTS:1:DMAP:1

(

TunnelingParameters = TunnelEntry (

LocalIPAddress = 172.16.100.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
ReverseRoute = TRUE

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN VRF BLUE CLIENTS:1:DMAP:1

IPsecAction IPsecAction:VPN VRF BLUE SPOKEl:1l

(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE

DFHandling = COPY
IKERule = IKERule:VPN VRF BLUE SPOKEl:1l

IPsecAction IPsecAction:VPN VRF BLUE SPOKE2:1

(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.2.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN VRF BLUE SPOKEZ2:1

IPsecAction IPsecAction:VPN VRF RED SPOKE3:1

(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.3.2
Prefragmentation = ENABLE

)y

TunnelEntry (

LocalIPAddress = 172.16.100.2
PeerAddress = 172.17.3.2
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Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN VRF RED SPOKE3:1

FilterChain IPsecPolicy:VPN (

Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.10.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUBl SPOKE4"

FilterChain IPsecPolicy:VPN VRF BLUE CLIENTS (

Filters = Filter (
ProtocolID = 17
500, 4500

SourcePort
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)y
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 192.168.255.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN VRF BLUE CLIENTS:1:DMAP:1 >
LogEventID =

"IPsec:Protect:VPN VRF BLUE CLIENTS:1:DMAP:1:IPSEC ACL HUB1 CLIENTS"

)

FilterChain IPsecPolicy:VPN VREF BLUE SPOKELl (

Filters = Filter (
ProtocolID = 17
500, 4500

SourcePort
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN VRF BLUE SPOKEl:1 >
LogEventID = "IPsec:Protect:VPN VRF BLUE SPOKEl:1:IPSEC ACL HUB1 SPOKE1"

FilterChain IPsecPolicy:VPN VRF BLUE SPOKEZ (

Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
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Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN VRF BLUE SPOKE2:1 >
LogEventID = "IPsec:Protect:VPN VRF BLUE SPOKE2:1:IPSEC ACL HUBl SPOKE2"

FilterChain IPsecPolicy:VPN VRF RED SPOKE3 (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN VRF RED SPOKE3:1 >

LogEventID = "IPsec:Protect:VPN VRF RED SPOKE3:1:IPSEC ACL HUB1 SPOKE3"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPvé6éDefault

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/4"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "stVTIO"
InputFilter = IPv6Default
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OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN VRF BLUE CLIENTS

NetworkInterface (
LogicalName = "stVTI1"
InputFilter = IPv6Default

OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN VRF BLUE SPOKEL

NetworkInterface (
LogicalName = "stVTI2"
InputFilter = IPv6Default

OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN VRF BLUE SPOKE2

NetworkInterface (
LogicalName = "stVTI3"
InputFilter = IPv6Default

OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN VRF RED SPOKE3
)

3. Copepxumoe haiina /etc/keepalived/notify common.conf:

# Flag indicates that IP addresses which are set in RESERVE IPADDRESSES variable will
be added or removed in certain VRRP state.

FLAG MANAGE IPADDRESSES="false"

# IP addresses (separated by space, example: RESERVE IPADDRESSES="192.168.1.1/24
192.168.2.1/24", RESERVE IPV6ADDRESSES="2001:db8:0:4003::1/64 2001:db8:0:4003::2/64")
# which will be set on interface RESERVE IPADDRESSES INTERFACE, when VRRP state
changes to FAULT or BACKUP.

RESERVE_IPADDRESSES="192.168.1.1/24 192.168.2.1/24"
RESERVE_IPV6ADDRESSES="200l:de:0:4003::1/64 2001:db8:0:4003::2/64"

# Interface on which addreses will be set.

# INTERFACE MUST NOT PARTICIPATE IN VRRP CLUSTER

RESERVE_IPADDRESSES_INTERFACE="eth1"

# Flag indicates that routes which are set in RESERVE ROUTES variable will be added
or removed in certain VRRP state.

FLAG MANAGE ROUTES="false"

# Routes (separated by space, example: RESERVE ROUTES="192.168.1.0/24
192.168.2.0/24", RESERVE IPV6ROUTES="2001:db8:0:4003::/64 2001:db8:0:4003::/64")
which will be added in to route table,

# when VRRP state changes to FAULT or BACKUP.

RESERVE_ROUTES="0.0.0.0/O"

RESERVE_IPV6ROUTES="::/O"

# Nexthop IP for route in RESERVE NEXTHOP or/and RESERVE IPV6NEXTHOP variable.
RESERVE NEXTHOP="192.168.100.1"

RESERVE IPV6NEXTHOP="2001:db8:0:4003::100"

# Routes metric (NOTE: do not use 0 value).

RESERVE METRIC="1"

RESERVE IPV6METRIC="1"

# Flag indicates that netfilter sessions will be synchronized upon changing VRRP
state from BACKUP/FAULT to MASTER

FLAG SYNC NETFILTER SESSIONS="false"

# Flag indicates that services which are set in SERVICES LIST variable will be
started or stopped in certain VRRP state.
FLAG MANAGE SERVICES="true"
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# Services (separated by space, example: SERVICES LIST="12svc changeroutes") which
will be started,

# when VRRP state changes to MASTER and stopped, when VRRP state changes to FAULT or
BACKUP.

SERVICES LIST="frr"

E specific to DMVPN scenario
E i

# Flag indicates that DMVPN scenario is using on clustered spokes.

# Used to manage BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes its STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="false"

### IBGP specific options ###
# Internal routing protocol for DMVPN (IBGP or OSPF).
DMVPN INTERNAL ROUTING PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
DMVPN LOCAl ASN="65000"

# BGP neighbors (separated by space) which must be shut down if VRRP node transits to
BACKUP or FAULT state,

# and must not be shut down if VRRP node transits to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN BGP NEIGHBORS="10.10.10.100 10.10.20.200"

#4## OSPF specific options ###

# mMGRE OSPF interfaces (separated by space) which must be in passive mode if VRRP
node transits to BACKUP or FAULT state

# and must not be in passive mode if VRRP node transits to MASTER state.

# Set it if internal routing protocol is OSPF.

DMVPN OSPF INTERFACES="mgre(O mgrel"

4. KoHdwurypauusa FRR:

frr version 9.0.2
frr defaults traditional
hostname Hubl
log syslog informational
service integrated-vtysh-config
|
router bgp 65000 vrf vrf blue
bgp router-id 172.16.100.2
neighbor 10.10.11.2 remote-as 65000
neighbor 10.10.12.2 remote-as 65000
|
address-family ipv4 unicast
network 192.168.100.0/24
exit-address-family
exit
!
router bgp 65000 vrf vrf red
bgp router-id 172.16.100.2
neighbor 10.10.13.2 remote-as 65000
!
address-family ipv4 unicast
network 192.168.100.0/24
exit-address-family
exit
|
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5. KoHthurypauma ceteBbIX MHTEPGENCOB.
5.1. ®dann /etc/network/interfaces.d/vrf blue:

auto vrf blue

iface vrf blue inet manual

pre-up ip link del vrf blue type vrf 2>/dev/null || true
pre-up ip route flush table 10 2>/dev/null || true
pre-up ip link add vrf blue type vrf table 10

pre-up ip link set dev vrf blue up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev ethl master vrf blue

pre-up ip link set dev st vtiO master vrf blue

pre-up ip link set dev st vtil master vrf blue

pre-up ip link set dev st vti2 master vrf blue

post-down ip link set dev vrf blue down

5.2. ®Qann /etc/network/interfaces.d/vrf red:

auto vrf red

iface vrf red inet manual

pre-up ip link del vrf red type vrf 2>/dev/null || true

pre-up ip route flush table 20 2>/dev/null || true

pre-up ip link add vrf red type vrf table 20

pre-up ip link set dev vrf red up

pre-up ip route add table 20 unreachable default metric 4278198272
pre-up ip link set dev eth2 master vrf red

pre-up ip link set dev st vti3 master vrf red

post-down ip link set dev vrf red down

5.3. ®ainn /etc/network/interfaces.d/st vtiO:

auto st vti0

iface st vtiO inet static

address 10.10.10.1/24

pre-up ip link del st vtiO type dummy 2>/dev/null || true
pre-up ip link add st vti0 type dummy

post-down ip link set dev st vti0 down

5.4. ®ainn /etc/network/interfaces.d/st vtil:

auto st vtil

iface st vtil inet static

address 10.10.11.1/24

pre-up ip link del st vtil type dummy 2>/dev/null || true
pre-up ip link add st vtil type dummy

post-down ip link set dev st vtil down

55. ®ann /etc/network/interfaces.d/st vti2:

auto st _vti2

iface st vti2 inet static

address 10.10.12.1/24

pre-up ip link del st vti2 type dummy 2>/dev/null || true
pre-up ip link add st vti2 type dummy

post-down ip link set dev st vti2 down

5.6. ®ainn /etc/network/interfaces.d/st vti3:

auto st vti3

iface st vti3 inet static

address 10.10.13.1/24

pre-up ip link del st vti3 type dummy 2>/dev/null || true
pre-up ip link add st vti3 type dummy

post-down ip link set dev st vti3 down
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KoHdmrypauum kpuntowniosa Spoke1

1. KoHconb cisco-like:
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2. KoHdurypauus LSP:
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TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
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Action = DROP
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
FilterChain InspectChain:INSPECT (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)y
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
FilterChain IPveoDefault (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
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AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority =10

IPsecAction IPsecAction:VPN:1
(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY

IKERule = IKERule:VPN:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)

Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL SPOKEl HUBI1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT

NetworkInterface (
LogicalName = "GigabitEthernetO/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default
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NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName "stVvTIO"
InputFilter = IPv6Default
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN

)

3. KoHdurypaumsa FRR:

frr version 9.0.1
frr defaults traditional
hostname Spokel
log syslog informational
service integrated-vtysh-config
|
router bgp 65000
bgp router-id 172.16.1.2
neighbor 10.10.11.1 remote-as 65000
!
address-family ipv4 unicast
network 192.168.1.0/24
exit-address-family
exit
1

4. KoHdwurypauus ceTeBbiX MHTEPKENCOB.

4.1.

®ann /etc/network/interfaces.d/st_vtioO:

auto st vti0

iface st vti0 inet static

address 10.10.11.2/24

pre-up ip link del st vtiO type dummy 2>/dev/null || true
pre-up ip link add st vti0 type dummy

post-down ip link set dev st vtiO down

KoHdhmrypauum kpuntowwniosa Spoke2

1. KoHconsb cisco-like:

|
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
aaa new-model
|
!
hostname Spoke2
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
|
|
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crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
|
end

2. KoHourypauusa LSP:

# This is automatically generated LSP

Title = "This LSP was automatically generated by CSP

#

# Conversion Date/Time: Fri Oct 31 15:18:48 2025

GlobalParameters (

Converter at Fri Oct 31 15:18:48 2025 (user:
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE

)

RoutingTable (

Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.2.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(
Transform* = ESPTransform
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CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FWilNPUT7WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.2.2
ProtocolID = 1

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)y

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.2.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

)

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

IPvoFilters = Filter (

))

SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

FilterChain InspectChain:INSPECT (
Filters = Filter (

)y

SourceIP = 0.0.0.0/0

DestinationIP = 0.0.0.0/0
ProtocolID = 6

Action = PASS

ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17

Action = PASS
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ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"

)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
FilterChain IPvéDefault (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocallD = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority = 10
)
IPsecAction IPsecAction:VPN:1
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(
TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL SPOKEZ HUB1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPvoDefault
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPvoDefault
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "stVTIO"
InputFilter = IPvoDefault
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN

)
3. Konourypauusa FRR:

frr version 9.0.2

frr defaults traditional
hostname Spoke?2

log syslog informational
service integrated-vtysh-config
|

router bgp 65000

bgp router-id 172.16.2.2
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4. KoHcpurypaums ceTeBbIX MHTEPEENCOB.

4.1. ®ann /etc/network/interfaces.d/st vtiO:

KoHdhurypaumm kpuntowntosa Spoke3

1. KoHconb cisco-like:
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2. KoHdurypaumsa LSP:
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Title = "This LSP was automatically generated by CSP
Converter at Fri Oct 31 15:20:31 2025 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRatelLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.3.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.17.3.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.3.2
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ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"

) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.17.3.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.3.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.17.3.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.3.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.17.3.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPv6Filters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
FilterChain InspectChain:INSPECT (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
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SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
FilterChain IPv6Default (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocallD = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
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Priority 10

IPsecAction IPsecAction:VPN:l1
(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL SPOKE3 HUB1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPvoDefault

NetworkInterface (
LogicalName = "GigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "stVTIO"
InputFilter = IPv6Default
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:VPN
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3. KoHdurypaumsa FRR:

4. KoHdurypauma multiwan:
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5. KoHdurypaums ceteBbix MHTEPGENCOB.

5.1. ®ann /etc/network/interfaces.d/st _vtiO:

KoHdhmrypaumum kpuntowniosza Spoked

1. KoHconb cisco-like:
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2. KoHourypauusa LSP:
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FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.4.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.4.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.4.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
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) s

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.4.2
ProtocolID = 50

Action = PASS

LogEventID = "FWilNPUT7WAN"

) s

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPveFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPv6Default (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6Filters = Filter (
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SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority = 10
)
IPsecAction IPsecAction:VPN:1
(
TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1
)
FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)
Filter (
SourceIP = 192.168.10.0/24
DestinationIP = 192.168.100.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL SPOKE4 HUBL1"
)
)
NetworkInterface (
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LogicalName = "GigabitEthernet0/0"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

KoHdhurypaums Client1

1. KoHdwurypaumsa LSP:

GlobalParameters (

Title = "This LSP was automatically generated by S-Terra Client AdminTool (st) at
2025.11.10 14:04:28"

Version = LSP 5 0

CRLHandlingMode = BEST EFFORT
)

LDAPSettings (
ResponseTimeout = 200
HoldConnectTimeout = 60
DropConnectTimeout = 5

)
IdentityEntry auth identity 01 (
DistinguishedName *= CertDescription (
Subject *= COMPLETE, "C=RU, L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=Clientl"
)
)
CertDescription local cert dsc 01 (
Subject *= COMPLETE, "C=RU, L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Clientl"
Issuer *= COMPLETE, "C=RU,L=Zelenograd,O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test

Root CA"
SerialNumber = "2F00005B65EA4888B6F348046B000000005B65"
FingerprintMD5 = "22BA4AEB2E443BAFS5EFEA81FD826A5A6"

)

CertDescription partner cert dsc 01 (

)

AuthMethodGOSTSign auth method 01 (
LocalID = auth identity 01
LocalCredential = local cert dsc 01
RemoteCredential = partner cert dsc 01
SendRequestMode = AUTO
SendCertMode = AUTO

)

IKEParameters (

DefaultPort = 500
SendRetries = 5
RetryTimeBase = 1
RetryTimeMax = 30
SessionTimeMax = 60
InitiatorSessionsMax = 30
ResponderSessionsMax = 20
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BlacklogSessionsMax = 16
BlacklogSessionsMin =
BlacklogSilentSessions = 4
BlacklogRelaxTime = 120
IKECFGPreferDefaultAddress = FALSE

)

IKETransform ike trf 01 (
LifetimeSeconds = 28800
CipherAlg *= "GR341215M-K256-CFB-65526"
HashAlg *= "GR341112 256TC26-65128"
GroupID *= VKO2 1B

)

IKETransform ike trf 02 (
LifetimeSeconds = 28800
CipherAlg *= "G2814789CPRO1-K256-CBC-65534"
HashAlg *= "GR341112 256TC26-65128"
GroupID *= VKO2 1B

)

IKETransform ike trf 03(
LifetimeSeconds = 28800
CipherAlg *= "GR341215K-K256-CFB-65528"
HashAlg *= "GR341112 256TC26-65128"
GroupID *= VKO2 1B

)

ESPTransform esp trf 01 (

CipherAlg *= "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 01 (

Transform *=esp trf 01
)
ESPTransform esp trf 02(
CipherAlg *= "G2814789CPRO2-K288-CNTMAC-253"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000
)
ESPProposal esp proposal 02 (
Transform *=esp trf 02

)

ESPTransform esp trf 03(

CipherAlg *= "GR341215K-K352-MGM-251"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

)

ESPProposal esp proposal 03(

Transform *=esp trf 03

)

IKERule ike rule with ikecfg 01 (
DoNotUseDPD = FALSE
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
MainModeAuthMethod *= auth method 01
Transform *= ike trf 01,ike trf 02,ike trf 03
IKECFGRequestAddress = TRUE

)

IPsecAction ipsec_action 01 (
PersistentConnection = TRUE
TunnelingParameters *=

TunnelEntry (
PeerAddress = 172.16.100.2
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Assembl
ReRoute
TCPEnca
)
ContainedPropos
IKERule = ike r
)

FilterChain filter

Filters *= Filt
ProtocolID
Destination

e = TRUE
= FALSE
psulation = FALSE

als *= (esp proposal 01), (esp proposal 02), (esp proposal 03)

ule with ikecfg 01

chain input (
er (

*= 17

Port *= 500

Action = PASS

LogEventID
PacketType
), Filter(
ProtocolID
Destination

= "pass action 02 01"
= LOCAL UNICAST,LOCAL MISDIRECTED

*= 17
Port *= 4500

Action = PASS

LogEventID
PacketType
), Filter (
SourcelIP *=
ProtocolID

= "pass action 02 02"
LOCAL_UNICAST,LOCAL_MISDIRECTED

172.16.100.2
*= 50

Action = PASS

LogEventID
PacketType
), Filter (
SourcelP *=
ProtocolID

= "pass action 03 01"
= LOCAL UNICAST,LOCAL MISDIRECTED

172.16.100.2
*= 51

Action = PASS

LogEventID
PacketType
), Filter (

= "pass_action 03 02"
= LOCAL UNICAST,LOCAL MISDIRECTED

Action = PASS

LogEventID

)

FilterChain filter

Filters *= Filt
ProtocolID
SourcePort

= "pass_action 04"

chain_ output (

er (
*= 17
*= 500

Action = PASS

LogEventID
PacketType
), Filter (
ProtocolID
SourcePort

= "pass_action 05 01"
= LOCAL UNICAST, LOCAL MISDIRECTED

*= 17
*= 4500

Action = PASS

LogEventID
PacketType
), Filter (
Destination
ProtocolID

= "pass_action 05 02"
= LOCAL UNICAST,LOCAL MISDIRECTED

IP *= 172.16.100.2
*= 50

Action = PASS

LogEventID
PacketType
), Filter (
Destination
ProtocolID

= "pass_action 06 01"
= LOCAL UNICAST,LOCAL MISDIRECTED

IP *= 172.16.100.2
*= 51

Action = PASS

LogEventID
PacketType

= "pass_action 06 02"
= LOCAL UNICAST,LOCAL MISDIRECTED
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), Filter(
Action = PASS
LogEventID = "pass action 07"

)
FilterChain filter chain classification input (
Filters *= Filter (
Action = PASS
LogEventID = "pass action 08"

)
FilterChain filter chain classification output (
Filters *= Filter (
Action = PASS
LogEventID = "pass action 09"

)
FilterChain filter chain ipsec(
Filters *= Filter (
ProtocolID *= 17
SourcePort *= 500
Action = PASS

LogEventID = "pass action 10 01"
PacketType = LOCAL UNICAST,LOCAL MISDIRECTED
), Filter (

ProtocolID *= 17
SourcePort *= 4500
Action = PASS

LogEventID = "pass action 10 02"
PacketType = LOCAL UNICAST,LOCAL MISDIRECTED
),Filter(

DestinationIP *= 172.16.100.2
ProtocolID *= 50
Action = PASS

LogEventID = "pass action 11 01"
PacketType = LOCAL UNICAST,LOCAL MISDIRECTED
) ;Filter (

DestinationIP *= 172.16.100.2
ProtocolID *= 51
Action = PASS

LogEventID = "pass action 11 02"
PacketType = LOCAL UNICAST,LOCAL MISDIRECTED
), Filter (

DestinationIP *= 192.168.100.0/24
Action = PASS
ExtendedAction *= ipsec<sa=ipsec action 01>

LogEventID = "ipsec action 01"
), Filter (
Action = PASS
LogEventID = "pass_action 12"
)
)
NetworkInterface (

InputFilter = filter chain input

OutputFilter = filter chain output

InputClassification = filter chain classification input
OutputClassification = filter chain classification output
IPsecPolicy = filter chain ipsec
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