Bepcus 5.0 UHcTpyKuns Pepakumsa 2

NMpumep ncnonososaina VRF B DMVPN
(phase 2)

HacTtoawun OOKyMeHT cogepXuT onucaHue cnocoba COBMECTHOrO UCMnorb3oBaHust MpoaykToB KOMMaHWu
00O «C-Teppa Cn3clln» n MNMpoayKkToB TPETbUX NPOU3BOANTENEMN.

OO0 «C-Teppa Cu3lcllu» ocywecTBnseT COMNPOBOXAEHME HACTOSALLEro AOKYMEHTa B 4acTU HacTpoek
MpogykToB KomnaHuu. YNOMWHaHWE HauMeHOBaHWW, NPOAYKTOB, TOProBbIX MAapoOK TPeTbUX OpraHm3aumi
UCKITIoUNTENBHO HedopMarnbHO UM He sIBNSieTCs MOAAEPXKKOMW, pekoMmeHaaumen nmbo peknamon. OO0 «C-
Teppa Cwu3cll» He HeceT Kakon-nMOGO OTBETCTBEHHOCTU B OTHOWEHUM pPaboTOCNOCOBHOCTN U
ucnonb3oBaHns 3Tux MNpoaykToB. [JOKYMEHT UMEET CTaTyC BCMOMOraTenbHOro Matepuana, KoTopbii MOXeT
ObITb  MCMONb30BaH TEXHOMOIMYECKUMU MapTHEPaMW, KOMNaHUSIMU-UHTErpaTopaMu, Mpu paspaboTke
COBCTBEHHbIX peLLeHUn.

PeweHnsn, paspabotaHHble Ha 6ase [JaHHOrO [OKYMEHTa, MOryT MpUMEHSTbCS B [AEWCTBYIOLLMX
ceTax/cuctemax TONbKO NOCre TECTOBOW U/MMN OMbITHON 3KCMyaTauuun.

BBeaeHue

[aHHbLIN JOKYMEHT ONUCBLIBAET HACTPONKY KpunToLwsto3oB «C-Teppa Wnto3» ans obecneveHus 6esonacHoro
B3anmogencteusa mexay LleHTpanbHbiM oucom n dunmanamu. PaccmaTtpuBaeTcs KOHurypaumst cetm Ha
6ase TexHonormm DMVPN (phase 2) B ycnoBusix nepecekaroLerocsi agpecHoro npocTpaHcTBa nogceTen B
LleHTpanbHOM ocumce n dunmnanax.

Bawmwaemble nogcetn B LAN cermeHTe 1 HegoBepeHHble noacetn B WAN cermeHTte — IPv4. O6ecneveHune
©e3onacHoro B3aMMOAEWNCTBMA AOCTUraeTcsi MyTemM LWnpoBaHWsS W TyHHENUPOBaHMA Tpaduka C
npMMeHeHneM oTeYecTBeHHbIX oTpacnesbix ctaHgapTos FOCT u npoTtokona IPsec.

MapTHepbl No IPsec, B HAacToALWEM AOKYMEHTE — KPMNTOLLUMO3bI, ANs ayTeHTMduKkaumm 6yayT ncnonb3oBatb
ceptTudukatbl B popmaTe x509. B kavecTBe KpunTonpoBangepa byaoeT ncnonb3oBaHa kpuntorpaduyeckas
oubnuoteka, paspabotaHHas komnaHuen «C-Teppa Cu3cllny. LLUnto3bl 6e30nacHOCTU (MW KPUNTOLLIMO3bI) —
«C-Teppa Wnto3» Bepcum 5.0, VPN knuneHT — «C-Teppa KnueHt» Bepcun 5.0.

Ha kpunTowwnto3ax OyaeT HacTPOEHO MEXCETEBOE 3KpaHWpOBaHME C NMPUMEHEHWEM CTaTMYECKUX CMMCKOB
poctyna (ACL) 1 nakeTHOM ounbTpauumn ¢ KOHTporeM cocTtosHua ceccui (stateful, ananor CBAC B Cisco 10S)
ansa npotokosios TCP n UDP.

MpeaBaputenbHble TpeboBaHUA

TpeboBaHUsA K MaTePUanbLHO-TEXHUYECKOMY 06ecneyeHuno

[na nepeHoca 3anpocoB U cepTUdUKATOB MeXdy KPUNTOLLM3aMu U LIEHTPOM BbiNycka cepTudgukaTos
TpebyeTtca USB Flash HakonuTens.

TpeboBaHuA K KBanudmKauum agMMHMCTpaTopa

AOMuHMCTpaTOp AorkeH obnagatb OOWWPHBIMKW 3HaHMAMM B obnactm ceTteBon WHEOPMALMOHHOM
BesonacHocTW, UMeTb ONbIT paboTbl C aHanornyHelM ob6opyaoBaHMemM/NporpamMmmHbiM obecrnedeHnem, 3HaTb
W NoHMMaThb crnegywowme TexHonorum u npotokonsl: PKI, IPsec, NAT, Firewall, routing, VRF, GRE, NHRP,
BGP, switching.

AOMWHUCTPATOP AOMKEH ObiTb 03HAKOMIIEH CO cleHapveM «OpraHm3aums 3aluLLeHHOro B3aumoaencTBust
MexXxay noaceTsMu LieHTpanbHoro ocuca n counuanos nocpeactsom IPsec VPN TyHHens (npotokon IPv4)».
Hanee no TekcTy oH OyaeT Ha3biBaTbCA 6A30BbIM CLIEHAPUEM.
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TpeboBaHuA K UHpaCTPyKType

1. TpeboBaHus K ycTponucTeam.
1.1. «C-Teppa LLUnto3».

1.1.1 Yctponctea «C-Teppa LUno3» [OomkHbl ObiTb MHMUMaNM3MpoBaHbl (MogpobHee Ha
https://doc.s-terra.ru pasgen C-Teppa LUnto3 -> C-Teppa LLUnto3 5.0 -> «[NogkntoveHune MAK u
nHnumanunsaumst C-Teppa LLUno3 Ha BbIMUCIIMTENbHBIX CUCTEMaX apXxXUTeKTypbl Intel x86-64»).

B «C-Teppa Wnio3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb MPOWTM MHULMANU3auuio 4vepes
uHTepdenc ynpasneHus (management) no SSH, gaHHas npouegypa U ee OrpaHu4eHus
onucaHbl B AOKYMeHTaL MM 1 Ha nopTane https://doc.s-terra.ru.

1.2. LeHTp Bbinycka cepTudmkaTos.

1.2.1 [omkeH GblTb HACTPOEH LEHTP BbINycka cepTudmKaToB (YAOCTOBEPAOWMIA LEHTP, Aanee YLI)
ans IPsec. YctponcTteo ¢ umeHem Certification_authority Ha cxeme.

1.2.2 [nsa Bbinycka uMdpoBbIX cepTUdUKATOB AOMycKaeTcsa MCnornb3oBaHme BCTpoeHHoro B OC
Windows Server 2016 (MnM HOBee) yOOCTOBEPSIOLEro LEHTpa COBMECTHO C
ceptudmumnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 (unu HoBsee).

1.2.3 [ins TecToBbIX Lenen MoXHO ucnomnb3oBaTtb TectoBbln YL, oT «Kpuntollpo» (Beb-uHTepderic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

KaTeropmnyeckn 3anpeweHo wucnonb3oBaHue TectoBoro YL ot «Kpuntollpo» B
Npou3BoOACTBEHHOW (O0EBOM) aKcnyaTauuMu, Tak Kak B [OaHHOM Cryvae OTCyTCTByeT
BO3MOXHOCTb KOHTPOMMPOBaTb MpoOLECcC BbiMyCcka CepTUUKATOB WU, COOTBETCTBEHHO,
npouenypy ayTeHTudrKaumm.

1.3. HTTP cepBep Ana pacnpocTpaHeHUsi Cnucka OTO3BaHHbIX CePTUIUKATOB.

1.3.1 ®yHkumoHupytowmii HTTP cepBep Anst pacnpoCTpaHeHUs Crnmcka 0To3BaHHbIX CepTUdunKaToB
(COC). YctpowictBo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnv no o6beKTMBHBLIM
npuyrHam wmcnonb3oBaHme COC He npeacTaBnsAeTCs BO3MOXHbIM UM He TpebyeTcs, To
npoepky COC moxHo oTtkmtoumTb B CLI «C-Teppa LUnto3» (npyu cobniogeHun npasun
Nonb30BaHUs).

[ocTaBka HOBOro Crnvcka oTO3BaHHbIX CEPTUIUKATOB C yaoCcToBepsioLlero ueHTpa Ha HTTP
cepBep [OOIMKHA MpouUCXoauTb 3abnaroBpeMEHHO, [0 UCTEYEHUsI Cpoka [OeNCTBUSA
npeabiayLiero cnucka.

2. TpeboBaHusi K CETEBOMY B3anMOAENCTBUIO.
2.1. Mexpgy ycTpocTBamu cTeHAa JoSKHA ObiTb obecneveHa IP cBA3HOCTb.
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172.16.201.0/24 172.16.202.0/24
e N

NAT-vrf-blue .2 (ens224) 2 (ens224 NAT-vrf-red

1 (ens192) 1 (ens192
Certification_authority

192.168.100.0/24 192.168.100.0/24

Switch-vrf- Switch-vrf-
blue red

Host-b-hub-vrf-blue Host-b-hub-vrf-red

_ & 2 (TGIi0/2)
Tunneld{mgred): Tunnell(mgrel):
10.10.10.100/24 N 10.10.20.100/24

LleHTpanbHbIX odhuc

LleHTpanbHbIX ocuc
VRF-Blue

VRF-Red

(TGi0/0) (TGi0/0)

Spokei_1

Tunneld{mgre0)¥ Tunnel1{mgre1) Tunnel0(mgred

Tunnel1{mgre1)’
10.10.10.1/24 9 : 10.10.10.2/24 g : 10.10.20.1/24

A (TGi0M) 10.10.20.2/24

192.168.1.0/24 | 192.168.2.0/24
100

192.168.1.0/24 192.168.2.0/24

Host-b-spoke1_1-vrf-blue Host-b-spoke1_2-vrf-blue Host-b-spoke2_1-vrf-red Host-b-spoke2_2-vrf-red

dunuan VRF-Blue N91| dunmnan VRF-Blue Ne2 | | dunuan VRF-Red Ne1 | | @ununan VRF-Red Ne2

NMoAcHeHMUA K cXeme:

HTTP-cepeep gna
e”"m Wnroz Coase 0C [ppmat YPaSTACM LA Mepconant i Uentp suinycxa crmoKa o702 ML
KOMMYTaTO| KOMNLHOTE oe MKaTOB
Debian 12 | s myTatop p pmd pi——
¢ ° ——_—
Saniscroe rommosenS yer VAEeE oo L, Seueoe coomes (e
YCTROWCTEAMMH, EXORALMMH B " MH, EXORALMMH B KPpMATOLWN MM,
(H BEpPEeHHLIA CerMeHT) (ROBEPEHHBIH CermeHT) (ROBEPEHHBLIH CErMEeHT) EXopAwWMMK B VRF_RED

f—
a YacTHana ceTk €3 gocTyna B
Al (IPsec) CeT! AOCTYNO HHTe
MEMAY KPHNTOWMSaMH, BXOAALIM MK WHTepHET e ME prer
e VRF_BELUE

PucyHok 1. Obuan cxema cteHaa

© 2003-2026 S-Terra CSP 3



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

O6was noruka paboThbI

1. Pa3smeLlleHne yCTPONCTB.

1.1. B ueHTpanbHoM odumce VRF-Blue pasmewatorca: kpuntowno3 «C-Teppa Lnwo3» (Hub),
kommyTtatop (Int-switch-vrf-blue), HaTupytowee yctporictBo (NAT-vrf-blue), nepcoHanbHbIN
komnbtoTep (Host-b-hub-vrf-blue), ueHTp BbInycka ceptudgukaTtor (Certification_authority).

1.2. B ueHtpanbHoM oduce VRF-Red pasmewatorca: kpuntowno3 «C-Teppa Lnwo3» (Hub),
kommyTtatop (Int-switch-vrf-red), HaTupytowee yctporctBo (NAT-vrf-red), nepcoHanbHbIl
komnbtoTep (Host-b-hub-vrf-red).

1.3. B dcunmane VRF-Blue Ne1 pasmewatotcs: kpuntownto3 «C-Teppa Lnwo3» (Spokel 1),
nepcoHanbHbI kKomnbtoTep (Host-b-spokel_1-vrf-blue).

1.4. B dunmane VRF-Blue Ne2 pasmewatotcs: kpuntownto3 «C-Teppa LUnwo3» (Spokel 2),
nepcoHanbHbIn komnbtoTep (Host-b-spokel 2-vrf-blue).

15. B dunmane VRF-Red Ne1 pasmewatorca: kpuntowno3d «C-Teppa LWnwo3» (Spoke2_1),
nepcoHanbHbIn koMmnbloTep (Host-b-spoke2 1-vrf-red).

1.6. B dwunmane VRF-Red Ne2 pasmewatotcs: kpuntowno3 «C-Teppa LWno3» (Spoke2_2),
nepcoHanbHbIv KomnbtoTep (Host-b-spoke2_2-vrf-red).

1.7. B HekoHTponupyemom cermeHTe cetu ISP1 pasmelwatotca: HTTP-cepBep ons pacnpocTpaHeHus
cnucka oTo3BaHHbIX cepTudukaToB (CRL_distribution_point), mapwpyTtusatop (ISP1).

1.8. B HekoHTponupyemom cermeHTte cetn ISP2 pasmelyaetcs mapwpyTtusartop (ISP1).
2. [MpumeHenune VRF.

B paHHOM pokymeHTe ucnonb3oBaHne VRF Ha Hub nossonset cosgaTtb ABa HE3aBUCUMMbIX JOMeEHa
mapwpyTtusauun (VRF_BLUE wn VRF_RED). 310 noruyeckoe pasgeneHve paeT BO3MOXHOCTb
ncrnonb3oBaTh Nepecekatowmecs 3aluiiaemMble NOACETM Ha KpunToLnto3ax, oTHocawmxea K VRF_BLUE
(Spoke1_1 n Spokel_2), un kpuntowunto3ax, oTHocawmxca k VRF_RED (Spoke2_1 n Spoke2_2). Kpome
TOro, OHO MO3BONSET MCMONb30BaThL NepecekaLwmecs nogceTn 3a Hub.

VRF Ha kpuntownnto3dax Spokel_1, Spokel_ 2, Spoke2_1, Spoke2_2 ucnonb3syetcsa ana obecneyeHums
AOCTyna yCTPONCTB, HaXOAsAWMXCs 3a HuMmu, B MHTepHeT Yyepes Hub. Torga kak gocTyn K 3awuiiaemMsiv
NoACETAM OCYLLECTBIISETCS B COOTBETCTBUM C fnorukor padotsl DMVPN (phase 2).

3. PacnonoxeHune nHtepdericos B VRF.

B VRF_BLUE HaxogaTtca uHTepdewncol TenGigabitEthernet0/1 n TunnelO0 (mgre0), npuHagnexaiime
kpuntowno3dy Hub, a Takke LAN n mGRE uHTepdencel, npuHagnexaiwme kpuntowniosam Spokel 1 un
Spokel 2.

B VRF_RED Haxogatca uHTepdenchl TenGigabitEthernet0/2, n Tunnell (mgrel), npuHagnexawue
kpunTow o3y Hub, a Takke LAN 1 mGRE uHTepdelichl, npyHaanexatiime kpuntowwnosam Spoke2_ 1 un
Spoke2_2.

4. lMopgnoyeHune k cetn IHTEpHeT.

Hoctyn B IHTepHeT Ansa ycTporcTs 3a Hub obecneynBaeTcs cTaTM4eCcKMMM MapLupyTamm No yMon4aHuo
Ha camom Hub. Tpacwmk ot Host-b-hub-vrf-blue yxoant yepes NAT-vrf-blue, a ot Host-b-hub-vrf-red —
yepes NAT-vrf-red.

5. MNapameTpsbl wndposaHus IPsec.

Becb Tpadwmk wmexagy noacetbto 192.168.100.0/24 (VRF_BLUE) u noacetsmn 192.168.1.0/24,
192.168.2.0/24 (VRF_BLUE) wunkancynupyetca B GRE. Takke, Becb Tpaduk mexgy noacetbio
192.168.100.0/24 (VRF_RED) wun nogcetamn 192.168.1.0/24, 192.168.2.0/24 (VRF_RED)
nHkancynupyetcs B GRE. GRE Tpadwvk 3awmwaetcs ¢ ucnons3osaHnem anroputmos FOCT v npoTokona
IPsec B TpaHcnopTHOM IPv4 pexume.
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Mexay «kpuntownio3amum Spokel 1, Spokel 2, Spoke2 1, Spoke2 2 wn kpunTtowmnwo3om Hub
yCTaHaBnmBatTca cratmdeckne IPsec TyHHenu. VMIHMUMATOPOM MOAKMYEHUs] SABMSETCA CIy>XeOHbIN
Tpaduk npotokonos NHRP/BGP.

Mexay kpunTowwodamm Spokel 1 n Spokel 2, a Takke mexagy kpunTowtodamm Spoke2_ 1 n Spoke2 2
yCTaHaBnuBawTCs AMHamudeckue IPsec TyHHenu. MHMUMATOPOM MOCTPOEHMS TyHHEmnem SBnseTcs
peanbHbIN TpaduK 3almLLaemMblx nogceten mnmnanos.

Pexum paboTtbl IPsec TyHHens gomkeH 6biTb TpaHCNOpTHbIM. PaboTta IPsec TyHHena B TyHHENbHOM
pexume He noaaepxusaetcs ana cetn DMVPN Ha kpuntownto3dax 6e3onacHoctu «C-Teppa LUnio3 5.0».

5.1. TlMapameTpbl npotokona IKE:

e AyTeHTuduKaLms Npm NOMoLLM LnpoBbIX cepTudukaTtos, anroputm nognucu —FOCT P 34.10-2012
(kritoy 256 6uT);

o Anroputm wundpposanug — FOCT P 34.12-2015 Marma (knto4 256 6uT);

o AnropuTm BblumcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e Anroputm  Bblpabotkm obuwero knwoya (aHanor anropytmMa  [Ouddu-XennmaHa) -
VKO_GOSTR3410_2012_256 (kntod 256 6uT).

5.2. [MapameTpsl npoTtokona ESP:

o  KombBWHMPOBaHHBIN anropuTM WNEPOBAHNS U MMUTO3aWnTbl (KOHTponb uenoctHoctn) — FTOCT P
34.12-2015 Marma B pexume MGM (kntoy 256 6uT).

6. [MapameTpbl MeXCeTEBOro 3KpaHUPOBaHMS.
Ins nakeToB, KOTopble He 3awmwatoTcs IPsec npumeHsoTcs crieaytowme npaeuna ounbTpauum:

6.1. Ha wHTepdencax TenGigabitEthernet 0/1, TenGigabitEthernet 0/2 kpwuntownto3a Hub u
TenGigabitEthernet 0/1 nHTepdencax kpuntownto3os Spokel 1, Spokel 2, Spoke2_1, Spoke2_2
IPv4 Tpaduk He KoHTponupyeTcs.

6.2. Ha wuHTepdeiicax TenGigabitEthernet 0/1, TenGigabitEthernet 0/2 kpuntownio3za Hub wu
TenGigabitEthernet 0/1 nHtepderncax kpuntowntodoB Spoke1 1, Spoke1 2, Spoke2 1, Spoke2 2
IPv6 Tpadmk 3abnoknposaH.

6.3. Ha nHtepdeicax TenGigabitEthernet 0/0 kpuntownto3os Hub, Spoke1 1, Spoke1 2, Spoke2 1,
Spoke2_2 paspelueH Bxoaswmi IPv4 Tpaduk:

6.3.1. Tpotokon UDP noptbl 500 1 4500 — ans IKE n NAT-Traversal (ESP in UDP).

6.3.2. Tpotokon ICMP — pgna npoBepku AOCTYNMHOCTM KpunTownio3a u paboTbl MexaHusma
PathMTUd.

6.3.3. Tpotokon ESP (Homep 50) — ansa pabotsl IPsec.

6.3.4. Becb TCP n UDP Tpaduk, ansa KOTOporo ecTb Mcxoasilee coefuMHeHne (3To guHammyeckmne
npasuna, KoTopble cosgatotcs npu nomolum stateful punbTpaunn).

6.4. Ha nHtepdeicax TenGigabitEthernet 0/0 kpuntowno3os Hub, Spokel 1, Spokel 2, Spoke2 1,
Spoke2_2 3abnoknpoBaH UCXOAsALWMIN He3awwmndpoBaHHbIn GRE Tpaduk n TpaH3nTHbIM Tpaduk go
npusaTHbIX |IP agpecos.

6.5. Ha nHTepdeincax TenGigabitEthernet 0/0 kpunTowno3os Hub, Spokel 1, Spokel 2, Spoke2_1,
Spoke2_2 IPv6 Tpadmk 3abrnoknpoBaH.

6.6. Ha mnHTepdencax TenGigabitEthernet 0/0 kpmuntowno3os Hub, Spokel 1, Spokel_ 2, Spoke2_1,
Spoke2_2 WHCNEKTUPYIOTCSt BCE MCXOAALLME roKanbHble U TpaH3uTHble IPv4 coeguHeHus gns
npotokorioe TCP u UDP. Ha ocHoBe pe3ynbTaTtoB WHCNEKTUPOBAHUS OCYLLECTBRASETCS
GunbTpaums BxogsLero Tpaduka ¢ y4eToM cocTosHusA ceccum (stateful).

7. OrpaHuyeHus.
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M3-3a orpaHuydeHun, cBsAsaHHbIX € conntrack Tabnuuen, source NAT He MOXeT ObITb HACTpPOeH Ha
kpuntowso3e Hub. ostomy B KayecTBe HaTUpYKOLWUX YCTPOWCTB WCMOMb3YIOTCA BblAENEHHbIe
yctponctea NAT-vrf-blue n NAT-vrf-red (370 MOXeT OblTb OOHO YCTPOWCTBO €Cfv OHO NoaAepXuMBaeT
HacTponky NAT B VRF).

Hactponka cteHaa

o o &M w N

Hactpoika yctponctea Host-b-hub-vrf-blue

Hactpounte IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

3aganite MapLpyT no ymonyanuto Yyepes 192.168.100.2

Hactponka yctponctsa Host-b-hub-vrf-red

Hactponte IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

3aganite MapLpyT no ymonyanuto yepes 192.168.100.2

Hactponka yctpounctea Host-b-spoke1_1-vrf-blue

Hactponte IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM nHTEpdeice.

Bapganite MmapLupyT No ymonyaHuo yepes 192.168.1.1

Hactpouka yctponctBa Host-b-spoke1_2-vrf-blue

Hactponte IP agpec — 192.168.2.100 n macky — 255.255.255.0 Ha ceTeBOM nHTEpdeice.

3apganiTe MapLlpyT no ymonyanuto Yyepes 192.168.2.1

Hactpowka yctponctBa Host-h-spoke2_1-vrf-red

Hactpoite IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM nHTEpdence.

BapganTte mapLupyT no ymonyaHuto yepes 192.168.1.1
Hactponka yctponctea Host-b-spoke2_2-vrf-red

Hactpoute IP agpec — 192.168.2.100 un macky — 255.255.255.0 Ha ceTeBOM nHTEepdeince.

BapganTte mapLupyT no ymonyaHuo yepes 192.168.2.1

Hactpowka yctpounctsa ISP1

Hactpowute IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence ensl9?2.
Hactpoute IP agpec — 172.16.1.1 n macky — 255.255.255.0 Ha ceTeBOoM UHTepdence ens224.
Hactpoute IP agpec — 172.16.12.1 n macky — 255.255.255.0 Ha ceTeBoM UHTepderice ens256.
Hactpouite IP agpec — 172.16.2.1 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcbelice ensl6l.
Hactpoute IP agpec — 172.16.22.1 n macky — 255.255.255.0 Ha ceTeBoM UHTepdperice ens193.

Paspelunte npoxoxaeHue IP Tpadmka (ecnu 3abnoknpoBaHo).

Hactpoika yctpounctsa ISP2

Hactponte IP agpec — 172.16.201.1 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens192.
Hactponte IP agpec — 172.16.202.1 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens224.
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3.

A w0 DdpPF

A w0 bdpPE

Hactpowite IP agpec — 172.10.0.1 n macky — 255.255.255.255 Ha ceTeBOM nHTepdence ens256 (aaHHbIN
agpec npvBefdeH B KayecTBe npuvMepa A5is NpoBepKM OOCTYNHOCTU ceTn WHTepHeT ¢ KOMMbTepos,
pacnonoXeHHbIX 3a kpunToLwunto3amu LieHTpanbHoro oguca n dunvanos).

Pa3spewnTe npoxoxaeHve IP Tpaduka (ecnu 3abrokMpoBaHo).

Hactponka yctponctsa NAT-vrf-blue

Hactpouite IP agpec — 192.168.100.1 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdpence ensl92.
Hactponte IP agpec — 172.16.201.2 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens224.
3aganite MapLpyT nNo ymonyanuto yepes 172.16.201.1

Hactporite Source NAT Ha ceTeBOM nHtepdence ens224. MNMpumep komaHabl Ans iptables:

iptables -t nat -A POSTROUTING -o ens224 -j SNAT --to-source 172.16.201.2

Pa3spewnTe npoxoxaeHve IP Tpaduka (ecnu 3abrokMpoBaHo).

Hactpoika yctponctea NAT-vrf-red

Hactponte IP agpec — 192.168.100.1 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens192.
Hactpowite IP agpec — 172.16.202.2 n macky — 255.255.255.0 Ha ceTeBoM nHTepdence ens224.
3apganTe mapLipyT no ymonyanuio Yyepes 172.16.202.1

Hactponte Source NAT Ha ceTeBoM nHTepdence ens224. MNMpumep komaHabl ons iptables:

iptables -t nat -A POSTROUTING -o ens224 -j SNAT --to-source 172.16.202.2

Paspewwunte npoxoxageHue IP Tpaduka (ecnv 3a6nokMpoBaHo).
Hactpowka yctponctea Hub

HacTpouka ceTeBbIX napameTpoB

3apanTe UM yCTponcTBa:

sterragate (config) #hostname Hub

Bkntounte WAN 1 LAN nHTepdericel n HactporTe IP agpeca B COOTBETCTBMM CO CXEMOW CTEHAA, a Takke
3ajavite MapLupyTbl N0 YMOMNYaHWIo:

Hub (config) #interface TenGigabitEthernet0/0
Hub (config-if)# ip address 172.16.100.2 255.255.255.0
Hub (config-if)# no shutdown
Hub (config-if) #interface TenGigabitEthernet0/1
Hub (config-if)# ip address 192.168.100.2 255.255.255.0
Hub (config-if) # no shutdown
Hub (config-if) #interface TenGigabitEthernet0/2
Hub (config-if) # ip address 192.168.100.2 255.255.255.0
Hub (config-if)# no shutdown
Hub (config-if) # exit
(
(
(
(

Hub (config) #ip route 0.0.0.0 0.0.0.0 172.16.100.1

Hub (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.1 table 10

Hub (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.1 table 20
)

Hub (config) #end

HacTtpouka wuncpoBaHus

HacTponku wngpoBaHnsa ocyLLECTBNAIOTCS U3 Cisco-like koHCONM KpuAToLwo3a.

1.

MapameTps! IKE:

1.1. 3apante obwwme napameTpsbl IKE:
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1.2.

1.3.

Hub (config) #crypto isakmp identity dn
Hub (config) #crypto isakmp keepalive 3 3
Hub (config) #crypto isakmp keepalive retry-count 3

( )
( )
( )
Hub (config) #crypto isakmp fragmentation
Hub (config) #crypto isakmp security-association lifetime delta 50
Hub (config) #crypto isakmp initiator-sessions-max 100
( )

Hub (config) #crypto isakmp responder-sessions-max 100

CospanTte nonutuky 1, onuceiBarowyto anroputmel IKE TyHHens:

Hub (config) #crypto isakmp policy 1

Hub (config-isakmp) # encr magma

Hub (config-isakmp) # hash stribog-256

Hub (config-isakmp) # authentication gost-sig
Hub (config-isakmp) # group vko2

Hub (config-isakmp) #fexit

Cospawite npodunb HacTpoek ISAKMP (anroputm IKE) nog nmeHem ALGS _PROFILE, 4TOBbl fanee
€ro NpUKpenuTb K COOTBETCTBYHOLLEMY Pa3feny KpUnTo-KapTbl:

Hub (config) #crypto isakmp profile ALGS PROFILE

)

% A profile is deemed incomplete until it has match identity statements

Hub (conf-isa-prof) # match identity dn
Hub (conf-isa-prof) # set identity mapping
Hub (conf-isa-prof) # set policy 1

Hub (conf-isa-prof) #exit

2. [MapameTpsbl IPsec:

2.1.

2.2.

2.3.

2.4,

2.5.

OTknitounTe obHoBreHue krntoya IPsec SA no gocTukeHuto onpegeneHHoro obbema nepegaHHoOro
Tpacduka:

Hub (config) # crypto ipsec security-association lifetime kilobytes unlimited

Cospante |Psec TpaHcdhopm, 3agalolwimMin  KOMOMHMPOBAHHBLINM  anropuTM  WKNGPOBaHUS U
umutosawmtel FOCT 34.12-2015 Marma B pexume MGM ans tpadwuka:

Hub (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-—
mgm

Hub (cfg-crypto-trans) # mode transport

Hub (cfg-crypto-trans) #exit

Hub (config) #

Cos3panite ceteBol object-group C WMMEHeM SELF ana xpaHeHuss B Hem WAN apgpecos
KPUNTOLLIO3a C LieNbto garnbHenwero ero ncnonb3osaHmst B ACL:

Hub (config) #object-group network SELF

Hub (config-network-group) #description IP on WAN interface
Hub (config-network-group) #host 172.16.100.2

Hub (config-network-group) ffexit

Cospalite ceTeBON object-group C UMEHEM PRIVATE 47151 XpaHEHMS B HEM MPUBATHbIX NoAceTeN
C Lernblo aanbHenero ero ucnonb3oBaHus B ACL:

Hub (config) #object-group network PRIVATE

Hub (config-network-group) #description private LANs
Hub (config-network-group) #172.16.0.0 255.240.0.0
Hub (config-network-group) #192.168.0.0 255.255.0.0
Hub (config-network-group) #10.0.0.0 255.0.0.0

Hub (config-network-group) fexit

Coszpanite cnucok poctyna (ACL) gna IPv4 Tpaduka, KOTOPbIM HYXXHO 3aliuatbe Mexay
LeHTpanbHbIM opncoM 1 unuanom:

Hub (config) #ip access-list extended IPSEC_DMVPN
Hub (config-ext-nacl)# remark special DMVPN filter
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Hub (config-ext-nacl)# permit gre object-group SELF each
Hub (config-ext-nacl) fexit
Hub (config) #

2.6. Cospante gnHamunyeckyto kpunto-kapty (uma DMAP, pasgen 1) u npuBspkute €€ K CTaTU4ECKON
(vma VPN, pasgen 1):

Hub (config) #crypto dynamic-map DMAP 1
Hub (config-crypto-map) # match address IPSEC_ DMVPN
Hub (config-crypto-map) # set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hub (config-crypto-map) # set isakmp-profile ALGS PROFILE
Hub (config-crypto-map) # set security-association mss-fix out
Hub (config-crypto-map)
Hub (config-crypto-map)

(

(

(

Hub (config-crypto-map) #exit

#

#

# set pre-fragmentation

# set dead-connection history off

Hub (config) #crypto map VPN 1 ipsec-isakmp dynamic DMAP
Hub (config) #

2.7. TlpukpenuTe  co3OaHHYlD  CTaTMYECKYlD  KPUMTO-KApTy K  BHELWHeMy  uHTepdeicy
TenGigabitEthernet0/0:

Hub (config) #interface TenGigabitEthernet0/0
Hub (config-if) #crypto map VPN
Hub (config-if) #exit

HOD,pOGHaFI HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B 6a3oBoMm cueHapun.

Hactpo#nka nonutuku o6pabotku COC (CRL)

B uensax 6e3onacHOCTM HAaCTOATENBHO PEKOMEHAYETCS BKMOYaTb MPOBEPKY CMMCKOB OT3bIBA CEPTMAUKATOB.
PasHocTHbIE cnncku 0To3BaHHbIX cepTndukaToB (delta CRL) He nogaepxunBaroTcs.

Bkntounte npoBepky COC n HacTponTe aBTOMaTU4YECKyH 3arpy3Ky M umnopTupoBaHue B 6asy lpogykra
cnucka oTo3BaHHbIX cepTudmkaToB ¢ HTTP cepepa CRL_distribution_point.

HOD,pOGHaFI HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B 6a3oBoMm cueHapun.

Hactponka mexceTeBoro akpaHa
HacTtporika mexceTeBoro akpaHa ocyLLecTBRaTCa U3 cisco-like koHconu.
1. Cospaite ACL c meHeMm FIREWALL OUT ans ucxogsuero ¢ WAN uHTepdeinica Tpaduka:

Cnuncok goctyna Ans ucxogdwero Tpadumka gormkeH 6noknpoBaTth OTKPbIThIM Tpaduk M3 3allmLiaemMon
noacetn kpuntownto3a B nogcetm RFC1918/RFC6598 (cumTtaem, uto Tpadumk HenybnmyHbIX nogceten
AomxkeH obssaTtenbHo WndpoBaThes), a Takke HesawundgpoBaHHbii GRE.

Hub (config) #ip access-list extended FIREWALL OUT

Hub (config-ext-nacl) # permit ip object-group SELF object-group PRIVATE
Hub (config-ext-nacl
Hub (config-ext-nacl
Hub (config-ext-nacl
Hub (config-ext-nacl

# deny ip any object-group PRIVATE
# deny gre any any

# permit ip any any

#exit

(
(
(
(
(
(

2. Cospavite ACL ¢ umeHeM FIREWALL IN Ansa sxogswero Ha WAN nHTepdeic Tpaduka:

Hub (config) #ip access-list extended FIREWALL IN

Hub (config-ext-nacl) # permit udp any object-group SELF eq isakmp

Hub (config-ext-nacl)# permit udp any object-group SELF eq non500-isakmp
Hub (config-ext-nacl)# permit icmp any object-group SELF

Hub (config-ext-nacl) # permit esp any object-group SELF
fexit

(
(
(
(
(
(

Hub (config-ext-nacl

3. Cospante npaBuna wuHcnektupoBaHusi Bcero TCP u UDP Tpadwuka n 3againte Heobxogumoe
MaKcUMarbHO€e KONMYecTBO CECCUN:
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Hub (config
Hub
Hub
Hub (config

#ip inspect name INSPECT tcp

config) #ip inspect name INSPECT udp

config) #ip inspect tcp sessions-max 256000

(
(
(
(

#ip inspect udp sessions-max 65536

4. TlpukpenuTe CNMCKM OCTYyNa W NpaBuia MHCNEKTMPOBAHWS Ha BHELLHWUIA UHTepdelic:

Hub (config) #interface TenGigabitEthernet0/0

Hub (config-if)# ip access-group FIREWALL IN in
Hub (config-if)# ip access-group FIREWALL OUT out
Hub (config-if) # ip inspect INSPECT out

Hub (config-if) #fexit

|_|0D,p06HaFI HaCTPOVIKa C onncaHmem KomaHg npueeaeHa B 6a3oBoMm cueHapun.

Hactpoika mGRE un VRF untepdeiicos

B c6opke 5.0.25337 koHconb cisco-like HekoppekTHO paboTaeT ¢ GRE-nHTepdencamm, Ha KOTOPbIX HACTPOEH
HacTpoeH VRF, 13-3a 4yero HeBepHO CUMTbIBaeTCsl YacTb napameTtpoB (tunnel mode, tunnel source, tunnel
destination n tunnel key). NMoatomy HacTponka GRE-uHTeEpdENCcoB JOMKHA OCYLLECTBNATLCS HE B KOHCOMNK, a
B (panne /etc/network/interfaces.d/interfaces no aHanormm ¢ VRF-nHtepdencam.

Takke BaxHO, 4Tobbl GRE-nHTEpdeickl, koTopble BxoasaT B VRF, cyuwiectBoBanm B CUCTEME HA MOMEHT
BkrtoveHunss VRF uHtepdeiica, B npotmeHoMm cryyae VRF nHcTaHe 6yaeTt CkoHUrypnpoBaH HenpasuibHO.
Mo ymonyaHuo, WHTEpPdENCb, ONWCaHHble B  KOHUIypauuoHHbIX awnax B  AMpeKTopun
/etc/network/interfaces.d/, BKIOYaTCA ao nHTepdencos, OMMnCaHHbIX B
/etc/network/interfaces.

B cBsa3u c atum, ecnu B VRF TpebyeTcsa o6aBuTb MHTEPEENCHI, KOTOPbIE CO34AlTCS B KOHPMIypaLunoHHOM
davine /etc/network/interfaces W KOTOpble elWe He CyWeCcTBYT Ha MOMEHT BKIIOYEHUS
cootBeTtcTBYtollero VRF nHTepderica, To cnegyeT nubo nepeHectn onucaHne VRF uHTepderica B chann
/etc/network/interfaces (nocne cekumn, 0BO3HAYEHHOM CTpokamu ###netifcfg-begin### u
###netifcfg-end##4#), nubo B anne /etc/network/interfaces MNEpPEeHECTU CTPOKY source
/etc/network/interfaces.d/* B kOHel hanina (nocrne cTpoku ###netifcfg-end##4).

1. MNpuBegute han /etc/network/interfaces.d/interfaces K Buay:

auto vrf blue

iface vrf blue inet manual

pre-up ip link del vrf blue type vrf 2>/dev/null || true

pre-up ip route flush table 10 2>/dev/null || true

pre-up ip link add vrf blue type vrf table 10

pre-up ip link set dev vrf blue up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev ethl master vrf blue

pre-up ip link set dev mgre0 master vrf blue 2>/dev/null || true
post-down ip link set dev vrf blue down

auto vrf red

iface vrf red inet manual

pre-up ip link del vrf red type vrf 2>/dev/null || true

pre-up ip route flush table 20 2>/dev/null || true

pre-up ip link add vrf red type vrf table 20

pre-up ip link set dev vrf red up

pre-up ip route add table 20 unreachable default metric 4278198272
pre-up ip link set dev eth2 master vrf red

pre-up ip link set dev mgrel master vrf red 2>/dev/null || true
post-down ip link set dev vrf red down

auto mgre0
iface mgre0 inet static
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address 10.10.10.100

netmask 255.255.255.0

pre-up ip tunnel add mgre0 mode gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO type gre nopmtudisc

pre-up ip link set mgreO type gre ignore-df

pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

pre-up ip link set dev mgre0 master vrf blue || true
post-down ip link del mgreO

auto mgrel

iface mgrel inet static

address 10.10.20.100

netmask 255.255.255.0

pre-up ip tunnel add mgrel mode gre key 2 ttl 64 tos inherit
pre-up ip link set mgrel type gre nopmtudisc

pre-up ip link set mgrel type gre ignore-df

pre-up ip link set mgrel mtu 1400

pre-up ip link set mgrel multicast on

pre-up ip link set dev mgrel master vrf red || true
post-down ip link del mgrel

Hactponka NHRP
1. lMpuBegute hanin /etc/opennhrp/opennhrp.conf K BUAY

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret

interface mgrel

multicast dynamic
holding-time 90
cisco-authentication secret

2. [obasbTe cepuc OpenNHRP B aBTO3arpysky 1 3anyctuTe ero:

root@Hub:~# systemctl enable opennhrp

Created symlink /etc/systemd/system/multi-user.target.wants/opennhrp.service

/1lib/systemd/system/opennhrp.service.

root@Hub:~# systemctl start opennhrp

Hactpoika BGP
OuHamnyeckasn mapLupyTM3auma HacTpanBaeTcs Yepes KoHcornb cepauca FRR.
1. [oGasbTe cepsuc FRR B aBTO3arpysky 1 3anycrture ero:

root@Hub:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script
/1lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable frr

Created symlink /etc/systemd/system/multi-user.target.wants/frr.service

/1lib/systemd/system/frr.service.

root@Hub:~# systemctl start frr

2. Bongute B koHconb cepBuca FRR, ans atoro HyxHo u3 linux bash HabpaTb cneaytoLLyto KoMaHay:

root@Hub:~# vtysh

Hello, this is FRRouting (version 9.0.4).

->

with
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hub#

3. Hactponte BGP:

Hub# configure terminal

3.1. Bknounute npouecc npotokona BGP gns aBToHoMHOn cuctembl 65000 vrf_blue n nepengnte B
PEeXUM ero KOHPUrypupoBaHus:

Hub (config) # router bgp 65000 vrf vrf blue

3.2. YcTaHOBWTE UaeHTUdMKATOP MapLipyT1saTopa:

Hub (config-router) # bgp router-id 10.10.10.100

3.3. Bknouute normpoBaHue mM3MeHeHus ctatyca (Hanpumep, up, down un gpyrne) BGP cocepa B
XypHane paboThbl:

Hub (config-router) #bgp log-neighbor-changes

3.4. YcrtaHoBuTe Tanmepbl keepalive n hold time ans BGP cocepei:
Hub (config-router) # timers bgp 3 9
3.5. Cospante rpynny spokes-ibgp cloudl C HOMEpPOM aBTOHOMHOMN cucTembl 65000 ans BGP
cocegen n3 mgre noaceTu, Bxoaauwitoto B vrf_blue:;

Hub (config-router) # neighbor spokes-ibgp cloudl peer-group
Hub (config-router) # neighbor spokes-ibgp cloudl remote-as 65000
Hub (config-router)# bgp listen range 10.10.10.0/24 peer-group spokes-ibgp cloudl

3.6. W3meHuTe MakcumanbHoe KonmndyectBo BGP cocegeit, koTopble MOMYT MOAKMOYUTLCA K
KpunToLuniody no BGP ogHoBpeMeHHo:

Hub (config-router) # bgp listen limit 5000

3.7. BkmounTe aHoHCHMpOBaHWe MapLupyTa 4o 3awmwaemon nogcetu LieHtpansHoro odumca VRF_Blue:

Hub (config-router) #address-family ipv4 unicast
Hub (config-router-af) #network 192.168.100.0/24

3.8. BknounTe nepecbinky MapLUpyTOB ANs rpynnbl spokes-ibgp cloudl:

Hub (config-router-af) # neighbor spokes-ibgp cloudl route-reflector-client
Hub (config-router-af) # exit
Hub (config-router) ffexit

3.9. Bknouute npouecc npotokona BGP ana aBToHomHoW cuctembl 65000 vrf_red n nepengute B
PEXUM ero KOHPUrypupoBaHus:

Hub (config) # router bgp 65000 vrf vrf red

3.10. YcTtaHoBWUTE MaeHTUMUKATOP MapLupyTusaTopa:

Hub (config-router) # bgp router-id 10.10.20.100

3.11. BknounTe normpoBaHue M3MeHeHust ctaTyca (Hanpumep, up, down u gpyrue) BGP cocepa B
XypHarne paboTbl:

Hub (config-router) #bgp log-neighbor-changes

3.12. YcrtaHoBuTe Tarimepsbl keepalive n hold time gns BGP coceaein:

Hubl (config-router)# timers bgp 3 9

3.13. Cospgante rpynny spokes-ibgp cloud2 € HOMeEpOM aBTOHOMHOMW cucTembl 65000 ana BGP
cocefien n3 mgre noaceTn, Bxoasuytowo B vrf_red:
Hub (config-router) # neighbor spokes-ibgp cloud2 peer-group

Hub (config-router) # neighbor spokes-ibgp cloud2 remote-as 65000
Hub (config-router)# bgp listen range 10.10.20.0/24 peer-group spokes-ibgp cloudl
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3.14. N3ameHuTe MakcumansHoe konudectBO BGP cocepel, KoTopble MOryT MNOAKMIOYMTLCHA K
kpunTtowwno3y no BGP ogHoBpeMeHHO:

Hub (config-router)# bgp listen limit 5000

3.15. BknouuTe aHOHCMpOBaHWE MapLlpyTa 4O 3awmwaemon nogcetn LleHTpansHoro ocpmca VRF_Red:

Hub (config-router) #address-family ipv4 unicast
Hub (config-router-af) #network 192.168.100.0/24

3.16. Bknouute nepecbiiky MapLUPYTOB ANA rpynnbl spokes-ibgp cloud2:
Hub (config-router-af) # neighbor spokes-ibgp cloud2 route-reflector-client

3.17. CoxpaHuTe N3MEeHEeHMs:

Hub (config-router-af) # end
Hub# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Warning: /etc/frr/frr.conf.sav unlink failed
Integrated configuration saved to /etc/frr/frr.conf
[OK]

No6aeneHne mGRE-uHtepdencon B hamnn /etclifaliases.cf

1. [JdobaBbte MGRE-uHTepdericel mgreO n mgrel B dpann /etc/ifaliases.cf (BblAENEHO XUPHbIM):
root@Hub:~# nano /etc/ifaliases.cf

interface (name="TenGigabitEthernet0/0" pattern="ethO0")

(
interface (name="TenGigabitEthernet0/1" pattern="ethl")
interface (name="TenGigabitEthernet0/2" pattern="eth2")
interface (name="Tunnel0" pattern="mgreO")
interface (name="Tunnell" pattern="mgrel")
interface (name="default" pattern="*")

2. TlepecumTarite KOHTPOsbHYIO cyMMy danna /etc/ifaliases.cf:
root@Hub:~# integr mgr calc -f /etc/ifaliases.cf
SUCCESS: Operation was successful.

3. TMepesanyctute VPN cepsuc:
root@Hub:~# systemctl restart vpngate.service

B MNpunoxeHun npegcTtasneHbl TEKCTbI KOHpMrypaumi ona kpuntownosa Hub:

e  TeKCT KoHconu cisco-like;

e TeKcCT LSP;

e Copgepxumoe /etc/opennhrp/opennhrp.conf;

o Copgepxumoe /etc/frr/frr.conf;

o Copepxumoe /etc/network/interfaces.d/interfaces
o Copgepxumoe /etc/ifaliases.cft.

Hactpoika yctponctea Spoke1_1

HacTpouka ceTeBbIX napameTposB
1. 3apaiiTe umsa yCTpoucCTBa:

sterragate (config) #hostnameSpokel-1

2. Bknwounte WAN un LAN nHTepdelicol n HacTpouTe IP agpeca B COOTBETCTBUM CO CXEMOWN CTEHAA:

Spokel 1 (config)#interface TenGigabitEthernet0/0
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Spokel-

1

onfig-if)# ip address 172.16.1.2 255.255.255.0

Spokel-1(config-if)# no shutdown

Spokel-1(config-if
Spokel-1(config-if
Spokel-
Spokel-1(config-if

config-if

)
)
)
)
)
)

no shu

Spokel-1(config-if)# exit
Spokel-1(config) #ip route 0.0.0.0 0.0.0.0 172.16.1.1
Spokel-1 (config) #end

(c
(
(
(
1
(
(
(
(

tdown

Hactpo#nka wucpoBaHus

HacTporiku wndpoBaHnsa NponcxoaaT aHanorM4yHo HacTpovke Hub.

Hactpouka nonutuku obpadbotku COC (CRL)

finterface TenGigabitEthernet0/1

# description interface is included in VRF BLUE
# ip address 192.168.1.1 255.255.255.0
#

B uensix 6e3onacHOCTU HAaCTOATENbLHO PEKOMEHAYETCS BKIOYaTh NPOBEPKY CMCKOB OT3blBa CEPTUCMNKATOB.
Pa3HoCTHbIE cnucku 0To3BaHHbIX cepTudmrkatoB (delta CRL) He nogaepxmBatoTcs.

Bkntounte nposepky COC n HacTponTe aBTOMaTMYECKyl 3arpysky u mmnoptupoBaHue B 6asy [Mpoaykra

cnucka oTo3BaHHbIX cepTudmkaTos ¢ HTTP cepsepa CRL_distribution_point.

MoppobHas HacTpowka C onMcaHnem KomaHg npuseaeHa B 6a3oBoM cueHapun.

Hactpoika mexceTeBOro akpaHa

HacTtpolika MexceTeBoro akpaHa NPoNCXOAUT aHanorM4yHo HacTponke Hub.

Hactponka mGRE u VRF uHTepdencos

1. MNpuBugute chann /etc/network/interfaces.d/interfaces K Buagy

auto vrf blue
iface vrf blue inet manual

pre-up ip link del vrf blue type vrf 2>/dev/null

pre-up
pre-up
pre-up
pre-up
pre-up
pre-up

ip
ip
ip
ip
ip
ip

post—-down

auto mgre0

route flush table
link add vrf blue
link set dev vrf

link set dev ethl

10 2>/dev/null || true

type vrf table 10

_blue up
route add table 10 unreachable default metric 4278198272

master vrf blue

true

link set dev mgre0 master vrf blue 2>/dev/null
ip link set dev vrf blue down

iface mgre0 inet static
address 10.10.10.1
netmask 255.255.255.0

pre-up ip tunnel add mgre0 mode gre key 1 ttl 64 tos inherit

pre-up
pre-up
pre-up
pre-up
pre-up

ip
ip
ip
ip
ip

post-down

link set mgre0 type gre nopmtudisc
link set mgre0 type gre ignore-df

link set mgre0 mt

u 1400

link set mgre0 multicast on

link set dev mgre
ip link del mgre0

Hactponka NHRP

1. lMpuBegute hanin /etc/opennhrp/opennhrp.conf K BUAY

interface mgre0
map 10.10.10.100/24 172.16.100.2 register
multicast nhs

holding-time 90

0 master vrf blue ||

true

true
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cisco-authentication secret

2. [HobasbTe cepuc OpenNHRP B aBTO3arpysky 1 3anyctuTe ero:

root@Spokel-1:~# systemctl enable opennhrp

Created symlink /etc/systemd/system/multi-user.target.wants/opennhrp.service ->
/lib/systemd/system/opennhrp.service.

root@Spokel-1:~# systemctl start opennhrp

Hactponka BGP

OuHamnyeckasn mapLupyTM3aLmsa HacTpamBaeTcs Yepes KoHconb cepauca FRR.

1. [oGasbTe cepsuc FRR B aBTO3arpysky u 3anycture ero:

root@Spokel-1:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with
/lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable frr

Created symlink /etc/systemd/system/multi-user.target.wants/frr.service =
/lib/systemd/system/frr.service.

root@Spokel-1:~# systemctl start frr

2. Bongute B koHconb cepBuca FRR, ans atoro Hy»Ho m3 linux bash HabpaTb cneaytoLlyto KomaHay:

root@Spokel-1:~# vtysh

Hello, this is FRRouting (version 9.0.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

3. Hactponte BGP:

3.1

3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

Spokel-l#configure terminal

BkntounTte npouecc npotokona BGP ans asToHoMHon cuctembl 65000 vrf_blue n nepengute B
pPeXnM ero KOHpUrypupoBaHums:

Spokel-1(config)# router bgp 65000 vrf vrf blue

YcTaHoBUTe UaeHTUdUKATOp MapLipyTsarTopa:

Spokel-1(config-router)# bgp router-id 10.10.10.1

Bkntounte normpoBaHve M3MeHeHust ctaTyca (Hanpumep, up, down u gpyrue) BGP cocepa B
XypHane paboTbl:

Spokel-1 (config-router) #bgp log-neighbor-changes

YcTtaHoBuTe Tanmepsbl keepalive u hold time ana BGP cocegel:

Spokel-1(config-router)# timers bgp 3 9

Hob6aBbTe MGRE-agpec Hub B kauectBe BGP cocefa ¢ HOMepoM aBTOHOMHON cuctembl 65000 m
yCTaHOBUTE BpeMs NOBTOPHOM NonbITkn noctpoeHns BGP cocenctsa B 30 cekyHA:

Spokel-1(config-router)# network 10.10.10.100 remote-as 65000
Spokel-1(config-router)# neighbor 10.10.10.100 timers connect 30

BkntounTe aHOHCUMpoOBaHKe MapLupyTa Ao 3awmwaemon nogcetn dunuana VRF-Blue:

Spokel-1 (config-router) #address-family ipv4 unicast
Spokel-1(config-router-af) #network 192.168.1.0/24

COXpaHMTe N3MEHEHUNA:

Spokel-1(config-router-af)# end
Spokel-1# write
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Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Warning: /etc/frr/frr.conf.sav unlink failed
Integrated configuration saved to /etc/frr/frr.conf
[OK]

No6aenenne mGRE-untepdhencos B hann /etc/ifaliases.cf

1. HobaBbTe MGRE-uHTepdericel mgreO n mgrel B dpanin /etc/ifaliases.cf (BblAENEHO XUPHbBIM):
root@Spokel-1:~# nano /etc/ifaliases.cf

interface (name="TenGigabitEthernet0/0" pattern="eth0O")
interface (name="TenGigabitEthernet0/1" pattern="ethl")
interface (name="Tunnel0" pattern="mgreO")

interface (name="default" pattern="*")

2. [lepecunTtanTe KOHTPONbHYIO CyMMy panna /etc/ifaliases.cf:
root@Spokel-1:~# integr mgr calc -f /etc/ifaliases.cf

SUCCESS: Operation was successful.

3. TMepesanyctute VPN cepBuc:

root@Spokel-1:~# systemctl restart vpngate.service
B MNpunoxeHun npegcTaBneHbl TEKCTbI KOHpUrypaumi gna kpuntownosa Spokel 1:

e  TEKCT KoHconu cisco-like;

e TeKkcT LSP;

e Copepxumoe /etc/opennhrp/opennhrp.conf;

e Copepxumoe /etc/frr/frr.conf;

o Copepxumoe /etc/network/interfaces.d/interfaces;
e Copepxumoe /etc/ifaliases.cft.

Hactpowka yctponctea Spoke1_2

Hactporika ycTtponctea Spokel 2 ocyuwectBnserca aHanormyHo yctponctey Spokel 1 ¢ yyetom
cooTBeTCcTBYOWMX IP-agpecos (cm. PucyHok 1).

B MNpunoxeHun npeacTaBneHbl TEKCTbI KOHpUrypaumi gnsa kpuntownosa Spokel 2:

e TeKCT KoHconu cisco-like;

e TeKcCT LSP;

o Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copgepxumoe /etc/frr/frr.conf;

o Cogepxummoe /etc/network/interfaces.d/interfaces;
o Copepxumoe /etc/ifaliases.cft.

Hactponka yctpoucrtea Spoke2_1

Hactporika ycTtpoinctBa Spoke2 1 ocyulecTBnsieTcss aHanormyHo yctpouctsy Spokel 1 ¢ ydetom
cooTtBeTcTBYOWMNX IP-agpecos (cMm. PucyHok 1).

B MpunoxeHuu npeacTaBneHbl TEKCTbl KOHUIypaunin Ansa KpuntoLunosa Spoke2_1:

e TeKCT KoHconu cisco-like;

e TeKkcT LSP;

o Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf;

o Copepxumoe /etc/network/interfaces.d/interfaces;
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o Copepxumoe /etc/ifaliases.cft.

Hactponka yctponctea Spoke2_2

Hactporika ycTtponctBa Spoke2 2 ocyllecTBnsieTtcsas aHanorm4Ho ycTtporctey Spoke2 1 ¢ yyetom
cooTBeTCcTBYIOWMX IP-agpecos (cm. PucyHok 1).

B MpunoxeHuu npeacTaBneHbl TEKCTbl KOHUIypaLnMin Ansa KpuntoLuntosa Spoke2_2:

e TEeKCT KoHconw cisco-like;

e TekcT LSP;

e Copgepxummoe /etc/opennhrp/opennhrp.conf;

e Copepxumoe /etc/frr/frr.conf;

e Copgepxummoe /etc/network/interfaces.d/interfaces;
e Copepxumoe /etc/ifaliases.cft.
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

o noctpoeHusa Spoke-to-Spoke TyHHenen

Mposepka IP cBsA3HOCTH

1. TpoBepbTe, 4YTO C 3awmLaemblx ycTponcts Host-b-hub-vrf-blue, Host-b-hub-vrf-red, Host-b-spokel 1-vrf-
blue, Host-b-spokel 2-vrf-blue, Host-b-spoke2_ 1-vrf-red, Host-b-spoke2_ 2-vrf-red goctyneH no ICMP
COOTBETCTBYIOLLMNA KPUMNTOLLSKO3, KOTOPbIA SBNSETCS LUM30M MO YMONYaHui. [nsg 3Toro BbINONHUTE
KOMaHAy ping M3 KOHCOMM 3alluLLiaeMblX YCTPONCTB.

root@Host-b-hub-vrf-blue:~# ping 192.168.100.2

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.2

from
from
from
from
from

192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

(192.168
100.
100.
100.
100.
100.

.100.2)

56 (84)

bytes of dat

23

DN

icmp seg=1
icmp seg=2
icmp seq=3
icmp seqg=4
icmp seqg=5

--- 192.168.100.2 ping statistics ---
5 packets transmitted,

rtt min/avg/max/mdev

5 received,

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

0% packet loss,

time=0.
time=0.
time=0.
time=0.
time=0.

0.206/0.315/0.403/0.075 ms

root@Host-b-hub-vrf-red:~# ping 192.168.100.2

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.2
192.
192.
192.
192.
192.

from
from
from
from
from

(192.168
168.
168.
168.
168.
168.

100.
100.
100.
100.
100.

.100.2)
23

DN

icmp seqg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seqg=5

56 (84)

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

-—- 192.168.100.2 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev

5 received,

0% packet loss,

time=0.
time=0.
time=0.
time=0.
time=0.

0.258/0.351/0.428/0.068 ms

root@Host-b-spokel 1-vrf-blue:~# ping 192.168.1.1

PING 192.
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

168.1.1 (192
192.
192.
192.
192.
192,

from
from
from
from
from

168.
168.
168.
168.
168.

6

= N = B = =

8
isg
.1:
1
1
1

ol

.1) 56(84)
icmp seg=1
icmp seqg=2
icmp_ seq=3
icmp seqg=4
icmp seg=5

--- 192.168.1.1 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev

5 received, 0%
1.222/1.336/1.513/0.103 ms

bytes of data.

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

packet loss,

time=1.51
time=1.22
time=1.39
time=1.27
time=1.29

root@Host-b-spokel 2-vrf-blue:~# ping 192.168.2.1

PING 192.
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

168.2.1 (192
192
192
192
192.
192.

from
from
from
from
from

168.
168.
168.
168.
168.

6

DN NN

8
1
.1
1
1
1

N,

.1) 56(84)
icmp seqg=1
icmp seq=2
icmp seq=3
icmp seqg=4
icmp seg=5

--—-192.168.2.1 ping statistics ---
5 packets transmitted,

rtt min/avg/max/mdev

5 received,

bytes of data.

ttl=63
ttl=63
ttl=63
tt1l=63
tt1l=63

0% packet loss,

time=1.20
time=1.16
time=1.28
time=1.27
time=1.11

1.108/1.204/1.280/0.065 ms

a.

403
352
368
249
206

bytes of data.

258
428
413
375
282

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

time 4005ms

ms
ms
ms
ms
ms

time 4017ms

time 4005ms

time 4006ms
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root@Host-b-spoke2 1-vrf-red:~# ping 192.168.1.1

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.1
from
from
from
from
from

ol
192.
192.
192.
192
192.

192

168.
168.
168.
.168.
168.

6

PR R R e e

8
1
1:
.1z
1
1

odlo )

56 (84)
icmp seqg=1
icmp seg=2
icmp seq=3
icmp seqg=4
icmp seqg=5

--- 192.168.1.1 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

bytes of data.

tt1l=63
tt1l=63
ttl=63
ttl=63
ttl=63

0% packet loss,

time=0.
time=1.
time=1.
time=1.
time=1.

= 0.857/1.032/1.103/0.090 ms

root@Host-b-spoke2 2-vrf-red:~# ping 192.168.2.1

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.2
from
from
from
from
from

.1«
192
192.
192.
192.
192

192

.168.
168.
168.
168.
.168.

6

DN N

8
g
odl 8
1
1
1

0201}

56 (84)
icmp seqg=1
icmp seg=2
icmp seq=3
icmp seqg=4
icmp_ seqg=5

--—- 192.168.2.1 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

bytes of data.

ttl=63
tt1l=63
tt1l=63
ttl=63
ttl=63

0% packet loss,

time=1.
time=1.
time=1.
time=1.
time=1.

= 1.114/1.219/1.335/0.075 ms

857
10
09
04
07

20
18
34
26
11

ms
ms
ms
ms
ms

time 4007ms

ms
ms
ms
ms
ms

time 4006ms

BugHo, 4To CO BCex 3aluLLaeMbiX YCTPONCTB COOTBETCTBYIOLLME KPUNTOLLMO3bl 4OCTYMNHbI No ICMP.

2. TpoBepbTe, UTO ¢ KpunTowsto3oB no ICMP goctyneH ISP1. [ns 3Toro BbIMNOSHUTE KOMaHA4y ping M3
cisco-like KOHCONM COOTBETCTBYIOLLENO KPUMNTOLLSO3A.

Hub#ping 172.16.100.1

PING 172.16.100.1

108
108
108
108
108

5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

172.1

from
from
from
from
from

6.100

172.
172.

172
172

172.

(17

16.
16.
S
G
16.

2.16

100.
100.
100.
100.

.100.1) 100(128) bytes of data.

1: icmp seg=1 ttl=64 time=0.937 ms
1: icmp seqg=2 ttl=64 time=1.43 ms

1: icmp seg=3 ttl=64 time=0.771 ms
1: icmp seg=4 ttl=64 time=0.802 ms
1: icmp seg=5 ttl=64 time=0.698 ms

100.

.1 ping statistics ---

rtt min/avg/max/mdev

Spokel-1#ping 172.16.

PING 172.16.1.1

108
108
108
108
108

5 packets transmitted,

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

(1
172

172.

172
172

172.

72.

RGP
16.
RGP
SICE
16.

5 received,

0% packet loss,

= 0.698/0.927/1.430/0.262 ms

1.1

1

N = = T = =N

.1)

100 (128)
icmp seg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp_ seqg=5

172.16.1.1 ping statistics ---

rtt min/avg/max/mdev

Spokel-2#ping 172.16.12.1

PING 172.16.12.

108
108
108
108
108

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

1«
172

172.
172.

172

172

o1&
16.

16.
216G

172.16.

5 received,

.16.12.1) 100(128
12.1: icmp seg=1
12.1: icmp seg=2
12.1: icmp seg=3
12.1: icmp seg=4
12.1: icmp seg=5

bytes of data.

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

) bytes
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0.
time=0.
time=0.
time=0.
time=0.

0% packet loss, t
= 0.641/0.744/0.976/0.119 ms

of dat
time=1

time=0.
time=0.
time=0.
time=0.

time

976
731
699
673
641

ime

a.

.56
79
78
84
84

4024ms

ms
ms
ms
ms
ms

4072ms

ms
2 ms
4 ms
5 ms
5 ms
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--- 172.16.12.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4008ms
rtt min/avg/max/mdev = 0.784/0.965/1.563/0.299 ms

Spoke2-1#ping 172.16.2.1

PING 172.16.2.1 (172.16.2.1) 100(128) bytes of data.

108 bytes from 172.16.2.1: icmp seg=1 ttl=64 time=1.14 ms

108 bytes from 172.16.2.1: icmp seg=2 ttl=64 time=0.747 ms
108 bytes from 172.16.2.1: icmp seq=3 ttl=64 time=0.484 ms
108 bytes from 172.16.2.1: icmp seg=4 ttl=64 time=0.821 ms
108 bytes from 172.16.2.1: icmp seg=5 ttl=64 time=0.762 ms

-—- 172.16.2.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4082ms
rtt min/avg/max/mdev = 0.484/0.790/1.137/0.208 ms

Spoke2-2#ping 172.16.22.1

PING 172.16.22.1 (172.16.22.1) 100(128) bytes of data.

108 bytes from 172.16.22.1: icmp seg=1 ttl=64 time=1.17 ms
108 bytes from 172.16.22. icmp seqg=2 ttl=64 time=0.564 ms
108 bytes from 172.16.22. icmp seqg=3 ttl=64 time=0.846 ms
108 bytes from 172.16.22. icmp seqg=4 ttl=64 time=0.825 ms
108 bytes from 172.16.22. icmp seqg=5 ttl=64 time=0.569 ms

e e

--- 172.16.22.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4034ms
rtt min/avg/max/mdev = 0.564/0.794/1.170/0.222 ms

BuaHo, yto yctponcteo ISP1 goctynHo no ICMP co BCex KpMnTOLLIIHO30B.

3. [lpoBepbTe, YTO C KpunTowmno3a Hub no ICMP goctyneH ISP2 ¢ nHtepdencos TenGigabitEthernet 0/1 un
TenGigabitEthernet 0/2. [Ina aT0ro BbINOMHMTE KOMaHAY ping M3 cisco-like koHconu kpunTowsnto3a Hub
(B KayecTBe MCTOYHMKA HeoOXOOUMO YkasbiBaTb WHTepdeinc, a He |P-agpec. 310 cBfA3aHO C
OorpaHnyYeHnaMKn yTunntbl ping. B kayectBe IP-agpeca MCTOYHMKA, MPU UCMOMBb30BaHMM ping, MOXHO
yKasblBaTb TONbKO IP-agpeca nHrepdeincos ua Global VRF.):

Hub#ping 172.16.201.1 source TenGigabitEthernet 0/1

PING 172.16.201.1 (172.16.201.1) from 192.168.100.2 ethl: 100(128) bytes of data.
108 bytes from 172.16.201.1: icmp seg=1 ttl=63 time=3.17 ms

108 bytes from 172.16.201.
108 bytes from 172.16.201.
108 bytes from 172.16.201.
108 bytes from 172.16.201.

icmp seg=2 ttl=63 time=2.04 ms
icmp seg=3 ttl=63 time=2.17 ms
icmp seg=4 ttl=63 time=2.01 ms
icmp seqg=5 ttl=63 time=2.40 ms

=

--- 172.16.201.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 2.014/2.356/3.166/0.427 ms

Hub#ping 172.16.202.1 source TenGigabitEthernet 0/2

PING 172.16.202.1 (172.16.202.1) from 192.168.100.2 eth2: 100(128) bytes of data.
108 bytes from 172.16.202.1: icmp seg=1 ttl=63 time=3.07 ms
108 bytes from 172.16.202. icmp seg=2 ttl=63 time=2.22 ms
108 bytes from 172.16.202. icmp seqg=3 ttl=63 time=2.05 ms
108 bytes from 172.16.202. icmp seg=4 ttl=63 time=1.97 ms
108 bytes from 172.16.202. icmp seg=5 ttl=63 time=2.89 ms

=R e e

--—- 172.16.202.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 1.970/2.439/3.071/0.451 ms

BugHo, uto yctponcteo ISP2 goctynHo no ICMP ¢ kpunTowno3a Hub.
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1.

Mposepka PKI

Y6eamTtech, YTO Ha BCEX KPUNTOLLMO3ax NofnyvyeHbl HeobxoamMmble cepTudmkaTbl. A Takke, YTO cTaTyC

Bcex cepTudukaTos Active. [ins atoro B linux bash koHconu BBeauTe cnedytoLLme KOMaHab:
root@Hub:~# cert mgr show

Found 6 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,O0U=RnD,CN=S-Terra CSP Test Root

CA

2 Status: local C=RU, L=Zelenograd,O=S-Terra CSP,OU=RnD, CN=Hub

3 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=Spoke2 2

4 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=Spokel 1

5 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=Spoke2 1

6 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=Spokel 2

7 CRL: C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

root@Hub:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root

CA

2 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,0U=RnD, CN=Hub

3 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Spoke2 2
4 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel 1
5 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 1
6 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,O0U=RnD,CN=Spokel 2

root@Spokel-1:~# cert mgr show

Found 3 certificates. Found 1 CRL.
1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel 1

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root

CA
3 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,O0U=RnD, CN=Hub
4 CRL: C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

root@Spokel-1:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,O0U=RnD,CN=Spokel 1

2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root

CA
3 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,OU=RnD, CN=Hub

root@Spokel-2:~# cert mgr show

Found 3 certificates. Found 1 CRL.
1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Spokel 2

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root

CA
3 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,0U=RnD, CN=Hub
4 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

root@Spokel-2:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel 2

2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root

CA
3 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,0U=RnD, CN=Hub

root@Spoke2-1:~# cert mgr show

Found 3 certificates. Found 1 CRL.
1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 1

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root

CA
3 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD, CN=Hub
4 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA
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root@Spoke2-1:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 1

2 State: Active C=RU, L=Zelenograd,O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD, CN=Hub

root@Spoke2-2:~# cert mgr show

Found 3 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Spoke2 2

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD, CN=Hub

4 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

root@Spoke2-2:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 2

2 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,OU=RnD, CN=Hub

MpoBepka godaBneHns mapwpytoB B VRF

Y6eautech, 4To Ha kpunTowstode Hub Bce MapLipyTbl HaxoasATcs B Hy»kHOM VRF.

1.1.

1.2.

1.3.

Global VRF. Ha kpuntownose Hub B Global VRF gomkeH HaxoguTbes default-mapwpyT Ao
yctponcTea ISP1.

root@Hub:~# ip route

default via 172.16.100.1 dev eth0 proto st policy
172.16.100.0/24 dev ethO proto kernel scope link src 172.16.100.2

VRF_BLUE. Ha kpuntownt3e Hub B VRF_BLUE pomkeH Haxogmtbcsa default-mapwpyt go
yctponictBa NAT-vrf-blue. A Takke mMaplpyTbl, go6aBnsieMble B Tabnuuy maplipyTusaumm, npwm
pobasneHun nHtepdpencos Tunnel0 (mgre0) n TenGigabitEthernet 0/1 (eth1) B VRF_BLUE.

root@Hub:~# ip route show table 10

default via 192.168.100.1 dev ethl proto st policy

unreachable default metric 4278198272

10.10.10.0/24 dev mgre0 proto kernel scope link src 10.10.10.100

local 10.10.10.100 dev mgre0 proto kernel scope host src 10.10.10.100
broadcast 10.10.10.255 dev mgre0 proto kernel scope link src 10.10.10.100
192.168.1.0/24 nhid 33 via 10.10.10.1 dev mgre0 proto bgp metric 20
192.168.2.0/24 nhid 34 via 10.10.10.2 dev mgre0 proto bgp metric 20
192.168.100.0/24 dev ethl proto kernel scope link src 192.168.100.2

local 192.168.100.2 dev ethl proto kernel scope host src 192.168.100.2
broadcast 192.168.100.255 dev ethl proto kernel scope link src 192.168.100.2

VRF_RED. Ha kpuntowntos3e Hub B VRF_RED pomkeH HaxoauTbes default-mapwpyt go
yctporictea NAT-vrf-red. A Takke mapLpyTbl, AobaBnsemble B Tabnuuy mapLupyTusaumun, npu
pobaeneHun nHtepdpencos Tunnel1 (mgre1) u TenGigabitEthernet 0/2 (eth2) B VRF_RED.

root@Hub:~# ip route show table 20

default via 192.168.100.1 dev eth2 proto st policy

unreachable default metric 4278198272

10.10.20.0/24 dev mgrel proto kernel scope link src 10.10.20.100

local 10.10.20.100 dev mgrel proto kernel scope host src 10.10.20.100
broadcast 10.10.20.255 dev mgrel proto kernel scope link src 10.10.20.100
192.168.1.0/24 nhid 37 via 10.10.20.1 dev mgrel proto bgp metric 20
192.168.2.0/24 nhid 38 via 10.10.20.2 dev mgrel proto bgp metric 20
192.168.100.0/24 dev eth2 proto kernel scope link src 192.168.100.2
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local 192.168.100.2 dev eth2 proto kernel scope host src 192.168.100.2
broadcast 192.168.100.255 dev eth2 proto kernel scope link src 192.168.100.2

2. Ybegutecb, 4TO Ha kpuntowno3ax Spokel 1 Spokel 2 Spoke2 1 wn Spoke2 2 Bce mapLupyThbl
HaxopaTcsa B HyXHoMm VRF.

2.1.

2.2.

2.3.

Global VRF. Ha kpuntownto3sax Spoke1_1 Spoke1_2 Spoke2_1 un Spoke2_2 B Global VRF pomnxeH
HaxoguTbca default-mapwpyT oo yctporictea ISP1.

root@Spokel-1:~# ip route

default via 172.16.1.1 dev eth0 proto st _policy
172.16.1.0/24 dev ethO proto kernel scope link src 172.16.1.2

root@Spokel-2:~# ip route

default via 172.16.12.1 dev eth0 proto st policy
172.16.12.0/24 dev eth0 proto kernel scope link src 172.16.12.2

root@Spoke2-1:~# ip route

default via 172.16.2.1 dev eth0O proto st_policy
172.16.2.0/24 dev eth0 proto kernel scope link src 172.16.2.2

root@Spoke2-2:~# ip route

default via 172.16.22.1 dev eth0 proto st policy
172.16.22.0/24 dev eth0 proto kernel scope link src 172.16.22.2

VRF_BLUE. Ha kpuntownto3ax Spokel 1 m Spokel 2 B VRF_BLUE pomkHbl HaxoguTbcs
MapLupyTbl, fobaBnsemble B Tabnvuy mMaplipytusaumum, npy gobasneHnn nitepdgericos TunnelO
(mgre0) n TenGigabitEthernet0/1 (ethl) B VRF_BLUE.

root@Spokel-1:~# ip route show table 10

default nhid 25 via 10.10.10.100 dev mgreO proto bgp metric 20
unreachable default metric 4278198272

10.10.10.0/24 dev mgre0 proto kernel scope link src 10.10.10.1

local 10.10.10.1 dev mgre0 proto kernel scope host src 10.10.10.1
broadcast 10.10.10.255 dev mgre0 proto kernel scope link src 10.10.10.1
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.1

local 192.168.1.1 dev ethl proto kernel scope host src 192.168.1.1
broadcast 192.168.1.255 dev ethl proto kernel scope link src 192.168.1.1
192.168.2.0/24 nhid 27 via 10.10.10.2 dev mgre0 proto bgp metric 20
192.168.100.0/24 nhid 25 via 10.10.10.100 dev mgre0 proto bgp metric 20

root@Spokel-2:~# ip route show table 10

default nhid 25 via 10.10.10.100 dev mgreO proto bgp metric 20
unreachable default metric 4278198272

10.10.10.0/24 dev mgre0 proto kernel scope link src 10.10.10.2

local 10.10.10.2 dev mgre0 proto kernel scope host src 10.10.10.2
broadcast 10.10.10.255 dev mgre0 proto kernel scope link src 10.10.10.2
192.168.1.0/24 nhid 27 via 10.10.10.1 dev mgreO proto bgp metric 20
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.1

local 192.168.2.1 dev ethl proto kernel scope host src 192.168.2.1
broadcast 192.168.2.255 dev ethl proto kernel scope link src 192.168.2.1
192.168.100.0/24 nhid 25 via 10.10.10.100 dev mgreO proto bgp metric 20

VRF_RED. Ha kpuntownto3ax Spoke2 1 u Spoke2 2 B VRF_RED [oOmXHbl Haxo4WUTbCSA
MapLupyThbl, fobaBnsemble B Tabnvuy MapLlipytusaumum, npy gobasneHnn nitepdericos TunnelO
(mgre0) n TenGigabitEthernet0/1 (ethl) B VRF_RED.

root@Spoke2-1:~# ip route show table 20

default nhid 24 via 10.10.20.100 dev mgreO proto bgp metric 20
unreachable default metric 4278198272
10.10.20.0/24 dev mgre0 proto kernel scope link src 10.10.20.1
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local 10.10.20.1 dev mgre0O proto kernel scope host src 10.10.20.1
broadcast 10.10.20.255 dev mgre0 proto kernel scope link src 10.10.20.1
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.1

local 192.168.1.1 dev ethl proto kernel scope host src 192.168.1.1
broadcast 192.168.1.255 dev ethl proto kernel scope link src 192.168.1.1
192.168.2.0/24 nhid 26 via 10.10.20.2 dev mgre0 proto bgp metric 20
192.168.100.0/24 nhid 24 via 10.10.20.100 dev mgreO proto bgp metric 20

root@Spoke2-2:~# ip route show table 20

default nhid 24 via 10.10.20.100 dev mgreO proto bgp metric 20

unreachable default metric 4278198272

10.10.20.0/24 dev mgreO proto kernel scope link src 10.10.20.2

local 10.10.20.2 dev mgre0 proto kernel scope host src 10.10.20.2
broadcast 10.10.20.255 dev mgre0 proto kernel scope link src 10.10.20.2
192.168.1.0/24 nhid 26 via 10.10.20.1 dev mgre0 proto bgp metric 20
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.1

local 192.168.2.1 dev ethl proto kernel scope host src 192.168.2.1
broadcast 192.168.2.255 dev ethl proto kernel scope link src 192.168.2.1
192.168.100.0/24 nhid 24 via 10.10.20.100 dev mgreO proto bgp metric 20

Mposepka padoTbl NHRP

root@Hub:~# opennhrpctl show dynamic

Status: ok

Interface: mgrel
Type: dynamic
Protocol-Address:

NBMA-Address: 172.

Flags: up
Expires-In: 1:15

Interface: mgrel
Type: dynamic
Protocol-Address:

NBMA-Address: 172.

Flags: up
Expires-In: 1:10

Interface: mgre0
Type: dynamic
Protocol-Address:

NBMA-Address: 172.

Flags: up
Expires-In: 1:24

Interface: mgrel
Type: dynamic
Protocol-Address:

NBMA-Address: 172.

Flags: up
Expires-In: 1:07

Entries found: 4

10.
16.

10.
16.

10.
16.

10.
16.

10.20.

2.2

10.20.

22.2

10.10.

1.2

10.10.

12,2

1/32

2/32

1/32

2/32

Y6eauntecsb, 4To Ha KpunTownto3de Hub no npotokony NHRP 3apeructpupoBanuck Bce Spoke-ycTpoiicTaa.
[na atoro B linux bash koHconu BBegMTe cneayroLlyo KOMaHay:

2. Ybepgutecb, uTo gna kpuntowno3oB Spokel 1, Spokel 2, Spoke2 1 un Spoke2 2 kpunrtownto3 Hub

aBnseTca next-hop cepsepom B pamkax npotokona NHRP n umeet dpnar up. Ans atoro B linux bash
KOHCOMW COOTBETCTBYIOLLEro KpMNTOLLNIO3a BBEAUTE CrieyoLLyt0 KOMaHay:
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root@Spokel-1:~# opennhrpctl nhs show

Status: ok

Interface: mgrel

Type: static

Protocol-Address: 10.10.10.100/24
NBMA-Address: 172.16.100.2

Server priority: 0

Flags: used up

Entries found: 1

root@Spokel-2:~# opennhrpctl nhs show

Status: ok

Interface: mgrel

Type: static

Protocol-Address: 10.10.10.100/24
NBMA-Address: 172.16.100.2

Server priority: O

Flags: used up

Entries found: 1

root@Spoke2-1:~# opennhrpctl nhs show
Status: ok

Interface: mgre0

Type: static

Protocol-Address: 10.10.20.100/24
NBMA-Address: 172.16.100.2

Server priority: 0

Flags: used up

Entries found: 1

root@Spoke2-2:~# opennhrpctl nhs show
Status: ok

Interface: mgrel

Type: static

Protocol-Address: 10.10.20.100/24
NBMA-Address: 172.16.100.2

Server priority: 0
Flags: used up

Entries found: 1

BnaHo, 4to BCe Spoke-yCTponcTBa yCneLwHo 3aperncTpmpoBanuch Ha Kpuntownose Hub.

MpoBepka padboTul BGP

Y6eautech, 4to Ha Hub koppekTHO paboTtaeT npotokon BGP, ansa atoro 3angute B linux bash BeinonHuTe

crieqyloLme KomaHbl:
root@Hub:~# vtysh

Hello, this is FRRouting (version 9.0.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hub# sh ip bgp vrf vrf blue summary

© 2003-2026 S-Terra CSP

25



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

IPv4 Unicast Summary (VRF vrf blue):

BGP router identifier 10.10.10.100, local AS number 65000 vrf-id 8
BGP table version 3

RIB entries 5, using 960 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor \Y% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down Stc
*10.10.10.1 4 65000 804 807 3 0 0 00:40:02 A
*10.10.10.2 4 65000 803 806 3 0 0 00:39:59 A

Total number of neighbors 2
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000

Hub# sh ip bgp vrf vrf red summary

IPv4 Unicast Summary (VRF vrf_red):

BGP router identifier 10.10.20.100, local AS number 65000 vrf-id 9
BGP table version 3

RIB entries 5, using 960 bytes of memory

Peers 2, using 41 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor \Y% AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down Stc
*10.10.20.1 4 65000 819 822 3 0 0 00:40:48 A
*10.10.20.2 4 65000 815 818 3 0 0 00:40:36 A

Total number of neighbors 2
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000

Hub# show ip bgp vrf vrf blue

BGP table version is 3, local router ID is 10.10.10.100, vrf id 8
Default local pref 100, local AS 65000
Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =
multipath,
i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>i 192.168.1.0/24 10.10.10.1 0 100 0 i
*>i 192.168.2.0/24 10.10.10.2 0 100 0 i
*> 192.168.100.0/24 0.0.0.0 0 32768 i

Displayed 3 routes and 3 total paths
Hub# show ip bgp vrf vrf red

BGP table version is 3, local router ID is 10.10.20.100, vrf id 9
Default local pref 100, local AS 65000
Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best,
multipath,
i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>i 192.168.1.0/24 10.10.20.1 0 100 0 i
*>i 192.168.2.0/24 10.10.20.2 0 100 0 i
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*> 192.168.100.0/24 0.0.0.0 0 32768 i

Displayed 3 routes and 3 total paths

BugHo, yto Ha Hub no npoTtokony BGP ycTtaHoBneHO coceacTBo ¢ KpunTownto3ammn Spokel 1, Spokel 2,
Spoke2_1 n Spoke2_2, n nony4yeHbl MapLLpyThbl O BCEX 3alUULL@EMbIX NOACETEN.

2. Yb6epgutecb, 4To Ha Hub mapLupyTbl, nony4eHHble No npoTokony BGP, nobaBneHbl B HyXHble Tabnuupbl
MapLpyTusaumn. [inga atoro 3anaute B linux bash BeinonHute cnegytowime KomaHapl:

root@Hub:~# ip route show table 10

default via 192.168.100.1 dev ethl proto st policy

unreachable default metric 4278198272

10.10.10.0/24 dev mgre0 proto kernel scope link src 10.10.10.100

local 10.10.10.100 dev mgre0 proto kernel scope host src 10.10.10.100
broadcast 10.10.10.255 dev mgreO proto kernel scope link src 10.10.10.100
192.168.1.0/24 nhid 33 via 10.10.10.1 dev mgre0 proto bgp metric 20
192.168.2.0/24 nhid 34 via 10.10.10.2 dev mgre0 proto bgp metric 20
192.168.100.0/24 dev ethl proto kernel scope link src 192.168.100.2

local 192.168.100.2 dev ethl proto kernel scope host src 192.168.100.2
broadcast 192.168.100.255 dev ethl proto kernel scope link src 192.168.100.2

root@Hub:~# ip route show table 20

default via 192.168.100.1 dev eth2 proto st policy

unreachable default metric 4278198272

10.10.20.0/24 dev mgrel proto kernel scope link src 10.10.20.100

local 10.10.20.100 dev mgrel proto kernel scope host src 10.10.20.100
broadcast 10.10.20.255 dev mgrel proto kernel scope link src 10.10.20.100
192.168.1.0/24 nhid 37 via 10.10.20.1 dev mgrel proto bgp metric 20
192.168.2.0/24 nhid 38 via 10.10.20.2 dev mgrel proto bgp metric 20
192.168.100.0/24 dev eth2 proto kernel scope link src 192.168.100.2

local 192.168.100.2 dev eth2 proto kernel scope host src 192.168.100.2
broadcast 192.168.100.255 dev eth2 proto kernel scope link src 192.168.100.2

3. Yb6eputecob, uyto Ha Spokel_ 1, Spokel_2, Spoke2_1 n Spoke2_2 koppekTHO paboTaeT npotokon BGP.
[na atoro 3anaunTe B linux bash BeinonHuTe cnegytowme KomaHabl:
root@Spokel-1:~# vtysh

Hello, this is FRRouting (version 9.0.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-1# show ip bgp vrf vrf blue summary

IPv4 Unicast Summary:

BGP router identifier 10.10.10.1, local AS number 65000 VRF vrf blue vrf-id 8
BGP table version 12

RIB entries 6, using 768 bytes of memory

Peers 1, using 23 KiB of memory

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd PfxSnt Desc
10.10.10.100 4 65000 23539 23531 12 0 0 01:17:24 3 1 FRRouting/10.3.1
Total number of neighbors 1

root@Spokel-2:~# vtysh

Hello, this is FRRouting (version 9.0.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-2# show ip bgp vrf vrf blue summary

IPv4 Unicast Summary:
BGP router identifier 10.10.10.2, local AS number 65000 VRF vrf blue vrf-id 8
BGP table version 12
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RIB entries 6, using 768 bytes of memory
Peers 1, using 23 KiB of memory

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd  PfxSnt Desc
10.10.10.100 4 65000 23704 23696 12 0 0 01:21:19 3 1 FRRouting/10.3.1

Total number of neighbors 1
root@Spoke2-1:~# vtysh

Hello, this is FRRouting (version 9.0.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2-1# show ip bgp vrf vrf red summary

IPv4 Unicast Summary:

BGP router identifier 10.10.20.1, local AS number 65000 VRF vrf red vrf-id 8
BGP table version 10

RIB entries 6, using 768 bytes of memory

Peers 1, using 23 KiB of memory

Neighbor vV AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd PfxSnt Desc
10.10.20.100 4 65000 23731 23725 10 0 0 01:27:30 3 1 FRRouting/10.3.1

Total number of neighbors 1
root@Spoke2-2:~# vtysh

Hello, this is FRRouting (version 9.0.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2-2# sh ip bgp vrf vrf red summary

IPv4 Unicast Summary:

BGP router identifier 10.10.20.2, local AS number 65000 VRF vrf red vrf-id 8
BGP table version 10

RIB entries 6, using 768 bytes of memory

Peers 1, using 23 KiB of memory

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd  PfxSnt Desc
10.10.20.100 4 65000 23944 23938 10 0 0 01:30:16 3 1 FRRouting/10.3.1

Total number of neighbors 1
Spokel-1# show ip bgp vrf vrf blue

BGP table version is 12, local router ID is 10.10.10.1, vrf id 8
Default local pref 100, local AS 65000
Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =
multipath,
i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>1 0.0.0.0/0 10.10.10.100 0 100 0 i
*> 192.168.1.0/24 0.0.0.0 0 32768 i
*>i 192.168.2.0/24 10.10.10.2 0 100 0 i
*>1 192.168.100.0/24 10.10.10.100 0 100 0 i

Displayed 4 routes and 4 total paths
Spokel-2# show ip bgp vrf vrf blue

BGP table version is 12, local router ID is 10.10.10.2, vrf id 8
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Default local pref 100, local AS 65000
Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =
multipath,
i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>i 0.0.0.0/0 10.10.10.100 0 100 0 i
*>i 192.168.1.0/24 10.10.10.1 0 100 0 1i
*> 192.168.2.0/24 0.,0,0.0 0 32768 i
*>1 192.168.100.0/24 10.10.10.100 0 100 0 i

Displayed 4 routes and 4 total paths
Spoke2-1# show ip bgp vrf vrf red

BGP table version is 10, local router ID is 10.10.20.1, vrf id 5
Default local pref 100, local AS 65000
Status codes: s suppressed, d damped, h history, u unsorted, * wvalid, > best,
multipath,
i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>i 0.0.0.0/0 10.10.20.100 0 100 0 i
*> 192.168.1.0/24 0.0.0.0 0 32768 i
*>i 192.168.2.0/24 10.10.20.2 0 100 0 i
*>i 192.168.100.0/24 10.10.20.100 0 100 0 i

Displayed 4 routes and 4 total paths
Spoke2-2# sh ip bgp vrf vrf red

BGP table version is 10, local router ID is 10.10.20.2, vrf id 5
Default local pref 100, local AS 65000
Status codes: s suppressed, d damped, h history, u unsorted, * valid, > best, =
multipath,
i internal, r RIB-failure, S Stale, R Removed
Nexthop codes: @NNN nexthop's vrf id, < announce-nh-self
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*>i 0.0.0.0/0 10.10.20.100 0 100 0 i
*>i 192.168.1.0/24 10.10.20.1 0 100 0 i
*> 192.168.2.0/24 0.0.0.0 0 32768 i
*>1 192.168.100.0/24 10.10.20.100 0 100 0 i

Displayed 4 routes and 4 total paths

BugHo, uto Ha kpuntowso3ax Spokel 1, Spokel 2, Spoke2 1 n Spoke2 2 no npotokony BGP
YCTaHOBIEHO coceacTso ¢ Hub 1 nonyyeHbl Bce HEOOX0AMMbIE MapLUPYThI.

4. Yb6epautecn, 4To Ha Spokel_1, Spokel_2, Spoke2_1 n Spoke2_2 mapLupyTbl, NONy4YEHHbIE MO MPOTOKONY
BGP pob6aBneHbl B HyxHble Tabnuubl MaplupyTu3auuu, Ans atoro 3amgute B linux bash koHconb
COOTBETCTBYHOLLENO KPUMTOLLIIO3a W BbIMOIHUTE CrieayioLime KOMaHabl:

root@Spokel-1:~# ip route show table 10

default nhid 25 via 10.10.10.100 dev mgre0 proto bgp metric 20
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unreachable default metric 4278198272

10.10.10.0/24 dev mgreO proto kernel scope link src 10.10.10.1

local 10.10.10.1 dev mgreO proto kernel scope host src 10.10.10.1
broadcast 10.10.10.255 dev mgreO proto kernel scope link src 10.10.10.1
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.1

local 192.168.1.1 dev ethl proto kernel scope host src 192.168.1.1
broadcast 192.168.1.255 dev ethl proto kernel scope link src 192.168.1.1
192.168.2.0/24 nhid 27 via 10.10.10.2 dev mgre0 proto bgp metric 20
192.168.100.0/24 nhid 25 via 10.10.10.100 dev mgre0 proto bgp metric 20

root@Spokel-2:~# ip route show table 10

default nhid 25 via 10.10.10.100 dev mgre0 proto bgp metric 20
unreachable default metric 4278198272

10.10.10.0/24 dev mgre0 proto kernel scope link src 10.10.10.2

local 10.10.10.2 dev mgreO proto kernel scope host src 10.10.10.2
broadcast 10.10.10.255 dev mgreO proto kernel scope link src 10.10.10.2
192.168.1.0/24 nhid 27 via 10.10.10.1 dev mgre0 proto bgp metric 20
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.1

local 192.168.2.1 dev ethl proto kernel scope host src 192.168.2.1
broadcast 192.168.2.255 dev ethl proto kernel scope link src 192.168.2.1
192.168.100.0/24 nhid 25 via 10.10.10.100 dev mgre0 proto bgp metric 20

root@Spoke2-1:~# ip route show table 20

default nhid 24 via 10.10.20.100 dev mgre0 proto bgp metric 20
unreachable default metric 4278198272

10.10.20.0/24 dev mgreO proto kernel scope link src 10.10.20.1

local 10.10.20.1 dev mgreO proto kernel scope host src 10.10.20.1
broadcast 10.10.20.255 dev mgreO proto kernel scope link src 10.10.20.1
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.1

local 192.168.1.1 dev ethl proto kernel scope host src 192.168.1.1
broadcast 192.168.1.255 dev ethl proto kernel scope link src 192.168.1.1
192.168.2.0/24 nhid 26 via 10.10.20.2 dev mgre0 proto bgp metric 20
192.168.100.0/24 nhid 24 via 10.10.20.100 dev mgre0 proto bgp metric 20

root@Spoke2-2:~# ip route show table 20

default nhid 24 via 10.10.20.100 dev mgre0 proto bgp metric 20
unreachable default metric 4278198272

10.10.20.0/24 dev mgreO proto kernel scope link src 10.10.20.2

local 10.10.20.2 dev mgreO proto kernel scope host src 10.10.20.2
broadcast 10.10.20.255 dev mgre(O proto kernel scope link src 10.10.20.2
192.168.1.0/24 nhid 26 via 10.10.20.1 dev mgre0 proto bgp metric 20
192.168.2.0/24 dev ethl proto kernel scope link src 192.168.2.1

local 192.168.2.1 dev ethl proto kernel scope host src 192.168.2.1
broadcast 192.168.2.255 dev ethl proto kernel scope link src 192.168.2.1
192.168.100.0/24 nhid 24 via 10.10.20.100 dev mgre0 proto bgp metric 20

MpoBepka NOCTPOEHMS 3aLLULLEHHOTO COeANHEHMS

1. Y6epgutech, yto mexay Hub n Spokel 1, Spokel 2, Spoke2 1, Spoke2 2 ycTaHOBMEHO 3alUULLEHHOE
coefIHEHME:

root@Hub:~# sa_mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.100.2,500)-(172.16.2.2,500) active 1912 1960
(172.16.100.2,500)-(172.16.12.2,500) active 1912 1960
(172.16.100.2,500)-(172.16.1.2,500) active 1888 1936
( ) = (

2
3
4 172.16.100.2,500 172.16.22.2,500) active 1912 1960

SN
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IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (172.16.100.2,*)-(172.16.2.2,*) 47 ESP trans 2164 1904

2 2 (172.16.100.2,*)-(172.16.12.2,*) 47 ESP trans 2164 1832

33 (172.16.100.2,*)-(172.16.1.2,*) 47 ESP trans 2448 2312

4 4 (172.16.100.2,*)-(172.16.22.2,*) 47 ESP trans 1804 1472

root@Spokel-1:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 33 (172.16.1.2,500)-(172.16.100.2,500) active 19676 16352

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 46 (172.16.1.2,*)-(172.16.100.2,*) 47 ESP trans 45084 67452

root@Spokel-2:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 98 (172.16.12.2,500)-(172.16.100.2,500) active 12564 10648

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 32 (172.16.12.2,*)-(172.16.100.2,*) 47 ESP trans 1124 1912

root@Spoke2-1:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 110 (172.16.2.2,500)-(172.16.100.2,500) active 1896 1932

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 33 (172.16.2.2,*)-(172.16.100.2,*) 47 ESP trans 8424 8076

root@Spoke2-2:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 84 (172.16.22.2,500)-(172.16.100.2,500) active 6576 7704

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 44 (172.16.22.2,*)-(172.16.100.2,*) 47 ESP trans 64948 79240

MpoBepka gocTynHocTU WUHTepHeTa AnsA YCTPOWUCTB U3 3aliULLaeMbIX
noacereun

1. Yb6eautecn, 4Tto ycTpomctea Host-b-hub-vrf-blue, Host-b-hub-vrf-red, Host-b-spokel_1-vrf-blue, Host-b-
spokel 2-vrf-blue, Host-b-spoke2_1-vrf-red n Host-b-spoke2_2-vrf-red nmetot goctyn B IHTepHeT yepes
kpunTowsnto3 Hub. [Ona 3Toro BbINOMHMTE KOMaHAy ping M3 KOHCOMU 3allMLaemMblX YCTPOWCTB U
napannensbHo 3anyctTuTe tcpdump C YKa3aHHbIMU NapamMeTpamu Ha kpuntownose Hub:
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root@Host-b-hub-vrf-blue:~# ping 172.10.0.1

PING 172.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

10.0.

1 (172.
o110,
10.
10.
10.
10.

172

172.
172.
172.
172.

10.0.1) 56(84)

0.1: icmp seg=1 ttl=63
0.1: icmp seg=2 ttl=63
0.1: icmp seqg=3 ttl=63
0.1: icmp seqg=4 ttl=63
0.1: icmp seg=5 ttl=63

--- 172.10.0.1 ping statistics ---
5 packets transmitted,

rtt min/avg/max/mdev

5 received,

bytes of data.
time=0.
time=0.
time=0.
time=0.
time=0.

0% packet loss,

0.533/0.652/0.719/0.066 ms

root@Hub:~# tcpdump -i ethl -p icmp -Q in

tcpdump: verbose output suppressed, use -v[v]...

listening on ethl,

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

29:
29:
29:
29:
29:
29:
29:
29¢
29¢
29¢

17
17
18.
18.
19
19,
20.
20.
21.
21.

734661
747974
750019
752836

. 754678

758868
761161
764658
766785
770440

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

link-type EN10MB

192,
172
192,
172
192.
172
192.
172
192.
172

673
701
634
533
719

time 4005ms

ms
ms
ms
ms
ms

(Ethernet),

root@Host-b-hub-vrf-red:~# ping 172.10.0.1

PING 172.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

10.0.

1 (172.
172.
172.

172

for full protocol decode

snapshot length 262144 bytes

10.
10.
- L0 6
172.
172.

10.
10.

168.100.100 > 172.10.0.1: ICMP echo request, id 7586, seq 1, length 64
.10.0.1 > 192.168.100.100: ICMP echo reply, id 7586, seq 1, length 64
168.100.100 > 172.10.0.1: ICMP echo request, id 7842, seq 2, length 64
.10.0.1 > 192.168.100.100: ICMP echo reply, id 7842, seq 2, length 64
168.100.100 > 172.10.0.1: ICMP echo request, id 8098, seqg 3, length 64
.10.0.1 > 192.168.100.100: ICMP echo reply, id 8098, seq 3, length 64
168.100.100 > 172.10.0.1: ICMP echo request, id 8354, seq 4, length 64
.10.0.1 > 192.168.100.100: ICMP echo reply, id 8354, seq 4, length 64
168.100.100 > 172.10.0.1: ICMP echo request, id 8610, seq 5, length 64
.10.0.1 > 192.168.100.100: ICMP echo reply, id 8610, seq 5, length 64
10.0.1) 56(84) bytes of data.

0.1: icmp seg=1 ttl=63 time=0.782 ms

0.1: icmp seqg=2 ttl=63 time=0.653 ms

0.1: icmp seqg=3 ttl=63 time=0.969 ms

0.1: icmp seqg=4 ttl=63 time=0.522 ms

0.1: icmp seg=5 ttl=63 time=0.672 ms

--- 172.10.0.1 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

0% packet loss,

= 0.522/0.719/0.969/0.149 ms

root@Hub:~# tcpdump -i eth2 -p icmp -Q in

tcpdump: verbose output suppressed, use -v[v]...
listening on eth2, link-type EN10MB

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

33:
33:
33:
33:
33:
33:
33:
33:
33:
33:

45.
45.
46
46.
47.
47.
48.
48.
49
49

713908
717362

.719292

721786
723819
726602
728178
731294

. 733016
.735978

IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

192.
172
192.
172
192.
172
192.
172
192.
172

168.100.100 > 172.10

.10.0.1 > 192.168.100.

168.100.100 > 172.10

.10.0.1 > 192.168.100.

168.100.100 > 172.10

.10.0.1 > 192.168.100.

168.100.100 > 172.10

.10.0.1 > 192.168.100.

168.100.100 > 172.10

.10.0.1 > 192.168.100.

(Ethernet),

.0.1:
100:
.0.1:
100:
.0.1:
100:
.0.1:
100:
20.1¢g
100:

time 4007ms

for full protocol decode
snapshot length 262144 bytes
ICMP echo request, id 10659, seq 1, length 64

ICMP echo

reply, id 10659, seq 1, length 64

ICMP echo request, id 10915, seq 2, length 64

ICMP echo

reply, id 10915, seq 2, length 64

ICMP echo request, id 11171, seq 3, length 64

ICMP echo

reply, id 11171, seq 3, length 64

ICMP echo request, id 11427, seq 4, length 64

ICMP echo

reply, id 11427, seq 4, length 64

ICMP echo request, id 11683, seq 5, length 64

ICMP echo

root@Host-b-spokel 1-vrf-blue:~# ping 172.10.0.1

PING 172.

64
64
64
64

bytes
bytes
bytes
bytes

from
from
from
from

10.0.

reply, id 11683, seq 5, length 64

1 (172.10.0.1) 56(84)

172.10.0.1: icmp seg=1 ttl=63
172.10.0.1: icmp seg=2 ttl=63
172.10.0.1: icmp seqg=3 ttl=63
172.10.0.1: icmp seg=4 ttl=63

bytes of data.
time=0.
time=0.
time=0.
time=0.

684
949
637
612

ms
ms

ms
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64 bytes from 172.10.0.1: icmp seg=5 ttl=63 time=0.634 ms

~C

--- 172.10.0.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 0.612/0.703/0.949/0.125 ms

root@Hub:~# tcpdump -i ethl -p icmp

tcpdump: verbose output suppressed, use -v([v]... for full protocol decode

listening on ethl, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
15:13:44.989072 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 30878, seq 1, length 64
15:13:44.994130 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 30878, seq 1, length 64
15:13:46.000459 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 31134, seq 2, length 64
15:13:46.003320 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 31134, seqg 2, length 64
15:13:47.007121 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 31390, seq 3, length 64
15:13:47.009516 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 31390, seqg 3, length 64
15:13:48.014431 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 31646, seq 4, length 64
15:13:48.017031 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 31646, seq 4, length 64
15:13:49.020176 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 31902, seq 5, length 64
15:13:49.023412 1P 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 31902, seqg 5, length 64

root@Host-b-spokel 2-vrf-blue:~# ping 172.10.0.1

PING 172.10.0.1 (172.10.0.1) 56(84) bytes of data.

64 bytes from 172.10.0.1: icmp seg=1 ttl=63 time=0.679 ms
64 bytes from 172.10.0.1: icmp seg=2 ttl=63 time=0.618 ms
64 bytes from 172.10.0.1: icmp seg=3 ttl=63 time=0.620 ms
64 bytes from 172.10.0.1: icmp seg=4 ttl=63 time=0.599 ms
64 bytes from 172.10.0.1: icmp seg=5 ttl=63 time=0.735 ms

~C

——— 172.10.0.1 ping statistics --—-

5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 0.599/0.650/0.735/0.050 ms

root@Hub:~# tcpdump -i ethl -p icmp

tcpdump: verbose output suppressed, use -v([v]... for full protocol decode

listening on ethl, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
15:35:30.849115 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 37539, seq 1, length 64
15:35:30.853011 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 37539, seq 1, length 64
15:35:31.855979 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 37795, seq 2, length 64
15:35:31.858011 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 37795, seq 2, length 64
15:35:32.861624 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 38051, seq 3, length 64
15:35:32.864534 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 38051, seqg 3, length 64
15:35:33.868617 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 38307, seq 4, length 64
15:35:33.871316 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 38307, seqg 4, length 64
15:35:34.874864 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 38563, seq 5, length 64
15:35:34.877021 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 38563, seq 5, length 64

root@Host-b-spoke2 l1-vrf-red:~# ping 172.10.0.1

PING 172.10.0.1 (172.10.0.1) 56(84) bytes of data.

64 bytes from 172.10.0.1: icmp seg=1 ttl=61 time=1.64 ms
64 bytes from 172.10.0.1: icmp seg=2 ttl=61 time=1.64 ms
64 bytes from 172.10.0.1: icmp seg=3 ttl=61 time=1.81 ms
64 bytes from 172.10.0.1: icmp seg=4 ttl=61 time=1.78 ms
64 bytes from 172.10.0.1: icmp seg=5 ttl=61 time=1.94 ms

—-—- 172.10.0.1 ping statistics --—-
6 packets transmitted, 5 received, 16.6667% packet loss, time 5009ms
rtt min/avg/max/mdev = 1.635/1.758/1.938/0.113 ms

root@Hub:~# tcpdump -i eth2 -p icmp
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tcpdump: verbose output suppressed, use -v([v]... for full protocol decode

listening on eth2, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
15:36:51.802158 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 58275, seq 1, length 64
15:36:51.804850 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 58275, seq 1, length 64
15:36:52.808130 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 58531, seq 2, length 64
15:36:52.810294 1P 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 58531, seq 2, length 64
15:36:53.814521 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 58787, seq 3, length 64
15:36:53.816805 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 58787, seq 3, length 64
15:36:54.819836 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 59043, seq 4, length 64
15:36:54.822257 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 59043, seq 4, length 64
15:36:55.826000 IP 192.168.1.100 > 172.10.0.1: ICMP echo request, id 59299, seq 5, length 64
15:36:55.828343 IP 172.10.0.1 > 192.168.1.100: ICMP echo reply, id 59299, seqg 5, length 64

root@Host-b-spoke2 2-vrf-red:~# ping 172.10.0.1

PING 172.10.0.1 (172.10.0.1) 56(84) bytes of data.

64 bytes from 172.10.0.1: icmp seg=1 ttl=61 time=1.42 ms
64 bytes from 172.10.0.1: icmp seg=2 ttl=61 time=1.69 ms
64 bytes from 172.10.0.1: icmp seg=3 ttl=61 time=1.75 ms
64 bytes from 172.10.0.1: icmp seg=4 ttl=61 time=1.63 ms
64 bytes from 172.10.0.1: icmp seg=5 ttl=61 time=1.66 ms

--—- 172.10.0.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 1.421/1.629/1.750/0.111 ms

root@Hub:~# tcpdump -i eth2 -p icmp

tcpdump: verbose output suppressed, use -v([v]... for full protocol decode

listening on eth2, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
15:37:38.547926 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 4772, seq 1, length 64
15:37:38.550486 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 4772, seq 1, length 64
15:37:39.553606 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 5028, seq 2, length 64
15:37:39.556686 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 5028, seq 2, length 64
15:37:40.560495 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 5284, seq 3, length 64
15:37:40.562612 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 5284, seqg 3, length 64
15:37:41.565968 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 5540, seq 4, length 64
15:37:41.569141 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 5540, seq 4, length 64
15:37:42.573058 IP 192.168.2.100 > 172.10.0.1: ICMP echo request, id 5796, seq 5, length 64
15:37:42.575644 IP 172.10.0.1 > 192.168.2.100: ICMP echo reply, id 5796, seq 5, length 64

BuaHo, 4To BCe yCTpoMCTBa M3 3aluULaeMbix NoAceTen UMEIDT Bbixod B VIHTEPHET Yepes KpUNTOLLSI3
Hub.

Mocne noctpoenunsa Spoke-to-Spoke TyHHenen

WMuuunnpyiite noctpoeHne spoke-to-spoke TyHHenen mexgy kpuntowntosdamum Spokel_ 1 n Spokel_ 2, a
Takke mexgy kpuntownio3damum Spoke2_1 u Spoke2_2 npu nomowwm ICMP Tpadumka, nocbinaemoro ¢
ycTpownctBa Host-b-spokel 1-vrf-blue Ha Host-b-spokel 2-vrf-blue (MmoxHO n Hao6opoT) n ¢ ycTporncTea Host-
b-spoke2_1-vrf-red Ha Host-b-spoke2_2-vrf-red cooTBeTCcTBEHHO. [1na 3TOro BbINOMHWUTE KOMaH4y ping U3
KOHCOMNM 3awuiaemblx yctponcts Host-b-spokel_1-vrf-blue n Host-b-spoke2_1-vrf-red.

MpoBepka PKI
1. Ybepgutecb, 4TO nocne ycTaHoBrneHusi Spoke-to-Spoke TyHHensi Bce Spoke-ycTporcTBa nonyumnm
cepTudmkaTbl CBOUX coceden. A Takke, UTO CcTaTyC Bcex ceptudukaTos Active.
root@Spokel-1:~# cert mgr show

Found 4 certificates. Found 1 CRL.
1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel 1
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2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Spokel 2

4 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,O0U=RnD, CN=Hub

5 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA

root@Spokel-1:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel 1

2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 State: Active C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Spokel 2

4 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,OU=RnD, CN=Hub

root@Spokel-2:~# cert mgr show

Found 4 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel 2

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Spokel 1

4 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD, CN=Hub

5 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

root@Spokel-2:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, 0O=S-Terra CSP,OU=RnD,CN=Spokel 2

2 State: Active C=RU, L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 State: Active C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Spokel 1

4 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hub

root@Spoke2-1:~# cert mgr show

Found 4 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 1

2 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 Status: remote C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD, CN=Hub

4 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Spoke2 2

5 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA

root@Spoke2-1:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 1

2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,OU=RnD, CN=Hub

4 State: Active C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Spoke2 2

root@Spoke2-2:~# cert mgr show

Found 4 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 2

2 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD, CN=Hub

4 Status: remote C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=Spoke2 1

5 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,O0U=RnD,CN=S-Terra CSP Test Root CA

root@Spoke2-2:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke2 2

2 State: Active C=RU, L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

3 State: Active C=RU, L=Zelenograd, 0O=S-Terra CSP,0U=RnD, CN=Hub

4 State: Active C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=Spoke2 1
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MpoBepka padotsl NHRP

1. Yb6epgutech, uTo Ha kpunTownto3dax Spokel 1, Spokel 2, Spoke2_ 1 u Spoke2_2, no npotokony NHRP,
npousowno paspeweHne NBMA-agpecoB COOTBETCTBYHOLLMX KpunTowsito3oB. [Onsa atoro B linux bash
KOHCONN BBEAUTE CreayoLLyt0 KOMaHay:

root@Spokel-1:~# opennhrpctl show cached

Status: ok

Interface: mgrel

Type: cached

Protocol-Address: 10.10.10.2/32
NBMA-Address: 172.16.12.2
Flags: used up

Expires-In: 1:03

Entries found: 1
root@Spokel-2:~# opennhrpctl show cached

Status: ok

Interface: mgre0

Type: cached

Protocol-Address: 10.10.10.1/32
NBMA-Address: 172.16.1.2

Flags: up

Expires-In: 0:31

Entries found: 1
root@Spoke2-1:~# opennhrpctl show cached

Status: ok

Interface: mgrel

Type: cached

Protocol-Address: 10.10.20.2/32
NBMA-Address: 172.16.22.2
Flags: used up

Expires-In: 1:03

Entries found: 1

root@Spoke2-2:~# opennhrpctl show cached
Status: ok

Interface: mgrel

Type: cached

Protocol-Address: 10.10.20.1/32
NBMA-Address: 172.16.2.2

Flags: up
Expires-In: 0:41

Entries found: 1

MpoBepka NOCTPOEHUA 3aLULLEHHOTO COeANHEHUS

1. Y6eauTech, 4YTO 3alUMLLEHHbIE COeAMHEHMs Mexay kpunTowro3amu Spokel 1 n Spokel_2, a Takke
mMexagy kpuntownto3amm Spoke2_1 n Spoke2_2 ycnelwHo noctpounuck. [Ing 3Toro BBeAMTE CneayoLLyto
KomaHay 13 linux bash koHconn cooTBETCTBYHOLErO KPMNTOLLMO3A:
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root@Spokel-1:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 33 (172.16.1.2,500)-(172.16.100.2,500) active 20120 16712

2 34 (172.16.1.2,500)-(172.16.12.2,500) active 1936 1904

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 47 (172.16.1.2,*)-(172.16.100.2,*) 47 ESP trans 60308 54540

2 48 (172.16.1.2,*)-(172.16.12.2,*) 47 ESP trans 288 288

root@Spokel-2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 99 (172.16.12.2,500)-(172.16.1.2,500) active 1904 1936

2 100 (172.16.12.2,500)-(172.16.100.2,500) active 1504 1520

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 32 (172.16.12.2,*)-(172.16.100.2,*) 47 ESP trans 54144 91488

2 33 (172.16.12.2,*)-(172.16.1.2,*) 47 ESP trans 288 288

root@Spoke2-1:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 110 (172.16.2.2,500)-(172.16.100.2,500) active 1896 1932

2 111 (172.16.2.2,500)-(172.16.22.2,500) active 1960 1928

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 33 (172.16.2.2,*)-(172.16.100.2,*) 47 ESP trans 96868 86440

2 34 (172.16.2.2,%*)-(172.16.22.2,*) 47 ESP trans 288 288

root@Spoke2-2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 84 (172.16.22.2,500)-(172.16.100.2,500) active 6936 8148

2 85 (172.16.22.2,500)-(172.16.2.2,500) active 1928 1960

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 45 (172.16.22.2,*)-(172.16.100.2,*) 47 ESP trans 46776 72380

2 46 (172.16.22.2,*)-(172.16.2.2,*) 47 ESP trans 288 288

2. YouauTechb, 4TO Nosfb3oBaTenbCckun Tpadumk, mexay kpuntowrsosdamm Spokel 1 u Spokel 2, a Takke
Mexay KpunTowwno3ammn Spoke2 1 u Spoke2 2, upeT Hanpsimyto, a He 4yepe3 Hub. [Ona atoro Ha
ycTponcTteax Host-b-spokel 1-vrf-blue n Host-b-spoke2_ 1-vrf-red 3anyctute komaHgy traceroute OO
ycTponcTte Host-b-spokel 2-vrf-blue n Host-b-spoke2_2-vrf-blue cooTBeTCTBEHHO:

root@Host-b-spokel 1-vrf-blue:~# traceroute 192.168.2.100

traceroute to 192.168.2.100 (192.168.2.100), 30 hops max, 60 byte packets
1 192.168.1.1 (192.168.1.1) 0.356 ms 0.284 ms 0.280 ms
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2 10.10.10.2 (10.10.10.2) 1.415 ms 1.344 ms 1.329 ms
3 192.168.2.100 (192.168.2.100) 1.354 ms 1.370 ms 1.359 ms

root@Host-b-spoke2 l-vrf-red:~# traceroute 192.168.2.100

traceroute to 192.168.2.100 (192.168.2.100), 30 hops max, 60 byte packets
1 192.168.1.1 (192.168.1.1) 0.534 ms 0.477 ms 0.458 ms

2 10.10.20.2 (10.10.20.2) 1.887 ms 1.884 ms 1.895 ms

3 192.168.2.100 (192.168.2.100) 2.186 ms 2.171 ms 2.165 ms

BugHo, 4yTo nonb3oBaTensckuin Tpaduk, mexay kpuntownoszamm Spokel 1 n Spokel 2, a Takke mexay
KpunTownozammn Spoke2_1 n Spoke2_2, naet Hanpsamylo.
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MpunoxeHue

KoHdhmrypaumm kpuntowntosa Hub

1. KoHconb cisco-like:

version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3
username cscons privilege 15 password 0 csp
aaa new-model

!
hostname Hub
enable password csp

|

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|

crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!

object-group network PRIVATE

description private LANs

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0

10.0.0.0 255.0.0.0

!

object-group network SELF

host 172.16.100.2

!
ip access-list extended IPSEC DMVPN

remark special DMVPN filter

permit gre object-group SELF each

|

ip access-list extended FIREWALL IN

permit udp any object-group SELF eqg isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

|

ip access-list extended FIREWALL OUT

permit ip object-group SELF object-group PRIVATE
deny ip any object-group PRIVATE
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deny gre any any

permit ip any any

!

ipv6 default filtering deny

!

!

ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto dynamic-map DMAP 1

match address IPSEC DMVPN

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off

!

crypto map VPN 1 ipsec-isakmp dynamic DMAP
!

interface TenGigabitEthernet0/0

ip address 172.16.100.2 255.255.255.0
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out
crypto map VPN

ip inspect INSPECT out

!

interface TenGigabitEthernet0/1
description interface is included in VRF BLUE
ip address 192.168.100.2 255.255.255.0
!

interface TenGigabitEthernet0/2
description interface is included in VRF RED
ip address 192.168.100.2 255.255.255.0
|

interface TenGigabitEthernet0/3

no ip address

shutdown

!

interface TunnelO

ip address 10.10.10.100 255.255.255.0
mtu 1400

tunnel mode gre multipoint

tunnel key 1

offloading tx-checksumming

no tunnel path-mtu-discovery

tunnel ignore-df

tunnel ttl 64

tunnel tos inherit

!

interface Tunnell

ip address 10.10.20.100 255.255.255.0
mtu 1400

tunnel mode gre multipoint

tunnel key 2

offloading tx-checksumming

no tunnel path-mtu-discovery

tunnel ignore-df

tunnel ttl 64

tunnel tos inherit
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ip route

172.16.100.1

0.0.0.0 0.0.0.0
ip route 0.0.0.0 0.0.0.0 192.168.100.1 table 10
0.0.0.0 0.0.0.0

ip route

crypto pki trustpoint s-terra technological trustpoint

192.168.100.1 table 20

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl

crypto pki certificate chain s-terra technological trustpoint

download time 60

certificate 58E026BFD6D625BE4582C16C6189C183

30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F

quit
l§

end

8901771632EO0AQAFS83

2. KoHdurypaumsa LSP:

# This is automatically generated LSP
#
# Conversion Date/Time: Fri Feb 6 13:38:09 2026
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Fri Feb 6 13:38:09 2026 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.100.1

),

Route (
Destination = 0.0.0.0/0
Gateway = 192.168.100.1
Table = 10

)4

Route (
Destination = 0.0.0.0/0
Gateway = 192.168.100.1
Table = 20

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
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TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(

CipherAlg*
LifetimeSeconds

3600

FilterChain FilterChain:FIREWALL IN (
Filters = Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500

Action = PASS

LogEventID = "FIREWALL_IN"

Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FIREWALL_IN"

Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 1

Action = PASS

LogEventID = "FIREWALL_IN"

Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 50

Action = PASS

LogEventID = "FIREWALL IN"

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0

"GR341215M-K288-MGM-33"
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ProtocolID = 1
Action = PASS
LogEventID = "FIREWALL IN"

) ’

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (
SourceIP = 172.16.100.2
DestinationIP = 172.16.0.0/12

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourceIP = 172.16.100.2
DestinationIP = 192.168.0.0/16

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourceIP = 172.16.100.2
DestinationIP = 10.0.0.0/8

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourceIP = 172.16.100.2
DestinationIP = 100.64.0.0/10

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
)4
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.0.0/12
Action = DROP
LogEventID = "FIREWALL_OUT"
)4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 192.168.0.0/16
Action = DROP
LogEventID = "FIREWALL_OUT"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 10.0.0.0/8
Action = DROP
LogEventID = "FIREWALL_OUT"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 100.64.0.0/10
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Action = DROP
LogEventID = "FIREWALL OUT"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 47
Action = DROP
LogEventID = "FIREWALL OUT"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0

Action = "INSPECT"
LogEventID = "FIREWALL_OUT"
),
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP
),
Filter (
Label = "INSPECT"
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) ’
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:ALGS PROFILE (

DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:ALGS PROFILE (

DistinguishedName = USER SPECIFIC DATA

FilterChain IPv6Default (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0

© 2003-2026 S-Terra CSP

44



Bepcus 5.0

UHcTpyKuns

Pepakuus 2

Action = PASS

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

IKEParameters (

FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax 100

ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:ALGS PROFILE

(

RemotelID = Remote:ALGS PROFILE
LocallID = Local:Cert:ALGS PROFILE
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1:DMAP:1

(

Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:ALGS PROFILE
MainModeAuthMethod = GOST:Sign:ALGS PROFILE
DPDIdleDuration =3
DPDResponseDuration = 3
DPDRetries = 3
Priority = 100

)

IPsecAction IPsecAction:VPN:1:DMAP:1

(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY

IKERule = IKERule:VPN:1:DMAP:1

FilterChain IPsecPolicy:VPN (

Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

),
Filter (
SourceIP = 172.16.100.2
ProtocolID = 47
Action = PASS
ExtendedAction = ipsec< sa =

IPsecAction:VPN:1:DMAP:1 >

LogEventID = "IPsec:Protect:VPN:1:DMAP:1:IPSEC DMVPN"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"
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InputFilter = FilterChain:FIREWALL IN
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "TenGigabitEthernetO/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "TenGigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "TunnelO"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

NetworkInterface (
LogicalName = "Tunnell"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

)
3. Copepxnmoe dhavina /etc/opennhrp/opennhrp.conf:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret

interface mgrel

multicast dynamic
holding-time 90
cisco-authentication secret

4. Copepxumoe panna /etc/frr/frr.conf:

frr version 9.0.4
frr defaults traditional
hostname Hub
log syslog informational
service integrated-vtysh-config
!
router bgp 65000 vrf vrf blue
bgp router-id 10.10.10.100
bgp log-neighbor-changes
timers bgp 3 9
neighbor spokes-ibgp cloudl peer-group
neighbor spokes-ibgp cloudl remote-as 65000
bgp listen limit 5000
bgp listen range 10.10.10.0/24 peer-group spokes-ibgp cloudl
|
address-family ipv4 unicast
network 192.168.100.0/24
neighbor spokes-ibgp cloudl default-originate
neighbor spokes-ibgp cloudl route-reflector-client
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exit-address-family
exit
!
router bgp 65000 vrf vrf red
bgp router-id 10.10.20.100
bgp log-neighbor-changes
timers bgp 3 9
neighbor spokes-ibgp cloud2 peer-group
neighbor spokes-ibgp cloud2 remote-as 65000
bgp listen limit 5000
bgp listen range 10.10.20.0/24 peer-group spokes-ibgp cloud2
|
address-family ipv4 unicast
network 192.168.100.0/24
neighbor spokes-ibgp cloud2 default-originate
neighbor spokes-ibgp cloud2 route-reflector-client
exit-address-family
exit
|

end
5. Copepxumoe havina /etc/network/interfaces.d/interfaces

auto vrf blue

iface vrf blue inet manual

pre-up ip link del vrf blue type vrf 2>/dev/null || true

pre-up ip route flush table 10 2>/dev/null || true

pre-up ip link add vrf blue type vrf table 10

pre-up ip link set dev vrf blue up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev ethl master vrf blue

pre-up ip link set dev mgre0 master vrf blue 2>/dev/null || true
post-down ip link set dev vrf blue down

auto vrf red

iface vrf red inet manual

pre-up ip link del vrf red type vrf 2>/dev/null || true

pre-up ip route flush table 20 2>/dev/null || true

pre-up ip link add vrf red type vrf table 20

pre-up ip link set dev vrf red up

pre-up ip route add table 20 unreachable default metric 4278198272
pre-up ip link set dev eth2 master vrf red

pre-up ip link set dev mgrel master vrf red 2>/dev/null || true
post-down ip link set dev vrf red down

auto mgre0

iface mgre0 inet static

address 10.10.10.100

netmask 255.255.255.0

pre-up ip tunnel add mgre0 mode gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO type gre nopmtudisc

pre-up ip link set mgreO type gre ignore-df

pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

pre-up ip link set dev mgre0 master vrf blue || true
post-down ip link del mgreO

auto mgrel

iface mgrel inet static
address 10.10.20.100
netmask 255.255.255.0
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pre-up ip tunnel add mgrel mode gre key 2 ttl 64 tos inherit
pre-up ip link set mgrel type gre nopmtudisc

pre-up ip link set mgrel type gre ignore-df

pre-up ip link set mgrel mtu 1400

pre-up ip link set mgrel multicast on

pre-up ip link set dev mgrel master vrf red || true
post-down ip link del mgrel

6. Copepxumoe havna /etc/ifaliases.cf:

interface (name="TenGigabitEthernet0/0" pattern="eth0")
name="TenGigabitEthernet0/1" pattern="ethl")

(

interface (
interface (name="TenGigabitEthernet0/2" pattern="eth2")

(

(

(

interface (name="TunnelO" pattern="mgreO")
interface (name="Tunnell" pattern="mgrel")
interface (name="default" pattern="*")

KoHdmrypauum kpuntowniosa Spoke1_1

1. KoHconb cisco-like:

version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3
username cscons privilege 15 password 0 csp
aaa new-model

|

1

hostname Spokel-1

enable password csp

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!

crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!

object-group network SELF

description IP on WAN interface

host 172.16.1.2

!

object-group network PRIVATE

description private LANs

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0
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10.0.0.0 255.0.0.0

!

ip access-list extended IPSEC DMVPN

remark special DMVPN filter

permit gre object-group SELF each

!

ip access-list extended FIREWALL IN

permit udp any object-group SELF eqg isakmp

permit udp any object-group SELF eqg non500-isakmp

permit icmp any object-group SELF
permit esp any object-group SELF

!

ip access-list extended FIREWALL OUT

permit ip object-group SELF object-group PRIVATE

deny ip any object-group PRIVATE
deny gre any any

permit ip any any

!

ipv6 default filtering deny

!

ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp

ip inspect name INSPECT udp

!

crypto dynamic-map DMAP 1

match address IPSEC DMVPN

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off

!
crypto map VPN 1 ipsec-isakmp dynamic DMAP
|
interface TenGigabitEthernet0/0

ip address 172.16.1.2 255.255.255.0
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out
crypto map VPN

ip inspect INSPECT out

|

interface TenGigabitEthernet0/1
description interface is included in VRF BLUE
ip address 192.168.1.1 255.255.255.0
!

interface TunnelO

ip address 10.10.10.1 255.255.255.0
mtu 1400

tunnel mode gre multipoint

tunnel key 1

offloading tx-checksumming

no tunnel path-mtu-discovery

tunnel ignore-df

tunnel ttl 64

tunnel tos inherit

|

1

ip route 0.0.0.0 0.0.0.0 172.16.1.1

!

!
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crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183
AD4F8901771632E0AQOAFS83
quit

end

2. KoHdurypaums LSP:

# This is automatically generated LSP
#

# Conversion Date/Time: Fri Feb 6 15:29:31 2026
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Fri Feb 6 15:29:31 2026 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.1.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(
CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg "GR341112 256TC26-65128"
GroupID = VKO2 1B
RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400
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ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FIREWALL IN (

Filters = Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 1

Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 50

Action = PASS

LogEventID = "FIREWALL IN"

)4

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (
SourceIP = 172.16.1.2
DestinationIP = 172.16.0.0/12

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
) 4
Filter (

SourcelIP = 172.16.1.2
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DestinationIP = 192.168.0.0/16
Action = "INSPECT"
LogEventID = "FIREWALL OUT"

) ’

Filter (
SourceIP = 172.16.1.2
DestinationIP = 10.0.0.0/8

Action = "INSPECT"
LogEventID = "FIREWALL_OUT"
),
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.0.0/12
Action = DROP
LogEventID = "FIREWALL OUT"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 192.168.0.0/16
Action = DROP
LogEventID = "FIREWALL OUT"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 10.0.0.0/8
Action = DROP
LogEventID = "FIREWALL OUT"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 47
Action = DROP
LogEventID = "FIREWALL OUT"
)I
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
)4
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP
)4
Filter (
Label = "INSPECT"
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
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LogEventID = "Inspect:INSPECT:udp"

) ’

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6eFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

IdentityEntry Remote:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPvé6Default (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 0
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:ALGS PROFILE
(

RemoteID = Remote:ALGS PROFILE
LocalID = Local:Cert:ALGS PROFILE
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1:DMAP:1
(

Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:ALGS PROFILE
MainModeAuthMethod = GOST:Sign:ALGS PROFILE
DPDIdleDuration =3

DPDResponseDuration = 3

DPDRetries = 3

Priority = 100

IPsecAction IPsecAction:VPN:1:DMAP:1
(
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ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY

IKERule = IKERule:VPN:1:DMAP:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

),

Filter (
SourceIP = 172.16.1.2
ProtocolID = 47
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1:DMAP:1 >

LogEventID = "IPsec:Protect:VPN:1:DMAP:1:IPSEC DMVPN"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernetO/0"

InputFilter = FilterChain:FIREWALL IN
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "TenGigabitEthernetO/1"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

NetworkInterface (
LogicalName = "TunnelQO"
InputFilter = IPv6Default
OutputFilter = IPvé6Default
)

3. Copgepxumoe panna /etc/opennhrp/opennhrp.conf:

interface mgre0

map 10.10.10.100/24 172.16.100.2 register
multicast nhs

holding-time 90

cisco-authentication secret

4. Copepxumoe panna /etc/frr/frr.conf:

frr version 9.0.4

frr defaults traditional
hostname Spokel-1

log syslog informational
service integrated-vtysh-config
|

router bgp 65000 vrf vrf blue
bgp router-id 10.10.10.1

bgp log-neighbor-changes
timers bgp 3 9
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neighbor 10.10.10.100 remote-as 65000
neighbor 10.10.10.100 timers connect 30
|

address-family ipv4 unicast
network 192.168.1.0/24
exit-address-family

exit

|

end

5. Copepxumoe havina /etc/network/interfaces.d/interface:

auto vrf blue

iface vrf blue inet manual

pre-up ip link del vrf blue type vrf 2>/dev/null || true

pre-up ip route flush table 10 2>/dev/null || true

pre-up ip link add vrf blue type vrf table 10

pre-up ip link set dev vrf blue up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev ethl master vrf blue

pre-up ip link set dev mgre0 master vrf blue 2>/dev/null || true
post-down ip link set dev vrf blue down

auto mgre0

iface mgre0 inet static

address 10.10.10.1

netmask 255.255.255.0

pre-up ip tunnel add mgre0 mode gre key 1 ttl 64 tos inherit
pre-up ip link set mgre0 type gre nopmtudisc

pre-up ip link set mgreO type gre ignore-df

pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

pre-up ip link set dev mgre0 master vrf blue || true
post-down ip link del mgreO

6. Copepxumoe pavna /etc/ifaliases.cf:

interface (name="GigabitEthernet0/0" pattern="eth0")
interface (name="GigabitEthernet0/1" pattern="ethl")
interface (name="Tunnel0" pattern="mgreQ0")

interface (name="default" pattern="*")

KoHdmrypauum kpuntownosa Spoke1_2

1. KoHconsb cisco-like

version 12.4

no service password-encryption

!

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3

username cscons privilege 15 password 0 csp

aaa new-model

!

!
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hostname Spokel-2
enable password csp

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|

crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1

!

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

|

object-group network SELF

description IP on WAN interface

host 172.16.12.2

!

object-group network PRIVATE

description private LANs

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0

10.0.0.0 255.0.0.0

!

ip access-list extended IPSEC DMVPN

remark special DMVPN filter

permit gre object-group SELF each

|

ip access-list extended FIREWALL IN

permit udp any object-group SELF eqg isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

|

ip access-list extended FIREWALL OUT

permit ip object-group SELF object-group PRIVATE
deny ip any object-group PRIVATE

deny gre any any

permit ip any any

|

ipv6 default filtering deny

|

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto dynamic-map DMAP 1

match address IPSEC_DMVPN

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out

set pre-fragmentation

set dead-connection history off

!

crypto map VPN 1 ipsec-isakmp dynamic DMAP
!

interface TenGigabitEthernet0/0
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ip address 172.16.12.2 255.255.255.0
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out
crypto map VPN

ip inspect INSPECT out

!
interface TenGigabitEthernet0/1
description interface is included in VRF BLUE
ip address 192.168.2.1 255.255.255.0
|

interface TunnelO

ip address 10.10.10.2 255.255.255.0
mtu 1400

tunnel mode gre multipoint

tunnel key 1

offloading tx-checksumming

no tunnel path-mtu-discovery

tunnel ignore-df

tunnel ttl 64

tunnel tos inherit!

!

ip route 0.0.0.0 0.0.0.0 172.16.12.1
|

crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183
AD4F8901771632E0AOAF83
quit

end

2. KoHdwurypauusa LSP:

# This is automatically generated LSP
#

# Conversion Date/Time: Fri Feb 6 15:30:48 2026
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Fri Feb 6 15:30:48 2026 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.12.1

FirewallParameters (
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TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(

CipherAlg*
LifetimeSeconds

3600

FilterChain FilterChain:FIREWALL IN (
Filters = Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.12.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FIREWALL_IN"

Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.12.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FIREWALL_IN"

Filter (

),

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.12.2
ProtocolID = 1

Action = PASS

LogEventID = "FIREWALL IN"

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.12.2

"GR341215M-K288-MGM-33"

© 2003-2026 S-Terra CSP

58



Bepcus 5.0 UHcTpyKuns Pepakumsa 2
ProtocolID = 50
Action = PASS
LogEventID = "FIREWALL IN"

) ’

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (
SourcelIP = 172.16.12.2
DestinationIP = 172.16.0.0/12

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourcelIP = 172.16.12.2
DestinationIP = 192.168.0.0/16

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourcelIP = 172.16.12.2
DestinationIP = 10.0.0.0/8

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.0.0/12
Action = DROP
LogEventID = "FIREWALL OUT"
)4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 192.168.0.0/16
Action = DROP
LogEventID = "FIREWALL_OUT"
)4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 10.0.0.0/8
Action = DROP
LogEventID = "FIREWALL_OUT"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 47
Action = DROP
LogEventID = "FIREWALL_OUT"
) 4
Filter (
SourceIP = 0.0.0.0/0
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DestinationIP = 0.0.0.0/0

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP
) ’
Filter (
Label = "INSPECT"
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPvé6Default (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100

© 2003-2026 S-Terra CSP 60



Bepcus 5.0 UHcTpyKuns

Pepakuus 2

ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:ALGS PROFILE
(

RemotelID Remote:ALGS PROFILE

LocallID = Local:Cert:ALGS PROFILE

SendRequestMode = ALWAYS
SendCertMode ALWAYS

IKERule IKERule:VPN:1:DMAP:1

(
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:ALGS PROFILE
MainModeAuthMethod = GOST:Sign:ALGS PROFILE
DPDIdleDuration =3
DPDResponseDuration = 3
DPDRetries = 3

100

Priority

IPsecAction IPsecAction:VPN:1:DMAP:1
(

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY

IKERule = IKERule:VPN:1:DMAP:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

),

Filter (
SourcelIP = 172.16.12.2
ProtocolID = 47
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1:DMAP:1 >
LogEventID = "IPsec:Protect:VPN:1:DMAP:1:IPSEC DMVPN"

NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"
InputFilter = FilterChain:FIREWALL IN
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "TenGigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
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LogicalName = "TunnelO"

InputFilter = IPv6Default

OutputFilter = IPvé6Default
)

3. Copepxumoe hanna /etc/opennhrp/opennhrp.cont:

interface mgre0
map 10.10.10.100/24 172.16.100.2 register
multicast nhs
holding-time 90
cisco-authentication secret

4. Copepxumoe panna /etc/frr/frr.conf:

frr version 9.0.4

frr defaults traditional

hostname sterragate

log syslog informational

hostname Spokel-2

service integrated-vtysh-config

!

router bgp 65000 vrf vrf blue

bgp router-id 10.10.10.2

bgp log-neighbor-changes

timers bgp 3 9

neighbor 10.10.10.100 remote-as 65000
neighbor 10.10.10.100 timers connect 30
g

address-family ipv4 unicast
network 192.168.2.0/24
exit-address-family

exit

|

end

5. Copepxumoe havna /etc/network/interfaces.s/interfaces

auto vrf blue

iface vrf blue inet manual

pre-up ip link del vrf blue type vrf 2>/dev/null || true

pre-up ip route flush table 10 2>/dev/null || true

pre-up ip link add vrf blue type vrf table 10

pre-up ip link set dev vrf blue up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev ethl master vrf blue

pre-up ip link set dev mgreO master vrf blue 2>/dev/null || true
post-down ip link set dev vrf blue down

auto mgre0

iface mgre0 inet static

address 10.10.10.2

netmask 255.255.255.0

pre-up ip tunnel add mgre0 mode gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO type gre nopmtudisc

pre-up ip link set mgre0 type gre ignore-df

pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

pre-up ip link set dev mgre0 master vrf blue || true
post-down ip link del mgreO

6. Copepxumoe dhavina /etc/ifaliases.ct:

interface (name="TenGigabitEthernet0/0" pattern="eth0")

© 2003-2026 S-Terra CSP 62



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

interface (name="TenGigabitEthernet0/1" pattern="ethl")
interface (name="TunnelO" pattern="mgreO")
interface (name="default" pattern="*")

KoHdmrypauum kpuntowniosa Spoke2_1

1. KoHconb cisco-like:

version 12.4

no service password-encryption

!

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3
username cscons privilege 15 password 0 csp
aaa new-model

|

!
hostname Spoke2-1
enable password csp

|

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!

crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1

!

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

|

object-group network SELF

description IP on WAN interface

host 172.16.2.2

!

object-group network PRIVATE

description private LANs

172.16.0.0 255.240.0.0

192.168.0.0 255.255.0.0

10.0.0.0 255.0.0.0

!

ip access-list extended IPSEC DMVPN

remark special DMVPN filter

permit gre object-group SELF each

|

ip access-list extended FIREWALL IN

permit udp any object-group SELF eqg isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF
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ip access-list extended FIREWALL OUT
permit ip object-group SELF object-group PRIVATE
deny ip any object-group PRIVATE
deny gre any any
permit ip any any
!
ipv6e default filtering deny
|
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp
!
crypto dynamic-map DMAP 1
match address IPSEC DMVPN
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE
set security-association mss-fix out
set pre-fragmentation
set dead-connection history off
!
crypto map VPN 1 ipsec-isakmp dynamic DMAP
|
interface TenGigabitEthernet0/0
ip address 172.16.2.2 255.255.255.0
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
crypto map VPN
ip inspect INSPECT out
|
interface TenGigabitEthernet0/1
description interface is included in VRF RED
ip address 192.168.1.1 255.255.255.0
!
interface TunnelO
ip address 10.10.20.1 255.255.255.0
mtu 1400
tunnel mode gre multipoint
tunnel key 2
offloading tx-checksumming
no tunnel path-mtu-discovery
tunnel ignore-df
tunnel ttl 64
tunnel tos inherit!
!
ip route 0.0.0.0 0.0.0.0 172.16.2.1
!
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83
quit

end
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2. KoHdurypauusa LSP:

= "This LSP was automatically generated by CSP

# This is automatically generated LSP
#
# Conversion Date/Time: Fri Feb 6 15:31:49 2026
GlobalParameters (
Title
Converter at Fri Feb 6 15:31:49 2026 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.2.1

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout =
TCPHalfOpenLow = 400
TCPHalfOpenMax 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout =
UDPSessionsMax = 65536

3600

30

120

IKETransform crypto:isakmp:policy:1

(

CipherAlg
HashAlg
GroupID = VKO2 1B
RestrictAuthenticationTo
LifetimeSeconds = 86400

"GR341215M-K256-CFB-65526"
"GR341112 256TC26-65128"

GOST_SIGN

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg*
LifetimeSeconds

"GR341215M-K288-MGM-33"
3600

FilterChain FilterChain:FIREWALL IN (

Filters = Filter (
SourceIP = 0.0.0.0/0
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DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.2.2
ProtocolID = 1

Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.2.2
ProtocolID = 50

Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (
SourcelIP = 172.16.2.2
DestinationIP = 172.16.0.0/12

Action = "INSPECT"
LogEventID = "FIREWALL_OUT"
)4
Filter (

SourcelIP = 172.16.2.2
DestinationIP = 192.168.0.0/16

Action = "INSPECT"
LogEventID = "FIREWALL_OUT"
),
Filter (

SourcelIP = 172.16.2.2
DestinationIP = 10.0.0.0/8

Action = "INSPECT"
LogEventID = "FIREWALL_OUT"
),
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.0.0/12
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IdentityEntry Remote:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPvé6Default (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:ALGS PROFILE
(

RemoteID = Remote:ALGS PROFILE
LocalID = Local:Cert:ALGS PROFILE
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1:DMAP:1
(

Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:ALGS PROFILE
MainModeAuthMethod = GOST:Sign:ALGS PROFILE
DPDIdleDuration = 3

DPDResponseDuration = 3

DPDRetries =3

Priority = 100

IPsecAction IPsecAction:VPN:1:DMAP:1
(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1:DMAP:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
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),
Filter (
SourceIP = 172.16.2.2
ProtocolID = 47
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1:DMAP:1 >

LogEventID = "IPsec:Protect:VPN:1:DMAP:1:IPSEC DMVPN"

)

)

NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"
InputFilter = FilterChain:FIREWALL IN
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN

)

NetworkInterface (
LogicalName = "TenGigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

)

NetworkInterface (
LogicalName = "TunnelQ"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

)

3. Copepxumoe panna /etc/opennhrp/opennhrp.conf:

interface mgre0
map 10.10.20.1
multicast nhs

00/24 172.16.100.2 register

holding-time 90
cisco-authentication secret

4. Copepxumoe panna /etc/frr/frr.conf:

frr version 9.0.4
frr defaults traditional
hostname Spoke2-1
log syslog informational

service integrated-vtysh-config

|

router bgp 65000 vrf vrf red
bgp router-id 10.10.20.1
bgp log-neighbor-changes
timers bgp 3 9

neighbor 10.10.20.100 remote-as 65000
neighbor 10.10.20.100 timers connect 30

|
address-family ipv4 unicast
network 192.168.1.0/24

neighbor 10.10.20.100 next-hop-self force

exit-address-family
exit
|

end

5. Copepxumoe panna /etc/network/interfaces.d/interfaces

auto vrf red
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iface vrf red inet manual
pre-up ip link del vrf red type vrf 2>/dev/null || true
pre-up ip route flush table 20 2>/dev/null || true
pre-up ip link add vrf red type vrf table 20

pre-up
pre-up
pre-up
pre-up

ip link set dev vrf red up

ip route add table 20 unreachable default metric 4278198272
ip link set dev ethl master vrf red

ip link set dev mgre0 master vrf red 2>/dev/null || true

post-down ip link set dev vrf red down

auto mgrel

iface mgreO inet static
address 10.10.20.1
netmask 255.255.255.0

pre-up
pre-up
pre-up
pre-up
pre-up
pre-up

ip tunnel add mgre0 mode gre key 2 ttl 64 tos inherit
ip link set mgre0 type gre nopmtudisc

ip link set mgreO type gre ignore-df

ip link set mgre0 mtu 1400

ip link set mgre0 multicast on

ip link set dev mgre0 master vrf red || true

post-down ip link del mgreO

6. Copepxumoe pavina /etc/ifaliases.cf:

interface

interface

name="TenGigabitEthernet0/0" pattern="ethO0")

name="Tunnel0" pattern="mgre0")

(

interface (name="TenGigabitEthernet0/1" pattern="ethl")
(
(

interface

name="default" pattern="*")

KoHdmrypauum kpuntownosa Spoke2_2

1. KoHconsb cisco-like:

version 12.4

no service password-encryption

|

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp identity dn

isakmp fragmentation

isakmp security-association lifetime delta 50

isakmp initiator-sessions-max 100

isakmp responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited
isakmp keepalive 3 3

isakmp keepalive retry-count 3

username cscons privilege 15 password 0 csp

aaa new-model

hostname Spoke2-2

enable password csp

crypto

isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig

group vko2

l}
crypto
match

isakmp profile ALGS PROFILE
identity dn

set identity mapping
set policy 1
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crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

mode transport

object-group network SELF
description IP on WAN interface
host 172.16.22.2

object-group network PRIVATE
description private LANs

172.
192.

16.0.0 255.240.0.0
168.0.0 255.255.0.0

10.0.0.0 255.0.0.0

ip access-list extended IPSEC DMVPN
remark special DMVPN filter

permit gre object-group SELF each

ip access-list extended FIREWALL IN

permit udp any object-group SELF eqg isakmp

permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

ip access-list extended FIREWALL OUT
permit ip object-group SELF object-group PRIVATE

deny
deny

ip any object-group PRIVATE
gre any any

permit ip any any

ipv6 default filtering deny

ip
ip
ip
ip

inspect tcp sessions-max 256000
inspect udp sessions-max 65536
inspect name INSPECT tcp
inspect name INSPECT udp

crypto dynamic-map DMAP 1
match address IPSEC_DMVPN

set
set
set
set
set

transform-set MAGMA GOST ENCRYPT AND INTEGRITY
isakmp-profile ALGS PROFILE
security-association mss-fix out
pre-fragmentation

dead-connection history off

crypto map VPN 1 ipsec-isakmp dynamic DMAP

interface TenGigabitEthernet0/0
ip address 172.16.22.2 255.255.255.0
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out
crypto map VPN
ip inspect INSPECT out

interface TenGigabitEthernet0/1
description interface is included in VRF RED
ip address 192.168.2.1 255.255.255.0

interface TunnelO
ip address 10.10.20.2 255.255.255.0

mtu

1400
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tunnel mode gre multipoint

tunnel key 2

offloading tx-checksumming

no tunnel path-mtu-discovery

tunnel ignore-df

tunnel ttl 64

tunnel tos inherit !

ip route 0.0.0.0 0.0.0.0 172.16.22.1
|

|

crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183
AD4F8901771632E0AOAFS83
quit

end

2. KoHdurypaums LSP:

# This is automatically generated LSP
#

# Conversion Date/Time: Fri Feb 6 15:32:55 2026
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Fri Feb 6 15:32:55 2026 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.22.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536
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)

IKETransform crypto:isakmp:policy:1

(

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FIREWALL IN (

Filters = Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.22.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FIREWALL IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.22.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FIREWALL_IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.22.2
ProtocolID = 1

Action = PASS

LogEventID = "FIREWALL_IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.22.2
ProtocolID = 50

Action = PASS

LogEventID = "FIREWALL_IN"

),

Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))
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FilterChain FilterChain:FIREWALL OUT (
Filters = Filter (
SourceIP = 172.16.22.2
DestinationIP = 172.16.0.0/12

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
) ’
Filter (

SourcelIP = 172.16.22.2
DestinationIP = 192.168.0.0/16

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourcelIP = 172.16.22.2
DestinationIP = 10.0.0.0/8

Action = "INSPECT"
LogEventID = "FIREWALL OUT"
),
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 172.16.0.0/12
Action = DROP
LogEventID = "FIREWALL OUT"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 192.168.0.0/16
Action = DROP
LogEventID = "FIREWALL_OUT"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 10.0.0.0/8
Action = DROP
LogEventID = "FIREWALL_OUT"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 47
Action = DROP
LogEventID = "FIREWALL_OUT"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0

Action = "INSPECT"
LogEventID = "FIREWALL_OUT"
),
Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

),

Filter (
Label = "INSPECT"
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
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Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) ’
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
),
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:ALGS PROFILE (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPv6Default (

Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax 100

AuthMethodGOSTSign GOST:Sign:ALGS PROFILE
(

RemoteID = Remote:ALGS PROFILE
LocalID = Local:Cert:ALGS PROFILE
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1:DMAP:1

(

Transform = crypto:isakmp:policy:1
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AggrModeAuthMethod = GOST:Sign:ALGS PROFILE
MainModeAuthMethod = GOST:Sign:ALGS PROFILE
DPDIdleDuration =3

DPDResponseDuration = 3

DPDRetries =3

Priority = 100

IPsecAction IPsecAction:VPN:1:DMAP:1
(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1:DMAP:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
) ’
Filter (
SourcelIP = 172.16.22.2
ProtocolID = 47
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1:DMAP:1 >

LogEventID = "IPsec:Protect:VPN:1:DMAP:1:IPSEC DMVPN"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"

InputFilter = FilterChain:FIREWALL IN
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "TenGigabitEthernetO/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "TunnelO"
InputFilter = IPv6Default
OutputFilter = IPv6Default
)

3. Copepxumoe panna /etc/opennhrp/opennhrp.conf:

interface mgre0
map 10.10.20.100/24 172.16.100.2 register
multicast nhs
holding-time 90
cisco-authentication secret

4. Copepxumoe panna /etc/frr/frr.conf:
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frr version 9.0.4

frr defaults traditional

hostname sterragate

log syslog informational

hostname Spoke2-2

service integrated-vtysh-config

|

router bgp 65000 vrf vrf red

bgp router-id 10.10.20.2

bgp log-neighbor-changes

timers bgp 3 9

neighbor 10.10.20.100 remote-as 65000
neighbor 10.10.20.100 timers connect 30
|

address-family ipv4 unicast
network 192.168.2.0/24
exit-address-family

exit

|

end

5. Copepxumoe hanna /etc/networkk/interfaces.d/interfaces

auto vrf red

iface vrf red inet manual

pre-up ip link del vrf red type vrf 2>/dev/null || true

pre-up ip route flush table 20 2>/dev/null || true

pre-up ip link add vrf red type vrf table 20

pre-up ip link set dev vrf red up

pre-up ip route add table 20 unreachable default metric 4278198272
pre-up ip link set dev ethl master vrf red

pre-up ip link set dev mgre0 master vrf red 2>/dev/null || true
post-down ip link set dev vrf red down

auto mgre0

iface mgre0 inet static

address 10.10.20.2

netmask 255.255.255.0

pre-up ip tunnel add mgre0 mode gre key 2 ttl 64 tos inherit
pre-up ip link set mgreO type gre nopmtudisc

pre-up ip link set mgreO type gre ignore-df

pre-up ip link set mgreO mtu 1400

pre-up ip link set mgre0 multicast on

pre-up ip link set dev mgre0 master vrf red || true
post-down ip link del mgre0

6. Copepxumoe daiina /etc/ifaliases.ct:

interface (name="TenGigabitEthernet0/0" pattern="eth0O")
interface (name="TenGigabitEthernet0/1" pattern="ethl")
interface (name="TunnelO" pattern="mgreO")

interface (name="default" pattern="*")
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