Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa O

[MocTtpoeHue L2 VPN TyHHenen cpeacrtesamu
«C-Teppa LWno3 DP». OTKazoycton4ymeoe
peweHue ¢ banaHCMPOBKOWU HArpy3Ku npu

nomowm npotokona LACP

HacToswun ookyMeHT cooepxmT onucaHme cnocoba coBMECTHOro ucnonb3oBaHus Npogyktos komnaHmm OO0
«C-Teppa Cudcln» 1 MNpoayKkToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3cln» ocyLlecTBnsSeT CONPOBOXAEHME HACTOALLErO CLieHapums B YacTu HacTpoek MNpoaykTos
KomnaHuu. YnomMuHaHme HavMeHOBaHWU, MPoOyKTOB, TOProBbIX MapoK TPETbMX OpPraHuM3auun UCKMYUTENBHO
HecbopMarnbHO N He sIBNsSieTCs NOAAEPXKOMW, pekomMeHpaumen nnbo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-NMbo OTBETCTBEHHOCTM B OTHOLUEHUM PabOTOCMOCOOHOCTM M MCMOMb30BaHWsA 3TUX [1poaykToB.
[oKyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblil MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSAMU-MHTerpaTopamm, Npu paspaboTke COBCTBEHHbIX peLLEeHU.

PeweHus, paspaboTaHHble Ha 6a3e AaHHOro CLeHapus, MOryT NPUMEHSTLCA B OENCTBYHOLIUX CceTax/cncremax
TOMbKO MOCIe TECTOBON U/UNK ONbITHOW 3KCNyaTauuu.

BBeaeHue

[aHHbI cueHapuii onucbiBaeT HACTPOWKy ©6e30MacHOro B3avMOAEWCTBUS MEXOY OCHOBHBIM WM pe3epBHbLIM
LUOOamn Ha ypoeHe 2 mogenm OSI (L2 VPN) cpeactBamm [Mpoaykta «C-Teppa LWnw3 DP». Tpadwuk,
nocTynaroowmini Ha kommyTaTopsl Int-switchl-Hubl n Int-switchl-Spokel, 6anaHcupyeTcs ¢ Mcnofb30BaHUEM
npotokona LACP mexay kpuntownto3samm Hubl-1, Hubl1-2 n Spokel-1, Spokel-2 cooTBeTCTBEHHO. B cnyyae
OTKa3a O[HOro M3 KPUMTOLLIM30B, cpeacTBamMm npoTokona LACP 6yaet ocyuecTtBneHa 6anaHcupoBka Tpadumka
Ha paboTaroLmi KpUNTOLLIIO3.

Bce ocTtanbHble coeguHeHUss Ha TpeTbem ypoBHe mogenu OSI ot/Ha «C-Teppa LWnw3 DP» paspelueHsl, HO
3awmwartbes npu nomowm IPsec He 6yayT.

ObecneyeHne 6e30nMacHOro B3auMoAenCTBUS JOCTUraeTcs NyTeM WndpoBaHMSA U TYHHENMPOBaHUA Tpadmka ¢
npMMeHeHeM oTeyYecTBeHHbIX oTpacneBbix ctaHgaptos FOCT u npoTokona IPsec.

B pamkax gaHHOro cueHapusi ans ayteHTudukaumm naptTHepbl 6yayT ncnonb3oBatb cepTudmkatel. B kavectse
KpuntonpoBangepa OygeT ucnonb3oBaHa kpunTorpaduyeckas oubnuorteka, paspaboTaHHas komnaHuen «C-
Teppa Cudcllny. Wnto3bl 6e3onacHocTy (unu kpunTowwntoasl) — «C-Teppa W3 DP» Bepcuu 5.0.

NpeaBapuTenbHble TpeboBaHUs

TpeboBaHUA K MaTepuanbHO-TEXHUYECKOMY 0becneyeHuto

[na nepeHoca 3anpocoB W CepTUMUKATOB MEXAy KPUMTOLUM3aMnU W LEeHTPOM BbiNycka cepTudmnKaToB
TpebyeTtcs USB Flash HakonuTens.

TpeboBaHuA K KBanumrKauum agMMHMCTpaTopa

AOMuHMCTpaTop [JormkeH obnagatb OOWWMPHBIMKM - 3HaHUSIMM B 0obnactu ceTeBoW  MHAOPMALMOHHOWM
6esonacHoCTW, MMeTb ONbIT paboTbl C aHaNornMyHelM 0bopygoBaHuemM/nporpaMmMHbIM obecnedyeHmem, 3HaTb U
noHMMaThb creaytoLime TexHonormum un npotokonbl: PKI, IPsec, NAT, Firewall, routing, switching.

AOMUHUCTPATOp OOMKeH ObiTb O3HAKOMMEH co cueHapueMm «OpraHusauus 3alMLEHHOrO B3auUMOOENCTBUS
MeXay NoAceTsiMU LeHTpanbHoro oduca un dpunmnanos nocpenctsom IPsec VPN TyHHena (npotokon IPv4)».
Hanee no TtekcTy oH ByaeT Ha3biBaTbCcA 6a30BbIM cueHapueM. U co cueHapuem «lloctpoeHne L2 VPN TyHHens
mexay asyms C-Teppa LLUnto3 DP».
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Mpymep ncnonb3oBaHUsA Pepakumna O

TpeboBaHuA K UHpaCcTPyKType

1. TpeboBaHus K yCTpOMCTBaM.

1.1. «C-Teppa LUnto3 DP».

111

YcTtporictBa «C-Teppa LUnto3 DP» aomkHbl ObiTb B 3aBOACKOM COCTOSIHUN.

1.2. LeHTp BbINyCcKa cepTndmMKaToB.

121

122

123

[lorkeH ObITb HAaCTPOEH LIEHTP Bbinycka cepTudmKaToB (YOOCTOBEPSOWMIA LEHTP, Aanee YLI)
ansa IPsec. YctponcTteo ¢ umeHem Certification_authority Ha cxeme.

[na Bbinycka uMdPOBbLIX CEPTUPUKATOB [OMNYCKAeTcsa ucnonb3oBaHue BcTpoeHHoro B OC
Windows Server 2016 (unn HoBee) YOOCTOBEPSAOLIEro LEeHTpa COBMECTHO C
ceptuduumnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

[ns TecToBbIX Lienen MOXHO Mcnonb3oBaTb TecToBbi YL, oT «Kpuntollpo» (Beb-mHTepderic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp), nubo ytunuty ca-tool, BxoasiLyto B coctas
naketa auxiliary-tools (naket auxiliary-tools npegHa3sHayeH anst yctaHoBku Ha «C-Teppa LWno3»
5.0, gokymeHTaums Ha ca-tool npvBegeHa B WHCTpykuumn «LleHTp Bbinycka TecTtoBbix MOCT
cepTudukatoB And IPsec», 4OKyMeHTauuo 1 nakeT MOXHO 3arpy3utb Ha noptane https://doc.s-
terra.ru).

Kateropmyeckn 3anpewleHo wucnonb3oBaHve TectoBoro YL, ot «Kpuntollpo» B
Npon3BOACTBEHHON (OoeBoN) akcnnyaTauuMu, Tak Kak B [AaHHOM criydae OTCyTCTByeT
BO3MOXHOCTb KOHTPOIMPOBATb NPOLECC BbIMyCKka CEPTUDMKATOB 1, COOTBETCTBEHHO, NPOLIEAYPY
ayTeHTudmKaumm.

1.3. HTTP cepBep ansa pacnpocTpaHeHus cnmcka 0TO3BaHHbIX CEPTUGMKATOB.

131

PyHkumoHupyowmn HTTP cepBep Ans pacnpocTpaHEeHWss CNucka OTO3BaHHbLIX CEePTUUKATOB
(COC). YctpoincteBo ¢ mmeHem CRL_distribution_point Ha cxeme. Ecnv no o6bekTUBHbIM
npuunHam ucnonb3oBaHne COC He npeacTaBnsgeTcd BO3MOXHbIM WM He TpebyeTcd, TO
npoepky COC wmoxHo oTkntounte B CLI «C-Teppa LWnwo3» (npu coGnogeHnn npasun
Nonb30BaHus).

[octaBka HOBOro CrvMcka OTO3BaHHbIX CepTU(MKATOB C yOOCTOBepsowero ueHtpa Ha HTTP
cepBep OOSPKHA NPOMCXoanTb 3abraroBpeMeHHO, 40 UCTEYEHUS CpoKa AENCTBUA NpeablayLiero
cnucka.

2. TpeboBaHus K cETEBOMY B3aUMOENCTBIIO.

2.1. Mexgy ycTponcteammu cTeHaa JormkHa 6biTe obecneveHa |P cBA3HOCTb.
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Cxema B3aumoaencTBus
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O6was noruka paboThbl

1.

PasmeLleHne ycTponcTs.

1.1. B ocHoBHOoM LIO[le pasmewatorcsa: uUeHTp Bbinycka ceptudmkatoB (Certification_authority),
kpunTtowno3bl «C-Teppa Wnw3 DP» (Hub1-1 n Hubl-2), kommytatopbl (Int-switchl-Hubl n Ext-
switch1l-Hubl) n nepcoHanbHbIn koMmnbioTep (Host-b-hubl).

1.2. B pesepeHom LIO[le pasmewatotcs: kpuntowntodbl «C-Teppa LUnto3 DP» (Spoke1-1 n Spokel-2),
kommyTtaTopbl (Int-switchl-Spokel n Ext-switchl-Spokel) n nepcoHanbHbil komnbioTep (Host-b-
spokel).

1.3. B HekoHTponupyemMom cermeHte (CcuHee obnako Ha cxeme) pasmewatorca: HTTP cepsep ans
pacnpocTpaHeHust cnmcka oTo3BaHHbIX ceptudmkaTtoB (CRL_distribution_point), mapwpytunsatop
(Routerl).

MogkntoyeHune K cetn NHTepHer.
B npaHHOM cueHapum ons amynauum cetu VIHTepHeT ncnonb3yoTcsa mapLlupytmusaTtop Routerl.

MopkntoyeHne k cetn UHTepHeT Ha ycTponcTtBax «C-Teppa LUnio3» 6ygeT cuntatbesa ycneluHbiM, ecrnm no
npotokony ICMP (nnn «ping») 6yaet poctyneH HTTP cepBep Ana pacnpoCTpaHEeHUsA CnmMcka OTO3BaHHbIX
cepTndukaToB (yctporctso CRL_distribution_point Ha cxeme).

2.1. Kpuntowno3bl Hub1-1 n Hubl-2 nogkntovaloTcs K cetm WHTEpHET C NOMOLLbI0 CTaTUyeCcKon
MapLupyTusauum (MapLupyT No YMOMYaHMIo Yepes MapLupytudatop Routerl).

2.2. Kpuntownto3bl Spokel-1 u Spokel-2 nogkntodaloTcs K ceTn MIHTEpHET C MOMOLLbI0 CTaTU4EeCKOM
MapLupyTu3auum (MapLUpyT No YMOMYaHWIo Yepes3 MapLupyTtusartop Routerl).

I'Iapameprl ©e3onacHoro B3aMMoaencTBus.

Becb Tpaduk Ha BTOpom yposBHe mogenu OSI nogcetn 192.168.100.0/24, koTopbii nepegaeTca mexagy
OCHOBHbIM K pe3epBHbiM LIO[damn, a Takke Tpadwk ynpaBneHus Ha TpeTbem ypoBHe mogenu OSl,
sawumwaeTcs ¢ ucnonb3osaHnem anroputmos FOCT n npotokona IPsec B TYHHENbHOM pexume.

MHnumupoBaTh 3alyeHHOe coeduHeHne MOXeT Kak Tpadwuk u3 pesepsHoro LIO[Ja B OCHOBHOWM, Tak K
HaobopoT — u3 ocHoBHoro LiO[a B pe3epBHbIN.

3.1. TlNapameTpsbl npotokona IKE:

e AyTeHTudmKaums npu noMmowm UMdpoBbIX cepTudmkatos, anroputm nognmucu — FOCT P 34.10-
2012 (kntoy 256 6uT);

e Anroputm wudppoBanusg — FOCT P 34.12-2015 Marma (knto4 256 6uT);

o AnropuTm BbluMcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e Anroputm BblpaboTkM obuwero kmova (aHanor anroputma  Ouddu-Xennmana) —
VKO_GOSTR3410_2012_256 (kntoy 256 6uT).

3.2. TNapameTpbl npotokona ESP ana L2 VPN:

o  KomMOBWMHMPOBaHHLIN anropuTM WNEPOBAHNA U MMUTO3aLmUThl (KOHTponb uenoctHoctu) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

Hactpouka cTeHpa

1.
2.
3.

Hactponka yctponcrtea Router1

Hactporite IP agpec — 172.16.1.1 u macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens224.
Hactporite IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens192.

Pa3spelunTte npoxoxaeHne TpaH3uTHoro IP Tpaduka (ecnm oH 3a6rnokMpoBaH).
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Hactponka yctpounctsa Int-switch1-Hub1

=

Ha nHTepdericax gi0/0 n gi0/1 fomkHO 6bITb HACTPOEHO arpernpoBaHue LACP.

Hactponka yctpounctsa Int-switch1-Spoke1

1. HawuHTepdenicax gi0/0 u gi0/1 gOMmKHO BbITb HAacCTpPoeHo arpermpoBaHue LACP.

Hactpouka yctpouncrtea Host-b-hub1

L

Hactporite IP agpec — 192.168.100.100 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

n

Paspewwunte npuem n otnpaeky ICMP nakeTos.

Hactponka yctponctBa Host-b-spoke1

=

Hactpovite IP agpec — 192.168.100.101 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

2. Paspewwute npuem n otnpasky ICMP nakeTos.
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Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa O

Hactpouka kpunTtownto3a Hub1-1

HacTpoitka 6yaeT npoucxoauTb noKanbHO NPY NOMOLLM KOHCOMNBbHOTO NMOAKITHOYEHUS.

HacTtporika MOXeT ocyLLecTBAATbLCA U yaaneHHo (no SSH), HoO ucknunTensHO NO JOBEPEHHOMY KaHarny CBA3M.
[oBepeHHbIM KaHaNoM CBA3U MOXET CHUTaATLCH KaHan B npeaernax KOHTPONMpyeMon 30HbI B Crydae OTCYTCTBUS
B HeM HapywwuTens. [JOBEpeHHbIM KaHarioM CBSA3M TakkKe CYMTaeTcs KaHan, 3alUMLUEHHbI Npy MOMOLU
npoTokona IPsec.

HavanbHble HaCTPONKM

Hdata n Bpemsi Ha Bcex kpunTowrmo3ax W YL gomkHbl ObiTb OAWMHAKOBLI, Tak Kak AN ayTeHTudmkaumm
ncnonb3yTcs undpoBbie cepTudukaTbl, B KOTOPbIX 3adMKcnpoBaHbl AaTa U BpemMs Havana Ux OeNCTBuS U
OKOHYaHus. Takke oguHaKoBble AaTa U BpeMs Ha BCcel MHAPACTPYKType obnerdyarT NoMck HencnpaBHOCTEN NO
nor-chavnam.

1. Bongute B CLI pasrpaHmyeHnst goctyna. [ing aToro, nocne nosiBNneHnst CoodLeHns:
S-Terra administrative console

BBeauTe NorvH 1 naponb ansa CLI pasrpaHunyeHust goctyna:

MNonb3oBartens n naposnb No ymon4yaHuio: administrator, s-terra. Obs3aTenbLHO CMeHUTE naponb ana
nonb3oBaTend administrator NpU NOMOWM KOMaHAbl change user password.

login as: administrator

administrator's password:

G o o i o
System is not initialized. Please run "initialize" command to start initializat
ion procedure.

HHEH RS A

administrator@sterragate]

2. YcTaHoBMTE NpaBuUibHbIA TUN TepMUHana (4ns putty TUMN TepMUHana xterm) U Tpebyemyto WNMpUHY (4ns
yaobcTtea paboTbl), HaNnpumMep:

administrator@sterragate] terminal terminal-type xterm
administrator@sterragate] terminal width 150

3. YCTaHOBUTE HY>XHYH BPEMEHHYIO 30HY U MpaBuUiibHblE AaTy U BPEMS HAa KPUMNTOLLO3E, UCMOMb3Ys KOHCOIb
linux bash. [1ns aToro BeINONHUTE cnegyoLwme KomaHapl.

3.1. Bowugute B linux bash.
administrator@sterragate]system
Entering system shell...

3.2. YCTaHOBUTE HY)XHYIO BPEMEHHYIO 30HY:
root@sterragate:~# dpkg-reconfigure tzdata

3.3. llpoBepbTe Npu NoMowm koMaHdbl date AaTy U BpeMsi U €Clv OHW HenpaBUilbHbIE TO, yCTaHOBUTE
BEpHble 3HadyeHus (opmMaT — MecsL/aeHb/rof Yacbl:MUHYTbI):

root@sterragate:~# date -s "22/10/2024 12:32"

Tue Oct 22 12:32:30 MSK 2024

4. YcTaHOBMTE HafeXHbI naponb ANng nonb3oBaTens root (nod AaHHbIM Nonb3oBaTerieM OCyLlecTBnseTcs
poctyn no SSH B linux bash):

root@sterragate:~# passwd
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Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully

5. Bbingute u3 linux bash o6patHo B CLI pa3srpaHnyeHns goctyna:

root@sterragate:~# exit

logout
Leaving system shell...
administrator@sterragate]

6. 3anycTuTe npoueaypy MHMLMANM3aLum, B NpoLiecce KOTopol ByaeT 3anylieH macTep HavanbHbIX HACTPOEK
L2 (data plane):

6.1.

6.2.

6.3.

6.4.

administrator@sterragate] initialize

MpoiauTe uHMumManuaauuo Guonorndeckoro CY, HaxnMas npegnaraemble KNaBuULLIN:

Progress: [***x**xxx ]

Press key: 1

BeeanTte nuueHsuio Ha MNMpoaykt GATEDP:

You have to enter license for S-Terra Gate DP
Available product codes:

GATE

GATEDP

MVPN

Enter product code: GATEDP

Enter customer code: Customer

Enter license number: 1XX

Enter license code: 50XXX-XXXXX- XXXXX - XXXXX - XXXXX

Your license:
CustomerCode = Customer

ProductCode = GATEDP
LicenseNumber= 1XX
LicenseCode = 50XXX-XXXXX- XXXXX - XXXXX - XXXXX

Is the above data correct? Yes

INFO: License accepted

FHAH A A A AR A R R
S i i

ssh-keygen: generating new host keys: RSA ECDSA ED25519

INFO: SSH server was successfully enabled and started

Ha Bonpoc BknoyaTh Ny MapLipyTusauuio naketoB |[Pv6 oTBETUTL OTpULATENBbHO (no):
Would you like to enable IPv6 forwarding? [No] no

INFO: IP forwarding status:
INFO: IPv4: enabled
INFO: IPv6: disabled.

HaxmuTte Enter, nocne 4ero 3anyctutcs macTep HauvanbHbix HacTpoek L2 (data plane). OaHHbiv
macTtep nameHseT dann /opt/VPNagent/etc/ipsm dpdk.cfg, KOTOPbIA UCMONB3YETCA CEPBUCOM
ipsmapp:
WARNING: This script will stop ipsmapp daemon and create new ipsm dpdk.cfg. All ipsmapp
settings will be reset.

Do you want to continue? [yes]

INFO: Binding network devices to their original drivers

INFO: Device "0000:03:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:0b:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:13:00.0" is already bound to driver "vmxnet3". Skipping
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B 3aBucuMmocCTM OT annapaTHOM NnaTgopMbl ApanBep CeTeBOW KapTbl MOXET OTNNYaTbCS.

6.4.1 YxaxuTe KonnyecTso NopToB (konmdectBo unsmdecknx LAN n WAN nHtepdericos ana L2 (Mgmt
WHTEPdENCbI HE YYNTbIBAIOTCS):

Enter amount of ports (2-4) [2] : 2

6.4.2 BeguTe KONMMYECTBO MOTOKOB Ansi 06paboTkm Tpaduka (KONMMYecTBO MOTOKOB COOTBETCTBYET
KONMYecTBY DP<N> MHTEPENCOB):

Mo ymonuanuio, uncro notokoB (threads) N ans obpaboTkm Tpaduka BbIMMCNAETCA MO CreayloLlen
dopmyne:

N = nproc_all - 2 - 3*ports num,

roe:

nproc_all — KONIMYECTBO Bbl4MCINTENbHbLIX NMOTOKOB NPOLIECCOPOB (3TO 3HAYEHNE MOXHO NOCMOTPETL
B BbIBOAE KOMaHAbl nproc --all B linux-koHCONM LWIMO3a nnmn paccunTatb, Ncxoas ns cneundukaumm
YCTAHOBMNEHHbIX B KOHKPETHY0 nnaTtdopMy MpoLeccopoB), ports num — KOMMYECTBO MOPTOB
(vHTepdenicoB) ans L2, 3agaHHoe Ha npegbigywem ware. B 3aBucumocT oT cuTyauum, 3TO YUCIO
MOXHO M3MEHSATb (TOMbKO B MEHbLUYH CTOPOHY).

threads (1-36) [36] : 36

6.4.3 Bblbepute 13 npeanoxeHHoro cnucka PCl agpec ans WAN nopta. PORTO — WAN uHTepdeic:

B fommm e fommm - +
| | PCI id | Configured as | driver

o o - fo— +
| 0 | 0000:03:00.0 | = | vmxnet3 |
| 1 | 0000:00:00.0 | - | vmxnet3 |
| 2 | 0000:13:00.0 | - | vmxnet3 |
fommm fommm e pommm - +

[aHHbIn cnncok copmmpoBaH M3 BCex U3MYECKUX CEeTEBbIX MHTEPdENCOB, KOTOpble €CTb B
KpunToLwinto3se. B kaxxgom koHkpeTHOM cnyvae PCl agpeca moryt otnuvatbes. PCl agpeca nHtepgencos
ana WAN mn LAN nopToB ykasaHbl B JokyMeHTauuun Ha MAK.

Enter device index to be configured as WAN interface "PORTO" (0-4): O
INFO: Configuring device "0000:03:00.0" as "PORTO"

6.4.4 Yxaxute IP agpec ans WAN wuHTepdpenca (B AaHHOM cueHapum - 172.16.100.2). JaHHbin IP
agpec 6ygeT HasHayeH Ha uHTepdeinc vEthernet0:

Enter IP-address for WAN interface (13 ip/13 ip6) (allowed protocols: ipv4,ipve):
172.16.100.2

6.4.5 YxaxuTe macky ans IP agpeca nepsoro WAN unHTepdeica (B AaHHOM cueHapum - 24):
Enter netmask for WAN interface (0-32) [24] : 24

6.4.6 YkaxuTe agpec Ln03a N0 ymMonyaHuoo Ang TpaH3uTHoro L2 (data plane) sawwvdpoBaHHOro
Tpaduka (B 4aHHOM cueHapum — 172.16.100.1):

Enter default gateway IP-address (gw_ip) (allowed protocols: ipvé4): 172.16.100.1
6.4.7 Haxmute Enter, ecnun Bce napameTpbl BBe4EHbl BEPHO:
Is the above data correct? [Yes]

6.4.8 Bblbepute 13 BHoBb NpeanoxeHHoro cnucka PCl agpec LAN nopta. PORT1 — LAN uHTepdeiic:

0000:03:00.0

+ + +
| | |
o Fommm fommm +
| | |

| 0000:0b:00.0 |
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| 2 | 0000:13:00.0 | - | vmxnet3 |

M3 cnncka Beile BUAHO, YTO nepBbii WAN nopT y»ke CKOHUrypupoBaH («PORT0» B cTonodue «Configured
as»):

Enter device index to be configured as LAN interface "PORT1" and paired with "PORTO"
(0-3): 3

6.4.9 Ykaxute IP agpec ncroyHuka ansa EtherlP TyHHens (B gaHHOM cueHapumn — 172.16.100.2):

[aHHbI agpec MOXeT He MnpucyTCTBOBaTb B cucTeMe M ObiTb MOObIM, HO [OSPKEH coBnagatb C
12 dst_ip Ha KpunTowose, ¢ KoTopbiM ByaeTt HacTpamsaTbes L2 VPN. B naHHoM cueHapum — 3To
Spokel-1.

Enter source IP-address for 1l2-tunnel (12 src ip) : 172.16.100.2

6.4.10 YkaxwuTe IP agpec HasHaveHus ansa EtherlP TyHHens (B aaHHOM cueHapun — 172.16.1.2):

JaHHbIn agpec AomKeH coBnagatb € 12 src ip Ha KpUNTOLLNIO3e, C KOTopbiM ByaeT HacTpausaTtbes L2
VPN. B paHHOM cueHapum — 310 Spokel-1.

Enter destination IP-address for 1l2-tunnel (12 dst ip) : 172.16.1.2

6.4.11 3apganite MTU gna WAN un LAN uHTepdencos (B aaHHoM cueHapum — 9000):

Ecnu ecTb BO3MOXHOCTb, TO Bcerga ykasbiBante MTU Ha WAN nHTepderice muHumym Ha 100 (cTo) 6anT
fonblue, Yem MakcumanbHbIn MTU Ha 3awmuiaemMbix yCTPONCTBax, YTobbl n3bexaTb dpparmeHTaummn u
yBENMuUUTL npou3BoauTensHocTe. B atom cnydae MTU Ha LAN wHTepdpence ykasbiBanTe Kak
MakcumanbHbein MTU Ha 3awmwaembix yctponctBax. Hanpumep, ecnm MTU Ha 3sawmwiaembix
yctponcteax 9000, To MTU gna WAN — 9100, MTU gna LAN — 9000. MNpoBepuTb Hanuyne unm
OTCYTCTBME (PparMeHTaLmMm MOXHO NPu NOMOLLM YTUNNUTLI kstat show (NapameTp «frag ok»).

6.5.

Enter MTU for WAN interface (68-9700) [9700] : 9000
Enter MTU for LAN interface (68-9700) [8900] : 9000

6.4.12 Haxmute Enter, ecnn Bce napamMeTpbl BBe4EHbl BEPHO:

Is the above data correct? [Yes]

0000:03:00.0
0000:0b:00.0 vmxnet3 |
0000:13:00.0 vmxnet3 |
—————————————— e s e
INFO: Operation completed successfully. Restart your system to apply the changes
INFO: OK

vmxnet3 |

FHAH A A
INFO: Reset product settings was completed successfully

Bkntounte npoxoxaeHue ceTeBoro Tpaduka, 3arpy3us npeaonpeneneHHyo paspeLuatoLLyto NonmTrky:

administrator@sterragate]run csconf mgr activate

HavanbHble HaCTpOIZKVI 3aBepLUeHbl.

Ecnu Bbl XoTUTE 3aHOBO 3anyCTnuTb MacTep Ha4dallbHbIX HACTPOEK L2 (data plane), TO BbINOJTHUTE:
administrator@sterragate] run /opt/VPNagent/bin/init.sh.d/25 run configure dp.sh
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HacTtponka L2 (data plane)

B naHHOM pasgene 6yayT onucaHsbil:

e HacTponka cparmeHTauum;

e HacTponka mexaHuama Path MTU Discovery;

e HacTporka MexaHu3Ma nsmeHeHmst MSS B TCP naketax;
e HacTpoWka NonuTuKM KonmpoBaHust DF 6uTa;

e HacTpoWnKa NOMUTMKKM kKonupoBaHusa ToS BawTa.

1. Tlepenagute B linux bash:

administrator@sterragate] system

Entering system shell...
root@sterragate: ~#

2. YMeHbLWTE BpeMsi COOpKM oparMEHTUPOBAHHbIX NMaKeToB:

root@sterragate:~# drv_mgr set frag reassemble timeout 2

Value of "frag reassemble timeout" is set to 2.

3. [anbHenwme HaACTPOMKM OCYLLECTBNAKTCA 4epe3 pedaktMpoBaHWe KoHdUrypaunmoHHoro cpanna
/opt/VPNagent/etc/ipsm dpdk.cfg

3.1.

3.2.

3.3.

3.4.

BknitounTte mexaHuam Path MTU Discovery un nameHeHne MSS B TCP naketax Ha LAN nopty (PORT1).

Ins atoro Ha LAN nopty (PORT1) packoMMeHTUpynTe napameTpbl pmtud, mssfix U BbICTaBUTE UM

3HaveHus: ansa pmtud - «3HadveHne MTU nopta muHyc 100» (B 4aHHOM CLEeHapum — 3TO 3HaveHue

8900), ana mssfix - «3HayeHme MTU nopta muHyc 140» (B 4aHHOM cueHapum — 3To 3HaveHne 8860):
[PORT1]

pci id = 0000:0b:00.0
12 src ip = 172.16.100.2

12 dst ip = 172.16.1.2
pair port = 0
mtu = 9000

pmtud = 8900
mssfix = 8860

YcTaHoBUTe Xenaemoe 3HadveHve ans napametrpa df handling Ha LAN nopty (PORTL1). 3toT
napameTp onpegenseT NonUTUKy KonupoBaHus DF 6uTta U3 MCXO4HbIX MAKeTOB NPV MHKANCYnauumn B
EtherlP. JonycTumble 3HaYeHus:

e clear — 06HyNsATL DF GMT (3Ha4YeHMe N0 yMOMYaHuIo);
e set— BbicTaBnaTb DF 0OuT;
e COpy — konupoBaTb 3HadeHne DF Guta M3 MCXoaHOro naketa.

YcTaHoBuTE xenaemoe 3HadeHne ang napametpa copy_tos Ha LAN nopty (PORT1). 310T napameTp
onpegenseT NONUTUKY KONMpoBaHUs TOS Ganta u3 MCXOOHbIX NAKeToB Npu MHkancynauum B EtherlP.
[onyctumele 3HaveHuns:

e N0 — He KonupoBaTb TOS GanT (3Ha4YeHNE MO YMONYaHUI0);
e yes — konuposaTb ToS Gant.

[ns npuMeHeHWs1 HACTPOEK Nepe3anycTUTe CePBUC ipsmapp:

root@sterragate:~# systemctl restart ipsmapp.service

4. Bbingute un3 linux bash:

root@sterragate:~# exit

logout
Leaving system shell...

HacTtporika L2 (data plane) 3aBepLueHa.
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HacTtpowuka PKI (3anpocbi u cepTudmkathbi)

MpoaykT He noaaepXunBaeT pasHOCTHbIe (delta) cnucku oT3biBa cepTMdUKaTOB, TONbKO 6a3oBble. YuuTbiBanTe
370 npu BbIbOpe unu passepTbiBaHumn YLI.

Ona ayteHTudmkaumm naptHepoB no IPsec MOXHO ncnonb3oBath LMGPOBbIE cepTUdMKaThI, BbIMyLLEHHbIE NpU
nomoLm ceptudmumpoBaHHoro CK3W, unvn npegsaputensHoO pacnpegeneHHble Kiovu, CO34aHHbIE U BBEAEHHbIE
B COOTBETCTBUM C NpaBunamu nosnb3oBaHus CK3U (nosisunuce B Bepcumn 5.0).

CreHepupyiTe 3anpoc Ha cepTudMKaT KPUMNTOLLM3a W COXpaHuTe 3ToT 3anpoc B cdamn Ha USB Flash
HakonuTene. [loctaBbTe hbann ¢ 3anpocom Ha YL n BbinycTuTe no Hemy cepTudpmkat. Ceptudmkart KpunToLunos3a
BMecCTe ¢ cepTudmkaTom YL gocTaBbTe Ha L3 U uMnopTupynte nx B 6asy Npogykra.

MoppobHas HacTpoika ¢ onMcaHMeM KoMaHg npueegeHa B 6a3oBOM cLeHapun.
Hactponka naponeun goctyna Kk KoHconu cisco-like

Bovigute B cisco-like koHCONb U CMeHWUTEe naponb ANs Nonb3oBaTens cscons (Maposfib MO YMOMYAHUIO: CSP) U
naponb Ha enable (naponb MO ymonyaHuio: csp).

MoapobHas HacTpoika c onucaHnem KoMaHg npueegeHa B 6a3oBoM cLeHapum.
Hactpo#ka ceTeBbIX napameTpoB

BbiBeguTe cnmcok Bcex MHTepencos, 4OCTYNHbIX B Cisco-like koHconu:
sterragatef#show interfaces

TenGigabitEthernet0/0 is down, line protocol is down

Hardware address is 0050.569e.d457

MTU 1500 bytes
DPO

Virtual data plane interface (pattern "10G _000")
DP1

Virtual data plane interface (pattern "10G 001")
DP2
DP35

Virtual data plane interface (pattern "10G 035")
vEthernetO is up, line protocol is up

Hardware address is 0050.569e.cl1ld

Internet address is 172.16.100.2/24

MTU 9000 bytes
vEthernetl is up, line protocol is up

Hardware address is 0050.569e.ad40

MTU 9000 bytes

BuagHo, 4TO UWHTEepdenc TenGigabitEthernet0/0 He 3agenctBoBaH B L2. UHTepdencbl vEthernetN
3apencTBoBaHbl B L2, vEthernet0 cootBeTcTBYeT WAN mMHTEpdency, a vEthernetl — LAN-uHTepdency.

N3meHeHns ceTeBbIX HaAcTpoek B Cisco-like kOHCOMM NpUMeEHsIOTCA cpa3y nocne BBOAA COOTBETCTBYHOLLUX
komaHz. Monutuka 6e30nacHOCTM NPUMEHSAETCS NOCIE BbIXOAa U3 peEXrMMa KOHUIYpUpPOBaHWS.

1. 3apaviTe umsa ycTpomncTea:
sterragate (config) #hostname Hubl-1

2. Y6egutecb, yTo WAN 1 LAN wuHTepdencbl agMMHUCTPaTUBHO BKMOYeHbl 1 line protocol (cnocobHocTb
UHTepdenca nepefaBaTtb NakeTbl B aHHbIA MOMEHT) HaXoOMTCA B COCTOSIHUMM UpP, a Takke Ha UHTepderice
vEthernet0 npucytcteyeT WAN agpec kpunTtowsnosa:

Hubl-1 (config) #do show interfaces vEthernetO

vEthernetO is up, line protocol is up
Hardware address is 0050.569e.0d52
Description: WAN
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Pepakumna O

Internet address is 172.16.100.2/24
MTU 9000 bytes

Hubl-1 (config) #do show interfaces vEthernetl

vEthernetl is up, line protocol is up
Hardware address is 0050.569%e.26ec
MTU 9000 bytes

KpUNTOLLIIO3a K KOMMYTaLUOHHOMY UIN NpoYeMy 060pyaoBaHUIo.

Ecnu line protocol HaxoanTcst B coctosiHM down, To NpoBepbTe MOAKIOYEHUE CETEBOrO MHTepdeinca

3. Bapante maplpyT no ymonyaHuto vepes yctponctso Router1 gna ucxogsawero us TCP/IP cteka OC un
TpaH3utHoro Mgmt Tpacmka (Wn03 nNo ymonyaHuioo Ans 3aundpoBaHHOrO TpaH3UTHOro L2 Tpadwmka

3apgaetcs B danne /opt/VPNagent/etc/ipsm dpdk.cfg):
Hubl-1 (config) #ip route 0.0.0.0 0.0.0.0 172.16.100.1
4. T[lpoBepbTe AOCTYNHOCTL ycTponcTea Routerl:
Hubl-1 (config) #do ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.
108 bytes from 172.16.100.1: icmp seg=1 ttl=64 time=1.13 ms
108 bytes from 172.16.100.1: icmp seg=2 ttl=64 time=0.237 ms

108 bytes from 172.16.100.1: icmp seg=3 ttl=64 time=0.192 ms
108 bytes from 172.16.100.1: icmp seqg=4 ttl=64 time=0.200 ms
108 bytes from 172.16.100.1: icmp seqg=5 ttl=64 time=0.299 ms

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4078ms
rtt min/avg/max/mdev = 0.192/0.411/1.131/0.362 ms

HacTtpo#uka wuncposaHus

1. Hactponte napametpsbl IKE.
1.1. 3apanite obwme napametpsbl IKE:

Hubl-1 (config) #crypto isakmp identity dn

Hubl-1 (config) #crypto isakmp keepalive 3 2

Hubl-1 (config) #crypto isakmp keepalive retry-count 5
Hubl-1 (config)#crypto isakmp fragmentation
( )
( )
( )

Hubl-1 (config) #crypto isakmp security-association lifetime delta 50

Hubl-1 (config) #crypto isakmp initiator-sessions-max 100
Hubl-1 (config) #crypto isakmp responder-sessions-max 100

1.2. CospaiiTe NonuTUKY, onucbiBatoLLyto napameTpbl IKE TyHHens:

Hubl-1 (config) #crypto isakmp policy 1

Hubl-1 (config-isakmp) #encryption magma

Hubl-1 (config-isakmp) #hash stribog-256

Hubl-1 (config-isakmp) #authentication gost-sig
Hubl-1 (config-isakmp) #group vko2

Hubl-1 (config-isakmp) #exit

1.3. Cospawte npodunb HacTpoek ISAKMP (anroputm IKE) noa nmeHem NEW ALGS, 4Tobbl fanee ero

NPUKPENUTb K KpUNTOKapTe:

Hubl-1 (config) #crypto isakmp profile NEW ALGS
Hubl-1 (conf-isa-prof) #match identity dn
Hubl-1 (conf-isa-prof) #set identity mapping
Hubl-1 (conf-isa-prof) #set policy 1

Hubl-1 (conf-isa-prof) #exit

2. [MapameTtpbl IPsec ansa sawnTbl TpaH3NTHOro L2 Tpaduka.

2.1. Ortknounte obHoBneHne knova IPsec SA no AOCTMXEHUIO onpenenieHHoro obbema nepegaHHoro

Tpadwumka:

2003-2025 «C-Teppa Culclln»

12




Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa O

2.2.

2.3.

2.4.

2.5.

2.6.

Hubl-1 (config) #crypto ipsec security-association lifetime kilobytes unlimited

3aparite KOMOMHMPOBAHHbBIA anropuTM WKMAPOBaHMA N UMUTO3aLWMTbI (HAaBop NpeobpasoBaHuin) Anst
Tpadwmka:

Hubl-1 (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-
mgm
Hubl-1 (cfg-crypto-trans) #exit

Cospante cnmcok pgoctyna (ACL) pgnss TpaH3WTHOrO  WHKancynupoBaHHoro B EtherlP
nonb30BaTenbCKOro Tpadmka, KOTOPbIA HYXXHO 3aliuLlaTe MeXay OCHOBHbIM U pe3epBHbiM LIOdamu:

Hubl-1(config) #ip access-list extended IPSEC ACL HUB1 AND SPOKEl

Hubl-1 (config-ext-nACL) #remark EtherIP L2 tunnel

Hubl-1 (config-ext-nACL) #permit etherip host 172.16.100.2 host 172.16.1.2
Hubl-1 (config-ext-nACL) #exit

Cospanite kpuntokapty (ums L2VPN, pasgen 1):
Hubl-1 (config) #crypto map L2VPN 1 ipsec-isakmp
2.4.1 YkaxuTe CNMCOK A4OCTyNa Ang 3alumiiaemoro Tpaduka:
Hubl-1 (config-crypto-map) #match address IPSEC ACL HUBl1 AND SPOKEL
2.4.2  YxaxuTe npu NOMOLUM Kakoro Habopa anropnTMOB HYXXHO 3alumLLaTh Tpaduk:
Hubl-1 (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

2.4.3 Yxkaxute IP agpec napTHepa no IPsec, B JaHHOM cueHapum 3TO BHewwHui IP agpec ycTponcTtea
Spokel:

Hubl-1 (config-crypto-map) #set peer 172.16.1.2
2.4.4 Tpukpenute ISAKMP npocdunb NEW ALGS K KpunTokapTe:
Hubl-1 (config-crypto-map) #set isakmp-profile NEW ALGS

2.45 Ob6s3aTenbHO OTKMIOYUTE UCTOPUID YAANEHHbIX TYHHENen (ecnu He OTKMYNUTb, TO MOTYT ObiTb
npobnemsbl ¢ NOCTPoeHneM IPsec TyHHenen ¢ yCcTponcTBaMun, KoTopble HaxoasTcst 3a NAT):

Hubl-1 (config-crypto-map) #set dead-connection history off
2.4.6 Bkmounte npedparmeHTaumio:

Hubl-1 (config-crypto-map) #set pre-fragmentation
Hubl-1 (config-crypto-map) #fexit

Mpukpenute co3gaHHylo KpunTokapTy L2VPN ko Bcem DP uHTepdienicam (konmyectso DP
MHTepdEencoB MOXET OTNNYaTLCA B 3aBUCUMOCTM OT annapaTHOW NnaTtdopmbl):

Hubl-1 (config)# interface range DP 0 - 35
Hubl-1 (config-if-range) #crypto map L2VPN
Hubl-1 (config-if-range) #fexit

MNpumeHnTEe HaCTPONKM:

Hubl-1 (config-if) #end

HacTpowka nonutuku o6pabotku COC (CRL)

B uenax 6e3onacHOCTM HacTOATENbHO PEKOMEHAYETCH BKIOYaTb MPOBEPKY CMMCKOB OT3blBa CEPTUCMKATOB.
PasHocTHbIe crnucku oTo3BaHHbIX cepTudmkaTos (delta CRL) He nogaepxuBatoTcs.

Bkntounte npoeepky COC 1 HacTponTe aBTOMaTUYECKyto 3arpy3ky 1 umnoptupoBaHune B 6a3sy Npoaykta cnuncka
0TO3BaHHbIX cepTudukaTos ¢ HTTP cepsepa CRL_distribution_point.

MogpobHas HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a3o0BoOM cLeHapum.
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HacTpoiika mexceTeBOro 3kpaHa
1.

Cospante ceTeBol object-group C UMEHEM SELF ans xpaHeHus B HeMm WAN agpecoB KpunToLnto3a
C Lienblo ganbHenwero ero ncnonb3opaHunsa B ACL:

Hubl-l#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl-1 (config) #object-group network SELF
Hubl-1 (config-network-group) #remark WAN IP
Hubl-1 (config-network-group) #host 172.16.100.2
Hubl-1 (config-network-group) #exit

Cospawnite ACL c umeHem FW_INPUT_WAN gns Bxogsiero Ha WAN unHtepdeinc Tpaduka:

Hubl-1 (config) #ip access-list extended FW_INPUT WAN

Hubl-1 (config-ext-nACL) #permit udp any object-group SELF eqg isakmp

Hubl-1 (config-ext-nACL) #permit udp any object-group SELF eqg non500-isakmp
Hubl-1 (config-ext-nACL) #permit icmp any object-group SELF

Hubl-1 (config-ext-nACL) #permit esp any object-group SELF

Hubl-1 (config-ext-nACL) #exit

Cospante ACL ¢ nmenem FW_INPUT_DP ans Bxogsuwero Ha DP uHTepdencel Tpaduka:

Hubl-1(config) #ip access-list extended FW_INPUT DP

Hubl-1 (config-ext-nACL) #permit udp any object-group SELF eq non500-isakmp
Hubl-1 (config-ext-nACL) #permit esp any object-group SELF

Hubl-1 (config-ext-nACL) #exit

Coszpante npaBuna wHcnektupoBaHusi Bcero TCP m UDP Tpadwmka n 3apante Heobxogumoe
MakcuMarnbHOE KONMYeCTBO CECCUMN:

Hubl-1 (config) #ip inspect tcp sessions-max 256000
Hubl-1 (config) #ip inspect udp sessions-max 65536
Hubl-1 (config) #ip inspect name INSPECT tcp
Hubl-1 (config) #ip inspect name INSPECT udp

Mpukpenute npaBuna mexceTeBoro akpaHnposaHmsa Ha WAN nHTepdenc vEthernet0:

Hubl-1 (config) #interface vEthernetO
Hubl-1(config-if) #ip access-group FW_ INPUT WAN in
Hubl-1 (config-if) #ip inspect INSPECT out

Hubl-1 (config-if) ffexit

MpuKkpenuTe NpaBuna MeXceTeBOro akpaHMpoBaHusi Ha Bce DP MHTepdeichl:

Hubl-1 (config) #interface range DP 0 - 36
Hubl-1 (config-if-range)#ip access-group FW_INPUT DP in
Hubl-1 (config-if-range) #fexit

[MpMeHuTe HacCTPONKM:

Hubl-1 (config) #end

HacTtpolika kpuntownto3a Hubl-1 3aBepLueHa.
B rnase «
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MpunoxeHne» npeacTaBneHbl TEKCTbI KOHpUrypaumi anga kpuntowwsosa Hubl-1:
e  TEKCT KOoHconu cisco-like;
e TekcT LSP;
e KoHdurypauusa L2 (data plane).
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Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa O
HacTtponka kpuntownto3a Hub1-2
HacTtporika kpunTownto3a Hub1-2 nponcxoant aHanorm4yHo Hactponke Hubl-1.
B rnase «
2003-2025 «C-Teppa Culclln» 16



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA

Pepakumna O

MpunoxeHne» npeacTaBneHbl TEKCTbI KOHpUrypaumi anga kpuntowwsosa Hubl-2:

e TEKCT KoHconu cisco-like;
e TekcT LSP;
e KoHdurypauus L2 (data plane).

Hactponka kpunTtownto3a Spoke1-1

HacTtporika kpunTownto3a Spokel-1 nponcxoauT aHanornyHo HacTponke Spokel-1.

B rnaBe «
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Pepakumna O

MpunoxeHne» npeacTaBneHbl TEKCTbI KOHpUrypaumn ansa kpuntowrosa Spokel-1:

e TEKCT KoHconu cisco-like;
e TekcT LSP;
e KoHdurypauusa L2 (data plane).

Hactponka kpunTtownto3a Spoke1-2

HacTtporika kpunTownto3a Spokel-2 nponcxoauT aHanornyHo HacTponke Spokel-1.

B rnaBe «
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MpunoxeHne» npeacTaBneHbl TEKCTbI KOHpUrypaumn ansa kpuntowsosa Spokel-2:
e  TEKCT KOoHconu cisco-like;
e TekcT LSP;
e KoHdurypauus L2 (data plane).
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Bepcusa 5.0

Mpumep Ucnonb3oBaHNs

Pepakumna O

MpoBepka paboTOCNOCOOHOCTM CTEHAA
MpoBepKy paboToCnoCOOHOCTU HYXKHO BbIMOSIHATL MOCE 3aBEpLUEHMST HACTPOWKM BCEX YCTPOWNCTB CTEHAA.
MpoBepka IP cBA3HOCTU

1. TlpoBepbTe, 4TO C KpunTowmt3oB Hubl-1, Hubl-2, Spokel-1 n Spokel-2 no ICMP gocTyneH L3 no
ymonyanuio (Routerl). [ina 3T0ro BbINOMHUTE KOMaHAY ping M3 CiSCO-like KOHCONW KPUMTOLLIMHO30B.

Hubl-1l#ping 172.16.100

PING 172.16.100.1 (172
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

--- 172.16.100.1 ping
5 packets transmitted,
rtt min/avg/max/mdev =

Hubl-2#ping 172.16.100

PING 172.16.100.1 (172
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

---172.16.100.1 ping
5 packets transmitted,
rtt min/avg/max/mdev =

Spokel-l#ping 172.16.1

PING 172.16.1.1 (172.1

108 bytes from 172.16.1

108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

.1

.16.100.1) 100(128) bytes of data.
100.1: icmp seqg=1 ttl=64 time=5.07 ms
100.1: icmp seg=2 ttl=64 time=3.62 ms
100.1: icmp seg=3 ttl=64 time=6.55 ms
100.1: icmp seg=4 ttl=64 time=4.68 ms
100.1: icmp seq=5 ttl=64 time=2.86 ms
statistics ---

5 received, 0% packet loss, time 4005ms

2.867/4.562/6.552/1.263 ms

.1

.16.100.1) 100(128) bytes of data.

100.1: icmp seqg=1 ttl=64 time=3.62 ms
100.1: icmp seqg=2 ttl=64 time=5.81 ms
100.1: icmp seq=3 ttl=64 time=6.01 ms
100.1: icmp seg=4 ttl=64 time=3.74 ms
100.1: icmp seg=5 ttl=64 time=4.12 ms
statistics —---

5 received, 0% packet loss, time 4004ms

4.224/6.456/12.704/2.235 ms
.1

6.1.1) 100(128) bytes of data.
icmp seqg=2 ttl=64 time=9.
icmp seqg=3 ttl=64 time=7.
icmp seqg=4 ttl=64 time=5.
icmp seq=5 ttl=64 time=8.

e e
e

icmp seg=1 ttl=64 time=14.7

22
03
25
15

ms
ms
ms
ms
ms

-—- 172.16.1.1 ping statistics ---
5 packets transmitted, 5 received,

rtt min/avg/max/mdev = 5.259/8.876/14.

Spokel-2#ping 172.16.1.1

0%

packet loss, time 4006ms
704/3.195 ms

PING 172.16.1.1 (172.1
108 bytes from 172.16.

108 bytes from 172.16.1

108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

6.1.1) 100(128) bytes of data.

1.1: icmp seqg=1 ttl=64 time=7.17 ms
.1: icmp seg=2 ttl=64 time=4.54 ms

1.1: icmp seqg=3 ttl=64 time=9.25 ms

1.1: icmp seg=4 ttl=64 time=1.82 ms

1.1: icmp seg=5 ttl=64 time=3.73 ms

-—- 172.16.1.1 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev =

5 received, 0% packet loss, time 4005ms

4.567/4.326/6.723/4.125 ms

BugHo, uto yctponcteo Routerl goctynHo no ICMP ¢ Hub1-1, Hub1-2, Spokel-1 n Spokel-2.

2. TposepbTe, uto € Kpuntowmno3a Hubl-1 goctyneH no ICMP kpuntowno3 Spokel-1 (No BHELUHUM
nHTepdpencam) n ¢ kpuntownosa Hubl-2 goctyneH no ICMP kpuntowno3 Spokel-2 (Takke N0 BHELUHUM

nHTepdencam). [ins aToro BbIMONHUTE KOMaHAy ping M3 Cisco-like KOHCONN KPUMTOLLIMIO30B.

Hubl-l#ping 172.16.1.2
PING 172.16.1.2 (172.1

6.1.2) 100(128) bytes of data.
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108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

icmp seg=1 ttl=63 time=24.0 ms
icmp seqg=2 ttl=63 time=15.0 ms
icmp seqg=3 ttl=63 time=14.1 ms
icmp seg=4 ttl=63 time=9.63 ms
icmp seqg=5 ttl=63 time=11.2 ms

[ S e
NN N

---172.16.1.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 9.632/14.821/24.064/5.013 ms

BugHo, yto ¢ kpuntownto3da Hubl-1 goctyneH no ICMP kpuntownto3 Spokel-1.
Hubl-2#ping 172.16.1.3

PING 172.16.1.3 (172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

1.3) 100(128) bytes of data.

3: icmp seg=1 ttl=63 time=19.1 ms
3: icmp seg=2 ttl=63 time=14.7 ms
.3: icmp seg=3 ttl=63 time=15.3 ms
3: icmp seg=4 ttl=63 time=7.32 ms
3: icmp seg=5 ttl=63 time=10.4 ms

[ S

---172.16.1.3 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 9.632/14.821/24.064/5.013 ms

BugHo, yto ¢ kpuntownto3a Hub1-2 goctyneH no ICMP kpuntownto3 Spokel-2.
Mposepka PKI

MpoBepbTe, UTO Ha KpunTow3ax COC umnopTupoBaH B 6a3y lNpoaykrta u Bce cepTudmkaTel MMEKOT CTaTyC
Active. Nogpo6Hasa npoBepka npuBeaeHa B 6a30BOM CLEHapun.

MpoBepka NOCTpOeHMs 3awuiieHHoro L2 coeauHeHua Mexay
LOdamu

B cuny Toro, yto npotokon LACP obmeHunBaeTca cnyxebHbiMn naketamu, 3awuwiéHHble IPsec-coeamHeHus
OOJMKHbI ObITb NpeABapuUTENbHO MOCTPOEHbI HA Mexay napamu kpuntowstso Hubl-1, Spokel-1 u Hubl-2,
Spokel-2. [ns Toro, 4Tobbl B 3TOM Y6eauTbes, He06X0AMMO BOCMOMb30BaTLCHA KOMaHAoON sa_mgr show.

1. YBegutecb B TOM, 4TO Mexady kpunrtowntodamm Hubl-1 n Spokel-1 noctpoeHbl IPsec-coeguHenus. Ons
3TOro BbINOSIHUTE KOMaHAy run sa mgr show U3 Cisco-like KOHCONWM KPUMTOLLIIO30B.

Hubl-l#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
1 17 (172.16.100.2,500)-(172.16.1.2,500) active 13220 13480

IPsec connections:
Num Conn-id (Local Addr,Port) - (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 3452 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 512 384
2 3453 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 512 480
3 3455 (172.16.100.2,%*)-(172.16.1.2,*) 97 ESP tunn 480 384
4 3456 (172.16.100.2,%*)-(172.16.1.2,*) 97 ESP tunn 384 512
5 3458 (172.16.100.2,%*)-(172.16.1.2,*) 97 ESP tunn 768 512
6 3459 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 384 384
7 3460 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 484 384
8 3461 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 768 384
9 3462 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 384 640
10 3463 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 512 1152
11 3464 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 512 384
12 3465 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 640 512
13 3466 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 864 384
14 3467 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP tunn 384 512
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15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

Spokel-1l#run

3468
3469
3470
3471
3472
3473
3474
3475
3476
3477
3478
3479
3480
3481
3482
3483
3484
3485
3486
3487
3488
3489

172.
172.
172.
172.
172.
172.

172

172.
172.
172.

172

172.
172.
172.
172.
172.

172

172.
172.
172.
172.

(
(
(
(
(
(
(
(
(
(
(
(172.
(
(
(
(
(
(
(
(
(
(

sa

16.
16.
16.
16.
16.
16.
SpIRCR
16.
16.
16.
SpIRCR
16.
16.
16.
16.
16.
16.
SpIRCR
16.
16.
16.
16.

ISAKMP sessions:

100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

_mgr

0 initiated,

ISAKMP connections:
Num Conn-id

1

13

(Local Addr, Port) -
(172.16.1.2,500) -

IPsec connections:
Num Conn-id

O J o U b W N

W wwwwdhdhdNhDDNDNddDNDNdDNMdNNNEFRE PP R RPN
B W NDE O WOow-JoyUldh WNE O WOOWJo Ul b WN P O

3452
3453
3455
3456
3458
3459
3460
3461
3462
3463
3464
3465
3466
3467
3468
3469
3470
3471
3472
3473
3474
3475
3476
3477
3478
3479
3480
3481
3482
3483
3484
3485
3486
3487

(172.

(Local Addr, Port) -
2,*)_

16.

S
S
S
S
RGP
RGP
RGP
SICE

1,

I N N = W = e

SRIRCR
SRIRCR
G
G
G
SRIRCR
SRIRCR
SRIRCR
G
G
G
G
SRIRCR
SRIRCR
BPIRCR
BSINCE
BSINCE
BSINCE
BPIRCR
BPIRCR
BPIRCR
BRIRCE
BRIRCE
BRIRCE
SRIRCR

PP R R R RRRPRRERRRRRRBERRRBRRRRBE BB

=(172.16,
=(172.16,
=(172.16,

(172.16.
(172.16.
(172.16.

)

)

)

)

) -

) -

) -

)

)

)
)-(172.16.
)-(172.16.
)-(172.16.
)

)

)

) -

) -

) -

) -

)

)

(172.16.
(172.16.
(172.16.
(172.16.

(172.

16,
16,
G
G
G
16,
16,
16,
G
G
G
G
16,
16,
16
-G o
SS(RCYE
-G o
16
16
16
SSINCYE
SSINCYE
SSINCYE
16

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

[ e e R R R R R e e e L e e e

0

0.
0.
0.
0.
0.
0.

0

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.

25 %)
25 %)
25 %)
25 %)
-2,7%)
-2,7%)
-2,7%)
25 %)
25 %)
25 %)
-2,7%)
-2,7%)
-2,7%)
25 %)
25 %)
25 %)
-2,7%)
-2,7%)
-2,7%)
-2,7%)
2y %)
-2y %)

02y ™)
25 %)
2, %)
2, %)
2, %)
2, %)
25 %)
02y ™)
2.5 %)
25%)
25%)
25%)
2.5 %)
2.5 %)
2.5 %)
25%)
25%)
25%)
2.5 %)

97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97

0 responded

97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97
97

ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP

(Remote Addr, Port)
(172.16.100.2,500)

(Remote Addr, Port)
16.100.
.16.100.
.16.100.
.16.100.
.16.100.
.16.100.
.16.100.
.16.100.
.16.100.
0.
0.
0.
0.
0.
0.

ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP

tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn

tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn
tunn

512
384
512
384
472
512
384
472
512
768
384
384
512
384
384
768
384
512
384
640
384
384

384
480
384
512
512
384
384
384
640
115
384
512
384
512
512
512
384
512
384
472
728
640
384
384
512
768
384
102
384
384
384
384
384
384

512
512
384
512
384
472
728
640
384
384
512
768
384
1024
480
384
480
384
384
384
384
512

State Sent
active 13480 13220

512
512
480
384
768
384
484
768
384
2 512
512
640
864
384
512
384
512
384
472
512
384
472
512
768
384
384
512
4 384
384
768
384
512
384
640

Rcvd

Protocol Action Type Sent Rcvd

2003-2025 «C-Teppa Culclln»

22



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa O

35 3488 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP tunn 384 384
36 3489 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP tunn 512 384

BugHo, yto mexgy kpuntowsitodamum Hubl-1 v Spokel-1 ycTtaHOBNeHoO 3alumueHHoe |Psec-coepguHeHune
(konmyecTBO 3almLLEeHHbIX IPSec coeauHeHM OOMKHO coBnagaTh CO 3Ha4YeHMeM napameTpa threads, ykaszaHHO
B mMacTepe HacTpoek L2). Ecnu aToro He npou3oLino, To nposepbTe dann xypHana (KomaHga run less
/var/log/cspvpngate.log). [pn HEO6GXOAMMOCTUN yBENMYbTE YPOBEHb NOrMpoBaHust (komMaHga logging
trap debugging B KOHconu cisco-like) n 3aHOBO MHMUUMpYWTE 3alUULLEHHOE coeauHeHne. AHanorM4YHbIM
obpa3om npoBepbTe, UTO 3awuwéHHOe IPsec-coeguHeHne ycTaHOBNEHO Mmexay kpunTowno3damy Hubl-2 u
Spokel-2

[MpoBepka 0TKa30yCTOMYUBOCTU

1. Toceinante ¢ yctponctea Host-b-spokel Ha Host-b-hubl ICMP-Tpacduk, koTopbin fanee 6yoet
3aWmMLLaTbCs KPMNTOLUI3aMu:

root@host-b-spokel:~# ping 192.168.100.100

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seq=1 ttl=64 time=3.54 ms
64 bytes from 192.168.100.100: icmp seq=2 ttl=64 time=2.33 ms
64 bytes from 192.168.100.100: icmp seg=3 ttl=64 time=2.49 ms
64 bytes from 192.168.100.100: icmp seg=4 ttl=64 time=2.26 ms
64 bytes from 192.168.100.100: icmp seg=5 ttl=64 time=2.32 ms

2. CwmopgenupynTe oTkas KaHana cBsi3v, HanprvMep, OTKIMIOYNB ceTEBOW Kabernb BHELLHEro nHtepdeinca, Ha Tom
KpunToLunto3se n3 pesepeHoro LiOa, yepes KOTopbI B AaHHbI MOMEHT uaeT 3awmwaembinn ICMP Tpadmk
(8 4aHHOM crniyyae ato Spokel-1) ot 192.168.100.101 k 192.168.100.100.

3. [pv nomoLum OMarHOCTUYECKNX KOMaHL, BbINOMHAEMbIX Ha KOMMyTaTopax Int-switchl-Spokel, Int-switchl-
Hubl, y6eantecb B TOM, YTO CeTEBbIE MHTEP(ENCHI, KOTOPbIE ObINN MOAKIKOYEHBI K KPUNTOLU03aM, Yepes
KoTopble wen 3awmwaembin ICMP tpadumk ot 192.168.100.101 k 192.168.100.100, nepeBefeHbl B
HeaKTUBHOE COCTOsIHME (C TOYKM 3peHus npoTtokona LACP).

4. Tlopoxaute HekoTopoe BpemMs noka npotokon LACP nepebanaHcupyeT Tpadwvk Ha pabouyio napy
KPUMNTOLLIO30B.

5. Kak Tonbko npousoluna nepebanaHcmpoBka Tpadmka, ydoeamtecb B TOM, YTO B IPsec-TyHHensax pabouyen
napbl KPUMTOLUNIO30B CUMMETPUYHO YBENUUYMBAKOTCH CHETYMKU Sent U Rcvd. [Ing npocmMoTpa CHETUYUKOB
BbINOMHWUTE KOMaHAY run sa mgr show U3 cisco-like KOHCOMM KPUNTOLLIO30B.

I'Ipm HanM4MM OTKIOHEHUI npoaHanM3Mpyl7|Te XypHalbl Ha KpUNTOLWIHO3ax.
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MpunoxeHue

Kondmrypaumum kpuntowntoza Hub1-1

1. KoHdwmrypaums cisco-like
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2. KoHopurypauusa LSP
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IPsecPolicy = IPsecPolicy:L2VPN:1034

NetworkInterface (
LogicalName = "DP35"
InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPvo6Default
IPsecPolicy = IPsecPolicy:L2VPN:1035

NetworkInterface (
LogicalName = "vEthernetO"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT

NetworkInterface (
LogicalName = "vEthernetl"
InputFilter = IPv6Default
OutputFilter = IPvo6Default
)

3. KoHdurypauumsa L2 (data plane)

®ann /opt/VPNagent/etc/ipsm dpdk.cfg:

[PERFORMANCE ]

threads = 36 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

no max freq = yes

;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yves/no, default: no -- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx _desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors
in network adapter configuration

;no max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: O (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendq_burst threshold activated

;pcap_mpool size = 262143 ;min: 6736: max 4194303: default: auto -- number of buffers

in single memory pool, 1 pool per port

;rx _queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)
;rx_sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming
;tx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send
;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming
;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing
;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on
wrk thread if corresponding tx thread is busy
;rx_cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache
;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk
thread queue fill when it counts as "overloaded"
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[EAL]

corelist = 0-43

;coremask = 0x1 ;mask of cpu cores to run on, including HyperThreading
;jcorelist = 0-1 ;1list of cpu cores to run on, including HyperThreading
;channels = 1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;eal log level = 4 ;min: 1 max: 8 default: 4 -- log level of dpdk messages
;rx pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx wthresh = 4 ;min: O max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold
register value

;tx hthresh = 0 ;min: 0 max: 255 default: 0 -- tx host threshold register
value

;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

print stats = yes ;yes/no, default: yes —-- print send/receive/drop statistics
stats file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics is collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yves/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;macaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address
update period in milliseconds

; kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name

of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip = 172.16.100.2/24

gw_ip = 172.16.100.1

pair port = 1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4

frames

;next hop mac6é = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop macé6é force = no ;yes/no, default no -- always set next hop macé6 as destination

mac address for outgoing IPv6 frames
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;dp _frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: O max: 7 default: 0 -- Priority code point (PCP)
which refers to the 802.1p class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this

ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

[PORT1]
pci id = 0000:0b:00.0
12 src ip = 172.16.100.2

12 dst ip = 172.16.1.2

pair port = 0

mtu = 9000

;thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port
;thr count = <threads> ;min: 1 max: <threads - thr start> -- number of processing
threads for this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to 1l2-encapsulation ip header

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw_vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

KoHdmrypauum kpuntownosa Hub1-2

1. KoHdwrypauus cisco-like
!
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
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2. Kondurypaums LSP
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NetworkInterface (
LogicalName = "vEthernetl"
InputFilter = IPv6Default
OutputFilter = IPvo6Default
)

3. KoHdurypaums L2 (data plane)

®ain /opt/VPNagent/etc/ipsm dpdk.cfg:

[PERFORMANCE ]

threads = 36 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

no max freq = yes

;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yes/no, default: no —-- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx desc = 4096 ;min: 32 max: 4096 default: 4096 —-- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors
in network adapter configuration

;no_max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendqg burst threshold activated
;pcap mpool size = 262143 ;min: 6736: max 4194303: default: auto —-- number of buffers
in single memory pool, 1 pool per port

;rx _queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming

;tx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on
wrk thread if corresponding tx thread is busy

;rx_cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache

;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk

thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0xl ;mask of cpu cores to run on, including HyperThreading
;corelist = 0-1 ;list of cpu cores to run on, including HyperThreading
;channels = 1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;jeal log level = 4 ;min: 1 max: 8 default: 4 -— log level of dpdk messages
;rx pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx_hthresh = 8 ;smin: 0 max: 255 default: 8 -- rx host threshold register
value

;rx_wthresh = 4 ;min: 0 max: 255 default: 4 -- rx write-back threshold

register value
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;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold
register value

;tx hthresh = 0 ;min: 0 max: 255 default: 0 -- tx host threshold register
value

;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

print stats = yes ;yes/no, default: yes —-- print send/receive/drop statistics
stats_file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics is collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yes/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;macaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address
update period in milliseconds

;kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name

of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip = 172.16.100.3/24

gw_ip = 172.16.100.1

pair port = 1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4

frames

;next hop macé = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop macé6é force = no ;yes/no, default no -- always set next hop mac6 as destination
mac address for outgoing IPv6 frames

;dp frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp _frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point (PCP)
which refers to the 802.1lp class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this

ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port
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;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

[PORT1]
pci_id = 0000:0b:00.0
12_src_ip = 172.16.100.3

12 dst ip = 172.16.1.3

pair port = 0

mtu = 9000

;thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port
;thr count = <threads> ;min: 1 max: <threads - thr start> -- number of processing
threads for this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to l2-encapsulation ip header

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no —-- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

KoHchurypaumm kpuntowntosa Spoke1-1

1. KoHdwrypauus cisco-like

|
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
username cscons privilege 15 secret 5
$651QHk46/tSMDufPsXck4QGNohEy/CS8Qf/U9SF7LZfA/1RCORBIJLWOIP5vIjiDE7bYGKfodQwUcopzFDVLE
lv.6m9CV. Zan0
aaa new-model
|
|

2003-2025 «C-Teppa Culclln» 57



Bepcusa 5.0 Mpumep ncnonb3oBaHus Pepakumsa 0

2003-2025 «C-Teppa Culclln»




Bepcusa 5.0 Mpumep ncnonb3oBaHus Pepakumsa 0

2003-2025 «C-Teppa Culclln»




Bepcusa 5.0 Mpumep ncnonb3oBaHus Pepakumsa 0

2003-2025 «C-Teppa Culclln»




Bepcusa 5.0 Mpumep ncnonb3oBaHus Pepakumsa 0

2. KoHdurypaums LSP
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3. KoHdurypaumsa L2 (data plane)
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®ann /opt/VPNagent/etc/ipsm dpdk.cfg:

[PERFORMANCE ]

threads = 36 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

no max freq = yes
;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yes/no, default: no —-- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx _desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors
in network adapter configuration

;no_max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendq burst threshold activated
;pcap mpool size = 262143 ;min: 6736: max 4194303: default: auto —-- number of buffers
in single memory pool, 1 pool per port

;rx_queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming

;tx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on
wrk thread if corresponding tx thread is busy

;rx_cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache

;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk

thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0x1 ;mask of cpu cores to run on, including HyperThreading
;corelist = 0-1 ;list of cpu cores to run on, including HyperThreading
;channels =1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[Q@cpus]>[<, threads[@cpus]>...]

;eal log level = 4 ;min: 1 max: 8 default: 4 -— log level of dpdk messages
;rx _pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx _hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx wthresh = 4 ;min: O max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold
register value

;tx hthresh = 0 ;smin: 0 max: 255 default: 0 -- tx host threshold register
value

;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]
print stats = yes ;yes/no, default: yes -- print send/receive/drop statistics
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stats file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics i1s collected

;print frames = no ;yes/no, default: no —-- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yes/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;jenable pdump = no ;yes/no, default: no —-- enable packet dump with dpdk-pdump
utility

;macaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address
update period in milliseconds

; kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name

of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip = 172.16.1.2/24

gw _ip = 172.16.1.1

pair port =1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4

frames

;next hop mac6é = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop mac6 force = no ;yes/no, default no -- always set next hop macé6 as destination
mac address for outgoing IPv6 frames

;dp frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé6
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point (PCP)
which refers to the 802.1p class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this

ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw_vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
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;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

[PORT1]

pci id = 0000:0b:00.0

12 src ip = 172.16.1.2

12 dst ip = 172.16.100.2

pair port = 0

mtu = 9000

;thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port
;thr count = <threads> ;min: 1 max: <threads - thr start> -- number of processing
threads for this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to l2-encapsulation ip header

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw _vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

KoHchurypaumum kpuntowntosza Spoke1-2

1. KoHdurypaums cisco-like
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
username cscons privilege 15 secret 5
$6510Hk46/tSMDUfPsXck4QGNohEy/CS8Qf/U9SF7LZfA/1RCIORBIJLWOIP5vIjiDE7bYGKfodQwUcopzFDVLE
1v.6m9CV.Zan0
aaa new-model
|
1
hostname Spokel-2
enable secret 5 VIWbAnRJuOAfghm/xJTTXg==
|
|

|

!

crypto isakmp policy 1
encr magma

hash stribog-256
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2. KoHopurypauusa LSP
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3. KoHdurypauus L2 (data plane)

®ann /opt/VPNagent/etc/ipsm dpdk.cfg:
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;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors
in network adapter configuration

;no_max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendq burst threshold activated
;pcap mpool size = 262143 ;min: 6736: max 4194303: default: auto —-- number of buffers
in single memory pool, 1 pool per port

;rx queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming

;tx sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on
wrk thread if corresponding tx thread is busy

;rx_cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache

;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk

thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0x1 ;mask of cpu cores to run on, including HyperThreading
;corelist = 0-1 ;list of cpu cores to run on, including HyperThreading
;channels = 1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;eal log level = 4 ;min: 1 max: 8 default: 4 -— log level of dpdk messages
;rx _pthresh = 8 ;min: 0 max: 255 default: 8 -—- rx prefetch threshold
register value

;rx _hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rXx wthresh = 4 ;min: O max: 255 default: 4 -- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold
register value

;tx hthresh = 0 ;min: 0 max: 255 default: 0 -- tx host threshold register
value

;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

print stats = yes ;yes/no, default: yes —-- print send/receive/drop statistics
stats file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;smin: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics is collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump

file in megabytes. After roteate, previous instance saves as ".old"
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;frames time = no ;yes/no, default: no —-- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;macaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address
update period in milliseconds

;kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name

of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip = 172.16.1.3/24

gw ip = 172.16.1.1

pair port = 1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode

;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4

frames

;next hop macé = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames

;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv4 frames

;next hop macé force = no ;yes/no, default no -- always set next hop mac6 as destination
mac address for outgoing IPv6 frames

;dp_frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp_frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point (PCP)
which refers to the 802.1lp class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this

ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw_vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N

;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp

syn packets, even if it's lesser than mssfix value

[PORT1]
pci id = 0000:0b:00.0
12 src ip = 172.16.1.3

12 dst_ip = 172.16.100.3
pair port = 0
mtu = 9000
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