Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa 1

Pe3epBupoBaHue npoBangepoB npu
nomowun MultiwAN IPv4 (DHCP)

HacTtosAwmn gOKyMEHT COaepKMT onucaHne cnocoba COBMECTHOrO ncnonb3oBaHus MpoayktoB komnadun OO0
«C-Teppa Cudclln» 1 MNpoaykToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3clln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLErO CLieHapu1s B YacTu HacTpoek MNpoayKTos
KomnaHuu. YnomumHaHve HanMeHOBaHWN, NPOAYKTOB, TOProBbIX MapOK TPETbUX OpPraHn3auuin UCKIMIOYUTENBbHO
HecbopManbHO N He sIBNsieTcs nogaepkkon, pekomeHgaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-nNMbo OTBETCTBEHHOCTM B OTHOLUEHUM paboTOCMOCOOHOCTU U UCMONb30BaHMA 3Tux [MpoaykToB.
[oKkyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblili MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSIMU-MHTErpaTopamm, npu paspaboTke CO6CTBEHHbIX PELUEHUN.

PeweHus, paspaboTtaHHble Ha 6a3e AaHHOro CLeHapus, MOryT NPMMEHATLCHA B OENCTBYIOLLMX CeTsix/cuctemax
TOMbKO NMOCMe TECTOBOW U/MNW ONbITHOW 3KCNyaTauuu.

BBeaeHue

[aHHbIN cueHapuii onucbIBaeT HACTpPOWKy kpuntownto3oB «C-Teppa LUnto3» ans obecneyeHnst 6e3onacHoro
B3aMMOJENCTBMA MEXAY 3allMLlaeMbIMU NOACETAMN LIEHTPanbHOro ocuca u hunmana. 3awmaemble nogceTu
B LAN cermeHTe M HepoBepeHHble noacetm B WAN cermeHTe — |Pv4. O6ecneveHne ©OesonacHoro
B3aMMOAENCTBUSA AOCTUraetca nyTtemM wWnupoBaHMs U TyHHENUpoBaHuUSA Tpadmka C MNPUMEHEHMEM
OTeyecTBeHHbIX oTpacnesbix ctaHgapTos TOCT m npoTtokona IPsec.

MapTHepbl no IPsec, B Hactoswem pokymeHTe — kpuntowno3sbl «C-Teppa Lnw3» Bepcumn 5.0, ans
ayTeHTMdMKauMn uncnonb3yTca ceptudukaTtel B dopmate x509. B kadectBe kpunTonpoBsavgepa 6Oyaet
ncnonb3oBaHa Kpuntorpaduyeckasa bubnmoTeka, paspabotaHHasa komnaHmen «C-Teppa Cn3cllny.

Ons «C-Teppa Wnto3» Bepcun 5.0 BygeT HAaCTPOEHO MEXCETEBOE IKPAHMPOBAHNE C MPUMEHEHMEM CTaTUYECKNX
cnuckoB goctyna (ACL) n nakeTHOM connbTpaLmm ¢ KOHTponem coctosiHua ceccui (stateful, aHanor CBAC B Cisco
IOS) onsa npotokonos TCP n UDP.

CueHapwuii npeanonaraeT HaCTPOKY pe3epBUPOBaHNA KaHamNoB CBA3W NpyU NOMOLLM cepBuca multiwan.

KpaTkoe onucanue cepsuca multiwan

CepBuc multiwan NpegHasHadeH 4Ns Pe3epBMPOBaHUSA KaHanoB CBsA3N (MIHTEpHEeT-NpoBaaepoB) B pexume
aKTUBHbIA/pE3EepPBHLIN.

CepBuCc multiwan KOHdUrypupyetcs yepes ann /etc/multiwan/config.yaml.

HocTynHocTb KaHana onpegenseTcs no 4OCTYNHOCTM XOCTOB nocpeacTsom npotokona ICMP. B 3aBucumocTu ot
pexuMa, JOCTYMNHOCTbL KaHana onpeaenseTcs no A0CTYNHOCTU OAHOMO MW BCEX XOCTOB.

CepBuc multiwan cuntaeT kaHan HepaboTocnocobHbIM UM paboTocnoCcobHbIM, ecnn KaHan 6bIn HeaoCTyneH
WnnM JOCTYNEH HECKONbKO NPOBEPOK MOAPSA COOTBETCTBEHHO. CepBUC multiwan CYMTAET COCTOsIHME KaHana
Hen3BeCTHbIM, €CMnY CO CTapTa CepBuca KaHarn He onpeaenun CBoK AOCTYMHOCTb.

Ecnu yctaHoBneHo onpegeneHne AOCTYNHOCTW KaHarna no BCeM XOocTaMm, TO CepBUC multiwan CYUMTaET KaHan
HepaboToCNOCOBHbBIM, eCnn MpU KaXaon npoBepke XoTs Obl ognH xocT 6bin HegocTyneH. Ecnn yctaHoBneHo
onpegeneHne [[OCTYNHOCTM kaHana no mwobomy XocTy, TO cepBUC multiwan cCuyMTaeT KaHan
HepaboTOCNOCOBHbBIM, €CIM NPU KaXXAon NnpoBepke Obliin HEAOCTYMHbI BCE XOCThI.

CepBuc npon3BeaeT nepekntoveHne Ha apyron paboTocnocobHbI KaHan B Cneaytowmux cryvasx:
1) TeKyLwuin aKTUBHbIN KaHan HepaboTocnocobeH.

2) Ecnu BKoYeH pexunM preempt 1 ecTb paboTocnocoBHbI kKaHan ¢ GonbWUM NPUOPUTETOM.
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OrpaHunyeHus n ocobeHHocTH cepBuca multiwan

1. CepBuC multiwan MOXeT pe3epBnpoBaTb NPOU3BOSbHbIE MAPLLPYThI;

2. Mpu paboTe multiwan, €CnMu B CUCTEME MPUCYTCTBYIOT MapLUpyThbl, agpeca HasHa4YeHWsi KOTOPbIX
COBMaJalT C aApecoM Ha3HayeHus multiwan MapLupyTa, TO Takue MapLpyTbl MOTyT GbITh yaaneHbl, ecrnu
HaXoAsATCs B TOW e Tabnuue MapLipyTu3auum;

3. [pu nepeknoyeHUn kKaHana aBTOMaTUYECKM NPOUCXOAMUT oumcTka Tekywmux ISAKMP/IPsec TyHHenew,
nepesarpyska LSP n ounctka tabnuupbl TpaHcnsaumin NAT;

4. Kaxgbl kaHan cBsi3y NpoBepseTcs OTAerNbHO. [1ns npoBepKn JOCTYMHOCTM KaHanoB ucnonbaytotcs ICMP
3anpocsl. [ina ICMP 3anpocoB cepBuca multiwan UCNONb3YOTCA OTAEMNbHbIE Tabnuubl MapLIpyTU3auum.
[aHHble Tabnuubl cogepxaT MapLpyTbl 40 NPOBEPSIEMOro XOCTa 4Yepes3 agpec cregylowero nepexona v
OYULLIAKTCH OT NOCTOPOHHMX MapLLPYTOB;

5. Reverse path filtering gomkeH ObiITb OTKMtoveH. [ns npoBepkM [OCTYNHOCTU XOCTOB WCMOSb3YHOTCSA
cobCTBEHHbIE TAabNULbl, OTIIMYHBIE OT OCHOBHOM Tabnuubl MapLipyTusaumm. [1oaTomMmy npoBepku 4OCTYNHOCTU
OyayT HeygadHbIMM NMpU BKITOYEHHOM reverse path filtering.

Mo ymon4yaHuio gaHHbIN NapameTp OTKMYeH Ha kpuntownto3ax «C-Teppa Lnio3» OC Debian 12 knacchl
3awuTbl KC1, KC2 1 KC3.

Mpumep npoBepkun coctoaHua reverse path filtering Ha nHtepdeiice ethO:
root@Hub:~# cat /proc/sys/net/ipv4/conf/eth0/rp filter
0

Honb B BbIBOAE KOMaHAbl 0O3Ha4aeT, 4To reverse path filtering otknioueH.

NpenBapuTenbHble TpeboBaHus
Tpe6oBaHMA K MaTepuanbHO-TEXHUYECKOMY 0becneyeHuto

[na nepeHoca 3anpocoB W CEPTUMUKATOB MEXAY KPWMTOLLM3aMnU U LEHTPOM BbiNycka CepTUUKATOB
TpebyeTtcs USB Flash HakonuTens.

TpeboBaHuA K KBanudmKaumum agMMHMCTpaTopa

AgMmuHucTpaTop fdomkeH obnagate OOWMPHBIMM - 3HAHUSMM B OBnacTm ceTeBOM  WMHPOPMALMOHHOM
6e3onacHoOCTW, MMETb OMbIT PaboTbl C aHaNOrM4YHbIM 00OpyAOBaHNEM/MPOrpaMMHbLIM 0becneyeHmeM, 3HaTb U
noHuMaTb crneayolwme TexHonorum n npotokonsl: PKI, IPsec, NAT, Firewall, routing, switching.

AAMUHMCTPATOP AOMXKeH BbiTb O3HaKkoMneH co cueHapuem «OpraHu3aums 3alueHHOro B3auMOoAenCcTBUA
Mexay MOACEeTAMU LeHTpanbHoro oduca u dpunnanos nocpeactsom IPsec VPN TyHHens (npotokon IPvé4)».
[Hanee no TekcTy oH ByaeT HasbiBaTbCst 6a30BbIM CLieHapUeM.

TpeboBaHuA K UH(PaACTPYKType

1. TpeboBaHus K yCTPONCTBaM.
1.1. «C-Teppa Lnto3».

1.1.1. Yctponictea «C-Teppa Wno3» AomkHbl 6bITb MHMUManuM3npoBsaHsbl. MogpobHee Ha http://doc.s-
terra.ru. Ana «C-Teppa Lnto3» Bepcum 5.0 pasgen C-Teppa LWnto3 -> C-Teppa LWnto3 5.0 ->
«UMHunumanusauma C-Teppa LUN03 Ha BblYUCIIMTENBHBIX CUCTEMax apxuTekTypbl Intel x86-64».
Ona «C-Teppa LWnwo3» Bepcun 4.3 pasgen C-Teppa Wnw3 -> C-Teppa Wnw3 4.3 ->
«[MogkntoveHne TMAK n uHMumanusaums C-Teppa LWno3 Ha BbUUCAUTENBHBIX CUCTEMAX
apxuTekTypsbl Intel x86-64».

B «C-Teppa Wnw3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb MPOWTU MHULMaNM3auuio 4epes
uHTepdenc ynpasnexus (management) no SSH, gaHHas npouedypa v ee orpaHMyeHns onncaHbl
B JOKYMeHTauunn 1 Ha nopTtane https://doc.s-terra.ru.

1.2. LeHTp BbINycKka cepTUdMKaToB.
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1.3.

1.2.1.

1.2.2.

1.2.3.

[domxkeH BblTb HACTPOEH LIEHTP BbiNycka cepTudukaTtoB (yOOCTOBEpPSAOWNA LeHTp, fanee YL)
anga IPsec. YctponcTtso ¢ umeHem Certification_authority Ha cxeme.

Onsi Bbinycka UMdPOBBIX cepTUdMKaToB JOMyckaeTcsl UCnofb3oBaHWe BcTpoeHHoro B OC
Windows Server 2016 (unn HoBee) yOOCTOBEPSAOLIEro LEeHTpa COBMECTHO C
ceptuduuymupoBaHHbim CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

[na TecToBbIX Liener MOXHO ucnonb3oBatb TecToBbln YL oT «Kpuntollpo» (Be6-uHTepdenc:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp) , Mnbo yTunuTy ca-tool, BXxogsiLyto B COCTaB
naketa auxiliary-tools (naket auxiliary-tools npegHasHauyeH ans yctaHoBku Ha «C-Teppa LWno3»
5.0, pokymeHTauusa Ha ca-tool npuBepeHa B MHCTpykumn «LleHTp Bbinycka TecTtoBbix [OCT
cepTudukatos Ang IPsec», JOKyMeHTauuio U NakeT MOXHO 3arpy3nTb Ha noptane https://doc.s-
terra.ru).

KaTeropuyecks 3anpelieHo wucnonb3oBaHne TectoBoro YL, ot  «Kpuntollpo» B
Npon3BOACTBEHHO (60€BOI) 3KCMyaTaLmn, Tak Kak B JaHHOM CIlyYae OTCYTCTBYET BO3MOXHOCTb
KOHTPONMUpOBaTb MPOLIECC  BbiNycka CepTU(UKATOB U, COOTBETCTBEHHO, Npoueaypy
ayTeHTUdMKaLum.

HTTP cepsep onsa pacnpocTpaHeHus CnMcka OTO3BaHHbIX CePTUDMKATOB.

1.3.1.

DyHKunoHupytowmn HTTP cepBep Ans pacnpoCTpaHEeHMsl CiMCKa OTO3BaHHbIX CepTUdUKaTOB
(COC). YctporictBo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnu no oObekTUBHbIM
npuymHam ucnone3osaHne COC He npeacTaBnseTcsd BO3MOXHbIM WK He TpebyeTcs, TO
nposepky COC wmoxHO oTknountb B CLI «C-Teppa LWnw3» (npn cobnogeHnn npasun
Nnonb30BaHus).

[locTaBka HOBOro CnMcka OTO3BaHHbIX CEPTUMPUKATOB C yOOCTOBeEpsAoLEro ueHtpa Ha HTTP
cepBep AOIMKHa NPOMCXOAUTb 3abraroBpeMeHHo, 4O UCTEYEHNST CpoKa AENCTBUSA NpeablayLLero
cnucka.

2. TpeboBaHus kK ceTeBOMY B3anMOOeNCTBHIO.

2.1.

Mexxay ycTpoicTBaMu cTeHaa AomkHa 6biTb obecnedeHa |IP cBA3HOCTL.
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Bepcus 5.0

Mprmep ncnonb3oBaHus

Pepakuusa 1
Cxema B3aMumoaencTBus
UeHTpanbHbIN oUc MosicHeHusA K cxeme:
i Host-0-hub1 G «C-Teppa Winiosz»
Poyrep Ha 6ase
OC Debian 12
=3
o A 100
Certification_authority MepcoHansHbii
KoMnbroTep
192.168.100.0/24
1(gioi2) E' UeHTp BoINyCcKa
- cepmdukaTos
=
Hub1
' HTTP-cepeep anna
.2 (gitr0) 2(giorM) pacnpocTpaHeHuna
9 CMACKA OTOSBAHHLIX
cepmcpukaror
172.16.100.0/24 & X 172.17.100.0/24
1 (ens192) .1 (ens192)

Routert Router2

.2 (ens224)
172.17.255.0/24

172.16.254.0/24 2.17.254.0/24

2 (ens224) .2 (ens224)

Routerd4 DRP::-':::r
.1 (ens192) 1 (ens192)
172.16.1.0/24 172.17.1.0/24

(gi0/1) IP: DHCP 172.17.1.123-254

Spoke1

1 (gi2)

Host-b-spoke1

dunuan

3awmuwernnoe coegunerue (IPsec)

®usuyeckoe noaknovYeHue
(HepoBepeHHbIW CermeHT)

®usuyeckoe noaKnoYeHne
(noBepeHHbIW CermMeHT)

PucyHok 1. Cxema B3aMMogencTBus
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O6was noruka paboThbl

1. Pa3smelueHne yCTPONCTB.

1.1. B ueHTpanbHOM oOduce pasMmeLlalnTca: LeHTp Bbinycka ceptudumkatoB (Certification_authority),
kpunTowwnto3 «C-Teppa Wnto3» (Hubl) Bepcun 5.0 n nepcoHanbHbIi kKomnbtoTep (Host-b-hub1l).

1.2. B dwunuane pasmewatoTtcs: kpuntowno3d «C-Teppa LWnto3» (Spokel) Bepcumn 5.0 n nepcoHanbHbIN
komnbtoTep (Host-b-spokel).

1.3. B HeKOHTponupyeMoMm cermeHte (CMHee obnako Ha cxeme) pasmewatotcsa: HTTP cepsep ans
pacnpocTpaHeHus cnmncka oTo3BaHHbIX cepTudumkaTtoB (CRL_distribution_point) n mapwpyTtmsaTtopsbl
(Routerl, Router2, Router3, Router4, Router5).

2. [MogknioyeHune k cetn NHTepHer.

B gaHHOM cueHapun gns amynauun cetn MHTepHeT mMcnonb3yloTca mapupyTtusatopbl Routerl, Router2,
Router3, Router4, Router5.

MopkntoyeHune k cetn UHTepHeT Ha ycTponcTtBax «C-Teppa LUnto3» 6yaeTt cuntatbecs yCcnelwHbiM, ecnu no
npotokony ICMP (nnn «ping») 6ynet goctyneH HTTP cepBep Ans pacnpocTpaHeHust Cnmncka oTo3BaHHbIX
cepTndukaToB (yctporctso CRL_distribution_point Ha cxeme).

2.1. Kpuntowno3 Hubl noakntoyaetca K cetn VIHTepHeT ¢ nomollbio cepBuca multiwan. OCHOBHON
MapLUpyT NO YMOnN4aHuio Yepe3 mapLupytusaTtop Routerl. Pe3epBHbIi MapLipyT N0 YMOMYaHuio Yepes
mapLpyTusaTop Router2. Ha nitepdencel kpyntowniosda Hub1 HasHavaloTca ctatudeckue agpeca.

2.2. Kpuntownto3 Spokel nogkntodaeTcsa K cetu VIHTepHeT ¢ nomoLbio cepBuca multiwan. OCHOBHOM
MapLUpyT Mo yMOMN4YaHuio Yepes MapLupyTtusatop Router4. Pe3epBHbii MapLIpyT Mo yMOMYaHuio Yepes
MapLpyTmnsatop Router5. Ha nHtepderice ocHOBHOro kaHana cBasu |IP agpec HaCTpoOeH CTaTUYeCKM.
Ha uHTepdelice pesepBHOro kaHana ces3u |P agpec n mappyT no ymonyaHuo 6yayT nonyveHsl npu
nomowin DHCP knueHTa.

3. OTKa3oycTONYNBOCTb.

3a pesepBupoBaHME KaHanoB CBA3WM Ha kpunTtowno3e Hubl oTtBevyaeT cepBuc multiwan. Cepsuc
multiwan pgoGaBnser MapwpyT no ymonyaHuutio 4epe3d Router! wnm Router2. Beibop 3aBucut oT
JocTynHocTu kaHanoB. Ecnn kaHan yepe3 Routerl HegocTyneH, TO multiwan NPOU3BOAUT MEpeKYveHne
Ha paboTy Yyepe3 Router2, ecnu oH goctyneH. Ecnu multiwan paboTaeT Ha kaHane 4Yepe3 Router2 v kaHan
yepes Routerl ctaHOBUTCA JOCTYMEH, TO mul tiwan NEPEKNYUTCA Ha paboTy Yepes Router1, ecnu BkNoYveH
preempt pexum.

3a pesepBupoBaHME KaHanoB CBA3WM Ha Kpuntowrno3e Spokel oTBevyaeT cepBuc multiwan. Cepsuc
multiwan pgobaBnser MapwpyT no ymonyaHuuio 4epe3d Routerd wnm Router5. BeiGop 3aBucut oT
JocTynHocTu kaHanoB. Ecnn kaHan yepes Router4 HegocTyneH, TO multiwan NPOU3BOAUT MeEpeKYeHne
Ha paboTy Yyepe3 Router5, ecnu oH goctyneH. Ecnu multiwan paboTaeT Ha kaHane 4Yepes3 Router5 v kaHan
yepes Router4 ctaHOBUTCA JOCTYMEH, TO mul tiwan NEPEKNYNTCSA Ha paboTy Yepes Routerd, ecnu BKNOYEH
preempt pexum.

[na npoBepky JOCTYNHOCTU kaHanoB mcnosbaytoTcs ICMP 3anpockl. [na kaxaoro npoBepseMoro xocra u
AN kaxzgoro uHtepdeiica cosgaeTcs csoé npasuno ans ICMP 3anpoca. [Ins kaxgoro kaHana cosgaetcs
cBos Tabnuua ¢ mapwpytoM no ymonyaHuto yepe3 Routerl (Routerd) wnu yepes Router2 (Router5) ¢
ykasaHuem src agpeca. [laHHasi Tabnuua 6yaeTt coaepkaTb TONbKO MapLUPYT N0 YMOMYaHuIo, BCe OCTasbHble
MapLUpyTbl U3 Tabnuy Anst kKaHanos GyAyT yaaneHsbl.

4. T[apameTpsl wWndposaHusa IPsec.

Becb IP Tpaduk mexagy noacetamm ueHTpanbHoro odmca (192.168.100.0/24) n cdunurana (192.168.1.0/24)
3awuulaeTcs ¢ ucnonssosaHvem anroputmoB FOCT u npotokona IPsec B TyHHenbHOM IPv4 pexume.

MockonbKky KkpunTownio3 cetn cunmana (Spokel) nonyyaeTt HacTponkm mHTepdpenca, NOAKMYEHHOrO K
pe3epBHOMY KaHalny cCcBA3W, OWHaAMWYeCKU, ero agpec MOXeT WU3IMEHUTbCA. D,J'Iﬂ NOAKIMKYEeHNA K
LeHTpanbHOMy oducy unmanoB, y KOTOPbIX MOXET U3MeHsiTbCa IP agpec BHelHero uHTepdeiica, Ha
KpunToLUNto3e LieHTpanbHoro odmca (Hubl) HacTpavBatloTcs AMHaMUYeckne KpunTo-kapTel. B aouHaMmuueckol
KpUNTO-KapTe OTCYTCTBYET ONMcaHune napTHepa no IPsec, No3ToMy MHMLUMPOBATh 3aLUMLLEHHOE COeaNHEHME
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MOXeT TOnbKko Tpaduk us nogacetn 192.168.1.0/24 B 192.168.100.0/24 (u3 dunuana B ueHTp). MHmMumaumsa
3alMLLEHHOrO CoeAMHEHMS B HanpaBneHnn N3 LeHTpanbHoro oguca B omnunan HEBO3MOXHa.

4.1.

MapameTpbl npoTtokona IKE:

4.1.1.

4.1.3.

4.1.4.

MapameTpbl npoTtokona IKE gns sepcun 5.0:

AyTeHTndmrKaums npy nomoLm undpoBbix ceptudmkatos, anropntm nognucn — FOCT P 34.10-
2012 (kritou 256 6uT);

Anropnt™m wudposaHus — FOCT P 34.12-2015 Marma (knto4 256 6uT);

Anroputm Bblumcnenunst xew-dpyHkumm — FTOCT P 34.11-2012 TK26 Ctpubor (krtod 256 ouT);
Anropytm  BblpaboTkn obuwero knioya (aHanor anroputma  Adudpdu-XennmaHna) —
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

MapameTpbl npoTokona IKE gns coBmectnmocTtn ¢ Bepcmen 4.3:

AyTeHTudurKaums npy noMoLLm undposbix cepTudmkaTtos, anroputm nognucu — FOCT P 34.10-
2012 (kntoy 256 6uT);

Anroput™m windgposaHusa — FOCT 28147-89 (kntoy 256 6uT);

Anroputm Bbluucnerus xew-dyHkunm — FTOCT P 34.11-2012 TK26 (knto4 256 6uT);

Anroputm  BblpaboTkn obuwiero kmoda  (aHanor anroputma  Ouddu-XennmaHa) -
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

MapameTpsbl npotokona ESP gns Bepcun 5.0:

KomMBHMpPOBaHHLIN anroputM WKMdPOBaHMS 1 UMUTO3aLLMTbI (KOHTpONb uenoctHoctn) — FTOCT P
34.12-2015 Marma B pexume MGM (kntoy 256 6uT).

MapameTpbl npoTokona ESP gns coBMectmocTu ¢ Bepcuen 4.3:

KoMGuHMpOBaHHbIN  anroput™ LWKWAPOBaHNA U MUMUTO3aLWMTbl (KOHTPOMb LIENTIOCTHOCTU) —
ESP_GOST-4M-IMIT (kntoy4 256 6uT).

5. TMapameTpbl MEXCETEBOrO SKPaHMPOBaHUS.

[ns nakeTos, KOoTopble He 3awumiatotes IPsec npumeHsTcs crnegyooume npasuna (bVIJ'IpraLI,VIVIZ

5.1.

5.2.

Ons «C-Teppa LUnto3» Bepcum 5.0:

5.1.1.
5.1.2.
5.1.3.

5.1.4.
5.15.

Ha LAN unHTepdericax IPv4 Tpaduk He KOHTPONUPYeETCS.
Ha LAN uHTepdelicax IPv6 Tpaduk 3abnokmpoBaH.
Ha WAN uHTepdencax paspelleH Bxoasawmi IPv4 Tpaduk:

Mpotokon UDP nopTtbl 500 n 4500 — gna IKE n NAT-Traversal (ESP in UDP).

MpoTtokon ICMP — ans NnpoBepku AOCTYMHOCTU KPUMTOLLMO3a 1 paboTbl MexaHnsma PathMTUd.
MpoTtokon ESP (Homep 50) — onsa paboTel IPsec.

Becb TCP n UDP Tpaduk, ona KOTOporo ecTb UCXopsllee coeuHeHune (3TO AvHaMuyeckue
npaswuna, KoTopble co3gatTcs npy nomowm stateful unstpaumm).

Mpotokon BOOTP gns o6meHa DHCP naketamn mexay Spoke1 n Router5.

Ha WAN uHTepdelicax IPv6 Tpaduk 3abnoknposaH.

Ha WAN wuHTepdencax WHCMNEKTUPYITCA BCE UCXOAdlMe IokKanbHble U TpaH3uTHble 1Pv4
coeguHeHna ana npotokonos TCP u UDP. Ha ocHoBe pe3ynbTaToB WHCMEKTMPOBAaHWSA
ocyllecTBnseTca hunbTpaLmsa Bxoasilero Tpaduka ¢ y4eToM cocTosiHus ceccun (stateful).

Ona «C-Teppa Wnto3» Bepcum 4.3:

5.2.1.

5.2.2.
5.2.3.

Mcnonb3oBaHue stateful cdunbTpaumm pna Bepcun 4.3 HexenaTenbHO, pPeKoMeHayeTcs
ucnonb3oBaTtb cTatudeckue npasuna (ACL).

Ha LAN n WAN wnHTepdencax IPv4 Tpaduk He KOHTPONMpyeTCA.

Ha LAN n WAN uHTepdencax IPv6 Tpaduk 3abnoknpoBaH (npoTokon IPv6 OTKMOYEH B agpe
onepaumoHHON CUCTEMBI).
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Hactpouka cteHaa
Hactponka yctponctsa Router1

Hactpovite IP agpec — 172.16.255.2 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ens224.
Hactpowite IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ensl192.

3aparite MapwpyT No ymonyaHuio yepes 172.16.255.1.

AP w0 D P

Paspelwwunte npoxoxaenue IP Tpaduka (ecnmn 3abnokmpoBaHo).

Hactponka yctpounctsa Router2

Hactpowite IP agpec — 172.17.255.2 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ens224.
Hactporite IP agpec — 172.17.100.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens192.

3aparite MapwpyT No ymonyaHuio yepes 172.17.255.1.

A wD PR

Paspewmute npoxoxaexue IP Tpaduka (ecnm 3abnoknposaHo).

Hactpowka yctponcTtea Router3

Hactporite IP agpec — 172.16.255.1 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens192.
Hactporite IP agpec — 172.17.255.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens224.
Hactpowite IP agpec — 172.16.254.1 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpelice ens256.
Hactpovite IP agpec — 172.17.254.1 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpelice ens16l.
3apavite mapwpyT go cetn 172.16.100.0 0.0.0.255 yepes3 172.16.255.2.

3apavite mapwpyTt go cetn 172.17.100.0 0.0.0.255 yepes3 172.17.255.2.

3apavite mapwpyT go cetn 172.16.1.0 0.0.0.255 yepes 172.16.254.2.

3apavite mapwpyT go cetn 172.17.1.0 0.0.0.255 yepes 172.17.254.2.

© © N o gk~ w DR

PaspelwwmTe npoxoxaexue IP Tpaduka (ecnm 3abnokupoBaHo).

Hactpoika yctponcTtea Routerd

Hactpovite IP agpec — 172.16.254.2 n macky — 255.255.255.0 Ha ceTeBoM uHTepcberice ens224.
Hactpowte IP agpec — 172.16.1.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepderice ens192.

3apaiite MmapLlpyT nNo ymonyaHuio yepes 172.16.254.1.

A wD P

PaspelwwmuTe npoxoxageHue IP Tpaduka (ecnm 3abnoknpoBaHo).

HacTtponka yctponcTtea Router5

HacTpouka ceTeBbIX napameTpoB
Hactpowite IP agpec — 172.17.254.2 n macky — 255.255.255.0 Ha ceTeBoM UHTepdpence ens224.
Hactporite IP agpec — 172.17.1.1 u macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens192.

3apgante mapLpyT nNo ymonyaHuio Yepes 172.17.254.1.

P 0w D P

PaspelwmnTe npoxoxaeHue IP Tpadmka (ecnv 3abnoknupoBaHo).
Hactponka DHCP-cepBepa

[ns gaHHOro cueHapust HacTpanBaeTcs TOMbKO Bblaaya IP agpeca v MaplLupyTa no yMonyaHuio.

1. YcraHoBuTe Ha Router5 nakeT ans Hactporiku DHCP-cepBepa. OTo MOXHO caenaTtb cnegytoLien KomaHaom
(y ycTporcTBa gomkeH bbiTb focTyn K ceTn MHTepHeT):
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w N

w N

root@Router5:~# apt-get install isc-dhcp-server

Ona HacTporku uHTepdpenca, Ha KoTtopoMm OyayT pasgaBaTbcs IP-agpeca, oTpepaktupymnte cbamnn
/etc/default/isc-dhcp-server. WMa wuHTepcenca B nepemMeHHoWm INTERFACESv4 [OIDKHO
COOTBETCTBOBaTb MMEHU MHTepderica B HoTauuum linux:

INTERFACESv4="ens192"

NamennTte dhann /etc/dhcp/dhepd. conf cneayowmum obpasom:

server-name Routerb;
ddns-update-style none;
log-facility local7;

subnet 172.17.1.0 netmask 255.255.255.0 {
range 172.17.1.129 172.17.1.254;
option routers 172.17.1.1;
option subnet-mask 255.255.255.0;
default-lease-time 21600;
max-lease-time 28800;

roe:

server—-name <umsa> — UMA CepBepa;

log-facility <cybwexT>— yKasaHue cyobekTa, hbopmupytoulero log coobuwenus. ns local7 noru oyayT
nucatbcs B hann /var/log/cspvpngate.log;

ddns-update-style none — OoTKNoYeHue nogaepxkm DDNS;

subnet <IP-ampec> netmask <macka>—ONMcaHue napameTpoB CceTH, ANA KOTopomn ByayT pasgaBaTbCs
ceTeBble HaCTPOWKW;

range <mmanas3oH IP-anmpecos> — AuanasoH IP-agpecos, koTopbivi OyaeT pasgaBaTbCs KNMEHTaM;
option routers <IP-ampec> — |P agpec wno3a no ymonyaHuio;

option subnet-mask <macka> — MacKa CceTy;

default-lease-time <Bpewma> — BpeMs apeHapbl IP-agpecos (B cekyHaax);

max-lease-time <Bpemsa> — MaKCUMarbHOE BpeMs apeHabl;

3anyctute cepBucC isc-dhcp-server, a Takke obaBbTe ero B aBTo3arpysky:

root@Router5:~#systemctl start isc-dhcp-server.service
root@Router5:~#systemctl enable isc-dhcp-server.service

Hactpoika yctpounctea Host-b-hub1

Hactpovite IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM UHTEpdEnce.
3apavite mappyT no ymonyaHuio yepes 192.168.100.1.

PaspelwwmTe npuem n otnpaeky ICMP nakeTtoB (ecnu 3a6rokMpoBaHo).

Hactpowka yctponctea Host-b-spoke1

Hactpovite IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpbelnce.
3apavite mapwpyT nNo ymonyaHuto yepes 192.168.1.1.

PaspelwwmTe npuem n otnpaeky ICMP nakeTtoB (ecnu 3a6rokMpoBaHo).

Hactponka kpunrtowntosza Hub1

HaCTpOVIKa 6y,qu NpPonCcxognTb NoKarnbHO NP NOMOLLMN KOHCOJIbHOIo NoAKI4YeHns.

HacTpoiika MOXeT oCcyLecTBAATLCA U yaaneHHo (no SSH), Ho ucknunTensHO No JOBEPEHHOMY KaHarny CBA3M.
[oBepeHHbIM KaHanoM CBA3M MOXET CUMTaTbCH KaHan B npefenax KOHTPONUpyeMow 30Hbl B CryYae OTCYTCTBUA
B HEeM Hapywmtens (B Hawem npumMmepe 310 noacetb 192.168.100.0/24 anga ueHTpanbHOro odgurca u noaceTb
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192.168.1.0/24 pna dwunmnana). [JoBepeHHbIM KaHanoM CBS3M TaKkKe CUYMTAEeTCHA KaHar, 3alluLLeHHbIA npu
nomoLum npoTokona IPsec (Hanpumep, nocrie HacTponku wndpoBaHusa mexagy noacetamu 192.168.1.0/24 w
192.168.100.0/24 paspeluaetcs BbINOMHATL HACTPOWKY kputowsto3a Spokel n3 nopgcetn 192.168.100.0/24
LeHTpanbHoro ogwca).

HayanbHble HaCTPOMNKK

Hata n Bpemsi Ha Bcex kpunTowrmo3ax W YL gormkHbl ObiTb OAWMHAKOBLI, TakK Kak AN ayTeHTudumkaumm
ncnonb3yTca LUMdpoBbie cepTUguKaTbl, B KOTOPbIX 3adMKCUPOBaHbl AaTta U Bpems Hayana ux OencTBus u
OKOHYaHus. Takke oguHaKkoBble AaTa v Bpems Ha Bcell MHPPACTPYKType obnerdyarT NoMck HemcnpaBHOCTEN No
nor-cbarnam.

Bongute B CLI pasrpaHnyeHns goctyna (nonb3oBaTenb M Naposb MO YMONYaHu: administrator, s-terra)
YCTAHOBMTE MpaBUfibHbIN TUM TepMuHana wn Tpebyemylo LUMPUHY, CMEHUTEe Naponb ANns Monb3oBaTtens
administrator.

Mepengute B linux bash koHconb, ycTaHOBWTE naposfib ANA Mofb3oBaTens root, MpaBUfbHOE BPEMS U
BPEMEHHYIO 30HY.

I'Iop,po6Ha;| HaCTpOVIKa C onncaHnemM KomaHg npmeeaeHa B ©a3oBoMm cueHapun.

Hactpouku PKI (3anpocbl 1 ceptudmkatbl)

MpoayKT He noaaepXkuBaeT pas3HoCTHble (delta) cnmcku oT3biBa cepTUdMKaTOB, TONbKO 6a3oBble. YuuTbiBanTe
3TO Npu BbiGOpe unu passepTbiBaHun YL,

Ona ayTeHTudukaumm napTHepos no IPsec MOXHO Mcnonb3oBaTb LndpoBblie cepTudmrKaThl, BbiMyLLEHHbIE NPy
nomoLuu ceptucpnumposanHoro CK3W, unun npeasaputensHO pacnpefeneHHble Knoyu, Co3aaHHble Y BBeOEHHbIe
B COOTBETCTBMM C Npasunamu nons3osaHus CK3U (nossunuce B Bepcum 5.0).

CreHepupyiiTe 3anpoc Ha cepTMdUKaT KpUNTOLIS3a U CcoxpaHuTe IToT 3anpoc B damn Ha USB Flash
HakonuTene. [loctaBbTe dhalin ¢ 3anpocom Ha YLl 1 BbinyctuTe no Hemy cepTudmkaT. CeptndmkaTt KpUnToLuso3a
BMecTe C cepTudukaTom YL goctaBbTe Ha W03 U uMnopTupynTte ux B 6asy MNMpogykra.

MoapobHas HacTpoika C onucaHuem KoMaHg npueegeHa B 6a30BOM cLeHapum.

Hactponka naponeu goctyna k KoHconu cisco-like

Bovigute B cisco-like KoHCOMb M cMeHWUTe naporb AN nornb3oBaTens cscons (Maposfib MO YMOMYaHUIO: csp) U
naporsb Ha enable (MApoOSib MO YMOMYAHMUIO: cSpP).

I'Iop,po6Ha9| HaCTpOV’IKa C onncaHnemM KomaHg npueeaeHa B 6a3oBoMm cueHapuu.

HacTpouka ceTeBbIX napameTposB

MN3ameHeHne COCTOSIHUA WHTepdeiicoB M HasHayeHve |P agpecoB NpUMMEHSIlOTCS cpasy Mnocne BBoAa
COOTBETCTBYHOLWMX KomaHA. [lonuTuka 6e3onacHOCTU MpUMEHsieTca  Nocne  BbiIXOoda W3 pexuma
KOHCUIypupoBaHus.

1. 3apavite umsa yCTpOMCTBA:

sterragate (config) #hostname Hubl

2. Bknrouute BHeLLHWe GigabitEthernet0/0 " GigabitEthernet0/1 " BHYTPEHHUN
GigabitEthernet0/2 NHTEPMENCHI:
Hubl (config) #interface range GigabitEthernet 0/0 - 2

Hubl (config-if-range) #no shutdown
Hubl (config-if-range) #exit
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3. Bapawnte IP agpeca B COOTBETCTBUM CO CXEMOW CTeHAA Ha [ABYX BHELWHUX GigabitEthernet0/0,
GigabitEthernet0/1 1 OQHOM BHYTPEHHEM GigabitEthernet0/2 UHTepdencax:

Hubl (config) #interface GigabitEthernet 0/0

Hubl (config-if) #ip address 172.16.100.2 255.255.255.0
Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/1

Hubl (config-if) #ip address 172.17.100.2 255.255.255.0
Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/2

Hubl (config-if) #ip address 192.168.100.1 255.255.255.0
Hubl (config-if) #exit

ﬂop,p06Ha9| HaCTpOVIKa C onncaHnemM KomaHg npmeegeHa B ©asoBoMm cueHapun.

Hactpo#ka wuchposaHus

KonnyectBo KpUNTO-KapT AOJMKHO COOTBETCTBOBATb KOJIMYECTBY BHELUHUX VIHTep(beVICOB (OTJ'II/I‘-II/Ie mMexay
KpUNTO-KapTaMyn [OMMKHO ObiTb TOMbKO B 3HA4YeHMM napameTpa local-address) U B HUX [OMXHa
npuUCyTCTBOBaTb ONUUA set dead connection history off.

B cny4yae, ecqim KpunToLunkog, MCHOﬂb3YKMHMﬁ multiwan, BbICTYNaeT B CXeMe TOJIbKO B KayecTBe
MHMUMaTopa M nony4vaeT ceTeBble napameTpbl no DHCP, pgonyckaeTcs oTcyTcTBMe napameTpa local-
address B KpUNTO-KapTax.

Bo Bcex ocTtanbHbIX cnyyasix ucnonb3oBaHue napameTpa local-address 06s3aTenLHo.

1. lMapameTpsbl IKE.

1.1

1.2.

1.3.

1.4.

1.5.

3apante o6wwme napameTpsol IKE:

Hubl (config) #crypto isakmp identity dn

Hubl (config) #crypto isakmp keepalive 3 2

Hubl (config) #crypto isakmp keepalive retry-count 5

Hubl (config) #crypto isakmp fragmentation

Hubl (config) #crypto isakmp security-association lifetime delta 50
Hubl (config) #crypto isakmp initiator-sessions-max 100

Hubl (config) #crypto isakmp responder-sessions-max 100

Cospgante nonutuky 1, onuceisatowyto napameTpbl IKE TyHHENs ans coBmecTnmocTtu ¢ Bepcmen 5.0:

Hubl (config) #crypto isakmp policy 1

Hubl (config-isakmp) #encryption magma

Hubl (config-isakmp) #hash stribog-256

Hubl (config-isakmp) #authentication gost-sig
Hubl (config-isakmp) #group vko2

Hubl (config-isakmp) #exit

OnuuoHanbHO: co3ganTe NONUTKKY 2, onuckiBaroLwyto napameTpbl IKE TyHHens, ong CoBMECTMMOCTU
c Bepcuen 4.3:

Hubl
Hubl
Hubl
Hubl
Hubl
Hubl

config) #crypto isakmp policy 2
config-isakmp) #encryption gost
config-isakmp) #hash gost341112-256-tc26
config-isakmp) #authentication gost-sig
config-isakmp) #group vko2

config-isakmp) #exit

Cospaiite npocunb HacTpoek ISAKMP nog umeHem NEW_ALGS 519 COBMECTMMOCTU ¢ Bepcuei 5.0:

Hubl (config) #crypto isakmp profile NEW_ ALGS
Hubl (conf-isa-prof) #match identity dn

Hubl (conf-isa-prof) #set identity mapping
Hubl (conf-isa-prof) #set policy 1

OnuuoHanbHO: NS COBMECTMMOCTU € Bepcuen 4.3 cosgavite npodunb HacTpoek ISAKMP (anroputm
IKE) nog nmeHem OLD ALGS, 4YTobbl Aanee ero npukpenuTb K COOTBETCTBYIOLLEMY pasaeny Kpunto-
KapThbl:
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Hubl
Hubl
Hubl
Hubl

config) #crypto isakmp profile OLD ALGS
conf-isa-prof) #match identity dn
conf-isa-prof) #set identity mapping
conf-isa-prof) #set policy 2

2. [Mapametpsbl IPsec.

2.1.

2.2.

2.3.

2.4.

2.5.

2.6.

OTtknounte obHoBrEHWe kniova IPsec SA no JocTkeHWo onpegerneHHoro obbema nepegaHHoro
Tpadumka:

Hubl (config) #crypto ipsec security-association lifetime kilobytes unlimited

Cospaiite IPsec TpaHcdopMm, 3agatoLnii KOMOMHNMPOBAHHBIA anropuTM LUMGPOBAHUST U UMUTO3ALLUTDI
FOCT 34.12-2015 Marma B pexxume MGM ans Tpaduka (ons sepcuin 5.0):

Hubl (config) #crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
Hubl (cfg-crypto-trans) #fexit

OnumoHanbHO: Ansg COBMECTUMOCTM C Bepcuen 4.3 cospgante IPsec TpaHcdopm, 3agaroLimi
KOMOUHMPOBaHHbLIA anropuTMm WwWndpoBaHnst 1 MmuTo3awwmnTel Ha 6asze TOCT 28147-89 ons Tpadwmka:

Hubl (config) #crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-4m-
imit
Hubl (cfg-crypto-trans) #fexit

Cospgante cnucok goctyna (ACL) anst Tpaduka, KOTOPbIN HY)XXHO 3aluwiaTe MeXay LeHTparnbHbIM
ocmcom u comnunanom:

Hubl (config) #ip access-list extended IPSEC ACL HUB1 AND SPOKEl
Hubl (config-ext-nacl) #permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
Hubl (config-ext-nacl) #exit

CospaiiTe AMHAMUYECKYlO KpUNTO-KapTy (MMsi DMAP VPN1, pa3gen 1) Ans NocTpoeHust TyHHenei
Yyepes Routerl. B guHamMuyeckon KpUnto-kapTe He ykasblBaeTcsl agpec napTHepa no IPsec:

Hubl (config) #crypto dynamic-map DMAP VPN1 1

2.5.1. YKaxuTe Cnucok AoCTyna Ans 3aluaemMoro Tpadguvka:

Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE1

2.5.2. YxaxuTe npv nomMoLuu kakoro Habopa anropntmos (IPsec TpaHcdopm) HYXKHO 3awmaTb Tpaduk:

Hubl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY

2.5.3. 3apanite nokanbHbih IP-agpec, KoTopbli OygeT ucnonb3oBaTbCs AN B3aMMOAEWNCTBMSA C
napTHepamu No gaHHoOW KpunTorpaduyecKkomn kapTe:

Hubl (config-crypto-map) #set local-address 172.16.100.2

2.5.4. TMpwukpenute HacTponkn ISAKMP (npotokon IKE):

Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

2.5.5. BknouuTe npedparmeHTauuio:

Hubl (config-crypto-map) #set pre-fragmentation

2.5.6. Ob6sa3aTenbHO OTKMYUTE UCTOPMIO YAANEHHbIX TYHHENen:

Hubl (config-crypto-map) #set dead-connection history off
Hubl (config-crypto-map) #exit

CospgaviTe AMHaMUYECKYIO KPUNTO-KapTy ANs MOCTPOeHUs TyHHenen Yyepes Router2 (ums DMAP VPN2,
pasgen 1):

Hubl (config) #crypto dynamic-map DMAP VPN2 1

Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE1

Hubl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Hubl (config-crypto-map) #set local-address 172.17.100.2

Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set dead-connection history off

Hubl (config-crypto-map) #exit
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2.7. OnuvoHanbHO: AN COBMECTUMOCTM C Bepcuel 4.3 ucrnonb3yiTe AuMHaAMUYEecKMe KpUnTo-KapTbl CO
creaylowuMm napameTpamu:

Hubl (config) #crypto dynamic-map DMAP VPN1 1

Hubl (config-crypto-map) #match address IPSEC_ACL_HUB1l AND SPOKE1l

Hubl (config-crypto-map) #set transform-set GOST ENCRYPT AND INTEGRITY
Hubl (config-crypto-map) #set local-address 172.16.100.2

Hubl (config-crypto-map) #set isakmp-profile OLD ALGS

Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set dead-connection history off

Hubl (config-crypto-map) #exit

Hubl (config) #crypto dynamic-map DMAP VPN2 1

Hubl (config-crypto-map) #match address IPSEC_ACL_ HUB1l AND SPOKE1l

Hubl (config-crypto-map) #set transform-set GOST ENCRYPT AND INTEGRITY
Hubl (config-crypto-map) #set local-address 172.17.100.2

Hubl (config-crypto-map) #set isakmp-profile OLD ALGS

Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set dead-connection history off

Hubl (config-crypto-map) #exit

2.8. CospaiTe cTaTMyecKkme KpUNTo-KapTbl Y NPUBSKATE K HUM AUHAMUYECKME:

Hubl (config) #crypto map VPNl 1 ipsec-isakmp dynamic DMAP VPN1
Hubl (config) #crypto map VPN2 1 ipsec-isakmp dynamic DMAP_ VPN2

2.9. lMpukpenute cosgaHHble KPUNTO-KApTbl K BHELWHUM WHTepdeiicaM GigabitEthernet0/0 MK
GigabitEthernet0/1:

Hubl (config) #interface GigabitEthernet0/0
Hubl (config-if) #crypto map VPN1

Hubl (config-if) #fexit

Hubl (config) #interface GigabitEthernet0/1
Hubl (config-if) #crypto map VPN2

Hubl (config-if) #exit

2.10. lNpumeHUTE HaCTPOWKN:

Hubl (config) #end

Moapo6Hasa HacTpoiika C onvMcaHWMeM KoMaHp npuBedeHa B pasgene «Hactpolika wundpoBaHusi» 6asoBoro
cueHapus.

HacTtponka nonutuku obpabotku COC (CRL)

B uensx 6e3onacHOCTM HaACTOATENbHO PEKOMEHAYEeTCs BKMYaTb MPOBEPKY CMMCKOB OT3biBa CEpPTUAMKATOB.
PasHocTHbIe cnnckn oTo3BaHHbIX cepTudmkartos (delta CRL) He nopgaepxusatoTcs.

Bkntounte npoeepky COC 1 HacTponTe aBTOMaTUYECKYHO 3arpy3ky v MMnopTMpoBaHue B 6a3sy lNpogykTa cnmcka
0TO3BaHHbIX cepTudukaToB ¢ HTTP cepBepa CRL_distribution_point.

MogpobHasa HacTpoyika C onucaHveM KomaHzg npvBefdeHa B pasgene «HacTtpovika nonutukm obpabotkn COC
(CRL)» 6asoBoro cueHapwus.

M3-3a oTtcytcTtBuA Mapwpyta no ymonyaHuto COC He 6yger 3arpyxxeH B 6asy [Mpoaykta. [NpoBepka
OCYLLECTBUTCA MOCME HACTPONKM cepBmca multiwan.

HaCTPOﬁKa MeXCeTeBOro JKpaHa

HacTpolika mexceTeBoro akpaHa ocyllecTBnsieTcs u3 cisco-like koHconu.

Mo ymonuaHuio Ha Bcex ceTeBbix MHTepdencax IPv6 Tpadumk 3abnokumpoBaH — komaHga ipvée default
filtering deny, ecnu Tpebyetca paspewntb IPv6 Tpaduk, TO Hy>KHO BbIMOMHUTE KOMaHAy ipv6 default
filtering permit 1 aanee yxe punetpoBath IPv6 Tpaduk no aHanorum c IPv4.
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1. CospavitTe ceTeBoM object-group C UMEHEM SELF ans xpaHeHus B Hem WAN agpecoB KpunToLLnio3a:
Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl (config) #object-group network SELF

Hubl (config-network-group) #remark WAN IP
Hubl (config-network-group) #host 172.16.100.2
Hubl (config-network-group) #host 172.17.100.2
Hubl (config-network-group) #exit

2. Cospawite ACL c meHeM FW_INPUT WAN Ans sxogsauiero Ha WAN nHTepdenc Tpaduka:

Hubl (config) #ip access-list extended FW_ INPUT WAN

Hubl (config-ext-nacl) #permit udp any object-group SELF eqg isakmp

Hubl (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp
Hubl (config-ext-nacl) #permit icmp any object-group SELF

Hubl (config-ext-nacl) #permit esp any object-group SELF

Hubl (config-ext-nacl) #exit

3. CospganTte npaBuna uHcnektuposaHus scero TCP n UDP Tpacduka n 3agante Heobxoanmoe MakcmmanbHoe
KONMMYeCTBO CECCU:

Hubl (config) #ip inspect name INSPECT tcp
Hubl (config) #ip inspect name INSPECT udp
Hubl (config) #ip inspect tcp sessions-max 256000
Hubl (config) #ip inspect udp sessions-max 65536

4. Tlpukpenute npaBuna MexceTeBOoro akpaHupoBaHus Ha WAN uHTepdencbl GigabitEthernet0/0 u
GigabitEthernet0/1:

Hubl (config) #interface GigabitEthernet0/0

Hubl (config-if) #ip access-group FW_INPUT WAN in
Hubl (config-if) #ip inspect INSPECT out

Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet0/1

Hubl (config-if) #ip access-group FW INPUT WAN in
Hubl (config-if) #ip inspect INSPECT out
Hubl (config-if) fexit

5. TMpymeHuTe HaCTPOMKK:

Hubl (config) #end
MoagpobHas HacTpoika C onucaHnem KoMaHg npmeegeHa B 6a3o0BoOM cLeHapum.

Hactpouka cepBuca multiwan

Mpwn KOHpUryprnpoBaHum ceperca multiwan HYy>XHO 0BA3aTeNnibHO cobrnogaTh criegyoLwme npasvna:

1) KoHdwmrypaumnoHHbi dhann gomkeH 6bitb dpopmata YAML.

2) Bepcusa dpopmaTa koHUrypaumoHHoro canna gormkHa obite 1 (napameTp config_format_version).

3) MpuropuTeTbl KAHANOB CBA3MW, NPUHAAIeXaLLMX OOHOW rpynne, OJPKHbI OTNnYaTbCs.

4) Kaxgbin KaHan CBA3n OOIKeH cogepxarb: Ha3BaHue UHTepdenca,
NpUOPUTET KaHana CBA3KN, MapLUPYThl, aapec CneayrLero nepexoaa u XoCTbl AN NPOBEPKU.

5) Appec cnegytoLlero nepexofga MoXeT OTCYyTCTBOBaTb B CEKLUM ipv4 TOMNbKO €CMM OH YXXe 3a[aH B CeKuun
ipv6. AHanNoOrMyHoO agpec criefyoLLero nepexoa MoxeT OTCYyTCTBOBATb B CEKLMM ipv6 TONBKO €CrU OH YXe
3a4aH Anst cekumm ipva.

HacTtpowika cepBuca multiwan ocylwecTBrstoTcs U3 linux bash, 4ytobbl nonactb B linux bash BbinonHuTe
cnepytoLyto komaHay B CLI pasrpaHnyeHns goctyna (npegsapuUTenbHO HY>KHO BbINTU M3 KOHCOMNM cisco-like):

Hub#exit
administrator@Hub] system

Entering system shell...
root@Hub: ~#
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HacTtporika multiwan ocyliecTBnatoTca ua linux bash koHconu yepes cann /etc/multiwan/config.yaml.

1. Tpueegute cogepxmmoe anna /etc/multiwan/config. yaml K cnegyrowemy Buay:

Mpu pacrnonoxeHun NapaMmeTpa He B CBOEW CEKLMM, 3Ha4YeHne napameTpa GyaeT NPOMrHOpUpPOBaHo.

config format version: 1
links params:
links:
- name: Routerl
iface name: ethO

prio: 300
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.16.100.1
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.16.255.1
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
- name: Router2
iface name: ethl

prio: 200
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.17.100.1
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.17.255.1
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56

MapameTp iface name [OMKEH cofepxaTb HasBaHWe nHTepdeica B HoTaumu linux. CooTBeTCTBME Ha3BaHne

nHTepdenca B cisco-like koHconun n B HoTauum linux MOXXHO NOCMOTPETL B KapTe MHTEP(ENCOB:
root@Hubl:~# cat /etc/ifaliases.cf

interface (name="GigabitEthernet0/0" pattern="eth0")
interface (name="GigabitEthernet0/1" pattern="ethl")

2003-2025 «C-Teppa Cudclln»
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interface (name="GigabitEthernet0/2" pattern="eth2")
interface (name="GigabitEthernet0/3" pattern="eth3")
interface (name="default" pattern="*")

2. TllpoBepbTe nNpaBWUMbHOCTb COCTABMEHHOMO KOHMUIypauWOHHOrO dhavna C MNOMOLLbI0  KOMaHAabl
/opt/multiwan/multiwan daemon --check config. [lns otobpaxeHus napameTpos, Nonyvyaembix
13 KOHUrypaumoHHoro canna, gobasbTe KMoY ——result:

root@Hubl:~# /opt/multiwan/multiwan daemon --check config --result

INFO: Parsed parameters:
config format version: 1
daemon params:
watch intervals:
watch foreign routes: 10
watch rules: 10
watch self routes: 10
links params:

Mpn 6noknpoBke icmp Tpadurka Mexgy KpMNTOLLMI030M LieHTpanbHoro oguca Hubl n npoBepoYHbIMKM XOCTaMu
OCHOBHOrO KaHana cBs3u, multiwan NocYMTaeT OCHOBHOW KaHarn CBS3W HepaboTOCNOCOOHbBIM U NepekioYnTCA
Ha paboTy yepe3 pe3epBHbIN kaHan cBaA3n. COOTBETCTBEHHO, 3aMpoChbl HA YCTAHOBMEHME coeauHeHus GyayT
NPMXOANTb Yepes3 OCHOBHOW kaHan cBasn (ISAKMP n ESP Tpadwuk), oTBETHbIE NakeThl - Yepes pe3epBHbI KaHan
cBA3W. 3TO NpuBedeT K ToMy, 4To Ha Hubl He yaacTtca cosgatb obwyto nonutuky 6esonacHoctn (IPsec SA),
ncxogsawme ¢ Hub1 naketebl 6yayT oTOpackiBaTbCcs € coobleHnem failed to build SA bundle (BbiBOA
KoMaHabl klogview -f drop). B pesynbrarte 3awmiieHHoe coeguHeHne NoCTPOeHo He byaer.

MogpobHas HacTpomrka ¢ onucaHuem KOMaHA npuseneHa B cueHapum «PesepBupoBaHue kaHamnoB CBA3W Npu
nomowym cepsuca MultiWAN».

B MNpunoxeHnn npeacraBneHbl TEKCTbI KOHUIypauuin ansa kpuntowwsosa Hubl:

e  TEKCT KoHconu cisco-like;
e TekcT LSP;
e cogepxumoe /etc/multiwan/config.yaml.
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HacTpouka kpuntownto3a Spoke1

HacTtpovika kpuntowno3a Spokel npoucxoauT aHanorMyHo HacTpowke Hubl, 3a uckniodeHnem HacTpourku
CTaTU4eCKMUX KPUNTO-KapT, CETEBbLIX HACTPOEK, HACTPOMKN multiwan U HACTPOWKM MEXCETEBOIO aKpaHa.

Hactpo#ka wuchposaHus

Ha Spokel ncnonb3ytoTcs TONMbKO cTaTtuyeckue Kpunto-kaptbl. Ans kaxgoro WAN mHTepdeinca Heobxoanmo
co3gatb KpunTo-kapTy. B kaxaon aomkHo ObiTh Yka3aHo ABa napTHepa no IPsec coeamHeHuio. Takke NOCKONbKY
MHTepdenc, K KOTOPOMY NpukpenniseTcs kpunto-kapta VPN2, nonyvaet agpec npu nomowm DHCP, B Hen He
OOMXKeH bbITb ykadaH local-address.

B cny4yae, eCnn KpunToLunkos, VICI'IOJ'Ib3yIOLLI,I/II7I multiwan, BbICTYyNaeT B CXeMe TOJIbKO B Ka4eCTBe nHmuymnatopa n
nony4yaet ceteBble napameTpbl no DHCP, ponyckaetca otcytcTBue napameTpa local-address B
KpunokapTax.

Bo Bcex ocTanbHbIX Criyqasix UCNofib30BaHWe napamMeTpa local-address 0683aTenbHO.

KonuuectBo KPpUNTO-KapT AOJPKHO COOTBETCTBOBATb KOJIMYECTBY BHELUHUX VIHTep(beVICOB (OTJ'II/I‘-II/Ie mMexay
KpnnTto-KaptTamMn [OOJIKHO OblTb TONMbKO B 3HAYEeHUU napameTpa local—address), M B HUX [OOJIXKHa
npucyTCcTBOBaThb ONuUnUA set dead connection history off.

Spokel (config) #crypto map VPN1 1 ipsec-isakmp Spokel (config-crypto-map) #match address
IPSEC ACL HUB1 AND SPOKEL

Spokel (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Spokel (config-crypto-map) #set isakmp-profile NEW ALGS

Spokel (config-crypto-map) #set security-association mss-fix out

Spokel (config-crypto-map) #set local-address 172.16.1.2

Spokel (config-crypto-map) #set peer 172.16.100.2

Spokel (config-crypto-map) #set peer 172.17.100.2

Spokel (config-crypto-map) #set pre-fragmentation

Spokel (config-crypto-map) #set dead-connection history off

Spokel (config) #crypto map VPN2 1 ipsec-isakmp

Spokel (config-crypto-map) #match address IPSEC_ACL _HUB1 AND SPOKEL
Spokel (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Spokel (config-crypto-map) #set isakmp-profile NEW ALGS

Spokel (config-crypto-map) #set security-association mss-fix out

Spokel (config-crypto-map) #set peer 172.16.100.2

Spokel (config-crypto-map) #set peer 172.17.100.2

Spokel (config-crypto-map) #set pre-fragmentation

Spokel (config-crypto-map) #set dead-connection history off

MoppobHas HacTporika C OnNUCaHMEM KOMaHp npvBefeHa B pasgene «Hactpovika wudgpoBaHua» 6a3oBoro
cueHapus.

Hactpoika DHCP-knueHTa

Ha kpuntowrnto3e Spoke1 HacTpovika DHCP-knueHTa OygeT nNpou3BOAMTBCS C UCMONb30BaHWEM YTUMNUTbI
stdhcpclient.

Ytunuta stdhcpclient nNpefHasHadeHa Ans ynpasneHus noryvyeHneMm ceTeBbix napameTtpoB no DHCP Ha
yka3aHHOM ceTeBOM nHTepdpence. OHa No3BoNseT MCNONb30BaTh NHAMBUAYalbHbIE KOHUIYPALMOHHbIE dhanbl
DHCP knueHTa onst KOHKPETHbIX MHTEPKENCoB.

1. BbiknounTe ceTeBom I/IHTep(beI7IC, Ha KOTOPOM MnnaHnpyeTca ncnosib3oBaHne nHanBmayarbHbIX napameTpoB
DHCP:

root@Spokel:~# ifdown ethl

2. YbepuTe M3 CeKUMM Ha4varo M KOHel, KOTOPOW MoMeYeHbl Mapkepamn ###netifcfg-begin### U
###netifcfg-end###, KoTOopaa Haxogutca B anne /etc/network/interfaces, BCe CTPOKM,
COOTBETCTBYHOLWME MHTEepdency ethl.

3. [HobaBbTe HacTpolku B hann /etc/network/interfaces:

root@Spokel:~# vim.tiny /etc/network/interfaces
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###netifcfg-beginf##
###netifcfg-end###

auto ethl

iface ethl inet manual

post-up stdhcpclient start -i SIFACE
pre-down stdhcpclient stop -1 SIFACE
mtu 1500

lMpumeyaHne — ecnu KOHMUIypauuoHHBLIM dann Ana mHTepdenca eth2 He OygeT cosdaH, yTunuta
stdhcpclient 3aBepwnt paboTy ¢ owmbkon. ATOT hann obaszareneH Ansg KOPPEKTHON paboTbl yTUNUTbI.

4. CospanTte KOHUrypaumoHHbll ann /etc/dhcp/dhclient-ethl.conf Ha OCHoBe LabnoHa

/opt/stmodems/docs/dhclient-usb0.conf.example:

# Configuration file for /sbin/dhclient.

#

# This is a sample configuration file for dhclient. See dhclient.conf's
# man page for more information about the syntax of this file

# and a more comprehensive list of the parameters understood by

# dhclient.

#

# Normally, if the DHCP server provides reasonable information and does
# not leave anything out (like the domain name, for example), then
# few changes must be made to this file, if any.

#

option rfc3442-classless—-static-routes code 121 = array of unsigned integer 8;

send host-name = gethostname () ;

request subnet-mask, broadcast-address, time-offset, routers,
domain-name, domain-name-servers, domain-search, host-name,
dhcp6.name-servers, dhcp6.domain-search, dhcp6.fqgdn, dhcp6.sntp-servers,
netbios-name-servers, netbios-scope, interface-mtu,
rfc3442-classless-static-routes, ntp-servers;

5. Bkrnounte ceteBon MHTEpPdENC:
root@Spokel:~# ifup ethl

6. [locmoTpuTe BblAaHHbIN aapec:

root@Spokel:~# ip address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fqg codel state UP group

default glen 10000

link/ether 00:50:56:9e:99:fd brd ff:ff:ff:ff:ff:ff

altname enpllsO

altname ensl92

altname GigabitEthernetO 1

inet 172.17.1.129/24 brd 172.17.1.255 scope global dynamic ethl
valid 1ft 21055sec preferred 1ft 21055sec

inet6 fe80::d9e5:f178:9282:b348/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

Hactpowka cepsuca multiwan

1. [Ons koppekTHow paboTbl multiwan ¢ nHTepdencom, nonyyawwmum cetesBble HacTpoviku no DHCP (ethl),

3aJanTe B KQ4EeCTBE 3HA4YEHMUSs napameTpa nexthop 3Ha4yeHne DHCP:

nexthop: DHCP

2. @ann koHurypaumm /etc/multiwan/config. yaml JOMMKEH UMETb CreayoLWni BUA;
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config format version: 1
links params:
links:
- name: Router4
iface name: ethO

prio: 300
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.16.1.1
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.16.254.1
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
- name: Router)b
iface name: ethl

prio: 200
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: DHCP
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.17.254.1
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56

B dann /tmp/multiwan dhcp-hook.debug 3anucbiBawoTcs cooblueHns o pabote DHCP hook.
YTtobbl M3bexaTb ero 3anornHeHus, Ha kpunTownio3e Spokel otpepaktupyrite DHCP hook dawnnbl
/etc/dhcp/dhclient-exit-hooks.d/98-multiwan " /etc/dhcp/dhclient-enter-
hooks.d/01l-multiwan. 3agante nepemeHHon DEBUG 3HaueHue no - DEBUG="no".

HaCTp0I7IKa MeXCeTeBOro JKpaHa

1. Cospaiite ceTeBOM object-group C MMEHeM SELF Ana xpaHeHus B Hem WAN agpecoB KpunTOLUNIO3a.
MockonbKy MHTEpPdENC pPe3epBHOr0 kKaHama nosflyvYaeT HacTPOMKU AMHaMWYecKu, B KayecTBe 0ObekTa B
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object-group € UMeHeM SELF cnefyet nobasuTb He agpec nHtepdgenca, a noaceTb, U3 Kotopon byayT
Ha3HauaTbCcs agpeca (onpeaensetcs HacTporkamu DHCP cepBepa):

Spokel (config) #object-group network SELF

Spokel (config-network-group) #remark WAN IP

Spokel (config-network-group) #172.17.1.128 255.255.255.128

Spokel (config-network-group) #host 172.16.1.2

Spokel (config-network-group) #exit

2. Cospawite ACL ¢ MeHeM FWW_INPUT WAN Ans sxogswero Ha WAN nHTepdenc Tpaduka. [1nsa koppekTHon
pabotel DHCP cnegyet nobasute npaBuno, paspeLuatoLlee npoxoxaeHne DHCP nakeTos:
Spokel (config) #ip access-list extended FW_INPUT WAN
Spokel (config-ext-nacl) #permit udp any object-group SELF eq isakmp
Spokel (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp
Spokel (config-ext-nacl) #permit icmp any object-group SELF
Spokel (config-ext-nacl) #permit esp any object-group SELF
Spokel (config-ext-nacl) #permit udp host 172.17.1.1 object-group SELF eqg bootpc
Spokel (config-ext-nacl) #exit

B MNpunoxeHnn npeacTaBneHbl TEKCTbI KOHDUIypauuid Ans KpuntoLunosa Spokel:

e TEKCT KoHconu cisco-like;

e TekcT LSP;

e copepxmmoe /etc/multiwan/config.yaml.

e coaepXaHue dpanna /etc/network/interfaces
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

MpoBepKy paboTOCNOCOBHOCTU HYXXHO BbIMOSMHATL MOCHE 3aBEPLUEHNST HACTPOWMKM BCEX YCTPOWUCTB CTEHAA.

MpoBepka CBA3HOCTU

1. TlpoeepbTe, YTO € Kpuntowmnt3a Hub1 no ICMP pgoctynHbl Mapwpytusatopsl nposangepos (Router1 u
Router2), n ¢ kpuntownto3a Spoke1 no ICMP pgocTynHbl MaplipyTu3aTopbl npoBangepoB (Routerd un

Hubl#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 56(84) bytes of data.
0.312
0.696
0.492
0.338
0.456

64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.

R

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.312/0.458/0.696/0.136 ms

Hubl#ping 172.17.100.1

: icmp seg=1 ttl=64 time=
icmp seq=2 ttl=64 time=
icmp seqg=3 ttl=64 time=
icmp seg=4 ttl=64 time=
icmp seqg=5 ttl=64 time=

time 4070ms

PING 172.17.100.1 (172.17.100.1) 56(84) bytes of data.
0.408
0.361
0.372
0.357
0.522

64 bytes from 172.17.100.
64 bytes from 172.17.100.
64 bytes from 172.17.100.
64 bytes from 172.17.100.
64 bytes from 172.17.100.

[

---172.17.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.357/0.404/0.522/0.061 ms

Spokel#ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data.
64 bytes from 172.16.1.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.

o e e
R

--- 172.16.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.286/0.456/0.536/0.088 ms

Spokel#ping 172.17.1.1

PING 172.17.1.1 (172.17.1.1) 56(84) bytes of data.
64 bytes from 172.17.1.
64 bytes from 172.17.
64 bytes from 172.17.
64 bytes from 172.17.
64 bytes from 172.17.

o e e
= N = N =S

=== 172, 17,1, pilng Statisties ===
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.376/0.511/0.647/0.097 ms

: icmp seg=1 ttl=64 time=
icmp seg=2 ttl=64 time=
icmp seq=3 ttl=64 time=
icmp seq=4 ttl=64 time=
icmp seq=5 ttl=64 time=

: icmp seg=1 ttl=64 time=0.
icmp seg=2 ttl=64 time=0.
icmp seg=3 ttl=64 time=0.
icmp seg=4 ttl=64 time=0.
icmp_seq=5 ttl=64 time=0.

: icmp seg=1 ttl=64 time=0.
icmp seq=2 ttl=64 time=0.
icmp_seq=3 ttl=64 time=0.
icmp seq=4 ttl=64 time=0.
icmp seq=5 ttl=64 time=0.

time 4078ms

286
473
536
479
510

time 4073ms

376
478
596
461
647

time 4052ms

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

Router5). [1ns 3TOro BbINOMHMUTE KOMaHAY ping M3 Cisco-like KOHCONM KPMNTOLLIIO30B.

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

BbiBOA KOMaHAbl CBUOETENBLCTBYET O TOM, YTO ycTpomncTBa Routerl n Router2 goctynHel no ICMP ¢ Hubl, a
ycTponcTtBa Router4 n Router5 goctynHbl no ICMP co Spokel.
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2. [lpoBepbTe, 4TO C 3awmwaemMbix ycTpouctB Host-b-spokel u Host-b-hubl pgoctyneH no ICMP
COOTBETCTBYIOLLMIA KPUMTOLLMIO3, KOTOPbIA SIBASETCS LUMO30M MO ymMonyaHuioo. [Ons 3Toro BbINOMHUTE
KoMaHay ping m3 linux bash koHconu 3almaemMbIX YCTPOWCTB.

root@Host-b-hubl:~# ping 192.168.100.1 -c 5

PING 192.168.100.1 (192.168.100.1) 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp seqg=1 ttl=64 time=0.386 ms
64 bytes from 192.168.100. icmp seqg=2 ttl=64 time=0.512 ms
64 bytes from 192.168.100. icmp seqg=3 ttl=64 time=0.385 ms
64 bytes from 192.168.100. icmp seg=4 ttl=64 time=0.380 ms
64 bytes from 192.168.100. icmp seg=5 ttl=64 time=0.537 ms

e e

--- 192.168.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 0.380/0.440/0.537/0.069 ms

root@Host-b-spokel:~# ping 192.168.1.1 -c 5

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seqg=1 ttl=64 time=0.557 ms
64 bytes from 192.168. 3
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.

icmp seq=2 ttl=64 time=0.439 ms
icmp seq=3 ttl=64 time=0.481 ms
icmp seg=4 ttl=64 time=0.483 ms
icmp seqg=5 ttl=64 time=0.486 ms

e
e

--- 192.168.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 0.439/0.489/0.557/0.038 ms

BugHo, yto ¢ 3awmuwaemblix yctponcts Host-b-spokel n Host-b-hubl cooTBeTcTBYylOWME KPUNTOLUMHO3bI
JocTtynHel no ICMP.

3. Ha kpuntownto3e Spokel npoBepbTe C NOMOLBIO KOMaHAbl show interface, kakon agpec 6bin BblgaH
nHTEepdency, HanpaBneHHOMY B CTOPOHY PE3EPBHOIO KaHana CBA3u:

Spokel#show interfaces gigabitEthernet 0/1

GigabitEthernet0/1 is up, line protocol is up
Hardware address is 0050.569e.2899
Internet address is 172.17.1.129/24
MTU 1500 bytes

4. TlpoBepbTe, 4yto C kKpuntowrnt3a Hubl poctyneH no ICMP kpuntownio3 Spoke1 (MO BHELWHUM
nHTepdencam). [lna aToro BbINOMHUTE KOMaHAY ping uU3 cisco-like KOHCONW KPUNTOLLMIO30B.

Hubl#ping 172.16.1.2

PING 172.16.1.2 (172.16.1.2) 100(128) bytes of data.

108 bytes from 172.16.1.2: icmp seg=1 ttl=61 time=0.709 ms
108 bytes from 172.16.1.2: icmp seqg=2 ttl=61 time=0.779 ms
108 bytes from 172.16.1.2: icmp seg=3 ttl=61 time=0.981 ms
108 bytes from 172.16.1.2: icmp seg=4 ttl=61 time=0.852 ms
108 bytes from 172.16.1.2: icmp seg=5 ttl=61 time=0.820 ms

--= 172.16.1.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4027ms
rtt min/avg/max/mdev = 0.709/0.828/0.981/0.090 ms

Hubl#ping 172.17.1.129

PING 172.17.1.129 (172.17.1.129) 100(128) bytes of data.

108 bytes from 172.17.1.129: icmp seg=1 ttl=61 time=1.02 ms
108 bytes from 172.17.1.129: icmp seqg=2 ttl=61 time=0.886 ms
108 bytes from 172.17.1.129: icmp seqg=3 ttl=61 time=1.06 ms
108 bytes from 172.17.1.129: icmp seg=4 ttl=61 time=0.898 ms
108 bytes from 172.17.1.129: icmp seg=5 ttl=61 time=0.908 ms

[ T SRS =
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---172.17.1.129 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 0.886/0.953/1.061/0.070 ms

BugHo, uto ¢ kpuntowntoda Hub1 goctynHel no ICMP oba nHtepdeinca Spokel.

5. [lpoBepbTe Ha kpuntowntosax Spokel u Hubl Hanuune mapLUpyTOB Yepes3 UHTepdelic, HanpaBreHHbI B
CTOPOHY OCHOBHOTO kaHana CBA3M.

Hubl#run ip route show proto multiwan
default via 172.16.100.1 dev ethO metric 700
Spokel#run ip route show proto multiwan

default via 172.16.1.1 dev ethO0 metric 700

Mposepka PKI

1. TpoeepbTe, uTOo Ha kpuntowno3dax Hubl n Spokel COC wumnoptupoBaH B 6a3y lNpogykta. Ons aTtoro
BbIMOMHUTE KOMaHAy run cert mgr show W3 CiSCO-like KOHCOMM KPMNTOLLIMIO30B.

Hubl#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU, L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, 0O=S-Terra CSP,OU=RnD,CN=Hubl

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spokel#run cert mgr show

Found 3 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O0=S-Terra CSP,0OU=RnD,CN=Spokel

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BugHo, 4to Ha kpuntownto3ax Hubl n Spokel COC ummnopTtupoBaH B 6a3y [Mpogykra. Ecnv atoro He
npousowno, TO npoBepbTe (pann XKypHana (kOMaHga  run grep getcrls daemon
/var/log/cspvpngate.log) U, Npy HEOBXOAMMOCTH, NepesanycTUTe CEPBUC aBTOMATMYECKOWN 3arpy3ku
COC (komaHfga run systemctl restart getcrls.service).

2. TlpoBepbTe, 4TO Ha KpunTowwo3ax Hubl n Spoke1 ctaTtyc Bcex cepTudpmkaToB Active. [1ns 3TOro BbINOMHUTE
KoMaHgy run cert mgr check K3 CiSco-like KOHCONN KPUMTOLLINO30B.

Hubl#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Hubl

Spokel#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=Spokel

BugHo, uto Ha kpunTownto3ax Hubl n Spokel cratyc Bcex ceptudmkatoB Active. Ecnu ctatyc Inactive, 1o
npoBepbTe 3arpyxeH nu COC B 6a3y NpoaykTa u NpaBUNbHOCTL YCTAHOBKM 4ATbl U BPEMEHMW.

[poBepka MOCTPOEHUA  3ALMULIEHHOrO COEAMHEHUA  MexAay
noacetamu Hub1 n Spoke1

1. VHMUmMmMpynTe NOCTpOEeHME 3aLlMLLEHHOrO cCoeauHeHNs mexay kpunTtownosamm Hubl n Spoke1 npu nomolum
ICMP Tpacbmka, nockinaemoro ¢ yctponctea Host-b-spokel Ha Host-b-hubl. [1ns 3TOro BbINoOnHUTE KOMaHgy
ping u3 linux bash koHconu 3awmiaemoro yctpornictea Host-b-spokel.

root@Host-b-spokel:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.

64 bytes from 192.168.100.100: icmp seqg=1 ttl=62 time=25.1 ms
64 bytes from 192.168.100.100: icmp seqg=2 ttl=62 time=2.66 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=62 time=2.59 ms
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64 bytes from 192.168.100.100:
64 bytes from 192.168.100.100:

icmp seg=4 ttl=62 time=3.89 ms
icmp seg=5 ttl=62 time=2.76 ms

--- 192.168.100.100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4039ms
rtt min/avg/max/mdev = 2.592/7.404/25.123/8.872 ms

2. TlpoBepbTe, 4TO Ha kpunTowso3ax Hubl n Spoke1 ycraHoBneHo 3awmueHHoe IPsec coeguHeHve. [ns
3TOro BbINOSIHUTE KOMaHAy run sa_mgr show U3 Cisco-like KOHCONM KPUMTOLLIIO30B.

Hubl#run sa _mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
15 (172.16.100.2,500)-(172.16.1.2,500) active 2672 2900

IPsec connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 7 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn 440 440

Spokel#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
18 (172.16.1.2,500)-(172.16.100.2,500) active 2900 2672

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 7 (192.168.1.0-192.168.1.255,%*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 440 440

BuaHo, 4To Ha kpunTowsnto3ax Hubl n Spokel yctaHoBneHo 3awuuieHHoe IPsec coeanHeHne. Ecnu aToro
He npou3oLno, To npoBepbTe hann xypHana (komaHga run less /var/log/cspvpngate.log). [pu
HeobOX04MMOCTU YBENUYLTE YPOBEHb NIOrMPOBaHNs (KOMaHAa 1ogging trap debugging B KOHCOMM Cisco-
like) n 3aHOBO MHULMNPYWNTE 3aLLMLLEHHOE COeAMHEHME.

MpoBepka COCTOAHMSA KaHanoB CBA3M

1. TpoBepbTe C NOMOLLbBIO CPeACTB multiwan COCTOAHME KaHamNoB CBSA3N Ha kpunToLunode Hub1:
Hubl#run /opt/multiwan/mwan mgr show --links status

Link: 1
Name: Routerl
Interface: ethO
Priority: 300
State: reachable
Active: True
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.255.1"
IPv4 nexthop: "172.16.100.1"
IPv6 hosts: None
IPv6 nexthop: None
Link: 2
Name: Router2
Interface: ethl
Priority: 200
State: reachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.17.255.1"
IPv4 nexthop: "172.17.100.1"
IPv6 hosts: None
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IPv6 nexthop: None

BugHo, 4to nepBbi kaHan cBa3u 4yepe3 eth0 ¢ npuoputetom 300 AocTyneH. FABRSETCA aKTUBHbIM.
JocTynHoCTb KaHana npoBepseTcs AOCTYMHOCTbI Noboro xocta m3 yucna IPv4 xoctoB (cekuus check).
BTopoii kaHan cBsA3wn, Yepes eth1 ¢ npuoputetom 200 gocTyneH. ABnsieTca HeakTUBHbIM. [I0CTYyNHOCTbL KaHana
npoBepsieTCcs AOCTYNHOCTBLIO Mboro xocta m3 yncna IPv4 xocToB (cekumns check).

2. TpoBepbTe ¢ NOMOLLbIO CPEACTB multiwan COCTOSIHME KaHANOB CBA3M Ha KpunTownose Spoke1:
Spokel#run /opt/multiwan/mwan mgr show --links_ status

Link: 1
Name: Router4
Interface: ethO
Priority: 300
State: reachable
Active: True
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.254.1"
IPv4 nexthop: "172.16.1.1"
IPv6 hosts: None
IPv6 nexthop: None
Link: 2
Name: Routerb5
Interface: ethl
Priority: 200
State: reachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.17.254.1"
IPv4 nexthop: "172.17.1.1" (DHCP)
IPv6 hosts: None
IPv6 nexthop: None

BugHo, 4TtOo nepBbii KaHan cBA3n, 4epe3d ethO ¢ npuoputetom 300 gocTyneH. ABnseTcss akTUBHbLIM.
[ocTynHOCTb kaHana npoBepsaAeTCsl AOCTYMHOCTbIO Moboro xocta m3 dncna IPv4 xoctoB (cekumsi check).
BTopoii kaHan cBsA3n, Yepes eth1 ¢ npuoputeTom 200 gocTyneH. ABnseTca HeakTUBHbLIM. [IoCTYyNHOCTL KaHana
npoeepsieTca 4OCTYNHOCTbIO Ntoboro xocta n3 yncna IPv4 xoctoB (cekuusa check). Nexthop-agpec nonyyeH
no DHCP.

[poBepka 0TKa30yCTOMYMBOCTH

MpoBepka paboTOCNOCOOHOCTU NPU OTKAa3e OCHOBHOIrO KaHana CBf3W Ha
cTopoHe Spoke1

1. lMNpoBepbTe 0TKA30yCTONYMBOCTL MOCTPOEHHOIO COEAMHEHMS] Ha cTopoHe Spokel. [insa aToro cModenupynTe
0TKa3 ocHOBHOro nposavaepa Spokel (Router4). 3To MOXHO caenaTb OTKIHYEHNEM OCHOBHOIO nNpoBangepa
Router4 nnn oTtknoyeHvem nHtepderica ethO Ha Spokel.

Mopoxaute noka Ha Spokel nepekntounTcss paboTa multiwan 4Yepe3 pe3epBHbI kaHan. [poBepbTe
Hanuyve MapLIpyToB Yepes pe3epBHbI UHTepdecC.

Spokel#run ip route show proto multiwan

default via 172.17.1.1 dev ethl metric 800
BHOBb nocTpounTe 3aluuieHHoe coeauHeHre. [1na aToro BeINONHUTE KOMaHAy ping M3 linux bash koHconu
3awuuiaemoro yctponcTtea Host-b-spokel.

root@Host-b-spokel:~# ping 192.168.100.100

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.

64 bytes from 192.168.100.100: icmp seq=6 ttl=62 time=5636 ms
64 bytes from 192.168.100.100: icmp seq=7 ttl=62 time=4610 ms
64 bytes from 192.168.100.100: icmp seq=8 ttl=62 time=3584 ms
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64 bytes from 192.168.100.100: icmp seqg=12 ttl=62 time=1.98 ms

64 bytes from 192.168.100.100: icmp seqg=13 ttl=62 time=7.12 ms

64 bytes from 192.168.100.100: icmp seqg=14 ttl=62 time=2.24 ms

64 bytes from 192.168.100.100: icmp seqg=15 ttl=62 time=1.93 ms

64 bytes from 192.168.100.100: icmp seqg=16 ttl=62 time=2.31 ms

64 bytes from 192.168.100.100: icmp seqg=17 ttl=62 time=2.98 ms

64 bytes from 192.168.100.100: icmp seq=18 ttl=62 time=2.84 ms

~C

--- 192.168.100.100 ping statistics ---

18 packets transmitted, 15 received, 16.6667% packet loss, time 17318ms
rtt min/avg/max/mdev = 1.931/3827.047/10764.770/3967.023 ms, pipe 1llm

4. TlpoBepbTe, YTO Ha kpunTowtodax Hubl n Spoke1 ycTaHoBneHo 3almweHHoe IPsec coeguHeHne Yepes
pesepBHbIii NpoBanaep Router5. [1ns 3TOro BbINONHWTE KOMaHAy run sa mgr show W3 cisco-like koHconu
KPMNTOLLJO30B.

Hubl#run sa_mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
18 (172.16.100.2,500)-(172.17.1.129,500) active 1928 1960

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 2 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn 1320
1320

Spokel#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)-(Remote Addr,Port) State Sent Rcvd
1 52 (172.17.1.129,500)-(172.16.100.2,500) active 1960 1928

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 10 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 5632
5632

BugHo, 4to Ha kpuntowno3ax Hubl u Spokel yctaHOoBneHO 3awumuweHHoe IPsec coegvHeHune yepes
pe3epBHOro nposangepa Spokel — Router5.

5. TpoBepbTe C MOMOLLbIO CPeACTB multiwan COCTOSIHUE KaHANOB CBA3M Ha KpunToLuntose Spoke1:

Spokel#run /opt/multiwan/mwan mgr show --links status

Link: 1
Name: Router4
Interface: ethO
Priority: 300
State: unreachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.254.1"
IPv4 nexthop: "172.16.1.1"
IPv6 hosts: None
IPv6 nexthop: None
Link: 2
Name: Routerb5
Interface: ethl
Priority: 200
State: reachable
Active: True
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Hosts reachability:

any

IPv4 hosts: "172.16.101.15", "172.17.2
IPv4 nexthop: "172.17.1.1" (DHCP)

IPv6 hosts: None

IPv6 nexthop: None

54.1"

BugHo, 4to nepBbIt kaHan cBs3u 4vepe3 ethO ¢ npuoputetom 300 HEAOCTYNEH U SABMSETCS HEAKTMBHbLIM.

BTopoii kaHan cBA3u yepes eth1 ¢ npuoputetom 200 AOCTYNEH U ABNAETCH aKTUBHbLIM.

MpoBepka paboTOCNOCOGHOCTU NPU OTKa3e OCHOBHOrO KaHana CBSI3U Ha

cTtopoHe Hub1

1. lMNpoBepbTe OTKA30yCTONYMBOCTb MOCTPOEHHOrO CoeAMHEeHNs Ha ctopoHe Hubl. [insa aToro cmogenupymnte
0TKa3 ocHOBHOro nposavigepa Hubl (Routerl). 3To MOXHO caenaTb OTKNIOYEHNEM OCHOBHOrO nposangepa

Routerl nnu otkntoyeHnem nHtepdgenca ethO Ha Hubl.

2. TopoxpguTe noka Ha Hub1 nepekntountca paboTta mul tiwan Yepes pe3epBHbI kaHan. [poBepbTe Hanuune
MapLLpPYTOB Yepes pe3epBHbIN NHTepdeNnc.

Hubl#run ip route show proto multiwan

default via 172.17.100.1 dev ethl metric 800

3. BHoOBb noctponTe 3awmeHHoe coeanHeHune. [na aToro BbINONHUTE KOMaHAY ping M3 linux bash koHconn
3awmuaemoro yctponctea Host-b-spokel.

root@Host-b-spokel:~# ping 192.168.100.100

PING 192.

64
64
64
64
64
64
64
64
64
64
64
~C

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

168.100.100
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

from
from
from
from
from
from
from
from
from
from
from

(192.168
168.100.
168.100.
168.100.
168.100.
168.100.
168.100.
168.100.
168.100.
168.100.
168.100.
168.100.

100:
100:
100:
100:
100:
100:
100:
100:
100:
100:
100:

100.100) 56 (
icmp seqg=39
icmp seqg=40
icmp seqg=41
icmp seq=42
icmp seq=43
icmp seq=44
icmp seqg=45
icmp seq=46
icmp seq=47
icmp seq=48
icmp seq=49

---192.168.100.100 ping statistics ---

49 packets transmitted,
rtt min/avg/max/mdev =

16 received,

84)
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

67.3469% packet loss,
2.904/2117.059/7814.035/2686.746 ms,

bytes of data.

time=2695 ms
time=1671 ms
time=647 ms

12
90
77
74
33
90
35
38

time=3. ms

time=3. ms
time=3. ms
time=3. ms
time=4. ms
time=2. ms
time=3. ms

time=3. ms

time 48952ms
pipe 8

4. TlpoBepbTe, YTO Ha kpuntowno3ax Hubl n Spoke1 yctaHoBneHo sawmuuweHHoe IPsec coeguHeHune yepes
pe3epBHbIi NposBangep Router5. [1na aToro BbINOMHUTE KOMaHAy run sa mgr show U3 cisco-like koHcomnu
KPMMNTOLLIO30B.

Hubl#run sa mgr show

ISAKMP sessions:

0 initiated,

ISAKMP connections:

Num Conn-id

19

0 responded

(172.17.100.2,500)-(172.17.1.129,500)

IPsec connections:
(Local Addr, Port)- (Remote Addr,Port)

Num Conn-id

1 3

378

4

Spokel#run sa mgr show

ISAKMP sessions:

0 initiated,

ISAKMP connections:

0 responded

(Local Addr, Port)- (Remote Addr,Port)

State Sent Rcvd

active 1928 1960

Protocol Action Type Sent Rcvd

(192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) *

ESP tunn 3784
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Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
1 55 (172.17.1.129,500)-(172.17.100.2,500) active 1960 1928

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 11 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 968
968

BugHo, 4to Ha kpuntown3ax Hubl u Spokel yctaHoBneHo 3awumuieHHoe IPsec coeguHeHue uyepes
pesepBHoro nposangepa Spokel — Router5 u pesepsHoro nposangepa Hubl — Router2.
5. ﬂpoeepre C NOMOLLbIO cpeacTB multiwan COCTOSAHNE KaHaNoB CBA3W:

Hubl#run /opt/multiwan/mwan mgr show --links status
Link: 1

Name: Routerl

Interface: ethO

Priority: 300

State: unreachable

Active: False

Hosts reachability: any

IPv4 hosts: "172.16.101.15", "172.16.255.1"

IPv4 nexthop: "172.16.100.1"

IPv6 hosts: None

IPv6 nexthop: None
Link: 2

Name: Router2

Interface: ethl

Priority: 200

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: "172.16.101.15", "172.17.255.1"

IPv4 nexthop: "172.17.100.1"

IPv6 hosts: None

IPv6 nexthop: None

BugHo, 4To nepBbifi kaHan cBsA3u yepes3 ethO ¢ npuoputetom 300 HEOOCTYNEH U ABMAETCA HEaKTUBHBIM.
BTopow kaHan cBsA3n Yepes eth1 ¢ npmuoputetom 200 JOCTYNEH U ABNSETCA aKTUBHbLIM.

MpoBepka paboTOCNOCOOHOCTU NPU BOCCTAHOBMEHUU OCHOBHbLIX KaHaNoB
CBA3U

1. Ona npoBepku 0OpaTHOrO MEpektoYeHUs C pes3epBHbIX KaHanoB CBA3WM Ha OCHOBHble CMOAENUpynTe
BOCCTaHOBMEHNEe OCHOBHbIX MpoBangepoB Routerl n Router4. Bkniounte nposangepbl, ecnv oHW Bbinu
BbIKMIOYEHbI, UMW BKITOYNTE OCHOBHbIE MHTepdence! wno3os Spokel n Hubl.

2. TopoxauTe Noka Ha KPUMTOLLI3ax NPOU3oNaeT nepekntoyeHne paboTbl multiwan Yepe3 OCHOBHOM KaHarl.
MpoBepbTe Ha KaXXO0M KPUNTOLLMIO3E HanMymMe mMapLupyTa Yepe3 OCHOBHOW kaHan CBSA3M.

Hubl#run ip route show proto multiwan
default via 172.16.100.1 dev eth0O metric 700
Spokel#run ip route show proto multiwan

default via 172.16.1.1 dev ethO metric 700

3. BHOBb NOCTpoNTe 3allMLIEHHOE coeanHeHne. [ns 3Toro BbIMOMHUTE KOMaHay ping 13 linux bash koHconu
3awuwiaemoro yctponcrtea Host-b-spokel.

root@ Host-b-spokel:~# ping 192.168.100.100

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
From 192.168.1.1 icmp seg=11 Destination Net Unreachable
From 192.168.1.1 icmp seq=12 Destination Net Unreachable
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64 bytes from 192.168.100.100: icmp seqg=13 ttl=62 time=997 ms
64 bytes from 192.168.100.100: icmp seqg=14 ttl=62 time=1.04 ms
64 bytes from 192.168.100.100: icmp seqg=15 ttl=62 time=3.85 ms
64 bytes from 192.168.100.100: icmp seg=16 ttl=62 time=3.36 ms
64 bytes from 192.168.100.100: icmp seq=17 ttl=62 time=2.30 ms
64 bytes from 192.168.100.100: icmp seq=18 ttl=62 time=4.07 ms
64 bytes from 192.168.100.100: icmp seqg=19 ttl=62 time=3.90 ms
64 bytes from 192.168.100.100: icmp seq=20 ttl=62 time=3.48 ms
64 bytes from 192.168.100.100: icmp seg=21 ttl=62 time=3.25 ms
~C

--- 192.168.100.100 ping statistics ---

21 packets transmitted, 9 received, +2 errors, 57.1429% packet loss
rtt min/avg/max/mdev = 1.043/113.580/996.969/312.326 ms

, time 20241ms

4. TlpoBepbTe, 4YTO Ha Kpuntowmto3ax Hubl n Spoke1 yctaHoBneHo 3awmuweHHoe IPsec coeguHeHune vepes
OCHOBHble nposangepbl Router1 n Router4. [Ina aToro BbINOMHUTE KOMaHAy run sa _mgr show U3 CiSCo-

like KOHCOMM KPUNTOLLITHO30B.
root@Hubl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 29 (172.16.100.2,500)-(172.16.1.2,500) active 1928 1960

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 23 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn

792 792
root@Spokel:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd

1 143 (172.16.1.2,500)-(172.16.100.2,500) active 1960 1928

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255, *)

BugHo, 4to Ha kpuntowmn3ax Hub1 u Spoke1 ycraHoBneHo 3awuuwieHHoe IPse
OCHOBHOro npoBangepa Spoke1 — Router4 n ocHoBHoro npoeangepa Hub1 — Routerl.

* ESP tunn 792 792

C coegunHeHue 4epes
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MpunoxeHue

KoHdhmrypaumm kpuntowntosza Hub1

1. KoHconb cisco-like:

version 12.4

no service password-encryption

|
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3
keepalive retry-count 5

username cscons privilege 15 secret 5 $y$j9TSTuRUHDE2W7KORtooiCU43/$7007G8ISCUH
gPFUHY1dKUfV5GQSh3eKTmcPg4zTHWES
aaa new-model

hostname Hubl
enable secret 5 JLI9gp52IVCYdKnFL5Xk/A==!

crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp policy 2
encr gost
hash gost341112-256-tc26
authentication gost-sig
group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping

set policy 1

crypto isakmp profile OLD ALGS

match identity dn

set identity mapping
set policy 2

crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm

crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-4m-imit

object-group network SELF

remark WAN IP

host 172.16.100.2
host 172.17.100.2

ip access-list extended IPSEC ACL HUB1 AND SPOKE1l

permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255

2003-2025 «C-Teppa Cudclln»



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa 1

ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

!
ipve default filtering deny

|

!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp

!
crypto dynamic-map DMAP VPN1 1

match address IPSEC ACL HUB1 AND SPOKE1
set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set local-address 172.16.100.2

set pre-fragmentation

set dead-connection history off

!
crypto dynamic-map DMAP VPN2 1

match address IPSEC ACL HUB1 AND SPOKE1
set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set local-address 172.17.100.2

set pre-fragmentation

set dead-connection history off

!

crypto map VPNl 1 ipsec-isakmp dynamic DMAP VPN1
1

crypto map VPN2 1 ipsec-isakmp dynamic DMAP VPN2
1

interface GigabitEthernet0/0

ip address 172.16.100.2 255.255.255.0

ip access-group FW INPUT WAN in

crypto map VPN1

ip inspect INSPECT out

|

interface GigabitEthernet0/1

ip address 172.17.100.2 255.255.255.0

ip access-group FW INPUT WAN in

crypto map VPN2

ip inspect INSPECT out

|

interface GigabitEthernet0/2

ip address 192.168.100.1 255.255.255.0

|

interface GigabitEthernet0/3

no ip address

shutdown

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
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30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAF83

quit
|

end

2. KoHourypauusa LSP:

# This is automatically ge
#
# Conversion Date/Time:
GlobalParameters (
Title
at Fri Mar 28 13:39:35 2025
Version
CRLHandlingMode
PreserveIPsecSA

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout =
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout =
UDPSessionsMax = 65536

nerated LSP

Fri Mar 28 13:39:35 2025

= "This LSP was automatically generated by CSP Converter

(user: cscons)"
LSP 5 0
ENABLE
FALSE

3600

= 30
120

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo
LifetimeSeconds = 86400

= GOST_SIGN

IKETransform crypto:isakmp:policy:2

(

CipherAlg = "G2814789CPRO1-K256-CBC-65534"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo
LifetimeSeconds = 86400

= GOST SIGN

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransfor
(
CipherAlg*
LifetimeSeconds

m

= "GR341215M-K288-MGM-33"

= 3600

200
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FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_INPUT_WAN"
) s
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_INPUT_WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW_INPUT_WAN"
)
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW_INPUT_WAN"
)
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW_INPUT_WAN"
)
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
DestinationIP = ::/0
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Action = DROP
))

FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPv6Default (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:NEW_ALGS
(

RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN1:1:DMAP VPNI1:1
(
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IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2

DPDRetries =5

Priority = 100

IKERule IKERule:VPN2:1:DMAP VPN2:1

(
IKELocalIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 110

IPsecAction IPsecAction:VPN1:1:DMAP VPN1:1
(
TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN1:1:DMAP VPNI1:1

IPsecAction IPsecAction:VPN2:1:DMAP VPN2:1
(
TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.17.100.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN2:1:DMAP VPN2:1

FilterChain IPsecPolicy:VPN1 (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN1:1:DMAP VPN1:1 >
LogEventID = "IPsec:Protect:VPN1:1:DMAP VPN1:1:IPSEC ACL HUB1 AND SPOKEL1"

2003-2025 «C-Teppa Cudclln»



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa 1

FilterChain IPsecPolicy:VPN2 (
Filters = Filter (
ProtocolID = 17
500, 4500

SourcePort
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
) s
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN2:1:DMAP VPN2:1 >

LogEventID = "IPsec:Protect:VPN2:1:DMAP VPN2:1:IPSEC ACL HUB1 AND SPOKE1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN1

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN2

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

3. KoHourypauusa multiwan:

config format version: 1
links params:
links:
- name: Routerl
iface name: ethO
prio: 300
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.16.100.1
check:
hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.16.255.1
method:
icmp:
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max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56

- name: Router2

iface name: ethl

prio: 200
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.17.100.1
check:

hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.17.255.1
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56

KoHchurypaumm kpuntowntosa Spoke1

1. KoHconsb cisco-like:

|

version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited

crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5

username cscons privilege 15 secret 5 $yS$j9TSTuRUHDE2W7KORtooiCU43/$7007G8ISCUHT

gPFUHY1dKUfV5GQSh3eKTmcPg4zTHWES

aaa new-model

|

!

hostname Spokel

enable secret 5 JLI9gp52IVCYdKnFL5Xk/A==
|

|

|
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crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!
crypto isakmp profile NEW ALGS

match identity dn

set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
!
object-group network SELF

remark WAN IP

host 172.16.1.2

172.17.1.128 255.255.255.128

!
ip access-list extended IPSEC ACL HUB1 AND SPOKE1l
permit ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255
1
ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

permit udp host 172.17.1.1 object-group SELF eqg bootpc
1
ipv6 default filtering deny

|

!

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto map VPNl 1 ipsec-isakmp

match address IPSEC ACL HUB1 AND SPOKE1

set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set local-address 172.16.1.2

set peer 172.16.100.2

set peer 172.17.100.2

set pre-fragmentation

set dead-connection history off

|

crypto map VPN2 1 ipsec-isakmp

match address IPSEC ACL HUB1 AND SPOKE1

set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer 172.16.100.2

set peer 172.17.100.2

set pre-fragmentation

set dead-connection history off

|

interface GigabitEthernet0/0

ip address 172.16.1.2 255.255.255.0

ip access-group FW_INPUT WAN in

crypto map VPN1

ip inspect INSPECT out
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interface GigabitEthernet0/1

ip address 172.17.1.129 255.255.255.0
ip access-group FW INPUT WAN in
crypto map VPN2

ip inspect INSPECT out

|
interface GigabitEthernet0/2

ip address 192.168.1.1 255.255.255.0
|

interface GigabitEthernet0/3

no ip address

shutdown

|

|

|

crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183

30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAF83

quit
|

end

2. KoHdurypaumsa LSP:

# This is automatically generated LSP

# This is automatically generated LSP
#
# Conversion Date/Time: Tue May 6 16:43:40 2025
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Tue May 6 16:43:40 2025 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536
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IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.17.1.128/25
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.17.1.128/25
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.17.1.128/25
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 50
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Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
DestinationIP = 172.17.1.128/25
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
SourceIP = 172.17.1.1
DestinationIP = 172.16.1.2
ProtocolID = 17

DestinationPort = 68

Action = PASS

LogEventID = "FW INPUT WAN"
) 4
Filter (

SourcelIP = 172.17.1.1
DestinationIP = 172.17.1.128/25
ProtocolID = 17

DestinationPort = 68

Action = PASS

LogEventID = "FW_INPUT_WAN"
) s
Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA
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IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPvéDefault (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemoteID = Remote:NEW ALGS
LocallD = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN1:1

(
IKEPeerIPFilter = 172.16.100.2, 172.17.100.2
IKELocalIPFilter = 172.16.1.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority =10

IKERule IKERule:VPN2:1

(
IKEPeerIPFilter = 172.16.100.2, 172.17.100.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority = 20

IPsecAction IPsecAction:VPN1:1
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.1.2
PeerAddress = 172.16.100.2
Prefragmentation = ENABLE

)

TunnelEntry (
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)

LocalIPAddress = 172.16.1.2
PeerAddress = 172.17.100.2
Prefragmentation = ENABLE

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN1l:1

IPsecAction IPsecAction:VPN2:1

(

TunnelingParameters = TunnelEntry (

)y

PeerAddress = 172.16.100.2
Prefragmentation = ENABLE

TunnelEntry (

)

PeerAddress = 172.17.100.2
Prefragmentation = ENABLE

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN2:1

FilterChain IPsecPolicy:VPN1 (
Filters = Filter (

)y

ProtocolID 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 192.168.1.0/24

DestinationIP = 192.168.100.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN1l:1 >

LogEventID = "IPsec:Protect:VPN1:1:IPSEC ACL HUB1 AND SPOKEL"

FilterChain IPsecPolicy:VPN2 (
Filters = Filter (

)y

ProtocolID 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 192.168.1.0/24

DestinationIP = 192.168.100.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN2:1 >

LogEventID = "IPsec:Protect:VPN2:1:IPSEC ACL HUB1 AND SPOKE1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"
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InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN1

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN2

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default

OutputFilter = IPvoDefault

NetworkInterface (
LogicalName = "GigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPvoDefault

)

3. KoHdurypaumsa multiwan:

config format version: 1
links params:
links:
- name: Router4
iface name: ethO
prio: 300
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: 172.16.1.1
check:
hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.16.254.1
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
- name: Router5
iface name: ethl
prio: 200
routes:
ipvé:
networks:
- 0.0.0.0/0
nexthop: DHCP
check:
hosts reachability: any
ipvé:
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hosts:

- 172.16.101.15

- 172.17.254.1

method:

icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56

4. CopepxaHue anna /etc/network/interfaces:

E i ki
# CAUTION: lines under special marker: ###netifcfg-—*###

# contains autogenerated information. You can add/modify

# lines outside of those markers

G

# interfaces(5) file used by ifup(8) and ifdown (8)
# Include files from /etc/network/interfaces.d:
source /etc/network/interfaces.d/*

# loopback configuration
auto 1lo
iface lo inet loopback

###netifcfg-begin###

auto ethO

iface ethO inet static
mtu 1500

address 172.16.1.2
netmask 255.255.255.0
broadcast 172.16.1.255

auto eth2

iface eth2 inet static
mtu 1500

address 192.168.1.1
netmask 255.255.255.0
broadcast 192.168.1.255

auto eth3

iface eth3 inet manual
mtu 1500
###netifcfg-endf##

auto ethl

iface ethl inet manual

post-up stdhcpclient start -i $IFACE
pre-down stdhcpclient stop -i $IFACE
mtu 1500
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