Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 2

[TocTpoeHue KnacTepa Ha 6a3e NpoTokona
VRRP c 6anaHcupoBkou Harpy3ku (Active-
Active) ¢ HacTpounkou npu nomowium CLI

HacTtoswmn gOKyMEHT COaepKMT onucaHne cnocoba COBMECTHOrO ncnonb3oBaHus MpoayktoB komnadun OO0
«C-Teppa Cudcln» n MNpoaykToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3clln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLErO CLieHapu1s B YacTu HacTpoek MNpoayKTos
KomnaHuu. YnomumHaHve HanMeHOBaHWNM, NPOAYKTOB, TOProBbiX MapOK TPETbMUX OpPraHn3auuin UCKIMIOYUTENBbHO
HecbopMarnbHO N He sIBNsieTCs nogaepXkon, pekomeHgaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-nNMbo OTBETCTBEHHOCTM B OTHOLUEHUM paboTOCMOCOOHOCTU U UCMONb30BaHMA 3Tux [MpoaykToB.
[okyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblil MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSIMU-MHTErpaTopamu, npu paspaboTke CO6CTBEHHbLIX PELUEHUN.

PeweHus, paspaboTtaHHble Ha 6a3e AaHHOro CLeHapus, MOryT NPMMEHATLCHA B OENCTBYIOLLMX CeTsix/cuctemax
TOMbKO MOCIe TECTOBOW U/MNK ONbITHOW 3KCNyaTauuu.

BBeaeHue

HaHHas wuHCTpykuusa onucbiBaeT Hactpoky VRRP knactepa w3 kpuntowno3oB «C-Teppa LWmo3» ¢
B6anaHcunpoBkon Harpy3sku (Active-Active).
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Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 2

O6was noruka paboThbl

1. Pa3smelueHne yCTPONCTB.

1.1. B ueHTpanbHOM oOduce pasMmeLlalnTca: LeHTp Bbinycka ceptudumkatoB (Certification_authority),
kpunTowwno3sbl «C-Teppa Wno3» (Hubl-nl n Hubl-n2) Bepcumn 5.0 n nepcoHanbHble KOMMbIOTEPLI
(Host1-b-hub1, Host2-b-hub1l).

1.2. B dwmnmnane Ne 1 pasmewatorcs: kpuntowno3d «C-Teppa LWnwo3» (Spokel) Bepcum 5.0 un
nepcoHarnbHbIn koMnbtoTep (Host-b-spokel).

1.3. B dwnmnane Ne 2 pasmewiatorcs: kpuntowno3d «C-Teppa LWnwo3» (Spoke2) Bepcun 5.0 un
nepcoHanbHbI KoMmnbioTep (Host-b-spoke?2).

1.4. B HekoHTponupyemMomMm cermeHte (cuHee obnako Ha cxeme) pasmewjatotca: HTTP cepsep ans
pacnpocTpaHeHust cnmcka oTo3BaHHbIX ceptudmkaTtoB (CRL_distribution_point), mapwpytnsatop
(Routerl).

2. OTkasoycToM4MBOCTb M BanaHcnpoBka.

Kpuntownto3dbl Hub1-n1 1 Hub1-n2 o6beanHsoTCs B OTKA30yCTOMYMBLIN KracTep, padoTatowun Ha 6ase
npotokona VRRP B pexunme 0anaHcupoBku Harpyskm Active-Active. 3a peanusauuto npotokona VRRP
otBeyaet MO «keepalived». Kpuntowntossl Hub1-n1 n Hub1-n2 agnstoTca Hogamu knactepa.

KoHdurypaumsa mexgy Hogamu knactepa He CUHXPOHU3npyeTcs. [pn n3aMeHeHUM HacTPOEeK Ha OOHOM Hoae,
HYXHO BbIMOMHWUTL aHanorvyHble HacTPOMKW Ha Apyroh. Hoabl AOMKHLI OTAMYATLCA HacTponkamu
OTCNEXUBAEMbIX MHTEPdENCOB, MPUOPUTETOM U MapLUPYTOM MO YMOMYaHWIo, UCMONb3yeMbIM HOOOW Mpu
nepexoge B pexxum Backup/False.

B pexvnme GanaHcupoBkm Harpy3km Active-Active kaxpgass Hoga (Hubl-n1 n Hub1-n2) ogHoBpemeHHO
HaxoauTca B coctosiHMm Master n BnageeT knactepHbiMm IP agpecamu B JOBEPEHHOM U HEOOBEPEHHOM
cermeHTax (cm. PucyHok 1. Cxema B3ammogencTsus). Kaxxgas Hoga obpabatbiBaeT Tpaduk, HanpaBneHHbIN
Ha eé kracTepHble agpeca, 4To nossonsetr 6onee ahpekTMBHO pacnpenenaTb Harpy3ky U onTMMarnbHO
MCrnonb3oBaTh BbIYUCIIUTENbHBIE pecypcbl HoA. B cnydae cbosi ogHom u3 Hoa, apyras Hopa 6epet Ha cebs
0bpaboTky Tpaduka, npedHasHadeHHOro Anda knactepHbix |IP agpecoB BbileAwen M3 CTPOA HOAbI,
ncnoneb3ysa mexaHnsm VRRP.

VRRP uHTepdencobl cuHxpoHusmnposaHbl B ABe VRRP rpynnbl Ha kaxgon Hopge. CootBeTcTtBeHHO VRRP
UHTepdenchbl, CUHXPOHU3NPOBaHHble B oaHoW VRRP rpynne, ogHOBPEMEHHO MEHSAIT CBOE COCTOsAHUE
(paHHOe noBegeHne otnudaetcsa ot Cisco 10S, rge no ymondanuio VRRP  wuHTepdencbl He
CuHXpoHu3upoBaHbl). Kaxpgas VRRP rpynna vmeeT pasHbin npuoputeT u ynpasnsdet napov VRRP
nHTepdencos c knactepHbiMn IP agpecamu B 4OBEPEHHOM U HEJOBEPEHHOM CerMeHTax.

[ns npeackasyemoro BoccTaHoBrneHusa paboTbl knactepa ucnonb3yetca VRRP mexaHuam preempt. OH
nossonsieT VRRP rpynne ¢ 6onee BbICOKMM NPUOPUTETOM Ha OOHOW U3 HOL aBTOMaTUYECKU BEPHYTb cebe
ponb Master nocne BoccTaHOBMNEHMUS, €cnv oHa bbina yTpadyeHa ns-3a coos unvM BpeMeHHON HeJOCTYMHOCTMY.
9710 npepoTBpawaeT yaepxanue ponu Master y VRRP rpynnbl ¢ 6onee HM3knum npuoputeTom, obecneyvmsas
cTabunbHyto paboTy knactepa B pexume Active-Active.

O6HapyxeHune oTkasa npoucxoauT 6rnarogaps cnyxebHbim naketam npotokona VRRP (VRRP Advertisement
messages). Kaxgas VRRP rpynna, Haxogdawascsa B coctosaHum Master, otnpaBnsaeT 3Tm nakeTbl. Ecnu ogHa
13 VRRP rpynn B coctosiHnm Backup Ha ogHom Hoge nepectaeT nony4vatb VRRP Advertisement coobuieHuns
oT Master rpynnbl gpyron Hoabl Ha Bcex cuHxpoHun3npoBaHHbix VRRP nHtepdeicax, oHa 3axBaTbiBaeT porb
Master gnsa ceoen VRRP rpynnbl. 3TO cocTosiHME coxpaHsieTcs go Ttex nop, noka VRRP rpynna ¢ 6onee
BbICOKUM NPUOPUTETOM He BepHeT cebe ctatyc Master.

Ha Hopax HacTpoeH MapLlpyT MO yMOMYaHWo Yepe3 agpec OOBEPEHHOro cerMeHTa Apyrovd HoAabl Ans
obecneyeHus goctyna Hogbl B ceTb MIHTepHeT B cnydae BpemeHHon HepocTynHoctu WAN uHTepdelica.
MeTpurka JaHHOro MapLupyTa gOIKkHa ObiTh OoMbLUE, YeM METpUKa MapLupyTa, fobaBnsemas npu nepexone
VRRP rpynnsl B coctosiHue Master.

Knactep ¢ 6anaHcupoBkon Harpy3ku (Active-Active) o6pabaTtbiBaeT cnegytoLime Tunbl 0TKa30B:

L] OTKIMHOYEeHne NNUTaHung;
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. BbIXO 13 CTPOS annapaTHon NnaTtopmMbl;

. OTKa3 CeTEBOro NopTa Ha annapaTtHou nnatdgopme;

. 0TKa3 ceTeBoro nopta Ha KOMMYTaLMOHHOM 000pYyAOBaHUY;

. oTKa3s cepBuca vpngate, obecneunBatoLLero NnocTpoeHue IPsec TyHHenen.

3. [lMogkntoyeHune k cetn NHTepHeT.
B paHHOM cueHapuun ana amynauumn cetn MHTepHeT ncnonb3yotca mapLupyTtusaTtop Routerl.

MopkntoueHne k cetn MHTepHeT Ha ycTponcTtBax «C-Teppa LUnto3» 6yaeT cunmtatbes yCnelwHbiM, ecnmn no
npotokony ICMP (nnn «ping») 6yaet goctyneH HTTP cepBep AN pacnpoCTpaHeHUs Cnmncka OTO3BaHHbIX
ceptudukatos (yctpornicteo CRL_distribution_point Ha cxeme).

3.1. Kpuntowno3 Hub1 nogkniodaetca k cetTn VIHTEpHET C MOMOLLbIO CTaTMYECKOW MapLupyTmM3almm
(MapLpyT no ymonuaHuio Yepes mappytmsatop Routerl).

3.2. Kpuntowno3 Spokel nogkntoyaeTcs K ceTu VIHTepHeT ¢ noMOLLb0 CTaTUYecKon MapLupyTusaumm
(MapLpyT no ymonyaHuto Yepes mapLupytmsaTtop Routerl).

3.3. Kpuntownto3s Spoke2 noaknovaeTcs kK ceTu VHTEpHET C MOMOLLbIO CTaTUYeCKON MapLupyTM3auum
(MapLLpyT No ymon4yaHuio Yepes MapLipyTusatop Routerl).

4. TlapameTpbl wWndpoBaHus IPsec.

Becb IPv4 Tpadmk mexgy noacetamu ueHTpanbHoro odwmca (192.168.100.0/24, 192.168.200.0/24) u
dwvnmanos (192.168.1.0/24, 192.168.2.0/24) 3awmwaetcs ¢ wucnonb3oBaHmem anroputmoB [OCT wu
npoTokona IPsec B TyHHenbHOM IPv4 pexume.

WHuuunpoBath 3awimuieHHoe coeauHeHve mexay kpuntownosamu Hub1 n Spoke1 moxeTt Tpadwuk us
nogcetn dounuana (192.168.1.0/24) B noaceTb LeHTpa (192.168.100.0/24) 1 Hao6opoT U3 LeHTpa B cbunuan.

VHMumMmMpoBaTh 3allMEeHHOe coeauHeHne Mexady KpunTtowsto3amm Hub1 n Spoke2 moxeT Tpadwuk 13
nogcetun counuana (192.168.2.0/24) B nogceTtb ueHTpa (192.168.200.0/24) n HaobopoT 13 LeHTpa B hunmarn.

4.1. TMapameTpbl npotokona IKE
4.1.1. TlMapameTtpbl npoTtokona IKE ansa sepcun 5.0:

. AyTeHTudmkaumsa npym NoMoLLM UMdpPOoBbIX cepTudukaTos, anroputm nognucn — FOCT P 34.10-2012
(ko4 256 6uT);

. Anroputm wudppoaHus — FTOCT P 34.12-2015 Marma (kntod 256 6ur);

. Anroputm BbluucneHns xew-dyHkuumn — FTOCT P 34.11-2012 TK26 Ctpubor (kntoy 256 6uT);

. Anroputm  BblpaboTkm  obwero  knwya  (aHanor  anroputMa  Ouddwu-Xennmana) -
VKO_GOSTR3410_2012_256 (kntoy 256 6mT).

4.2. TlapameTpbl npotokona ESP

. KomMOBUHMPOBaHHBIN anroputM LUNPOBAHUS U MMUTO3aWwuUTbl (KOHTponb uenoctHoctn) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

5. TMapameTpbl MEXCETEBOIO 3KPaHUPOBaHMSI.

[ns nakeToB, KOTOpbIE HE 3alumLiatoTcst IPsec NpuMeHsoTCs criegyowme npasuna unbTpaumm:

5.1. Ha LAN uHTepdeincax IPv4 Tpaduk He KOHTPONMpPYeTCS.

5.2. Ha LAN nHTepdemicax IPv6 Tpaduk 3abnokmpoBaH.

5.3. Ha WAN uHTepdelricax paspelueH Bxoaawmin IPv4 Tpadumk:
5.3.1. [potokon UDP noptel 500 1 4500 — anga IKE n NAT-Traversal (ESP in UDP).
5.3.2. Tpotokon ICMP — ona npoBepkn AOCTYNMHOCTU KPMNTOLWS03a 1 paboTbl MexaHuama PathMTUd.
5.3.3. [lpotokon ESP (Homep 50) — gns pabotsl IPsec.

5.3.4. Becb TCP un UDP Tpadwmk, ong KOTOpPOro ecTb ucxogsilee coeanHeHue (3TO ANHaMuUyeckue
npaswuna, KoTopble co3garTcs npy nomowm stateful punstpaumm).

5.3.5. VRRP 1paduk — ansa pabotel VRRP.
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5.4. Ha WAN wnHTepdencax IPv6 Tpaduk 3a6nokupoBaH.

5.5. Ha WAN uHTepdencax MHCNEeKTUPYIOTCH BCE UCXOAsLLME NOKarnbHble U TpaH3UTHbIe |IPv4 coeanHeHus
ana npotokonioe TCP un UDP. Ha ocHoBe pe3ynbTaTOB WMHCMEKTUPOBAHUS OCYLLECTBISIETCS

unbTpaumns Bxoasiiero Tpaduka ¢ y4eTom cocTosiHus ceccum (stateful).

Hactpouka cteHaa
Hactponka kpunrtowntosza Hub1-n1

B MpunoxeHuu npeactaBneHbl TEKCTbl KOHUIypaumn ansa kpuntowntosa Hub1-nl:

e  TEKCT KOoHconw cisco-like;

e TekcT LSP;

e npaBuna iptables;

e TEKCT keepalived.conf.

Hactponka kpunrtownto3za Hub1-n2

B MNpunoxeHuun npegcraBneHbl TEKCTbl KOHUrypauun ans kpuntowniosa Hub1-n2:

e TEKCT KoHconu cisco-like;

e TekcT LSP

e npaBuna iptables;

e TeKCT keepalived.conf.

Hactponka kpunrtowntosza Spoke1

B MpunoxeHuy npeacTaBneHbl TEKCTbl KOHUIypaunun ons kpuntownosa Spoke1:

e  TEKCT KOHconu cisco-like;
e TekcT LSP.

Hactponka kpunrtownto3a Spoke2

B NpunoxeHuun npeactaBneHbl TEKCTbl KOHUrypauui ans kpuntownosa Spoke2:

e TeKCT KoHcosu cisco-like;
e TekcT LSP.

MpunoxeHune
KoHdmrypauum kpuntowntosa Hub1-n1

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6SRiWz4IVm$gMp6sbpYnTfSUxuadPZ9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18VHTAFQt 94 9xNXzpRXWA9dZ /gCK70z. /
aaa new-model
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fhrp version vrrp v3

hostname Hubl-nl
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

crypto isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp profile NEW ALGS
match identity dn

set

identity mapping

set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

object-group network SELF
remark WAN IP

host 172.16.100.2

host 172.16.100.3

host 100.25.100.10

ip access-list extended IPSEC ACL HUB1 LAN1 AND SPOKE1l

permit ip
1

192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255

ip access-list extended IPSEC ACL HUB1l LAN2 AND SPOKE1l

permit ip
I

192.168.200.0 0.0.0.255 192.168.2.0 0.0.0.255

ip access-list extended FW_INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

permit vrrp any host 224.0.0.18

ipv6e default filtering deny

!
!

ip inspect
ip inspect
ip inspect
ip inspect
1

crypto map

tcp sessions-max 256000
udp sessions-max 65536
name INSPECT tcp
name INSPECT udp

VPN 1 ipsec-isakmp

match address IPSEC ACL HUB1 LANl1 AND SPOKE1

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set local-

address 172.16.100.2

set peer 172.16.1.2
set pre-fragmentation
set dead-connection history off

crypto map

VPN 2 ipsec-isakmp

2003-2026 «C-Teppa Cudclln»



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 2

match address IPSEC ACL HUBl LAN2 AND SPOKEL
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set security-association mss-fix out
set local-address 172.16.100.3
set peer 172.16.2.2
set pre-fragmentation
set dead-connection history off
|
interface GigabitEthernet0/0
ip address 100.25.100.10 255.255.255.0
ip access-group FW INPUT WAN in
crypto map VPN
ip inspect INSPECT out
vrrp 1 address-family ipv4
timers advertise 3
timers garp 5
priority 150
sync-group 1
address 172.16.100.2 255.255.255.248
exit-vrrp
vrrp 3 address-family ipv4
timers advertise 3
timers garp 5
priority 50
sync-group 2
address 172.16.100.3 255.255.255.248
exit-vrrp
|
interface GigabitEthernet0/1
ip address 192.168.100.10 255.255.255.0
ip address 192.168.200.20 255.255.255.0 secondary
vrrp 2 address-family ipv4
timers advertise 3
timers garp 5
priority 150
sync-group 1
address 192.168.100.1 255.255.255.0
exit-vrrp
vrrp 4 address-family ipv4
timers advertise 3
timers garp 5
priority 50
sync-group 2
address 192.168.200.1 255.255.255.0
exit-vrrp
|
interface GigabitEthernet0/2
no ip address
shutdown
|
1
ip route 0.0.0.0 0.0.0.0 192.168.200.10 100
|
1
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330
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AD4F

quit
|

8901771632E0AOAF83

vrrp ip route 0.0.0.0 0.0.0.0 172.16.100.1 vrid 1

end

2. KoHourypauusa LSP:

# This is automatically generated LSP
#
# Conversion Date/Time: Thu Mar 6 09:37:58 2025
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Mar 6 09:37:58 2025 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (
Destination = 0.0.0.0/0
Gateway = 192.168.200.10

Metric = 100

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout =
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout =
UDPSessionsMax = 65536

3600

=30
120

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo
LifetimeSeconds = 86400

= GOST SIGN

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransfor

(
CipherAlg*

m

= "GR341215M-K288-MGM-33"

200
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LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN
Filters = Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.3
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (

DestinationIP = 100.25.100.10

ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.3
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (

DestinationIP = 100.25.100.10

ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.3
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (

DestinationIP = 100.25.100.10

ProtocolID = 1

(
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Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
DestinationIP = 172.16.100.3
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)I
Filter (
DestinationIP = 100.25.100.10
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 224.0.0.18
ProtocolID = 112
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA
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)

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPvéDefault (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocallD = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority = 10

IKERule IKERule:VPN:2

(
IKEPeerIPFilter = 172.16.2.2
IKELocalIPFilter = 172.16.100.3
Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 20

IPsecAction IPsecAction:VPN:1
(
TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
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Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1

IPsecAction IPsecAction:VPN:2
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.3
PeerAddress = 172.16.2.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN:2

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) 7
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUB1 LAN1 AND SPOKE1"
)y
Filter (

Label = "VPN:2:IPSEC ACL HUB1 LAN2 AND SPOKE1"

SourceIP = 192.168.200.0/24

DestinationIP = 192.168.2.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:2 >

LogEventID = "IPsec:Protect:VPN:2:IPSEC ACL HUB1 LAN2 AND SPOKE1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPvéDefault

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
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InputFilter = IPv6Default
OutputFilter = IPvoDefault
)

3. [paBuna iptables:

iptables -N NO SOURCE NAT -t nat
iptables -N SOURCE NAT -t nat

iptables -I POSTROUTING -t nat -j NO SOURCE NAT -m comment --comment 'pass traffic to
chain to bypass source NAT'

iptables -A POSTROUTING -t nat -j SOURCE NAT -m comment --comment 'pass traffic to
chain to do source NAT'

iptables -t nat -A NO SOURCE NAT -m mark --mark 0x8000000/0x8000000 -j ACCEPT -m comment
—-—-comment 'local IKE packets'

iptables -t nat -A NO _SOURCE NAT -m mark --mark 0x40000000/0x40000000 -3j ACCEPT -m
comment --comment 'local ESP/NAT-T packets'

iptables -t nat -A NO SOURCE NAT -p 112 -j ACCEPT -m comment --comment 'local VRRP

packets'

iptables -t nat -A NO SOURCE NAT -s 192.168.100.0/24 -d 192.168.1.0/24 -j ACCEPT -m
comment —--comment 'traffic which must be protected by IPsec'

iptables -t nat -A NO SOURCE NAT -s 192.168.200.0/24 -d 192.168.2.0/24 -j ACCEPT -m
comment —--comment 'traffic which must be protected by IPsec'

iptables -t nat -A SOURCE NAT -p udp --sport 500 -o eth0O -j SNAT --to-source

172.16.100.2:40500-40540 -m comment --comment 'transit IKE packets'

iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o eth0 -j SNAT --to-source
172.16.100.2:44500-44540 -m comment --comment 'transit ESP/NAT-T packets'

iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o eth0 -j SNAT --to-source
172.16.100.2

iptables -t nat -A SOURCE NAT -s 192.168.200.0/24 -o eth0 -j SNAT --to-source
172.16.100.3

4. KoHurypaunoHHbin dann keepalived.conf:

cat root@Hubl-nl:~# cat /etc/keepalived/keepalived.conf
global defs {
enable dbus
}
vrrp sync group 1 {
group {
eth0 1
ethl 2

}
vrrp sync group 2 f{
group {
eth0 3
ethl 4

}
vrrp instance ethO 1 {
version 3
interface ethO
virtual routes {
0.0.0.0/0 via 172.16.100.1 dev ethO
}
virtual ipaddress {
172.16.100.2/29 label eth0:900
}
priority 150
advert int 3
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garp master refresh 5
virtual router id 1
}
vrrp instance ethO 3 {
version 3
interface ethO
virtual ipaddress ({
172.16.100.3/29 label eth0:900
}
priority 50
advert int 3
garp master refresh 5
virtual router id 3
}
vrrp instance ethl 2 ({
version 3
interface ethl
virtual ipaddress ({
192.168.100.1/24 label ethl:900
}
priority 150
advert int 3
garp master refresh 5
virtual router id 2
}
vrrp instance ethl 4 ({
version 3
interface ethl
virtual ipaddress {
192.168.200.1/24 label ethl:900
}
priority 50
advert int 3
garp master refresh 5
virtual router id 4

}

KoHdmrypauum kpuntowntosa Hub1-n2

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuadPZ9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18VHTAFQt 94 9xNXzpRXWA9dZ /gCK70z. /
aaa new-model
|
1
fhrp version vrrp v3
hostname Hubl-n2
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
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crypto isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig
group vko2

crypto isakmp profile NEW ALGS
match identity dn

set

set
|

identity mapping
policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

object-group network SELF
remark WAN IP

host 172.16.100.2

host 172.16.100.3

host 100.25.100.20

ip access-list extended IPSEC ACL HUB1 LAN1 AND SPOKE1l
permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255

ip access-list extended IPSEC ACL HUBl1 LAN2 AND SPOKE1l
permit ip 192.168.200.0 0.0.0.255 192.168.2.0 0.0.0.255

ip access-list extended FW_ INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

permit vrrp any host 224.0.0.18

|
ipv6
|

default filtering deny

ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp

crypto map VPN 1 ipsec-isakmp
match address IPSEC ACL HUB1 LAN2 AND SPOKE1

set
set
set
set
set
set
set

transform-set MAGMA GOST ENCRYPT AND INTEGRITY
isakmp-profile NEW ALGS

security-association mss-fix out

local-address 172.16.100.3

peer 172.16.2.2

pre-fragmentation

dead-connection history off

crypto map VPN 2 ipsec-isakmp
match address IPSEC ACL HUB1 LAN1 AND SPOKE1l

set
set
set
set

transform-set MAGMA GOST ENCRYPT AND INTEGRITY
isakmp-profile NEW ALGS

security-association mss-fix out

local-address 172.16.100.2
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set peer 172.16.1.2
set pre-fragmentation
set dead-connection history off
|
interface GigabitEthernet0/0
ip address 100.25.100.20 255.255.255.0
ip access-group FW _INPUT WAN in
crypto map VPN
ip inspect INSPECT out
vrrp 1 address-family ipv4
timers advertise 3
timers garp 5
priority 50
sync-group 2
address 172.16.100.2 255.255.255.248
exit-vrrp
vrrp 3 address-family ipv4
timers advertise 3
timers garp 5
priority 150
sync-group 1
address 172.16.100.3 255.255.255.248
exit-vrrp
|
interface GigabitEthernet0/1
ip address 192.168.200.10 255.255.255.0
ip address 192.168.100.20 255.255.255.0 secondary
vrrp 2 address-family ipv4
timers advertise 3
timers garp 5
priority 50
sync-group 2
address 192.168.100.1 255.255.255.0
exit-vrrp
vrrp 4 address-family ipv4
timers advertise 3
timers garp 5
priority 150
sync—-group 1
address 192.168.200.1 255.255.255.0
exit-vrrp
|
interface GigabitEthernet(/2
no ip address
shutdown
|
1
ip route 0.0.0.0 0.0.0.0 192.168.100.10 100
|
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAF83

quit
|

2003-2026 «C-Teppa Cudclln» 16



Bepcusa 5.0

Mpumep Ucnonb3oBaHNs

Pepakuunsa 2

vrrp ip route 0.0.0.0 0.0.0.0 172.16.100.1 vrid 3

end

2. KoHopurypauusa LSP:

# This is automatically
#
# Conversion Date/Time:
GlobalParameters (
Title
at Thu Mar
Version
CRLHandlingMode
PreserveIPsecSA
)
RoutingTable (
Routes =
Route (
Destination =

Gateway = 192
Metric = 100

FirewallParameters (
TCPSynSentTimeout = 30

TCPFinTimeout = 5
TCPClosedTimeout = 30

generated LSP

Thu Mar 6 09:38:55 2025

= "This LSP was automatically generated by CSP Converter

6 09:38:55 2025 (user: cscons)"

LSP_5 0
= ENABLE
FALSE

0.0.0.0/0
.168.100.10

TCPSynRcvdTimeout = 30

TCPEstablishedTimeout
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 4
TCPSessionRateMax = 5
TCPSessionsMax = 2560
TCPStrictnesslLevel =

= 3600

00
00
00
3

UDPNotEstablishedTimeout = 30

UDPEstablishedTimeout
UDPSessionsMax = 6553

= 120
6

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR3412
HashAlg = "GR3411
GroupID = VKO2 1B

15M-K256-CFB-65526"
12 256TC26-65128"

RestrictAuthenticationTo = GOST SIGN

LifetimeSeconds = 864

00

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTrans
(
CipherAlg*
LifetimeSeconds

form

= 3600

FilterChain FilterChain:FW INPUT WAN (

"GR341215M-K288-MGM-33"
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Filters = Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.3
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 100.25.100.20
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.3
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)/
Filter (
DestinationIP = 100.25.100.20
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.3
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 100.25.100.20
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.2

2003-2026 «C-Teppa Cudclln»

18



Bepcusa 5.0

Mpumep Ucnonb3oBaHNs

Pepakuunsa 2

ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 172.16.100.3
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 100.25.100.20
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

)I

Filter (

DestinationIP = 224.0.0.18
ProtocolID = 112

Action = PASS

LogEventID = "FW INPUT WAN"

)/

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA
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FilterChain IPvé6Default

Filters = Filter (
DestinationIP =
Action = PASS

)

IPv6Filters = Filter
DestinationIP =
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax
ResponderSessionsMax

AuthMethodGOSTSign GOST:
(
RemoteID
LocalID
SendRequestMode
SendCertMode

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 17
IKELocalIPFilter = 1
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IKERule IKERule:VPN:2

(
IKEPeerIPFilter = 17
IKELocalIPFilter = 1
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IPsecAction IPsecAction:
(

TunnelingParameters
LocalIPAddress =
PeerAddress = 17
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

MSSFixOutgoing = TRU

(

0.0.0.0/0

:/0

= 100
= 100

Sign:NEW ALGS

= Remote:NEW ALGS

= Local:Cert:NEW ALGS
ALWAYS

= ALWAYS

2.16.2.2

72.16.100.3
sakmp:policy:1

= GOST:Sign:NEW ALGS
= GOST:Sign:NEW ALGS
=3

= 2

=5

= 10

2.16.1.2

72.16.100.2
sakmp:policy:1

= GOST:Sign:NEW ALGS
= GOST:Sign:NEW ALGS
=3

=2

=5

= 20

VPN:1

= TunnelEntry (
172.16.100.3
2.16.2.2
= ENABLE

( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
ory = TRUE
E
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DFHandling = COPY
IKERule = IKERule:VPN:1

IPsecAction IPsecAction:VPN:2
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN:2

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s
Filter (
SourceIP = 192.168.200.0/24
DestinationIP = 192.168.2.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUB1 LAN2 AND SPOKE1"
) s
Filter (

Label = "VPN:2:IPSEC ACL HUB1 LAN1 AND SPOKE1"

SourceIP = 192.168.100.0/24

DestinationIP = 192.168.1.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:2 >

LogEventID = "IPsec:Protect:VPN:2:IPSEC ACL HUBl1 LAN1 AND SPOKE1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

3. lpaBuna iptables:
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iptables -N NO SOURCE NAT -t nat
iptables -N SOURCE NAT -t nat

iptables -I POSTROUTING -t nat -j NO SOURCE NAT -m comment --comment 'pass traffic to
chain to bypass source NAT'

iptables -A POSTROUTING -t nat -j SOURCE NAT -m comment --comment 'pass traffic to
chain to do source NAT'

iptables -t nat -A NO SOURCE NAT -m mark --mark 0x8000000/0x8000000 -j ACCEPT -m comment
—-—-comment 'local IKE packets'

iptables -t nat -A NO SOURCE NAT -m mark --mark 0x40000000/0x40000000 -3j ACCEPT -m
comment --comment 'local ESP/NAT-T packets'

iptables -t nat -A NO SOURCE NAT -p 112 -j ACCEPT -m comment --comment 'local VRRP

packets'

iptables -t nat -A NO SOURCE NAT -s 192.168.100.0/24 -d 192.168.1.0/24 -j ACCEPT -m
comment —--comment 'traffic which must be protected by IPsec'

iptables -t nat -A NO SOURCE NAT -s 192.168.200.0/24 -d 192.168.2.0/24 -j ACCEPT -m
comment —--comment 'traffic which must be protected by IPsec'

iptables -t nat -A SOURCE NAT -p udp --sport 500 -o eth0O -j SNAT --to-source
172.16.100.3:40500-40540 -m comment --comment 'transit IKE packets'

iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o eth0 -j SNAT --to-source
172.16.100.3:44500-44540 -m comment --comment 'transit ESP/NAT-T packets'

iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o eth0 -j SNAT --to-source
172.16.100.2

iptables -t nat -A SOURCE NAT -s 192.168.200.0/24 -o eth0 -j SNAT --to-source
172.16.100.3

4. KoHdurypaumnoHHbin hann keepalived. conf:

global defs {
enable dbus
}
vrrp sync group 1 {
group {
ethO 3
ethl 4

}
vrrp sync_group 2 {
group {
eth0 1
ethl 2

}
vrrp_instance ethO 1 {
version 3
interface ethO
virtual ipaddress {
172.16.100.2/29 label eth0:900
}
priority 50
advert int 3
garp master refresh 5
virtual router id 1
}
vrrp_instance ethO 3 {
version 3
interface eth0
virtual routes {
0.0.0.0/0 via 172.16.100.1 dev ethO
}

virtual ipaddress {
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}

172.16.100.3/29 label eth0:900
}
priority 150
advert int 3
garp master refresh 5
virtual router id 3

vrrp instance ethl 2 ({

}

version 3

interface ethl

virtual ipaddress {
192.168.100.1/24 label ethl:900

}

priority 50

advert int 3

garp master refresh 5

virtual router id 2

vrrp instance ethl 4 ({

}

version 3

interface ethl

virtual ipaddress {
192.168.200.1/24 label ethl:900

}

priority 150

advert int 3

garp master refresh 5

virtual router id 4

KoHchurypaumm kpuntowntosa Spoke1

1. KoHconb cisco-like:

version 12.4

no service password-encryption

crypto ipsec df-bit copy

crypto isakmp identity dn
crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100

crypto

crypto isakmp keepalive 3

crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuadPz9UCqdyy8/x

heIEbSmMbTfMzmbQqepMD6R1b18vHATAFQt 94 9xNXZpRXWAIAZ /gCK70z . /

aaa new-model

hostname Spokel
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

crypto isakmp policy 1

ipsec security-association lifetime kilobytes unlimited
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encr magma
hash stribog-256

authentication gost-sig

group vko2

!
crypto isakmp profile NEW ALGS

match identity dn

set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
!
object-group network SELF

remark WAN IP

host 172.16.1.2

!
ip access-list extended IPSEC ACL HUB1 AND SPOKEl
permit ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255
!
ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

1
ipv6e default filtering deny

1

1
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp

1
crypto map VPN 1 ipsec-isakmp

match address IPSEC ACL HUB1 AND SPOKE1

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer 172.16.100.2

set pre-fragmentation

set dead-connection history off

|

interface GigabitEthernet0/0

ip address 172.16.1.2 255.255.255.0

ip access—-group FW INPUT WAN in

crypto map VPN

ip inspect INSPECT out

|

interface GigabitEthernet(/1

ip address 192.168.1.1 255.255.255.0

|

interface GigabitEthernet0/2

no ip address

shutdown

|

1

ip route 0.0.0.0 0.0.0.0 172.16.1.1

|

1

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
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crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183

30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632EO0AOAF83

quit
1

end

2. KoHourypauusa LSP:

# This is automatically generated LSP
#

# Conversion Date/Time: Thu Mar 6 09:39:46 2025
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Mar 6 09:39:46 2025 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.1.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2_ 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform
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CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
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DestinationIP =
Action = DROP
))

IdentityEntry Remote:NEW
DistinguishedName =

IdentityEntry Local:Cert
DistinguishedName =

FilterChain IPv6Default

Filters = Filter (
DestinationIP =
Action = PASS

)

IPv6Filters = Filter
DestinationIP =
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax
ResponderSessionsMax

AuthMethodGOSTSign GOST:
(
RemoteID
LocalID
SendRequestMode
SendCertMode

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 17
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IPsecAction IPsecAction:
(

TunnelingParameters
PeerAddress = 17
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

MSSFixOutgoing = TRU

DFHandling = COPY

IKERule = IKERule:VP

::/0

ALGS (
USER SPECIFIC DATA

:NEW_ALGS (
USER_SPECIFIC DATA
(

0.0.0.0/0

53/0

= 100
= 100

Sign:NEW ALGS

= Remote:NEW ALGS
Local:Cert:NEW ALGS
ALWAYS

ALWAYS

2.16.100.2
sakmp:policy:1

= GOST:Sign:NEW ALGS
GOST:Sign:NEW ALGS
=3

2

=5

= 10

VPN:1

= TunnelEntry (
2.16.100.2
= ENABLE

( MAGMA GOST_ ENCRYPT AND INTEGRITY:ESP )
ory = TRUE
E

N:1
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FilterChain IPsecPolicy:VPN (
Filters =

),

ProtocolID

Filter (
17

SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (
SourceIP = 192.168.1.0/24

DestinationIP = 192.168.100.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC ACL HUBl1 AND SPOKE1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

KoHdhmrypauum kpuntowntoza Spoke2

1. KoHconb cisco-like:

version 12.4

no service password-encryption

|
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

keepalive 3
keepalive retry-count 5

username cscons privilege 15 secret 5 $6SRiWz4IVm$SgMp6sbpYnTfSUxuadJPZ9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18VHTAFQt 94 9xNXZzpRXWA9dZ /gCK70z . /
aaa new-model

hostname Spoke2
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
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crypto isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp profile NEW ALGS
match identity dn

set

identity mapping

set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

object-group network SELF
remark WAN IP
host 172.16.2.2

ip access-list extended IPSEC ACL HUB1l AND SPOKE2

permit ip 192.168.2.0 0.0.0.255 192.168.200.0 0.0.0.255

ip access-list extended FW_ INPUT WAN
permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp

permit icmp any object-group SELF
permit esp any object-group SELF

|
ipv6
1

1

default filtering deny

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

crypto map VPN 1 ipsec-isakmp
match address IPSEC ACL HUB1 AND SPOKEZ2

set
set
set
set
set

set
|

transform-set MAGMA GOST ENCRYPT AND INTEGRITY
isakmp-profile NEW ALGS

security-association mss-fix out

peer 172.16.100.3

pre-fragmentation

dead-connection history off

interface GigabitEthernet0/0
ip address 172.16.2.2 255.255.255.0
ip access-group FW INPUT WAN in

crypto map VPN
ip inspect INSPECT out

interface GigabitEthernet0/1
ip address 192.168.2.1 255.255.255.0

interface GigabitEthernet0/2
no ip address
shutdown

ip route 0.0.0.0 0.0.0.0 172.16.2.1
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|
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAF83

quit
!
end

2. KoHourypauusa LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Mar 6 09:40:29 2025
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Mar ©6 09:40:29 2025 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.2.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400
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)

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (
DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 1
Action = PASS
LogEventID = "FW_INPUT_WAN"

) s

Filter (

DestinationIP = 172.16.2.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

)

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
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Filter (

DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain IPvéDefault (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50

InitiatorSessionsMax =
ResponderSessionsMax =

100
100

AuthMethodGOSTSign GOST:Sign:NEW ALGS

(
RemotelID
LocalID
SendRequestMode
SendCertMode

IKERule IKERule:VPN:1

(
IKEPeerIPFilter = 17
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IPsecAction IPsecAction:
(

TunnelingParameters
PeerAddress = 17
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

= Remote:NEW ALGS

= Local:Cert:NEW ALGS
= ALWAYS

ALWAYS

2.16.100.3
sakmp:policy:1

= GOST:Sign:NEW ALGS
GOST:Sign:NEW ALGS
= 3

= 2

= 5

10

VPN:1

= TunnelEntry (
2.16.100.3
= ENABLE

( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

ory = TRUE
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