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Pe3epBupoBaHue npoBangepoB npu
nomowu changeroutes

HacTtosAwmn gOKyMEHT COaepKMT onucaHne cnocoba COBMECTHOrO ncnonb3oBaHus MpoayktoB komnadun OO0
«C-Teppa Cudclln» 1 MNpoaykToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3clln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLErO CLieHapu1s B YacTu HacTpoek MNpoayKTos
KomnaHuu. YnomumHaHve HanMeHOBaHWN, NPOAYKTOB, TOProBbIX MapOK TPETbUX OpPraHn3auuin UCKIMIOYUTENBbHO
HecbopManbHO N He sIBNsieTcs nogaepkkon, pekomeHgaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-nNMbo OTBETCTBEHHOCTM B OTHOLUEHUM paboTOCMOCOOHOCTU U UCMONb30BaHMA 3Tux [MpoaykToB.
[oKkyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblili MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSIMU-MHTErpaTopamm, npu paspaboTke CO6CTBEHHbIX PELUEHUN.

PeweHus, paspaboTtaHHble Ha 6a3e AaHHOro CLeHapus, MOryT NPMMEHATLCHA B OENCTBYIOLLMX CeTsix/cuctemax
TOMbKO NMOCMe TECTOBOW U/MNW ONbITHOW 3KCNyaTauuu.

BBeaeHue

[aHHbIN cueHapuii onucbIBaeT HACTpPOWKy kpuntownto3oB «C-Teppa LUnto3» ans obecneyeHnst 6e3onacHoro
B3aMMOJENCTBMA MEXAY 3allMLlaeMbIMU NOACETAMN LIEHTPanbHOro ocuca u hunmana. 3awmaemble nogceTu
B LAN cermeHTe M HepoBepeHHble noacetm B WAN cermeHTe — |Pv4. O6ecneveHne ©OesonacHoro
B3aMMOAENCTBUSA AOCTUraetca nyTtemM wWnupoBaHMs U TyHHENUpoBaHuUSA Tpadmka C MNPUMEHEHMEM
OTeyecTBeHHbIX oTpacnesbix ctaHgapTos TOCT m npoTtokona IPsec.

MapTHepbl no IPsec, B Hactoswem pokymeHTe — kpuntowno3sbl «C-Teppa Lnw3» Bepcumn 5.0, ans
ayTeHTMdMKauMn uncnonb3yTca ceptudukaTtel B dopmate x509. B kadectBe kpunTonpoBsavgepa 6Oyaet
ncnonb3oBaHa Kpuntorpaduyeckasa bubnmoTeka, paspabotaHHasa komnaHmen «C-Teppa Cn3cllny.

Ons «C-Teppa Wnto3» Bepcun 5.0 BygeT HAaCTPOEHO MEXCETEBOE IKPAHMPOBAHNE C MPUMEHEHMEM CTaTUYECKNX
cnuckoB goctyna (ACL) n nakeTHOM connbTpaLmm ¢ KOHTponem coctosiHua ceccui (stateful, aHanor CBAC B Cisco
IOS) onsa npotokonos TCP n UDP.

CueHapwuii npeanonaraeT HaCcTPOKY pe3epBUPOBaHNA KaHarNoB CBA3W NpU NOMOLLM cepBuca changeroutes.

KpaTkoe onucanue cepuca changeroutes

CepBuUC changeroutes npedHasHadeH AONs pe3epBUMPOBaHWS KaHanoB cBA3u (MIHTepHeT-nposBangepoB) B
pexnme OCHOBHOW/pe3epBHbIN.

CepBuC changeroutes KOHUrypupyetcs Yyepes ann /etc/changeroutes/changeroutes.ini.

JlocTynHocTb kaHana onpegensieTcs no AOCTYMHOCTM XOCTOB NocpeAcTBoM npoTokona ICMP. Ecnu goctyneH
X0Tsi Bbl OAMH XOCT, YKa3aHHbI B TP HOSTS, TO KaHan cuntaeTcs pabounm. Kak Tonbko BCe XOCTbl CTAHOBATCS
HeZdOCTYMHbI, TO MPOUCXOAUT NEepeKnoYeHe Ha pe3epBHbIi kaHas. pu BOCCTaHOBIEHWM OCHOBHOMO KaHana
npoucxoamT o6paTHOE NEPEKIIOYEHNE.

CepBUC changeroutes CYUTAET OCHOBHOWN KaHan HepaboTOCNOCOGHBIMU M NPOU3BOAUT NepeknioveHne Ha
pe3epBHbIii KaHan TOMbKO B TOM Crlyyae, ecriv OH He nonyyun noapsa To konudectso ICMP oTBeTOB, kKOTOpOE
yka3aHo B nepeMeHHoi FAILURE PING COUNT.

CepBuc changeroutes NponsBeaeT NEPEKITHOYEHNEe Ha OCHOBHOWN KaHar TOSbKO B TOM Criyyae, eCnv OH Nomy4unT
noapsagd, To konuyectso ICMP oTBeTOB, KOTOPOE yKasaHo B NepeMeHHo RESTORE PING COUNT.

OrpaHuyeHusa n ocobeHHoCTU cepBuca changeroutes

MakcumanbsHoe Konu4ecTBo nogaepusaemblx MHTepdencos: 2 (active/passive);
CepBuC changeroutes MOXET pe3epBMpOBaTb NPOUN3BOJIbHBIE MapLUPYThI;

MapLupyTbl, KOTOpblE Pe3epPBMPYIOTCS MPU NOMOLLU cepBuUca changeroutes, Henb3dA 3afgaBatb rae-nubo ewe
(oHM ByayT yoaneHbl cepBncom);

2003-2025 «C-Teppa Cudclln» 1




Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa 7

an OTCYyTCBUM O0CTYyNa K OCHOBHOMY KaHany npoucxoauT nepekntyeHne Ha pe3epBHb||7| KaHan, npn4yemMm BHe
3aBNCUMOCTU OT €ro CoOCToAHUA

Mpn NnepeknoYeHnn kKaHana aBToOMaTUYECKN NPOUCXOANT OUNCTKa Tekywmnx ISAKMP/IPsec TyHHenel n Tabnuupbl
TpaHcnaumi NAT.

changeroutes CneguT Tonbko 3a nonyveHHbiMu no DHCP maplwpyTtamu no ymonyanuo. [pyrue mapLipyTbl
LLnto3 ¢ paboTarowmm cepBMcOM changeroutes nony4yaTb no DHCP He gormkeH.

NpeaBapuTenbHble TpeboBaHuA
Tpe6oBaHMA K MaTepuanbHO-TEXHUYECKOMY 0becneyeHuto

[na nepeHoca 3anpocoB W CEepTUMUKATOB MEXAY KPWMTOLLM3aMu U LEHTPOM BbiNycka CepTURUKATOB
TpebyeTtcs USB Flash HakonuTens.

TpeboBaHuA K KBanudukaumn agmMH1MCTpaTopa

AOMuHUCTpaTop [JorkeH obnagate OOWMPHBIMM  3HAHUSIMM B 0OBnacTm ceTeBOM  MHAPOPMALMOHHOM
6esonacHoOCTW, MMeTb OnbIT paboTbl C aHanornyHelM 0BopyaoBaHMeM/nporpaMMHbIM obecneyeHmem, 3HaTb U
noHuMaThb cnegytowmne TexHonornn n npotokonsl: PKI, IPsec, NAT, Firewall, routing, switching.

AOMUHUCTPATOp OOMKeH ObiTb O3HAKOMNeH co cueHapuem «OpraHu3aunsi 3alULLIEHHOro B3anMOAENCTBUS
mMexay MOACEeTAMU LeHTpanbHoro oduca u dpunnanos nocpeactsom IPsec VPN TyHHens (npotokon IPvé4)».
[anee no TekcTy OH OyaeT Ha3biBaTbCA 6A30BbIM CLIEHapUEM.

TpeboBaHUA K UHPACTPYKTYpe

1. TpeboBaHus K yCcTpoONCTBaM.
1.1. «C-Teppa LUnto3».

1.1.1. Yctpouictea C-Teppa LUnto3 gomkHbl 6biTe nHMumanuampoBaHbl (nogpobHee Ha http://doc.s-
terra.ru pasgen C-Teppa Wnw3 -> C-Teppa LUno3 <eepcus> -> «[MogknioyerHve MAK un
nHnumanusauus C-Teppa LLUNto3 Ha BblYMCNINTENBHBIX CMCTEMax apxuTekTypbl Intel x86-64»).

B «C-Teppa LUnto3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb MPOWTU MHMUMANM3aUuIo 4epes
uHTepdenc ynpasnexus (management) no SSH, gaHHas npouegypa n ee orpaHuyYeH1s onncaHbl
B AOKYMeHTauunn 1 Ha nopTtane https://doc.s-terra.ru.

1.2. LUeHTp BbINycka cepTudmMKaToB.

1.2.1. [omkeH ObiTb HAaCTPOEH LEHTP Bbinycka cepTudukaToB (y4OCTOBEPSIOWMNA LEeHTp, Aanee YLI)
ansa IPsec. YctponcTteo ¢ umeHem Certification_authority Ha cxeme.

1.2.2. [Ona Bbinycka LMPpPOBbIX CepTUMKaToB AonyckaeTcsi ucrnosfb3oBaHue BCTpoeHHoro B OC
Windows Server 2016 (unn HoOBee) yOOCTOBEPANOLIEro LEeHTpa COBMECTHO C
ceptuduymupoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unu HoBee).

1.2.3. [nsa TecToBbIX LIENEN MOXHO Mcnonb3oBaTb TecToBbid YL oT «Kpuntollpo» (BeG-uHTEpdelic:
https://testqost2012.cryptopro.ru/certsrv/certrgxt.asp), nndo ytunuty ca-tool, BXoasiLyo B COCTaB
naketa auxiliary-tools (naket auxiliary-tools npegHasHayeH ans ycraHoBkn Ha «C-Teppa LUno3»
5.0, gokymeHTaumsa Ha ca-tool npuBegeHa B WHCTpPykuumn «LleHTp Bbinycka TecTtoBbix MOCT
cepTudukatoB aAng IPsec», JOKyMeHTauuio U NakeT MOXHO 3arpy3nTb Ha nopTtarne https://doc.s-
terra.ru).

KaTeropnyeckn 3anpeweHo wucnomnb3oBaHune TectoBoro YL oT  «Kpuntollpo» B
NPOn3BOACTBEHHOW (DOEBOI) 3KCMNNyaTauun, Tak Kak B AaHHOM Crly4yae OTCYTCTBYET BO3MOXHOCTb
KOHTpONMpoBaTb MNpoOLEecC BbiNycka CepTUMKATOB U, COOTBETCTBEHHO, Mpoueaypy
ayTeHTudumKauun.

1.3. HTTP cepBep Ansa pacrnpocTpaHeHns crnmcka 0TO3BaHHbIX CePTUAUNKATOB.
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1.3.1. ®yHkunoHupyowmn HTTP cepep Ana pacnpocTpaHeHusi cnucka OTO3BaHHbIX cepTudurkaTos
(COC). Yctpoincteo ¢ mmeHem CRL_distribution_point Ha cxeme. Ecnu no o06bekTMBHbIM
npudnHam ucnone3oBaHne COC He npeacTaBnsieTcs BO3MOXHBIM MM He Tpebyetcs, TO
npoeepky COC wmoxHo oTknountb B CLI «C-Teppa LWnwo3» (npu cobniogeHun npasun
Nnonb30BaHus).

[locTaBka HOBOro Cnucka OTO3BaHHbIX CEPTUMUKATOB C yaocToBepstowero ueHtpa Ha HTTP
cepBep OOMKHa NpovcxoauTb 3abnaroBpeMeHHo, 4O UCTEYEHUS cpoka OEeNCTBUSA npeabiayLiero
cnucka.

2. TpeboBaHus kK CETEBOMY B3aMMOAENCTBMIO.

2.1. Mexagy ycTponctBammn cTeHaa gormkHa ObiTb obecnedeHa |P CBA3HOCTb.
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Bepcus 5.0

Mprmep ncnonb3oBaHus

Pepakuusa 7
Cxema B3aumoaencTeus
UeHTpanbHbIN oUc MosicHeHusA K cxeme:
i Host-0-hub1 G «C-Teppa Winiosz»
Poyrep Ha 6ase
OC Debian 12
=3
o A 100
Certification_authority MepcoHansHbii
KoMnbroTep
192.168.100.0/24
1(gioi2) E' UeHTp BoINyCcKa
- cepmdukaTos
=
Hub1
' HTTP-cepeep anna
.2 (gitr0) 2(giorM) pacnpocTpaHeHuna
9 CMACKA OTOSBAHHLIX
cepmcpukaror
172.16.100.0/24 & X 172.17.100.0/24
1 (ens192) .1 (ens192)

Routert Router2

.2 (ens224)
172.17.255.0/24

172.16.254.0/24 2.17.254.0/24

2 (ens224) .2 (ens224)

Routerd4 DRP::-':::r
.1 (ens192) 1 (ens192)
172.16.1.0/24 172.17.1.0/24

(gi0/1) IP: DHCP 172.17.1.123-254

Spoke1

1 (gi2)

Host-b-spoke1

dunuan

3awmuwernnoe coegunerue (IPsec)

®usuyeckoe noaknovYeHue
(HepoBepeHHbIW CermeHT)

®usuyeckoe noaKnoYeHne
(noBepeHHbIW CermMeHT)

PucyHok 1. Cxema B3aMMogencTBus
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O6was noruka paboThbl

1. Pa3smelueHne yCTPONCTB.

1.1. B ueHTpanbHOM oOduce pasMmeLlalnTca: LeHTp Bbinycka ceptudumkatoB (Certification_authority),
kpunTowwnto3 «C-Teppa LWnto3» (Hub1) n nepcoHanbHbIn koMmnbioTep (Host-b-hub1l).

1.2. B dwunnane pasmewlatorcs: kpuntowntod C-Teppa LWno3 (Spoke1) n nepcoHanbHbIN KOMNbOTEP
(Host-b-spokel).

1.3. B HeKOHTponupyeMoMm cermeHte (CMHee obnako Ha cxeme) pasmewatotcsa: HTTP cepsep ans
pacnpocTpaHeHus cnmncka oTo3BaHHbIX cepTudumkatoB (CRL_distribution_point) n mapwpyTtmsaTtopsbl
(Routerl, Router2, Router3, Router4, Router5).

2. [MogknioyeHune k cetn NHTepHer.

B gaHHOM cueHapun gns amynauun cetn MHTepHeT mMcnonb3yloTca mapupyTtusatopbl Routerl, Router2,
Router3, Router4, Router5.

MopknoyeHne k cetn UHTepHeT Ha ycTponictBax C-Teppa LUnto3 6ygeT cumtatbCca ycnellHbiM, ecnum no
npotokony ICMP (nnn «ping») 6ynet goctyneH HTTP cepBep Ans pacnpocTpaHeHust Cnmncka oTo3BaHHbIX
ceptndukaToB (yctporcteo CRL_distribution_point Ha cxeme).

2.1. Kpuntownto3 Hub1 nonyyaeTt goctyn k cetu VIHTEpHET C NOMOLLbLIO MapwpyTu3aTopoB Router1 nnm
Router2. Bolbop maplipyTtmnsatopa Ana OTNpPaBKM NakeTOB OCYLLECTBNSAETCA C MOMOLLbIO cepBuca
changeroutes, KoTOpbIl ByaeT 0obaBnATb MapLlpyTbl NO YMOM4YaHWIO Yepe3 mapLipyTusaTopbl
Router1 mnu Router2 ¢ pasHbiMn MeTpukamu. Ha uHTepdencel Hub1 HasHavatoTcs crtatudeckue
agpeca.

2.2. Kpuntownto3 Spoke1 nony4aet goctyn K cetn IHTEpHET C NOMOLLbIO MapLLpyTusaTopoB Router4 nnu
Router5. Boibop mMapLupytusatopa Ansd OTnNpaBky MakeTOB OCYLLECTBRSAETCS C MOMOLLbIO cepBuca
changeroutes, KOTOpbIA OygeT A06aBNsATb MapLUpyTbl MO YMOMYaHUIO Yepe3 MapLupyTu3aTopbl
Router4 wnu Router5 ¢ pasHbiMu MeTpukamu (HacTpowika npousBoguTcsa no aHanormm ¢ Hub1). Ha
MHTepdence OCHOBHOrO kaHana CBA3M agpec HacTpoeH cratmyeckn. Ha mHTepdperice pesepBHOro
KaHana cBs3u agpec v MapLipyT Nno ymon4aHuio HacTpaumsatoTcsa ¢ nomousto DHCP cepsuca.

3. OTKas3oycTOMYNBOCTb.

Kaxkgbl KpMNTOLLMO3 MOAKMYEH K ABYM npoBangepam. Ons Hubl kaHan cBA3u yepes mapLupyTu3aTop
Routerl siBnsieTCcsi OCHOBHbIM, a kKaHan cBA3n Yepes Router2 senseTcs pesepsHbIM. [1na Spokel kaHan ceAa3n
Yepes mapLupyTusaTop Routerd asnseTca OCHOBHbLIM, a kKaHan cBA3M Yepes Router5 aBnaeTcs pe3epBHbIM.

[ocTynHOCTb OCHOBHOMO KaHamna CBS3W OnpedensieTcsl N0 JOCTYNMHOCTU XOCTOB MOCPEACTBOM MNPOTOKONa
ICMP. Ecnn ¢ Hub1 goctyneH uHtepdenc mapwpyTtusaropa Router3 ¢ agpecom 172.16.254.1, TO OCHOBHOM
KaHan cuutaetca paboumm. Ecnu ¢ Spokel goctyneH uHTepdelic maplipyTusatopa Router3 ¢ agpecom
172.16.255.1, TO OCHOBHOW KaHan cumMTaeTcsa paboymm.

4. [MapameTpsl WwWndposaHus IPsec.

Bechb IP Tpaduk mexay nogcetamum LeHTpanbHoro oguca (192.168.100.0/24) n dpunmnana (192.168.1.0/24)
3awuulaetcs ¢ ucnonssosaHvem anroputmos FTOCT u npotokona IPsec B TyHHenbHOM IPv4 pexume.

Mockonbky LWnto3 cetn cunmana (Spokel) nonyvaeT HaACTpoWku uWHTepdbernca, MNOAKMHYEHHOrO K
pe3epBHOMY kKaHamny CBA3W, AWHAMWUYECKW, €ro agpec MOXeT W3MeHUTbCs. [na NOAKMoYeHUs K
LueHTpansHoMy oducy unmanoB, y KOTOpPbIX MOXeT uameHATca |P agpec BHelwHero mHTepdeica, Ha
KpunToLno3e LeHTpanbHoro oduca (Hubl) HacTpavBatoTca agnHamuydeckne KpuntokapTel. B guHammnyeckon
KpMNTOKapTe OTCYTCTBYET onuncaHue naptHepa no IPsec, No3aTomMy MHULMNPOBATL 3aLLULLEHHOE COeaUHEHNE
MOXeT TOMnbKo Tpaduk us nogacetn 192.168.1.0/24 B 192.168.100.0/24 (u3 dounuana B ueHTp). MHmMumaumsa
3aLUULLIEHHOIO COeAMHEHNS B HANpaBeHUn U3 LeHTpanbHoro ocgurca B ounuan HeBO3MOXHA.

4.1. TapameTtpsl npoTokona IKE:

4.1.1. TlMapameTtpbl NnpoTtokona IKE ansa sepcumn 5.0:

. AyTeHTnduKaLmsa npym nomoLLm LmMdpoBbix cepTudukaTos, anroputm nognvucu — FTOCT P 34.10-
2012 (kritou 256 6mT);
3 Anroputm wudposanusa — FOCT P 34.12-2015 Marma (kntoud 256 6uT);
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4.1.2.

4.1.3.

4.1.4.

Anroputm Bbluucnerus xew-yHkunm — FTOCT P 34.11-2012 TK26 Ctpubor (krtoy 256 6uT);
Anropytm  BblpaboTku obuwiero knioya (aHanor anroputma  Odudpdu-XennmaHa) —
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

MapameTpbl npoTokona IKE gns coBmectnmocTu ¢ Bepcmen 4.3:

AyTeHTudurKaums npm noMoLLm undposbix cepTudmkartos, anroputm nognucu — FOCT P 34.10-
2012 (kntoy 256 6uT);

Anroput™m windgposaHua — FOCT 28147-89 (kntoy 256 6uT);

Anroputm BblumcneHunst xew-gpyHkumm — FTOCT P 34.11-2012 TK26 (kntod 256 6uT);

Anroputm  BblpaboTkm obuiero kntoya  (aHanor anroputMa  OAunddu-XennmaHa) —
VKO_GOSTR3410_2012_256 (kntoy 256 6uT).

MapameTpbl npoTokona ESP:

MapameTpbl npoTokona ESP gns Bepcun 5.0:

KomMOGMHUPOBaHHbIN anropuTMm WKUPOBaHMSA 1 UMUTO3aLLNTbI (KOHTpOnb LenoctHocTn) — FTOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

MapameTpbl npoTokona ESP ana coBmectumocTu ¢ Bepcnen 4.3:

KoMOWHMpOBaHHbIA anroputM  LWKMMPOBaHMSA M UMUTO3aLUMTbl (KOHTPOMNb LEMOCTHOCTU) —
ESP_GOST-4M-IMIT (knto4 256 6uT).

5. TMapameTpbl MEXCETEBOIO 3KPaHMPOBaHMSI.

[ns nakeToB, KOTOpbIE He 3alumLLatoTcst IPsec npuMeHsiloTes crneyowme npasuna GunbTpaumm:

5.1. [Onsa «C-Teppa LUnto3» Bepcum 5.0:

51.1.
5.1.2.
5.1.3.

5.1.4.
5.1.5.
5.1.6.

Ha LAN uHTepdbencax IPv4 Tpadmnk He KOHTpONupyeTcs.
Ha LAN uHTepdericax IPv6 Tpaduk 3abnokmposaH.
Ha WAN unHTepdericax paspewleH Bxogaawmn |IPv4 Tpaduk:

Mpotokon UDP noptel 500 1 4500 — ansa IKE n NAT-Traversal (ESP in UDP).

Mpotokon ICMP — anst npoBepKku AOCTYMHOCTM KPUMNTOLLNI03a 1 paboTbl MexaHnama PathMTUd.
MpoTtokon ESP (Homep 50) — ansa pabotel IPsec.

Becb TCP n UDP Tpadwk, ona KOTOporo ectb ucxogsdiliee coeavHeHue (310 AMHamuyveckue
npasuna, KoTopble co3fatoTcs npu nomolum stateful puneTpauun).

Mpotokon BOOTPC ans pabotel DHCP mexay Spokel n Routers
Ha WAN uHTepdericax IPv6 Tpaduk 3abnokmposaH.

Ha WAN wuHTepdencax WHCMNEKTUPYTCA BCE UCXOAdALWMEe IoKanbHble U TpaH3uTHble IPv4
coeanHeHua ans npotokonos TCP u UDP. Ha ocHoBe pesynbTaToB WHCNEKTUPOBaHUA
ocyllecTBnseTca hunbTpaLmsa Bxoasiiero Tpaduka ¢ yueTom cocTosiHus ceccun (stateful).

5.2. [Onsa «C-Teppa LUnto3» Bepcum 4.3:

5.2.1.

5.2.2.
5.2.3.

Mcnonb3oBaHue stateful cunbTpaummn pns Bepcun 4.3 HexenaTenbHO, peKkoMeHayeTcs
ucnonb3oBaTb cTaTtuyeckne npasuna (ACL).

Ha LAN n WAN wnHTepdencax IPv4 Tpaduk He KOHTponupyeTtcs

Ha LAN n WAN uHTepdencax IPv6 Tpaduk 3abnoknpoBaH (npoTokon IPv6 OTkMoYeH B agpe
onepaumoHHON CUCTEMBI)

Hactpouka cteHaa

Hactponka yctponcrtea Router1

A w0 DN P

Hactporite IP agpec — 172.16.255.2 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens224.
Hactporite IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens192.
3apanite mapLlpyT no ymonyaHuio yepes 172.16.255.1

Paspelwwmnte npoxoxaenue IP Tpaduka (ecnv 3abnokmpoBaHo).
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Hactponka yctpounctea Router2

Hactpowite IP agpec — 172.17.255.2 n macky — 255.255.255.0 Ha ceTeBoM uHTepdpence ens224.
Hactpowite IP agpec — 172.17.100.1 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ens192.

3aparite MapwpyT No ymonyaHuio yepes 172.17.255.1.

A WD PR

PaspelwwunTe npoxoxaerue IP Tpaduka (ecnv 3abnokmpoBaHo).

Hactponka yctpounctea Router3

Hactpovite IP agpec — 172.16.255.1 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ens192.
Hactporite IP agpec — 172.17.255.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens224.
Hactporite IP agpec — 172.16.254.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens256.
Hactpowite IP agpec — 172.17.254.1 n macky — 255.255.255.0 Ha ceTeBoM uHTepcpence ensl6l.
3apavite mapwpyT oo cetn 172.16.100.0 0.0.0.255 yepes3 172.16.255.2.

3apavite mapwpyT go cetn 172.17.100.0 0.0.0.255 yepes 172.17.255.2.

3apavite mapwpyT go cetn 172.16.1.0 0.0.0.255 yepes 172.16.254.2.

3apavite mapwpyT go cetn 172.17.1.0 0.0.0.255 yepes 172.17.254.2.

© ©® N o g M w DR

PaspelwwmnTe npoxoxaeHue IP Tpadmka (ecnm 3abnokupoBaHo).

Hactponka yctponctea Routerd

Hactporite IP agpec — 172.16.254.2 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens224.
Hactpowite IP agpec — 172.16.1.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepdperice ens192.

3aparite MapwpyT No ymonyaHuio yepes 172.16.254.1.

A 0D PR

Pa3spelwnTe npoxoxaeHue IP Tpaduka (ecnv 3abnokMpoBaHo).

HacTtponka yctponcrtea Router

HacTpouka ceTeBbIX napameTpoB
Hactpowte IP agpec — 172.17.254.2 n macky — 255.255.255.0 Ha ceTeBoM UHTepdpence ens224.
Hactpowrte IP agpec — 172.17.1.1 n macky — 255.255.255.0 Ha ceTeBoM UHTepderce ens192.

3aparite mapLpyT No ymonyaHuio yepes 172.17.254.1.

el A

Paspelwwunte npoxoxageHue IP Tpaduka (ecnv 3abnokmpoBaHo).
Hactpoika DHCP-cepBepa

[ns gaHHoro cueHapus HacTpuBaeTCcs TOSbKO Bbigava IP agpeca u MapLlipyTa no ymos4aHuio.

1. YcrtaHosuTe Ha Router5 nakeT ans Hactponkn DHCP-cepBepa. 3To MOXHO caenatb cnegyoLwen KoMmaHgon
(y ycTponcTtea gormkeH bbiTb 4OCTyn K ceTn MHTepHeT):

root@Router5:~# apt-get install isc-dhcp-server

2. Ykaxute nHTepdelnc, Ha koTopom 6yayT obpabaTeiBatbca DHCP 3anpockl. [Ins gaHHOro cueHapusi Takum
nHTtepdgencom oyaet ens192. OTpenakTmpyinte pamn /etc/default/isc-dhcp-server:

INTERFACESv4="ens192"

3. Wamenute dhainin /etc/dhcp/dhcpd.conf cneayowmum obpasom:

server—-name Router5;
ddns-update-style none;
log-facility local7;
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w noe

w N

subnet 172.17.1.0 netmask 255.255.255.0 {
range 172.17.1.129 172.17.1.254;
option routers 172.17.1.1;
option subnet-mask 255.255.255.0;
default-lease-time 21600;
max—-lease-time 28800;

roe:

server—-name <mumMma> — UMA CepBepa,

log-facility <cy6mexT> — yKadaHue cybbekra, hopmupytowero log coobuenns. ing local7 norn 6yayTt
nucatbcs B ann /var/log/cspvpngate.log;

ddns-update-style none — OTKMtoYeHne nogaepxkm DDNS;

subnet <IP-ampec> netmask <macka>— OMMCaHME NapamMeTPOoB CEeTU, Ansi KOTopon ByayT pa3gaBaTbhCs
ceTeBble HAaCTPOWKY;

range <mmanaszoH IP-ampecors> — AuanasoH |IP-agpecos, koTopbivi OyaeT pa3gaBaTbCs KIMEHTaM;
option routers <IP-ampec> — |P agpec wno3a no yMmonyaHuio;

option subnet-mask <macka> — MackKa CeTu;

default-lease-time <Bpewmsa> — Bpems apeHabl IP-agpecos (B cekyHOax);

max-lease-time <Bpemsa> — MaKCUMalbHOE BpPeMs apeHAabl;

3anyctute cepBuc i sc-dhcp-server, a Takke JoOaBbTe ero B aBTo3arpyskKy:

root@Router5:~#systemctl start isc-dhcp-server.service
root@Router5:~#systemctl enable isc-dhcp-server.service

Hactponka yctpouctea Host-b-hub1

Hactporite IP agpec — 192.168.100.100 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence.
3apavite mapwpyT no ymonyaHuo Yyepes 192.168.100.1.

Paspelwwunte npuem n otnpaeky ICMP nakeTtoB (ecnv 3abnokMpoBaHo).

Hactpoika yctponctea Host-b-spoke1

Hactpovite IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdEnce.
3apaiite MmapLlpyT no ymonyaHuio yepes 192.168.1.1.

Paspelwwunte npuem n otnpaeky ICMP nakeTtoB (ecnv 3abnokMpoBaHo).

Hactpowka kpuntownto3a Hub1

HacTpoiika 6yget nponcxoanTb NOKanbHO MNpU MOMOLLM KOHCOMBHOMO NOAKMOYEHUS.

HacTpoiika MOXeT ocyLecTBNATLCA U yaaneHHo (no SSH), Ho ucknounTensHO No JOBEPEHHOMY KaHarny CBA3M.
[oBepeHHbIM KaHanoM CBSI3N MOXET CYUTaTbCS KaHan B npegenax KOHTPONMpyeMow 30HbI B Cryyae OTCYTCTBUS
B HEM HapywwuTens (B Hawem npumepe ato noaceTb 192.168.100.0/24 onsa ueHTpanbHOro oguca 1 nNoaceTb
192.168.1.0/24 pna dpwununana). [JoBepeHHbIM KaHaroM CBA3M TaKkKe CUYMTAEeTCHA KaHarn, 3alUulieHHbIA npu
nomoLum npotokona IPsec (Hanpumep, nocrne HacTponku wundgposaHua mexay noacetammn 192.168.1.0/24 n
192.168.100.0/24 paspeluaeTcsa BbINOMHATL HAcTPoOWKy kputownioda Spokel m3 nogcetn 192.168.100.0/24
LeHTpanbHoro ocuca).

HayanbHble HaCTPOMNKK

HaTta n BpeMA Ha BCeX Kpuntowssax wu yLl OOMMKHbI ObITb OAMHAKOBbLI, TaK Kak Ans ayTeHTVId)I/IKaLI,MM
MCMNOJIb3YKOTCA LI,VI(prBbIe CepTM(bI/IKaTbI, B KOTOPbIX 38(*)I/IKCI/IpOBaHbI aarta n BpemMsaA Hadana ux OencTBms 1
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OKOH4YaHus. Takke ogMHaKOBble AaTa U BpeMs Ha Bcelr MHApacTpykType obrnerdyaloT NoUCK HEMCNpaBHOCTEN NO
nor-cpbannam.

Bongute B CLI pa3rpaHnyeHnst goctyna (nonb3oBaTesnb M Naposib No yMOnyaHuio: administrator, s-terra)
YCTAHOBWTE MpaBUMbHBIN TUM TepMuHana un Tpebyemyl LIUPUHY, CMEeHUTe napornb And nonb3oBaTens
administrator.

Mepenaute B linux bash koHconb, ycTaHOBUTE Naponb ANg Nonb3oBaTtens root, npaBuUnbHOE BPEMS 1 BDEMEHHYIO
30HY.

ﬂop,p06Ha9| HaCTpOVIKa C onncaHnemM KomaHg npmeeaeHa B ©as3oBom cueHapun.

Hactponku PKI (3anpocki u ceptudpukathbi)

MpoaykT He noaaepXuBaeT pasHOCTHbIe (delta) cnucku oT3biBa cepTMdUKaTOB, TONbKO 6a3oBble. YuuTbiBanTe
37O Npw BbibOpe Unn passepTbiBaHUK YLL.

Ona ayteHTudmkaumm naptHepoB no IPsec MOXHO ncnonb3oBath LMdPoBbIe cepTUdMKaThl, BbiMyLEHHbIE NPU
nomoLm ceptudmumpoBaHHoro CK3U, nnmn npegsaputensHo pacnpeieneHHble KIovn, CO34aHHbIE U BBEAEHHbIE
B COOTBETCTBMM C NpaBunamm nonb3oBaHus CK3U (nosisunuce B Bepcum 5.0).

CreHepupyiiTe 3anpoc Ha cepTMduKaT KpUNTOLIM3a U COXpaHuTe ITOT 3anpoc B c¢avn Ha USB Flash
HakonuTene. [loctaBbTe hann ¢ 3anpocom Ha YL 1 BbinycTuTe no Hemy cepTudpmkaT. Ceptndmkart KpunToLunosa
BMecCTe ¢ cepTudmkatom YL goctaBbTe Ha L3 U uMnopTupynte nx B 6asy MNpoaykra.

MoagpobHas HacTpoika C onucaHuem KoMaHg npueeaeHa B 6a3oBom cueHapumn.

Hactpoika naponen goctyna Kk konconu cisco-like

Bovigute B cisco-like kKOHCONb U CMeHWUTE Maponb A8 NoNb3oBaTensd cscons (Mapofb MO YMOMYaHUIO: CSP) U
naponb Ha enable (naponb Mo yMon4aHuio: csp).

MoapobHas HacTpoika C onucaHnem KoMaHg npueeaeHa B 6a3oBom cueHapumn.

HacTpouka ceTeBbIX napameTpoB

M3meHeHne cocTosHMs UHTepdencoB W HasHadeHue |P agpecoB MPUMEHSAIOTCA cpasy nocne BBoAa
cooTBeTCTByOWMNX kOoMaHA. [lonutuka 6e30MacHOCTM MPUMEHSIIOTCA Nocne BbIXOA4a U3 pexuma
KOHUrypmpoBaHus.

1. 3apaiiTe uMs yCTpOUCTBA:

sterragate (config) #hostname Hubl

2. Bkmounte BHeLLHVe GigabitEthernet0/0 " GigabitEthernet0/1 " BHYTPEHHUN
GigabitEthernet0/2 UHTEpPdENCHI:

Hubl (config) #interface range GigabitEthernet 0/0 - 2
Hubl (config-if-range) #no shutdown
Hubl (config-if-range) #exit

3. Bapawnte IP agpeca B COOTBETCTBUM CO CXEMOW CTeHAa Ha [OBYX BHELWHUX GigabitEthernet0/0,
GigabitEthernet0/1 U OOHOM BHYTPEHHEM GigabitEthernet0/2 UHTEepdencax:

Hubl (config) #interface GigabitEthernet 0/0

Hubl (config-if) #ip address 172.16.100.2 255.255.255.0
Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/1

Hubl (config-if) #ip address 172.17.100.2 255.255.255.0
Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/2

Hubl (config-if) #ip address 192.168.100.1 255.255.255.0
Hubl (config-if) #exit
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Hactpo#ka wuchposaHus

KonunyecTtBo KpunTo-KapT AOMMKHO COOTBETCTBOBaTb KONIMYECTBY BHELUHUX MHTEPdENCOB (OTNMYMe Mexay
KPUNTO-KapTaMy [OMMKHO ObITb TOMbKO B 3HA4YeHMM napameTpa local-address) U B HUX [OMKHa
NpUCyTCTBOBAaTb ONUUA set dead connection history off.

B cnydyae, ecnu KpunToLIMO3, UCMOMNb3YIOLWMN changeroutes, BbICTYNaeT B CXEME TOMbKO B KayecTBe
WHMUMaTopa 1 nony4yaeT cetesble napametpbl no DHCP, gonyckaetca oTcytcTBue napameTrpa local-
address B KpuUnokapTax.

Bo Bcex ocTanbHbIX Crnyyasx ucnonb3oBaHne napametpa local-address ob6s3aTensHO.

1. MMapameTpsbl IKE.

1.1. 3apawnte o6wue napameTpbl IKE

Hubl (config) #crypto isakmp identity dn

Hubl (config) #crypto isakmp keepalive 3 2

Hubl (config) #crypto isakmp keepalive retry-count 5

Hubl (config) #crypto isakmp fragmentation

Hubl (config) #crypto isakmp security-association lifetime delta 50
Hubl (config) #crypto isakmp initiator-sessions-max 100

Hubl (config) #crypto isakmp responder-sessions-max 100

1.2. Cospavite nonuTuKy 1, onucbiBatoLLyto napameTpbl IKE TyHHens ons coBMecTMMocTu ¢ Bepcuent 5.0:

Hubl (config) #crypto isakmp policy 1

Hubl (config-isakmp) #encryption magma

Hubl (config-isakmp) #hash stribog-256

Hubl (config-isakmp) #authentication gost-sig
Hubl (config-isakmp) #group vko2

Hubl (config-isakmp) #exit

1.3. OnuumoHanbHO: co3ganTe NONUTUKY 2, onncbiBatoLLyto napameTpbl IKE TyHHeNs, Ans coBMeCTMMOCTHU
¢ Bepcuen 4.3:

Hubl (config) #crypto isakmp policy 2

Hubl (config-isakmp) #fencryption gost

Hubl (config-isakmp) #hash gost341112-256-tc26
Hubl (config-isakmp) #authentication gost-sig
Hubl (config-isakmp) #group vko2

Hubl (config-isakmp) #exit

1.4. Cospawnte npocpunb HacTpoek ISAKMP noa umeHem NEW ALGS 4SS COBMECTUMOCTH ¢ Bepcuneit 5.0:

Hubl (config) #crypto isakmp profile NEW_ ALGS
Hubl (conf-isa-prof) #fmatch identity dn

Hubl (conf-isa-prof) #set identity mapping
Hubl (conf-isa-prof) #set policy 1

1.5. OnuunoHanbHO: ANg COBMECTUMOCTU € Bepcuen 4.3 cosgante npodunb HacTpoek ISAKMP (anroputm
IKE) nog nmeHem OLD ALGS, 4YTobbl Aanee ero nNpukpenuTb K COOTBETCTBYOLLEMY pasaeny Kpunto-
KapThbl:

Hubl
Hubl
Hubl
Hubl

config) #crypto isakmp profile OLD ALGS
conf-isa-prof) #match identity dn
conf-isa-prof) #set identity mapping
conf-isa-prof) #set policy 2

2. TNapameTpsl IPsec.

2.1. Ortknounte obHoBneHue knova IPsec SA no AOCTUXEHUIO onpenenieHHoro obbema nepegaHHoro
Tpadwmka:

Hubl (config) #crypto ipsec security-association lifetime kilobytes unlimited

2.2. Cospgavite IPsec TpaHcdopm, 3agatowuin KOMOMHMPOBAHHBIN anropuTM LWNGPOBAHMSA N UMUTO3ALLUTI
FOCT 34.12-2015 Marma B pexxume MGM ang Tpaduka (ons sepcuin 5.0):

Hubl (config) #crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
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2.3.

2.4.

2.5.

2.6.

2.7.

Hubl (cfg-crypto-trans) #exit

OnuuoHanbHO: And COBMEeCTUMOCTM C Bepcuen 4.3 cospante IPsec TpaHcdopm, 3agaroLimi
KOMOUHNPOBaHHbIA anropuTMm WnpoBaHns 1 ummuto3dawntel Ha 6aze FOCT 28147-89 onsa Tpaduka:

Hubl (config) #crypto ipsec transform-set GOST_ ENCRYPT AND INTEGRITY esp-gost28147-4m-
imit
Hubl (cfg-crypto-trans) #fexit
Cospawnte cnucok goctyna (ACL) gna Tpaduka, KOTOPbIA HYXXHO 3aliuliatbh MeXay LeHTpanbHbIM
ocmcom u comnunanom:.

Hubl (config) #ip access-list extended IPSEC_ACL HUB1l AND SPOKE1
Hubl (config-ext-nacl) #permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
Hubl (config-ext-nacl) #exit

CospaiiTe AMHaMUYecKylo KpunTo-kapTy (uma DMAP VPNI1, pasgen 1) OAng nocTpoeHus TyHHenen
Yyepes Routerl. B agnHamunyeckon KpunTokapTe He ykasbiBaeTcsa agpec napTHepa no IPsec:

Hubl (config) #crypto dynamic-map DMAP VPN1 1

2.5.1. Ykaxute CNMCOK OOCTyNa ANnd 3aluiiaemoro Tpaduka:

Hubl (config-crypto-map) #match address IPSEC ACL HUB1l AND SPOKE1l

2.5.2. YKaxuTte npu nomoLLm kakoro Habopa anroputMoB (IPsec TpaHCHOopM) HYXKHO 3aLLMLaTh TpaduK:

Hubl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY

2.5.3. 3apanite nokanbHbli IP-agpec, koTopbii BygeT ucnonb3oBaTbCs ANA B3aMMOAENCTBMSA C
napTHepamMm Mo AaHHOW KpunTorpacduyeckon kapre:

Hubl (config-crypto-map) #set local-address 172.16.100.2

2.5.4. TMpwukpenuTe HacTpownkn ISAKMP (npotokon IKE):

Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

2.5.5. BkniouuTe npedparmeHTauuio:

Hubl (config-crypto-map) #set pre-fragmentation

2.5.6. O6si3aTenbHO OTKIIOYMTE UCTOPUIO YAamNEHHbIX TYHHENEeN:

Hubl (config-crypto-map) #set dead-connection history off
Hubl (config-crypto-map) #exit

CospaviTe AMHAMUYECKYIO KPUNTO-KapTy AN151 MOCTPOEeHNs TyHHenen Yyepes Router2 (umst DMAP VPN2,
pasgen 1):

Hubl (config) #crypto dynamic-map DMAP VPN2 1

Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE1

Hubl (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Hubl (config-crypto-map) #set local-address 172.17.100.2

Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set dead-connection history off

Hubl (config-crypto-map) #exit

OnunoHanbHO: Ans COBMECTUMOCTU C Bepcweﬁ 4.3 MCﬂOﬂb3yﬁTe ANHaMUn4eckmne KpuntokapTbl CO
cnegyrouwmmMmm napamMmeTpamum:

Hubl (config) #crypto dynamic-map DMAP VPN1 1

Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE1l

Hubl (config-crypto-map) #set transform-set GOST ENCRYPT AND INTEGRITY
Hubl (config-crypto-map) #set local-address 172.16.100.2

Hubl (config-crypto-map) #set isakmp-profile OLD ALGS

Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set dead-connection history off

Hubl (config-crypto-map) #exit

Hubl (config) #crypto dynamic-map DMAP VPN2 1

Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE1l

Hubl (config-crypto-map) #set transform-set GOST ENCRYPT AND INTEGRITY

2003-2025 «C-Teppa Cudclln» 11



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa 7

Hubl (config-crypto-map) #set local-address 172.17.100.2
Hubl (config-crypto-map) #set isakmp-profile OLD ALGS
Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set dead-connection history off
Hubl (config-crypto-map) #exit

2.8. CospainTte ctaTnyeckune KPUNTOKapPTbl U NMPUBAXNTE K HUM ONHAMUNYECKNE:

Hubl (config) #crypto map VPNl 1 ipsec-isakmp dynamic DMAP VPN1
Hubl (config) #crypto map VPN2 1 ipsec-isakmp dynamic DMAP VPN2

2.9. [lpvkpenute cosgaHHble KPWUMNTO-KapTbl K BHEWHWM WHTepdencam GigabitEthernet0/0 wn
GigabitEthernet0/1:

Hubl (config) #interface GigabitEthernet0/0
Hubl (config-if) #crypto map VPN1

Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet0/1
Hubl (config-if) #crypto map VPN2

Hubl (config-if) #exit

2.10. lNpumeHUTE HaCTPOMKHM

Hubl (config) #end

MoppobHas HacTporika C onuUcaHMeM KOMaHA npuBedeHa B pasgene «HacTtpowka wudpoBaHusay 6a3o0BoOro
cueHapus.

HacTtponka nonutuku obpabotku COC (CRL)

B uenax 6e3onacHOCTM HacTOATENbHO PEKOMEHAYEeTCH BKIOYaTb NMPOBEPKY CMNMCKOB OT3blBa CEPTUEMKATOB.
PasHocTHbIe cnnckn oTo3BaHHbIX cepTudmkartos (delta CRL) He nogaepxmBatoTcs.

Bkntounte nposepky COC 1 HacTponTe aBTOMaTUYECKyHO 3arpy3ky 1 umnoptupoBaHune B 6a3sy Npogdykta cnuncka
0TO3BaHHbIX cepTudukaToB ¢ HTTP cepsepa CRL_distribution_point.

MogpobHasa HacTporika C onucaHMeM KoMaH npuBefeHa B pasgene «HacTtpownka nonutukm obpaboTtkm COC
(CRL)» 6asoBoro cueHapus.

W3-3a oTcyTcTBMa mapupyTa no ymondaHua COC BygeT He 3arpyxeH B 6a3y NMpoaykra. lNpoBepka ocyLecTBmTCA
rnocrne HacTpoWKkK cepemuca multiwan.

HacTpoiika MexceTeBOro akpaHa

HacTpolika mexceTeBoro akpaHa oCyLLeCTBAKTCA U3 cisco-like koHconu.

Mo ymonuaHuto Ha Bcex ceTeBbiX UHTepdencax IPv6 Tpadwuk 3abnokupoBaH — KOMaHga ipvée default
filtering deny, ecnu TpebyeTtcs paspewnTtb IPv6 Tpaduk, TO HY)KHO BbIMOMHUTL KOMaHay ipvée default
filtering permit ¥ ganee yxe punetpoathb IPv6 Tpaduk no aHanorum c IPv4.

1. Cospalite ceTeBoW object-group C UMEHEM SELF ANs XxpaHeHus B Hem WAN agpecoB KpunToLLno3a:
Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl (config) #object-group network SELF

Hubl (config-network-group) #remark WAN IP
Hubl (config-network-group) #host 172.16.100.2
Hubl (config-network-group) #host 172.17.100.2
Hubl (config-network-group) #exit

2. Cospaiite ACL c meHeM FW_INPUT WAN Ans sxogsuiero Ha WAN nHTepdenc Tpaduka:

Hubl (config) #ip access-list extended FW_INPUT WAN
Hubl (config-ext-nacl) #permit udp any object-group SELF eq isakmp
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#permit udp any object-group SELF eq non500-isakmp
#permit icmp any object-group SELF

#permit esp any object-group SELF

ffexit

Hubl (config-ext-nacl
Hubl (config-ext-nacl
Hubl (config-ext-nacl
Hubl (config-ext-nacl

3. CospganTte npaBuna uHcnektupoeaHusi Bcero TCP n UDP Tpadumka n 3agante Heobxognmoe MakcumMarnbHoe
KOMNNYecTBO CECCUMN:

Hubl (config) #ip inspect name INSPECT tcp
Hubl (config) #ip inspect name INSPECT udp
Hubl (config) #ip inspect tcp sessions-max 256000
Hubl (config) #ip inspect udp sessions-max 65536

4. Tlpukpenunte npaBuna MexXceTeBoro akpaHupoBaHus Ha WAN wuHTepdencbl GigabitEthernet0/0 u
GigabitEthernet0/1:
Hubl (config) #interface GigabitEthernet0/0
Hubl (config-if) #ip access-group FW_ INPUT WAN in
Hubl (config-if) #ip inspect INSPECT out
Hubl (config-if) #exit
Hubl (config) #interface GigabitEthernet0/1
Hubl (config-if) #ip access-group FW_INPUT WAN in
Hubl (config-if) #ip inspect INSPECT out
Hubl (config-if) #exit

5. [MpumeHunTe HaCTPONKK:

Hubl (config) #end
I'Iop,po6Ha;| HaCTpOI?IKa C onncaHnemM KomaHg npmeegeHa B 6as3oBoM cueHapun.

HacTpouka pe3epBupoBaHUA KaHanoB CBA3W

HacTpo#nka cepsuca changeroutes

Mpun kOHpUrypupoBaHum cepBrca changeroutes HYXXHO 06s3aTenbHO cobnogatb cnegyoLlme npasmna:

1) Bce napameTpbl AOJMKHbI ObITb NpeAcTaBneHbl B KOHUIypaLumMoHHOM doaine

2) 3HayeHuMs BCex NapaMeTpOB AOIMKHbI ObITb yKa3aHbl B ABOMHBLIX KaBblYKax.

3) Henb3si ncnonb3oBaTtb Npobensl Mexay napameTpoM, 3HAaKOM pPaBHO M 3HA4YEeHUEM napameTpa (TOMbKO Tak:
MAIN INTERFACE="ethO" M HUKaK nHaye).

4) CTpoku c napameTpamMmn He AOMMKHbI coaepXaTb NPO6GEenoB HU B HA4Yane, HY B KOHLLE.

5) Henb3g ncnonb3oBaTb KOMMEHTapPUIA Ha TOW Xe CTPOKe, rae 3afaH napameTp.

6) Mepuoabl PING INTERVAL M RESTORE PING INTERVAL He [AOIMKHbl NPeBbilaTb MOMOBUHbI 3HAYEHUS
onuun WatchdogSec, 3aaHHoro B tanne Cnyx0Obl Systemd
(/1ib/systemd/system/changeroutes.service) M NO yMOMYaHUO paBHoro 60 cekyHa.

Hactporika cepsuca changeroutes ocylecTBnseTcq yepes dann
/etc/changeroutes/changeroutes.ini.

1. OnpepenvTe MapLIpyTbl, KOTOpble TPeGyeTcs pe3epBMpOBaTb, B JaHHOM Crlyyae 3agaeTcs MapLupyT Mo
YMOJT4aHuIo;

RESERVE_ROUTES="0.0.0.0/0"
Ecnu TpebyeTcs pesepBrpoBaTb NPOM3BONbHBIE MAPLLPYThI, TO YKaXXUTE UX Yepes npoben (ykasaHue macku
obsi3aTensbHO, Aaxe ANS MapLUPYTOB K XOCTaMm):
RESERVE_ROUTES="192.168.100.0/24 1.1.1.1/32 8.8.8.8/32"
2. Onpepgenute IP agpec xocta, Mo AOCTYMHOCTU KOTOporo ByaeT onpedensaTbCA AOCTYMHOCTb KaHana, u

ykaxute ero. Ecnu Takmx agpecoB HECKOMbKO, YKaxuTe UX yepes npoben (BaKHO: OOCTYMHOCTb XOCTOB
NpOBEPSIETCS TONbKO Yepe3 OCHOBHOM KaHan).

B naHHOM cueHapumn ucnonb3yem oauH 13 agpecos, No KOTOpoMy AocTyneH Router3 - 172.16.255.1.
IP_HOSTS="172.16.255.1"
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[ins xocToB, KOTOpble 3aAaHbl B IP HOSTS AOMKeH ObiTb MapLipyT B RESERVE ROUTES.

3. YKaxnte mmeHa ceTeBbiXx MHTepdencoB B linux HOTaumm Ons OCHOBHOrO M pe3epBHOro kaHamnoB. [ns
COOTHeCeHus HasBaHun uHTepdencos B linux n cisco-like HoTaumMm npocMmoTpuTe coaepxaHue danna
ifaliases.cf:

root@Hub:~# cat /etc/ifaliases.cf

interface (name="GigabitEthernet0/0" pattern="eth0")
interface (name="GigabitEthernet0/1" pattern="ethl")
interface (name="GigabitEthernet0/2" pattern="eth2")
( )
(

interface (name="GigabitEthernet0/3" pattern="eth3"

interface (name="default" pattern="*")

B cooTBeTCTBMM C pannom ifaliases.cf napameTpbl OyayT UMeTb cregylowmn Bua;

MAIN INTERFACE="ethO"
BACKUP_ INTERFACE="ethl"

4. YxaxuTe agpeca LWM30B MO YMOMYaHMIO ANs OCHOBHOMO M pPEe3epBHOrO KaHamnoB, ecnv ajpeca Ha
YCTPOWCTBE YKa3aHbl CTaTUYECKN:

MAIN GATEWAY="172.16.100.1"
BACKUP GATEWAY="172.17.100.1"

5. 3anycTuTe cepBUC changeroutes, a Takke 4006aBbTe €ro B aBTO3arpyskKy:

root@Hubl:~#systemctl start changeroutes.service
root@Hubl:~#systemctl enable changeroutes.service

MocmoTpeTb nor paboTbl cepBuca MOXHO B daine /var/log/cspvpngate. log:
root@Hubl:~# tail -n 1000 /var/log/cspvpngate.log | grep changeroutes

Jun 21 16:58:17 sterragate changeroutes: INFO: starting service

Jun 21 16:58:19 sterragate changeroutes: INFO: LSP was reloaded.

Jun 21 16:58:19 sterragate changeroutes: INFO: all NAT translations were deleted.
Jun 21 16:58:19 sterragate changeroutes: INFO: switched to main interface "ethl".
Jun 21 16:58:19 sterragate changeroutes: INFO: service was started (PID=30842).

6. C nomoLubto KOMaHAbl ip route NPOBEPbTE HaNMMYMEe MapLUPYTOB, 3a4aHHbIX changeroutes:
root@Hubl:~# ip route

default via 172.16.100.1 dev ethO proto changeroutes

default via 172.17.100.1 dev ethl proto changeroutes metric 100
172.16.100.0/24 dev ethO proto kernel scope link src 172.16.100.2
172.17.100.0/24 dev ethl proto kernel scope link src 172.17.100.2
192.168.100.0/24 dev eth2 proto kernel scope link src 192.168.100.1

B [MpunoxeHuv npeactaBneHbl TEKCTbl KOHAUIypaumin Ana kpuntowwnosa Hubl:

e  TeKCT KoHconu cisco-like;
e TekcT LSP;
e cofepxaHue KoHurypaumoHHoro anna changeroutes.
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HacTpouka kpuntownto3a Spoke1

HacTtpovika kpuntowno3a Spokel npoucxoauT aHanorMyHo HacTpowke Hubl, 3a uckniodeHnem HacTpourku
CTaTUYeCKMX KPMNTOKapPT, CETEBbIX HACTPOEK, HACTPOMKM changeroutes U HACTPONKU MEXCETEBOrO 3KpaHa.

Hactpo#ka wuchposaHus

Ha Spokel ucnonb3ytoTca TonbKO cTaTtudeckue kpuntokaptbl. Ona kaxgoro WAN uHTepdperica Heobxoammo
cosgatb KpuntokapTy. B kaxgon JomkHO ObiTb ykasaHo ABa naptHepa no IPsec coeamHeHuio. Takke B
KpunTokapTe VPN2 He JOImKeH OblTb yka3aH local-address:

KonmyecTBO KpuNTO-KapT AOIMKHO COOTBETCTBOBATb KOMMYECTBY BHELUHUX MHTEPdENCOB (OTNn4Me Mexay
KpMNTO-KapTamu [OPKHO OblTb TONMbKO B 3HAYeHUM napameTpa local-address) UM B HUX [OMKHA
NnpUCyTCTBOBaTb ONUUA set dead connection history off.

B cnyyae, ecnu KpunTOLUSO3, MCMOMb3YWOWWA changeroutes, BbICTYNAaeT B CXeMe TOMIbKO B KayecTBe
WHMLMaTopa u nonyyaet ceTesBble napameTpbl o DHCP, nonyckaetcs otcyTcTBMe napameTpa local-address
B KpUMNoOKapTax.

Bo Bcex ocTanbHbIX Criyyqasix UCnonb3oBaHWe napamMmeTpa local-address 06s3aTenbHO.

Spokel (config) #crypto map VPN1 1 ipsec-isakmp

Spokel (config-crypto-map) #match address IPSEC_ACL_HUB1 AND SPOKEL
Spokel (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Spokel (config-crypto-map) #set isakmp-profile NEW ALGS

Spokel (config-crypto-map) #set security-association mss-fix out

Spokel (config-crypto-map) #set local-address 172.16.1.2

Spokel (config-crypto-map) #set peer 172.16.100.2

Spokel (config-crypto-map) #set peer 172.17.100.2

Spokel (config-crypto-map) #set pre-fragmentation

Spokel (config-crypto-map) #set dead-connection history off

Spokel (config) #crypto map VPN2 1 ipsec-isakmp

Spokel (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKEL
Spokel (config-crypto-map) #set transform-set MAGMA ENCRYPT AND INTEGRITY
Spokel (config-crypto-map) #set isakmp-profile NEW ALGS

Spokel (config-crypto-map) #set security-association mss-fix out

Spokel (config-crypto-map) #set peer 172.16.100.2

Spokel (config-crypto-map) #set peer 172.17.100.2

Spokel (config-crypto-map) #set pre-fragmentation

Spokel (config-crypto-map) #set dead-connection history off

Moapo6Hasa HacTpoiika C onvMcaHWMeM Komadp npusBedeHa B pasgene «HacTpoiika wundpoBaHusi» 6asoBoro
cueHapus.

Hactpoika DHCP-knueHTa

Ha kpunTtownto3e Spoke1 HacTtporika DHCP-knueHTa GygeT npou3BOAMTBCS C UCMOMb30BaHWEM YTUMMUTHI
stdhcpclient.

Ytunuta stdhcpclient npegHasHadeHa Ans ynpaBrneHus nofyvyeHneMm ceTeBbix napameTpos no DHCP Ha
yka3aHHOM ceTeBOM nHTepdpence. OHa No3BoNseT MCNONb30BaTh NHAMBUAYaTbHbIE KOHUIYPALMOHHbIE dhanbl
DHCP knueHTa onst KOHKPETHbIX MHTEPKENCcoB.

1. BbiknounTte ceTeBOM MHTEPENC:
root@Spokel:~# ifdown ethl

2. YbepuTe K3 ceKUUM, Hayano W KOHeL, KOTOpPOM MOMeYeHbl MapkepaMu ###netifcfg-begin### U
###netifcfg-end### M KoTOpasa HaxoguTca B damne /etc/network/interfaces, BCe CTPOKWU,
COOTBETCTBYHOLWME MHTEepdency ethl.

3. [HobaBbTe HacTpolku B hann /etc/network/interfaces:

root@Spokel:~# vim.tiny /etc/network/interfaces

###netifcfg-beginf##
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f##netifcfg-end###

auto ethl

iface ethl inet manual

post-up stdhcpclient start -i SIFACE
pre-down stdhcpclient stop -1 SIFACE
mtu 1500

4. Cosgante KOHUrypauuoHHbii ann /etc/dhcp/dhclient-ethl.conf Ha oOcHoBe wabnoHa
/opt/stmodems/docs/dhclient-usb0.conf.example:

# Configuration file for /sbin/dhclient.

#

# This is a sample configuration file for dhclient. See dhclient.conf's
# man page for more information about the syntax of this file

# and a more comprehensive list of the parameters understood by

# dhclient.

#

# Normally, if the DHCP server provides reasonable information and does
# not leave anything out (like the domain name, for example), then
# few changes must be made to this file, if any.

#

option rfc3442-classless-static-routes code 121 = array of unsigned integer 8;

send host-name = gethostname () ;

request subnet-mask, broadcast-address, time-offset, routers,
domain-name, domain-name-servers, domain-search, host-name,
dhcp6.name-servers, dhcp6.domain-search, dhcp6.fgdn, dhcp6.sntp-servers,
netbios-name-servers, netbios-scope, interface-mtu,
rfc3442-classless-static-routes, ntp-servers;

5. Bkniounte ceteBon nHtepdeinc:

root@Spokel:~# ifup ethl

6. [MocmoTpuTe BblgaHHbIM agpec:
root@Spokel:~# ip address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fgq codel state UP group
default glen 10000
link/ether 00:50:56:9e:99:fd brd ff:ff:ff:ff:ff:ff
altname enpllsO
altname ensl92
altname GigabitEthernet(O 1
inet 172.17.1.129/24 brd 172.17.1.255 scope global dynamic ethl
valid 1ft 21055sec preferred 1ft 21055sec
inet6 fe80::d9e5:f178:9282:0348/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

HacTpouka pe3epBupoBaHUs KaHanoB CBA3W

HacTpo#nka cepuca changeroutes

1. [Ons koppekTtHon paboTtbl DHCP-knmMeHTa Ha Spokel Heobxoommo B channe KoHurypauum changeroutes
oTkNounTb PyHKUMIO RPF (Reverse Path Filtering):

RPF STRICT MODE="false"

2. Spoke1 nonyyaeT agpec n mapwpyT no ymonyaHuoo no DHCP Ha uHTepdelnice pesepBHOro kaHana.
MapameTpy BACKUP INTERFACE DHCP criefyeT BbiCTaBUTb 3HAYeHMUe true:

MAIN INTERFACE DHCP="false"
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BACKUP_ INTERFACE DHCP="true"

[lnsa koppekTHoM paboTbl changeroutes BpeMsi apeHabl agpeca (lease time), BblgaHHoro no DHCP, gomkHo
ObITb HE MeHbLLEe 1 Yaca.

3. ®ann koHgurypauumn /etc/changeroutes/changeroutes.ini JOMKEH UMETb CneayoLWMn BUA;

IP_HOSTS="172.16.254.1"
RESERVE_ROUTES="0.0.0.0/O"
WATCH RESERVE ROUTES="true"
MAIN INTERFACE="ethQO"

MAIN INTERFACE DHCP="false"
BACKUP INTERFACE="ethl"
BACKUP INTERFACE DHCP="true"
MAIN_GATEWAY="172.16.1.1"
BACKUP_ GATEWAY=""

RPF STRICT MODE="false"
FAILURE PING COUNT="10"
PING INTERVAL="3"
RESTORE PING COUNT="10"
RESTORE_PING_INTERVAL="1"
DEBUG="false"

HacTpoiika MexceTeBoro akpaHa

1. Cospavite ceTeBON object-group C UMeHeM SELF Ans xpaHeHusd B Hem WAN agpecoB KpUNTOLLMO3a.

2.

Spokel (config) #object-group
Spokel (config-network-group
Spokel (config-network—-group
Spokel (config-network-group
Spokel (config-network-group

Spokel (config) #ip access-1lis

Mockonbky MHTepdec pe3epBHOr0 KaHana nosjlydaeT HACTPOMKM OMHAMUYEcku, B KayecTBe obGbekTa B
object-group C UMeHeM SELF cnegyeT Ao6aBuTb He agpec MHTepdeiica, a NoAaceTb, M3 KOTOpoi GyayT
Ha3Ha4aTbCcs agpeca:

network SELF

#remark WAN IP

#172.17.1.128 255.255.255.128
#host 172.16.1.2

#exit

Cospaite ACL ¢ nmeHem FW_INPUT WAN Ans Bxoasiwero Ha WAN uHTepdenc Tpaduka. [1na koppeKkTHon
pabotel DHCP cnegyet nobasute npaBuno, paspeLuatoLlee npoxoxaeHne DHCP nakeTos:

t extended FW_INPUT WAN

Spokel (config-ext-nacl) #permit udp any object-group SELF eq isakmp
Spokel (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp

Spokel (config-ext-nacl) #permit udp host 172.17.1.1 object-group SELF eg bootpc

(
(
( )
Spokel (config-ext-nacl) #permit icmp any object-group SELF
Spokel (config-ext-nacl) #permit esp any object-group SELF
( )
( )

Spokel (config-ext-nacl) #exit

B [MpunoxeHuv npeactaBneHbl TEKCTbl KOHAUIypaLunin Ana KpuntoLunosa Spokel:

TEKCT KoHconw cisco-like;
TekcT LSP;

cofepxaHue KoHUrypaLmMoHHoro anna changeroutes;
cofepxaHue anna /etc/network/interfaces
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

MpoBepKy paboTOCNOCOBHOCTU HYXXHO BbIMOSMHATL MOCHE 3aBEPLUEHNST HACTPOWMKM BCEX YCTPOWUCTB CTEHAA.

MpoBepka CBA3HOCTU

1. TlpoBepbTe, YTO € Kpuntowmto3a Hub1 no ICMP pgoctynHbl MaplipyTtmusatopsl nposangepos (Router1 un
Router2), n ¢ kpuntownto3a Spoke1 no ICMP pgocTynHbl MaplipyTu3aTopbl npoBangepoB (Routerd un

Hubl#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 56(84) bytes of data.
0.312
0.696
0.492
0.338
0.456

64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.

R

--- 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.312/0.458/0.696/0.136 ms

Hubl#ping 172.17.100.1

: icmp seg=1 ttl=64 time=
icmp seq=2 ttl=64 time=
icmp seqg=3 ttl=64 time=
icmp seg=4 ttl=64 time=
icmp seqg=5 ttl=64 time=

time 4070ms

PING 172.17.100.1 (172.17.100.1) 56(84) bytes of data.
0.408
0.361
0.372
0.357
0.522

64 bytes from 172.17.100.
64 bytes from 172.17.100.
64 bytes from 172.17.100.
64 bytes from 172.17.100.
64 bytes from 172.17.100.

[

---172.17.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.357/0.404/0.522/0.061 ms

Spokel#ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 56(84) bytes of data.
64 bytes from 172.16.1.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.

o e e
R

--- 172.16.1.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.286/0.456/0.536/0.088 ms

Spokel#ping 172.17.1.1

PING 172.17.1.1 (172.17.1.1) 56(84) bytes of data.
64 bytes from 172.17.1.
64 bytes from 172.17.
64 bytes from 172.17.
64 bytes from 172.17.
64 bytes from 172.17.

o e e
= N = N =S

=== 172, 17,1, pilng Statisties ===
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 0.376/0.511/0.647/0.097 ms

: icmp seg=1 ttl=64 time=
icmp seg=2 ttl=64 time=
icmp seq=3 ttl=64 time=
icmp seq=4 ttl=64 time=
icmp seq=5 ttl=64 time=

: icmp seg=1 ttl=64 time=0.
icmp seg=2 ttl=64 time=0.
icmp seg=3 ttl=64 time=0.
icmp seg=4 ttl=64 time=0.
icmp_seq=5 ttl=64 time=0.

: icmp seg=1 ttl=64 time=0.
icmp seq=2 ttl=64 time=0.
icmp_seq=3 ttl=64 time=0.
icmp seq=4 ttl=64 time=0.
icmp seq=5 ttl=64 time=0.

time 4078ms

286
473
536
479
510

time 4073ms

376
478
596
461
647

time 4052ms

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

Router5). [1ns 3TOro BbINOMHMUTE KOMaHAY ping M3 Cisco-like KOHCONM KPMNTOLLIIO30B.

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

BbiBOA KOMaHAbl CBUOETENBLCTBYET O TOM, YTO ycTponcTea Routerl n Router2 goctynHel no ICMP ¢ Hubl, a
ycTponcTtBa Router4 n Router5 goctynHbl no ICMP co Spokel.
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2. [poBepbTe,

4yToO C 3awmuwaembix ycrtponcts Host-b-spokel u Host-b-hubl pgocTtyneH no

ICMP

COOTBeTCTByKHuMm KPUNTOLUIIO3, KOTOpHﬁ ABIIAETCA LWIKO30OM MO yMONYaHUio. [ns aTtoro BbinONHWUTE

KoMaHay ping m3 linux bash koHconu 3almaemMbIX YCTPOWCTB.
root@Host-b-hubl:~# ping 192.168.100.1 -c 5

PING 192.168.100.1 (192.168.100.1)
64 bytes from 192.168.100.1:
64 bytes from 192.168.100.
64 bytes from 192.168.100.
64 bytes from 192.168.100.
64 bytes from 192.168.100.

56 (84) bytes of data.

e e

--- 192.168.100.1 ping statistics ---
5 packets transmitted, 5 received,
rtt min/avg/max/mdev = 0.283/0.431/0.749/0.171 ms

root@Host-b-spokel:~# ping 192.168.1.1 -c 5

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

64 bytes from 192.168.1.1: icmp seg=1 ttl=64 time=0.302
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.
64 bytes from 192.168.

icmp seg=3 ttl=64 time=0.382

e
e

icmp seqg=5 ttl=64 time=0.423

--- 192.168.1.1 ping statistics ---
5 packets transmitted, 5 received,
rtt min/avg/max/mdev = 0.302/0.870/1.630/0.615 ms

icmp seg=1 ttl=64 time=0.294
icmp seq=2 ttl=64 time=0.749
icmp seq=3 ttl=64 time=0.283
icmp seqg=4 ttl=64 time=0.461
icmp seg=5 ttl=64 time=0.370

ms

icmp seq=2 ttl=64 time=1.63 ms

ms

icmp seq=4 ttl=64 time=1.61 ms

ms

ms
ms
ms
ms
ms

0% packet loss, time 4092ms

0% packet loss, time 4066ms

BugHo, yto ¢ 3awmuwaemblix yctponcts Host-b-spokel n Host-b-hubl cooTBeTcTBYylOWME KPUNTOLUMHO3bI

JocTtynHel no ICMP.

3. Tlockonbky Ha kpunTownto3de Hubl HacTponka changeroutes npegnonoraet OENCTBYIOLLUUA PEXUM RPF
(napameTp RPF STRICT MODE="true"), T0O ¢ Spokel gormxeH 6biTb 4OCTYNEH TONbKO MHTepdenc Hubl,
HanpaBsreHHbIN B CTOPOHY OCHOBHOro npoBavgepa Routerl (172.16.100.2/24). Ona Toro, 4tobbl B 9TOM

ybeanTbes, BbINONMHUTE KOMaHAy ping m3 cisco-like koHconu kpunTownto3a Spokel.

Spokel#ping 172.16.100.2

PING 172.16.100.2 (172.16.100.2)
64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.
64 bytes from 172.16.100.

100(128) bytes of data.
: icmp seg=1 ttl=61 time=1.29
icmp seq=2 ttl=61 time=1.60
icmp seq=3 ttl=61 time=1.07
icmp seq=4 ttl=61 time=1.63
icmp seg=5 ttl=61 time=1.30

NN NN

---172.16.100.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time
rtt min/avg/max/mdev = 1.070/1.376/1.629/0.210 ms

Spokel#ping 172.17.100.2

PING 172.17.100.
From 172.17.100.
From 172.17.100.

(172.17.100.2) 100(128) bytes of data.

From 172.17.100.

ms
ms
ms
ms
ms

4047ms

icmp seg=1 Destination Host Unreachable
icmp seg=2 Destination Host Unreachable

icmp seqg=4 Destination Host Unreachable

2
2
2
From 172.17.100.2 icmp seqg=3 Destination Host Unreachable
2
2

From 172.17.100.

---172.17.100.2 ping statistics ---
5 packets transmitted,

pipe 4

0 received, +5 errors,

icmp seqg=5 Destination Host Unreachable

100% packet loss,

time 4078ms

BugHo, uto ¢ kpuntowrito3a Spokel poctyneH no ICMP uHTepdenc Hubl, HanpaBneHHbI B CTOPOHY

OCHOBHOro nposangepa Routerl.
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4. Tlockonbky Ha kpunTownto3e Spokel HacTpomka changeroutes npeanonoraeT oTknuYeHve pexuma RPF
(napameTp RPF_ STRICT MODE="false"), TO ¢ Hubl gomkHbl 6bITb AOCTYNHLI 06a nHTepdenca Spokel.
[ns Toro, 4Tobbl B 3TOM Yy6eauTbCS, BbINOMHUTE KOMaHAy ping u3 cisco-like koHconu kpunTownto3a Hubl.

Hubl#ping 172.16.1.2

PING 172.16.1.2 (172.16.1.2) 100(128) bytes of data.
64 bytes from 172.16.1.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.
64 bytes from 172.16.
~C

--- 172.16.1.2 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4007ms
rtt min/avg/max/mdev = 1.978/2.106/2.277/0.106 ms

: icmp seg=1 ttl=61 time=1.98 ms
icmp seq=2 ttl=61 time=2.14 ms
icmp seg=3 ttl=61 time=2.01 ms
icmp seg=4 ttl=61 time=2.13 ms

o e
NN NN

icmp seg=5 ttl=61 time=2.28 ms

Hubl#ping 172.17.1.129

PING 172.17.1.129 (172.17.1.129) 100(128) bytes of data.

108 bytes from 172.17.1.129: icmp seg=1 ttl=61 time=1.32 ms
108 bytes from 172.17.1.129: icmp seqg=2 ttl=61 time=1.79 ms
108 bytes from 172.17.1.129: icmp seqg=3 ttl=61 time=1.65 ms
108 bytes from 172.17.1.129: icmp seqg=4 ttl=61 time=1.81 ms
108 bytes from 172.17.1.129: icmp seg=5 ttl=61 time=1.47 ms

e = T =

---172.17.1.129 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/mdev = 1.317/1.606/1.813/0.190 ms

BugHo, uto ¢ kpuntowstoda Hub1 goctynHbl no ICMP oba nHtepdeinca Spokel.
Mposepka PKI

1. TlpoBepbTe, 4TO Ha kpuntowsnto3ax Hubl m Spokel COC wumnoptupoBaH B 6a3y [Npogykta. Ons aToro
BbINOMHWUTE KOMaHAy run cert mgr show W3 Cisco-like KOHCOMM KPMNTOLLIIO30B.

Hubl#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,O0U=RnD,CN=Hubl 5.0

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spokel#run cert mgr show

Found 3 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,O0U=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, 0=S-Terra CSP,OU=RnD,CN=Spokel 5.0

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BugHo, 4to Ha kpuntownto3ax Hubl n Spokel COC umnopTtupoBaH B 6a3y lMpogykra. Ecnv atoro He
npousowno, TO npoBepbTe ann xypHana (koMaHga run grep getcrls daemon
/var/log/cspvpngate.log) U, Npy HEOOXOAMMOCTH, Nepe3anycTUTe CEPBUC aBTOMATMYECKOWN 3arpy3ku
COC (komaHga run systemctl restart getcrls.service).

2. [lpoeepbTe, 4TO Ha KpunTowwmo3dax Hubl n Spoke1 cratyc Bcex ceptudukaToB Active. [1ns 3T0ro BbINOMHUTE
KOMaHAy run cert mgr check U3 CiSco-like KOHCONN KPUMTOLLINIO30B.

Hubl#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA
2 State: Active C=RU, L=Zelenograd, 0=S-Terra CSP,O0U=RnD,CN=Hubl 5.0

Spokel#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel 5.0
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BugHo, uto Ha kpunTownto3ax Hubl n Spokel cratyc Bcex ceptudpumkaTtoB Active. Ecnu ctaTyc Inactive, 1o
nposepbTe 3arpyxeH nu COC B 6a3y NpoaykTa 1 NpaBUNLHOCTb YCTAHOBKM AaThl U BPEMEHMU.

3alMLLEHHOro

MpoBepka

ping u3 linux bash koHconu 3awmiiaemoro yctporictea Host-b-spokel.

NOCTPOEHUA
nopacetamu Hub1 n Spoke1

1. VHMummpy#Te NOCTPOEHNE 3aLLMLLIEHHOIO COEANHEHNS Mexay KpunToLuniodammu Hubl n Spoke1 npu nomoLum
ICMP Tpacuka, nockiniaeMoro ¢ yctponctea Host-b-spokel Ha Host-b-hubl. [Ins aToro BbINONHUTE KOMaHOy

root@Host-b-spokel:~# ping 192.168.100.100 -c 5

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.100

from
from
from
from
from

192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

(192
100.
100.
100.
100.
100.

.168

.100.100) 56(84)
100:
100:
100:
100:
100:

icmp seg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seqg=5

---192.168.100.100 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

coeanHeHus

bytes of data.

time=25.1 ms

time=2.
time=2.
time=3.
time=2.

0% packet loss, time

2.592/7.404/25.123/8.872 ms

66
59
89
76

4039ms

ms
ms
ms
ms

mMexay

2. TlpoBepbTe, 4TO Ha KpunTowmo3ax Hubl n Spoke1 ycraHoBneHo 3awumuieHHoe IPsec coeguHeHve. [Ons

3TOrO BbIMOMHUTE KOMaHAy run sa _mgr show U3 Cisco-like KoHconNM KPUNTOLLIMIO30B.

Hubl#run sa mgr show

ISAKMP sessions:

ISAKMP connections:

Num Conn-id

IPsec connections:
(Local Addr, Port)- (Remote Addr,Port)
(192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*)

Num Conn-id

17

Spokel#run sa mgr show

ISAKMP sessions:

ISAKMP connections:

Num Conn-id

18

IPsec connections:

Num Conn-id (Local Addr, Port)- (Remote Addr, Port)

17

0 initiated,

0 initiated,

0 responded

0 responded

(Local Addr, Port)-(Remote Addr, Port)
15 (172.16.100.2,500)-(172.16.1.2,500)

(Local Addr, Port)- (Remote Addr, Port)
(172.16.1.2,500)-(172.16.100.2,500) active 2900 2672

State Sent Rcvd
active 2672 2900

Protocol Action Type Sent Rcvd

State Sent Rcvd

* ESP tunn 440 440

Protocol Action Type Sent Rcvd
(192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 440 440

BugHo, uto Ha kpunTownto3ax Hubl n Spokel yctaHoBneHo 3awmweHHoe IPsec coegnHeHune. Ecnm atoro
He npousoLno, To npoBepbTe hann xypHana (koMaHga run less /var/log/cspvpngate.log). [pu
HeobXxoOMMOCTHM YBENUYbTE YPOBEHb NOrMpoBaHns (koMaHaa logging trap debugging B KOHCOMM CiSCO-
like) 1 3aHOBO MHULMUPYITE 3alUULLIEHHOE COeaUHEHNE.

MpoBepka paboTOCNOCOGHOCTH NPK OTKa3e OCHOBHOTO KaHana CBA3M

1. TpoBepbTe 0TKAa30yCTONYMBOCTbL MOCTPOEHHOIO COEAUHEHUS HA CTOPoHe Spokel. [ina aToro cmoaenupyiTe
0OTKa3 OCHOBHOro npoBangepa Spokel (Router4). 3To MOXHO caenaTb OTKMHOYEHNEM OCHOBHOMO NpoBaraepa
Router4 unu oTkMYeHnem OCHOBHOrO MHTepdenca Ha Spokel (ethO). BHOBb mocTponTe 3awmeHHoe
coeaiHeHue. [1na 3Toro BbINOMHUTE KOMaHAY ping M3 linux bash koHconu 3awmiaemoro yctponcrtea Host-
b-spokel:

root@Host-b-spokel:~# ping 192.168.100.100

PING 192.168.100.100

(192.168.100.100)

56 (84)

bytes of data.
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64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
~C

from 192.168.100

from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.

.100:
100:
100:
100:
100:
100:
100:
100:
100:
100:

icmp seg=6 ttl=62 time=5636 ms
icmp seqg=7 ttl=62 time=4610 ms

icmp seg=8 ttl=62 time=3584 ms

icmp seqg=12
icmp seq=13
icmp seqg=14
icmp seqg=15
icmp seg=16
icmp seqg=17
icmp seqg=18

---192.168.100.100 ping statistics ---

18 packets transmitted,
rtt min/avg/max/mdev = 1.931/3827.047/10764.770/3967.023 ms,

15 received,

ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

16.6667% packet loss,

time=1.98 ms
time=7.12 ms
time=2.24 ms
time=1.93 ms
time=2.31 ms
time=2.98 ms
time=2.84 ms

time 17318ms
pipe 1llwm

2. TlpoBepbTe, UTo Ha KpunTowno3dax Hubl n Spoke1 yctaHoBneHo 3awmiieHHoe IPsec coeguHeHue vepes

pesepBHbIN Nposanaep RouterS. [N aToro BbINONHUTE KOMaHAy run sa _mgr show U3 cisco-like koHconm
KPMNTOLLISTO30B.

Hubl#run

ISAKMP sessions:

sa mgr show

ISAKMP connections:
id (Local Addr, Port)- (Remote Addr, Port)
18 (172.16.100.2,500)-(172.17.1.129,500) active 1928 1960

Num Conn-

IPsec connections:
id (Local Addr, Port)- (Remote Addr, Port)

Num Conn-

1 2
1320

Spokel#run sa mgr show

ISAKMP sessions:

ISAKMP connections:
id (Local Addr, Port)- (Remote Addr, Port)
1 52 (172.17.1.129,500)-(172.16.100.2,500)

Num Conn-

IPsec connections:
id (Local Addr, Port)- (Remote Addr, Port)

Num Conn-

1 10
5632

0 initiated,

0 initiated,

0 responded

0 responded

active

State Sent Rcvd

State Sent Rcvd

1960 1928

Protocol Action Type Sent Rcvd
(192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255, *)

ESP tunn 1320

Protocol Action Type Sent Rcvd
(192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255, *)

* ESP tunn 5632

BugHo, 4to Ha kpuntown3ax Hubl u Spokel yctaHoBneHo 3awumuieHHoe IPsec coeguHeHue uyepes
pe3epBHOro nposangepa Spokel — Routers.

lMpoBepbTE OTKA30YCTOMYMBOCTb MOCTPOEHHOrO COeauHEHUst Ha cTopoHe Hubl. [ina sToro cmogenupynte
0TKa3 ocHoBHOro nposavigepa Hubl (Routerl). 3To MOXHO caenaTb OTKNIOYEHNEM OCHOBHOIO nposangepa
Routerl unn OTKMOYEHMEM OCHOBHOro uHTepdernca Ha Hubl (eth0). BHoBb noctpounte 3awmuieHHoe
coeaiHeHue. [na 3Toro BbINOMHUTE KOMaHAY ping M3 linux bash koHconu sawwmaemoro yctponcrtea Host-

b-spokel:

root@Host-b-spokel:~# ping 192.168.100.100

PING 192.

64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

168.100.100 (192

from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.
from 192.168.100.

.168

.100.100)
100:
100:
100:
100:
100:
100:
100:
100:
100:

icmp seq=39
icmp seq=40
icmp seqg=41
icmp seq=42
icmp seq=43
icmp seq=44
icmp seq=45
icmp seq=46
icmp seq=47

ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

56 (84) bytes of data.

time=2695 ms
time=1671 ms
time=647 ms
time=3.12 ms
time=3.90 ms
time=3.77 ms
time=3.74 ms
time=4.33 ms
time=2.90 ms
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4.

5.

64 bytes from 192.168.100.100: icmp seqg=48 ttl=62 time=3.35 ms

64 bytes from 192.168.100.100: icmp seqg=49 ttl=62 time=3.38 ms

~C

--- 192.168.100.100 ping statistics ---

49 packets transmitted, 16 received, 67.3469% packet loss, time 48952ms
rtt min/avg/max/mdev = 2.904/2117.059/7814.035/2686.746 ms, pipe 8

MpoBepbTe, UTO Ha kKpunTowo3ax Hubl n Spoke1 yctaHoBneHo 3alwmueHHoe IPsec coeguHeHne yepes
pesepBHbIN Nposanaep RouterS. [N aToro BbINONHUTE KOMaHAy run sa _mgr show U3 cisco-like koHconm
KPMNTOLLISTO30B.

Hubl#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 9 (172.17.100.2,500)-(172.17.1.129,500) active 1928 1960

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 3 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn 3784
3784

Spokel#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)-(Remote Addr,Port) State Sent Rcvd
1 55 (172.17.1.129,500)-(172.17.100.2,500) active 1960 1928

IPsec connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 11 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 968
968

BugHo, 4to Ha kpuntowno3ax Hubl u Spokel yctaHOoBneHO 3awumuweHHoe IPsec coegvHeHune yepes
pe3epBHOro nposangepa Spokel — Router5 n pesepsHoro nposangepa Hubl — Router2.

Ons npoBepkn oBpaTHOrO MEPEKMOYEHUS C PEe3epBHbLIX KaHanoB CBSA3M Ha OCHOBHbIE CMoAenupyinTe
BOCCTaHOBMEHNEe OCHOBHbIX MpoBangepoB Routerl n Router4. Bkniounte nposangepbl, ecnu oHW Bbinu
BbIKMIOYEHbI UMW  BKIOMMTE OCHOBHbIE MHTepdenchbl wnw3oB Spokel m Hubl. BHOBb nocTporite
3aluuleHHoe coefiMHeHne. [na 3Toro BLINOMHUTE KOMaHAy ping M3 linux bash koHconu 3awmuiaemoro
ycTpowncTtBa Host-b-spokel.

root@ Host-b-spokel:~# ping 192.168.100.100

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
From 192.168.1.1 icmp seg=11 Destination Net Unreachable

From 192.168.1.1 icmp seg=12 Destination Net Unreachable

64 bytes from 192.168.100.100: icmp seqg=13 ttl=62 time=997 ms
64 bytes from 192.168.100.100: icmp seg=14 ttl=62 time=1.04 ms
64 bytes from 192.168.100.100: icmp seqg=15 ttl=62 time=3.85 ms
64 bytes from 192.168.100.100: icmp seqg=16 ttl=62 time=3.36 ms
64 bytes from 192.168.100.100: icmp seqg=17 ttl=62 time=2.30 ms
64 bytes from 192.168.100.100: icmp seqg=18 ttl=62 time=4.07 ms
64 bytes from 192.168.100.100: icmp seqg=19 ttl=62 time=3.90 ms
64 bytes from 192.168.100.100: icmp seq=20 ttl=62 time=3.48 ms
64 bytes from 192.168.100.100: icmp seqg=21 ttl=62 time=3.25 ms
T

---192.168.100.100 ping statistics ---

21 packets transmitted, 9 received, +2 errors, 57.1429% packet loss, time 20241ms
rtt min/avg/max/mdev = 1.043/113.580/996.969/312.326 ms
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6. [llpoBepbTe, UTo Ha KpunTowno3dax Hubl n Spoke1 yctaHoBneHo 3awmiieHHoe IPsec coeguHeHue vepes
OCHOBHble npoBaiaepsbl Router1 n Router4. [1nst 3T0ro BbINONHUTE KOMAHAY run sa mgr show W3 CiSCO-
like KOHCOMM KPUNTOLLITHO30B.

root@Hubl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 29 (172.16.100.2,500)-(172.16.1.2,500) active 1928 1960

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 23 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
792 792

root@Spokel:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)-(Remote Addr,Port) State Sent Rcvd
1 143 (172.16.1.2,500)-(172.16.100.2,500) active 1960 1928

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn 792 792

BugHo, 4to Ha kpuntowno3ax Hub1 u Spokel1 ycraHoBneHo 3awumuieHHoe |IPsec coeguHeHne 4depes
OCHOBHOTrO npoBangepa Spoke1 — Router4 n ocHoBHoro npoeangepa Hub1 — Routerl.

Mpunoxexue
KoHdurypauum kpuntowntosa Hub1

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 password 0 csp
aaa new-model
|
!
hostname Hubl
enable secret 5 JLI9gp52IVCYdKnFL5Xk/A==
ip domain name localdomain
|
|
|
|
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|
crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2
!
crypto isakmp policy 2
encr gost
hash gost341112-256-tc26
authentication gost-sig
group vko2
!
crypto isakmp profile NEW ALGS
match identity dn
set identity mapping
set policy 1
!
crypto isakmp profile OLD ALGS
match identity dn
set identity mapping
set policy 2
|

crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm

crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-4m-imit

1
object-group network SELF
remark WAN IP

host 172.16.100.2

host 172.17.100.2
1

ip access-list extended IPSEC ACL HUB1 AND SPOKE1l
permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255

|
ip access-list extended FW_ INPUT WAN
permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eq non500-isakmp

permit icmp any object-group SELF
permit esp any object-group SELF
|
ipv6 default filtering deny
|
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp
|
crypto dynamic-map DMAP VPN1 1
match address IPSEC ACL HUB1 AND SPOKE1
set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set local-address 172.16.100.2
set pre-fragmentation
set dead-connection history off
|
crypto dynamic-map DMAP VPN2 1
match address IPSEC ACL HUB1 AND SPOKEL
set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set local-address 172.17.100.2
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set pre-fragmentation

set dead-connection history off
|

crypto map VPNl 1 ipsec-isakmp dynamic DMAP VPN1

crypto map VPN2 1 ipsec-isakmp dynamic DMAP VPN2

!
interface GigabitEthernet0/0
ip address 172.16.100.2 255.255
ip access-group FW INPUT WAN in
crypto map VPN1
ip inspect INSPECT out
!
interface GigabitEthernet0/1
ip address 172.17.100.2 255.255
ip access-group FW INPUT WAN in
crypto map VPN2
ip inspect INSPECT out
!

interface GigabitEthernet0/2

02550

02550

ip address 192.168.100.1 255.255.255.0

interface GigabitEthernet0/3
no ip address

shutdown

!

|

|

crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183

30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AQOAF83

quit
|

end

2. KoHdurypauus LSP:

# This is automatically generated LSP

Title = "This LSP was automatically generated by CSP Converter

#

# Conversion Date/Time: Wed Mar 26 12:51:10 2025

GlobalParameters (

at Wed Mar 26 12:51:10 2025 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
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TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN

LifetimeSeconds = 86400

IKETransform crypto:isakmp:policy:2
(

CipherAlg = "G2814789CPRO1-K256-CBC-65534"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN

LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(

CipherAlg*

LifetimeSeconds 3600

FilterChain FilterChain:FW_ INPUT WAN
Filters = Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW_INPUT_WAN"
) s
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.17.100.2

"GR341215M-K288-MGM-33"

(
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ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW_INPUT_WAN"
) 4
Filter (
DestinationIP = 172.17.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))
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IdentityEntry Remote:NEW ALGS (

DistinguishedName =

USER _SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (

DistinguishedName =

FilterChain IPvé6Default
Filters = Filter (
DestinationIP =
Action = PASS
)

USER _SPECIFIC DATA

(

0.0.0.0/0

IPvoFilters = Filter (

DestinationIP =
Action = DROP
))

IKEParameters (
FragmentSize = 576

25/0

SALifetimeDelta = 50

InitiatorSessionsMax
ResponderSessionsMax

= 100
= 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN1:1:DMAP VPNI:1

(
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority = 100

IKERule IKERule:VPN2:1:DMAP VPN2:1

(
IKELocalIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 110

IPsecAction IPsecAction:VPN1:1:DMAP VPN1:1
(
TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
Prefragmentation = ENABLE
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)

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

DFHandling = COPY

IKERule = IKERule:VPN1:1:DMAP VPN1:1

IPsecAction IPsecAction:VPN2:1:DMAP VPN2:1
(
TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.17.100.2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN2:1:DMAP VPN2:1

FilterChain IPsecPolicy:VPN1 (

Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s

Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN1:1:DMAP VPN1:1 >
LogEventID = "IPsec:Protect:VPN1:1:DMAP VPN1:1:IPSEC ACL HUB1 AND SPOKEL1"

FilterChain IPsecPolicy:VPN2 (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN2:1:DMAP VPN2:1 >

LogEventID = "IPseC:Protect:VPNZ:l:DMAP_VPNZ:I:IPSEC_ACL_HUBl_AND_SPOKEl"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN1

NetworkInterface (
LogicalName = "GigabitEthernetO/1"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
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IPsecPolicy = IPsecPolicy:VPN2

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

3. KoHourypauus changeroutes:

IP HOSTS="172.16.255.1"
RESERVE ROUTES="0.0.0.0/0"
WATCH RESERVE ROUTES="true"
MAIN_INTERFACE="ethO"

MAIN INTERFACE DHCP=" false"
BACKUP_INTERFACE="eth1 "
BACKUP_ INTERFACE DHCP="false"
MAIN GATEWAY="172.16.100.1"
BACKUP_ GATEWAY="172.17.100.1"
RPF STRICT MODE="true"
FAILURE PING COUNT="10"

PING INTERVAL=" 3"
RESTORE PING COUNT="10"
RESTORE PING INTERVAL="1"
DEBUG="false"

KoHdmrypauum kpuntownosa Spoke1

1. KoHconb cisco-like:

|

version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited

crypto isakmp keepalive 3

crypto isakmp keepalive retry-count 5
username cscons privilege 15 password 0 csp
aaa new-model

|

!

hostname Spokel

enable secret 5 JLI9gp52IVCYdKnFL5Xk/A==
|

|

|
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crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!
crypto isakmp profile NEW ALGS

match identity dn

set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA ENCRYPT AND INTEGRITY esp-magma-mgm
!
object-group network SELF

remark WAN IP

host 172.16.1.2

172.17.1.128 255.255.255.128

!
ip access-list extended IPSEC ACL HUB1 AND SPOKE1l
permit ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255
1
ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

permit udp host 172.17.1.1 object-group SELF eqg bootpc
1
ipv6 default filtering deny

|

!

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto map VPNl 1 ipsec-isakmp

match address IPSEC ACL HUB1 AND SPOKE1

set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set local-address 172.16.1.2

set peer 172.16.100.2

set peer 172.17.100.2

set pre-fragmentation

set dead-connection history off

|

crypto map VPN2 1 ipsec-isakmp

match address IPSEC ACL HUB1 AND SPOKE1

set transform-set MAGMA ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer 172.16.100.2

set peer 172.17.100.2

set pre-fragmentation

set dead-connection history off

|

interface GigabitEthernet0/0

ip address 172.16.1.2 255.255.255.0

ip access-group FW_INPUT WAN in

crypto map VPN1

ip inspect INSPECT out
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interface GigabitEthernet0/1
ip access-group FW INPUT WAN in

crypto map VPN2

ip inspect INSPECT out

interface GigabitEthernet0/2
ip address 192.168.1.1 255.255.255.0

interface GigabitEthernet0/3

no ip address
shutdown

!

!

|

crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183

30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AQAF83

quit
|

end

2. KoHdurypaumsa LSP:

# This is automatically generated LSP

#
# Conversion Date/Time:
GlobalParameters (
Title
Version
CRLHandlingMode
PreserveIPsecSA

FirewallParameters (
TCPSynSentTimeout
TCPFinTimeout = 5

TCPClosedTimeout =

TCPSynRcvdTimeout

TCPSessionRatelLow
TCPSessionRateMax

Fri Apr 12 17:45:39 2024

= "This LSP was automatically generated by CSP Converter
at Fri Apr 12 17:45:39 2024 (user: cscons)"

LSP_5 0
ENABLE
= FALSE

30

30
TCPEstablishedTimeout
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500

= 3600

400
500

TCPSessionsMax = 256000

TCPStrictnessLevel

3

UDPNotEstablishedTimeout = 30

UDPEstablishedTimeout

= 120

UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(
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CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"

GroupID = VKO2_ 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (

)y

DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FW_INPUT_WAN"

Filter (

)y

DestinationIP = 172.17.1.128/25
ProtocolID = 17

DestinationPort = 500

Action = PASS

LogEventID = "FW_INPUT_WAN"

Filter (

)y

DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW_INPUT_WAN"

Filter (

)y

DestinationIP = 172.17.1.128/25
ProtocolID = 17

DestinationPort = 4500

Action = PASS

LogEventID = "FW_INPUT_WAN"

Filter (

)y

DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW_INPUT_WAN"

Filter (

)y

DestinationIP = 172.17.1.128/25
ProtocolID = 1

Action = PASS

LogEventID = "FW INPUT WAN"

Filter (

DestinationIP = 172.16.1.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"
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) 4
Filter (
DestinationIP = 172.17.1.128/25
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
SourceIP = 172.17.1.1
DestinationIP = 172.16.1.2
ProtocolID = 17

DestinationPort = 68
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (

SourcelIP = 172.17.1.1
DestinationIP = 172.17.1.128/25
ProtocolID = 17

DestinationPort = 68

Action = PASS

LogEventID = "FW_INPUT_WAN"
) 4
Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA
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)

FilterChain IPvé6Default

Filters = Filter (
DestinationIP =
Action = PASS

)

IPvoFilters = Filter
DestinationIP =
Action = DROP

))

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax
ResponderSessionsMax

AuthMethodGOSTSign GOST:
(
RemotelID
LocalID
SendRequestMode
SendCertMode

IKERule IKERule:VPN1:1

(
IKEPeerIPFilter = 17
IKELocalIPFilter = 1
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IKERule IKERule:VPN2:1

(
IKEPeerIPFilter = 17
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IPsecAction IPsecAction:
(

TunnelingParameters
LocalIPAddress =
PeerAddress = 17
Prefragmentation

)

TunnelEntry (
LocalIPAddress =
PeerAddress = 17

(

0.0.0.0/0

:/0

= 100
= 100

Sign:NEW_ ALGS

Remote:NEW ALGS
Local:Cert:NEW ALGS
= ALWAYS

= ALWAYS

2.16.100.2, 172.17.100.2
72.16.1.2

sakmp:policy:1

= GOST:Sign:NEW ALGS

= GOST:Sign:NEW ALGS

=3

=2

=5

= 10

2.16.100.2, 172.17.100.2
sakmp:policy:1

= GOST:Sign:NEW ALGS

= GOST:Sign:NEW ALGS

=3

=2

=5

= 20

VPN1:1

= TunnelEntry (
172,161, .2
2.16.100.2
= ENABLE

172.16.1.2
2.17.100.2
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)

Prefragmentation = ENABLE

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN1:1

IPsecAction IPsecAction:VPN2:1

(

TunnelingParameters = TunnelEntry (

)y

PeerAddress = 172.16.100.2
Prefragmentation = ENABLE

TunnelEntry (

)

PeerAddress = 172.17.100.2
Prefragmentation = ENABLE

ContainedProposals = ( MAGMA ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN2:1

FilterChain IPsecPolicy:VPN1 (
Filters = Filter (

)y

ProtocolID = 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 192.168.1.0/24

DestinationIP = 192.168.100.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN1l:1 >

LogEventID = "IPsec:Protect:VPN1:1:IPSEC ACL HUB1 AND SPOKEL"

FilterChain IPsecPolicy:VPN2 (
Filters = Filter (

)y

ProtocolID 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 192.168.1.0/24

DestinationIP = 192.168.100.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN2:1 >

LogEventID = "IPseC:Protect:VPN2:l:IPSEC_ACL_HUBl_AND_SPOKEl"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
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IPsecPolicy = IPsecPolicy:VPN1

NetworkInterface (
LogicalName "GigabitEthernet0/1"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN2

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

3. KoHdurypaumsa changeroutes:

IP HOSTS="172.16.254.1"
RESERVE_ROUTES="0.0.0.0/O"
WATCH RESERVE ROUTES="true"
MAIN_INTERFACE="ethO"
MAIN_INTERFACE_DHCP="false"
BACKUP_INTERFACE="ethl"
BACKUP_ INTERFACE DHCP="true"
MAIN GATEWAY="172.16.1.1"
BACKUP_ GATEWAY=""

RPF STRICT MODE="false"
FAILURE PING COUNT="10"
PING_INTERVAL="3"
RESTORE PING COUNT="10"
RESTORE PING INTERVAL="1"
DEBUG="false"

4. CopepxaHue anna /etc/network/interfaces:

FHAH A A A
# CAUTION: lines under special marker: #fffnetifcfg—*###

# contains autogenerated information. You can add/modify

# lines outside of those markers

BRI A SA A

# interfaces (5) file used by ifup(8) and ifdown (8)
# Include files from /etc/network/interfaces.d:
source /etc/network/interfaces.d/*

# loopback configuration
auto 1lo
iface lo inet loopback

f##netifcfg-beginf##

auto ethO

iface eth0 inet static
mtu 1500

address 172.16.1.2
netmask 255.255.255.0
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