Bepcus 5.0 UHcTpyKuns Pepakumsa 2

Hactpouka DMVPN (phase 2) dual cloud c
NPOTOKONOM ANHAMUYECKOW
mMapLwupyTtusauum iBGP
(IPv4 yepes IPv6)

HacTtosawun OOKyMeHT cogepXuT onucaHue cnocoba COBMECTHOro UCMnornb3oBaHust MpoaykToB KOMMaHuu
00O «C-Teppa Cn3clln» n MNMpoayKkToB TpeTbUX NPOU3BOANTENEMN.

OO0 «C-Teppa Cudclln» ocyllecTBNAeT COMPOBOXAEHME HACTOSLLEro CLeHapusi B 4acTM HacCTpoek
MpogykToB KomnaHuu. YNOMWHaHWe HauMeHOBaHWI, NPOAYKTOB, TOProBbIX MapoOK TPeTbUX OpraHv3auuin
UCKITIOUNTENBHO HedopMarnbHO U He sIBNSieTCs MOAAEPXKKOMW, pekoMeHaaumen nmbo peknamon. OO0 «C-
Teppa Cwu3cllu» He HeceT Kakon-nMOGO OTBETCTBEHHOCTU B OTHOWEHUM pPaboToOCNOCOBHOCTN U
ucnonb3oBaHna 3Tux MNpoaykToB. [JOKYMEHT UMeEET CTaTyC BCNOMOraTeneHOro matepuana, Kotopbii MOXeT
OblTb MCMONb30BaH TEXHOMOIMYECKUMU MapTHEpPaMu, KOMNaHUSIMU-UHTErpaTopaMu, Mpu paspaboTke
COBCTBEHHbIX PELUEHUN.

PelueHus, paspaboTaHHble Ha 6a3e JaHHOro CLeHapusi, MOryT MPUMEHSTLCS B AENCTBYIOLMX CETAX/CUCTEMax
TONBKO MOCIE TECTOBOW U/MNK ONbITHOW 3KCNyaTauuu.

BBeaeHue

HaHHast nHcTpyKums onuckiBaeT HacTpoiky DMVPN IPv4 (LAN) 4yepes IPv6 (WAN), ons ceTeBbIX MHXEHEPOB,
3HAKOMBbIX C JAaHHOW TeEXHONornen no odbopygosaHuio Cisco, a Takke pasdbuvpatomxcsi B 6a3oBbix HACTPOMKax
«C-Teppa LWnto3».

Kpatkoe onucaHue texHonoruu DMVPN

TexHonormss DMVPN (anrn. Dynamic Multipoint Virtual Private Network — guHammyeckas MHOroToyeYHas
BUpTyanbHasd 4acTHas ceTb) MO3BOMNSeT AWHaMWYeCKn CTPOUTb 3allueHHble coeduHeHuns 6es
HeoBbXOAMMOCTUN ONMUCHIBaTb KaXgoe COoeAunHeHne B nonutuke 6e3onacHOCTU, YTO CYLECTBEHHO ynpoLiaeT
MaclTabupoBaHMe KPYMHbIX CeTen C MOMHOCBA3HOW Tononorven. ABTOMatuveckoe MoCTpoeHue
NMOMHOCBSA3HOW 3alUMLLEHHON TOMOMOrMM AOCTUraeTcsa 3a CYeT MPUMEHEHUS AMHaMWUYECKUX MPOTOKOMOB
MapwpyTtusauun u Takmx npotokonoB kak NHRP (aHrn. Next Hop Resolution Protocol — npoTokon
paspeLleHuna cnegyoulero yana) un multipoint GRE (aHrn. Generic Routing Encapsulation).

NpeaBapuTenbHble TpeboBaHMUS

TpeboBaHUA K MaTepuanbHO-TEXHUYECKOMY 0becneyeHuto

Ona nepeHoca 3anpocoB U cepTuMKaTOB Mexdy KpWMTOLLM03aMu U LEHTPOM Bbinycka cepTudukaTos
Tpebyetca USB Flash Hakonutens.

TpeboBaHus K KBanuduKaLum agMMHUCTpaTopa

ALMUHWCTPaATOp [JOMKeH o6nagaTe OOWMPHLIMKW 3HaHWAMM B o6nactu ceTeBol WHEOPMaLMOHHON
6e3onacHoCcTH, MMeTb ONbIT PpaboTbl C aHanorM4yHbiM 06opyaoBaHMeM/nporpaMMHbIM obecnedeHnem, 3HaTb
n noHMmaTtb cnegytowme TexHonornm n npotokonsl: PKI, IPsec, NAT, Firewall, Routing, Switching, NHRP,
GRE, OSPF, BGP, VRRP.

AOMMHMCTPATOP AOMKeH BbiTb 03HaKomIieH co cueHapveM «OpraHusaums 3alWmWweHHOro B3anmMoaemncTBuns
Mexay noaceTsamMum LeHTpanbHoro ocduca n dunuanos nocpeacteom IPsec VPN TyHHens (npotokon IPv4)».
[anee no TekcTy oH OyaeT HasbIBaTbCA 6A30BbIM CLiEHapUuem.
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Tarke AoMUHUCTPaTOpP AOIMKEH BbITb 03HaKoMneH co cueHapuem «Hactponka DMVPN (phase 2) dual cloud
C NPOTOKONIOM AMHaMuYeckon MapLipyTu3daumm iBGP». [Janee no TekcTy oH OyaeT HasbiBaTbCA 6a30BbiM
cueHapuem DMVPN IPv4.

HononHutensHo, AGDMUHUCTPATOP OOSMKEH OblTb 03HAKOMITEH CO cLeHapusamMu «OpraHm3auns 3almLLEeHHOro
B3aMMOAENCTBUA MexXay NoAceTaAMM LieHTpanbHoro ocguca n cdounmanos nocpencrsom IPsec VPN TyHHeENns
(IPv4 yepes IPv6)» u «Hactporika DMVPN (phase 2) dual cloud ¢ npoTtokonom guHamuyeckomn
mMappyTusauum iBGP (npotokon IPv6)».

TpeboBaHuA K UHGpaCTPyKType

1. TpeboBaHus K yCTpOMCTBaM.
1.1. «C-Teppa LLUnto3».

1.1.1. Yctponctea «C-Teppa LLUnto3» aomkHbl 6bITb MHMLUMaNu3npoBaHbl (nogpobHee Ha http://doc.s-
terra.ru pasgen C-Teppa LWnw3 -> C-Teppa Wnw3 <eepcua> -> «[ogkniodeHne MAK n
nHnumanmnsaums C-Teppa N3 Ha BelYMCHIMTENBHBIX CUCTEMaX apxmUTekTypbl Intel x86-64»).

B «C-Teppa LWnto3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb MPOWTM MHULMANMU3auuio 4vepes
nHTepdenc ynpaenenus (management) no SSH, gaHHas npouegypa M ee orpaHuyeHus
onucaHbl B AOKyMEHTauun n Ha nopTtane https://doc.s-terra.ru.

1.1.2. Mpwu ncnonb3oBaHun «C-Teppa LUnto3» Ha BUMPTyarnbHbIX MalMHax TUMN CETEBOro agantepa
BMPTYyarnbHON mMawuHbl gormkeH 6biTe “VMXNET 3”. PaboTa Ha gpyrmx tunax aganTepoB He
rapaHTuMpyeTcsi.

1.2. LUeHTp BbiNycKka cepTndunKaTos.

1.2.1. [omxeH ObiTb HACTPOEH LIEHTP BbiNycka cepTudmkaToB (YAOCTOBEPSAOLWNIA LEHTP, Aanee YL)
ans IPsec. Yctponcteo ¢ umeHeM Certification_authority Ha cxeme.

1.2.2. [Onsa Bbinycka uMdpoBbIX CepTUPUKATOB AOMNyCcKaeTcs MCnonb3oBaHue BCTpoeHHoro B OC
Windows Server 2016 (unun HoBee) yOOCTOBEpPSIOWENO LIEHTpA COBMECTHO C
ceptnduumnposaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

1.2.3. [Ans TecToBbIX Lenen MoXHO ucnomnb3oBaTtb TectoBbln YL, oT «Kpuntollpo» (Beb-nHTepdelic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

Kateropmyeckn 3anpelleHo wucrnonb3oBaHue TectoBoro YL, ot  «Kpuntollpo» B
npou3BoacTBEHHOW (6oeBoOKM) akcnnyaTtauumu, Tak Kak B OaHHOM Crnyvae OTCyTCTByeT
BO3MOXHOCTb KOHTPOMMPOBaTb MpOLECC BbiMyCka CepTUdUKaToB W, COOTBETCTBEHHO,
npoueaypy ayTeHTudmkauuu.

1.3. HTTP cepBep ansa pacnpocTpaHeHus cnmcka 0To3BaHHbIX CEPTUGMKATOB.

1.3.1. ®yHkumoHupyowmin HTTP cepsep Anga pacnpocTpaHeHUs CnMcka 0TO3BaHHbIX cepTudukaTon
(COC). Yctponcteo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnv no oObekTUBHbIM
npuynHam mcnonb3oBaHne COC He npeacTaBnAeTca BO3MOXHBIM UM He Tpebyetcs, To
npoepky COC moxHo oTtkmtoumTb B CLI «C-Teppa LUnto3» (npu cobniogeHun npasun
Nonb30BaHuWs).

[ocTaBka HOBOro crnuMcka 0TO3BaHHbIX CepTUAUKATOB C yOOCTOBepstoLero LueHTpa Ha HTTP
cepBep [OIDKHA MpoucXoauTb 3abnaroBpeMEHHO, [0 WUCTEYEHUsI Cpoka [OeNCTBUS
npenbiayLLero cnucka.

2. TpebGoBaHuA K CETEBOMY B3aMMOAECTBUIO.

2.1. Mexpgy ycTponcTBamu cTeHAa JoJPKHA ObiTb obecneveHa IP cBA3HOCTb.
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Pepakuus 2

Bepcusa 5.0 MHCcTpyKums

O6wwasn cxema cTeHAa

«C-Teppa Winioa» Poyrep Ha 6aze OC » Ynpaenaemsii
Debian 12 « KOoMMyTaTop
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PucyHok 1. O6uiasa cxema cteHga
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O6was noruka paboThbI

[aHHasa NHCTPyKLUMS onucbiBaeT HaAcTponky TexHonorum DMVPN Ha kpunTowwnto3ax 6esonacHoctu «C-Teppa
LWnto3» 5.0. byaet HactpoeHo aBe MGRE noacetu (dual cloud) n ncnonb3oBaH NpOTOKON AMHAMUYECKOW
MapupyTusaumm iBGP. B kaxxgonn mGRE nogcetu 6yget no aea Hub. No okoH4YaHMM HAcTponkn peannayeTtcs
BO3MOXHOCTb MOCTPOEHUS AUHAMUYECKUX 3aLUMLLEHHBIX COeQUHEHU Mexady BCeMun noacetamu unmarnos,
a Tarke noaceTaMmn ounuanos U LeHTpanbHoro ocguca (cM. PucyHok 1).

CteHa cocTouT 13 20 YCTPOWCTB:

o «C-Teppa LWnto3» Bepcun 5.0: Hubl, Hub2, Hub3, Hub4, Spokel-nl1, Spokel-n2, Spoke2.

e Poytepbl Ha 6a3e OC Debian 12: Int-router-Hub, Ext-router-Hubl, Ext-router-Hub2, Ext-router-Hub3,
Ext-router-Hub4, Core-router, Ext-routerl-Spokel, Ext-router2-Spokel.

e YnpaBnsiemble KoMmmyTaTopsbl: Int-switch-Hub, Int-switch-Spokel.

e [lepcoHanbHble KomnbloTepbl: Host-b-hub, Host-b-spokel, Host-b-spoke?2.

PoyTepbl Ha 6a3e OC Debian 12 BbiOpaHbl B kadecTBe npuMepa. B obwem criyyae MoryT 6bITb MCNOSb30BaHbI
nobble MapLipyTnsaTtopbl, nogaepxmeaowime dyHkumm NAT 1 guHamumyeckon MmapwpyTtusauum (NAT B OC
Debian 12 6yget peanu3oBaH npu nomowym iptables, a guHamunyeckas MapLupyTusaums npyM NOMOLLM nakeTa
FRR).

1. Pa3melleHue yCTpOnCTB.

1.1. B ueHTpanbHOM odmce pasmeLlaloTcs: LeHTp Bbinycka ceptudmkaTtos (Certification_authority), 4
kpuntownto3a «C-Teppa Lnto3» (Hub1, Hub2, Hub3 n Hub4) Bepcun 5.0, 4 mappyTtusartopa,
npeobpasytowme IPv6  agpeca  (Ext-router-Hubl,  Ext-router-Hub2,  Ext-router-Hub3,
Ext-router-Hub4), mapwpyTtnsatop, aHoHcupyowmin B BGP MaplipyT o 3awuuiaemMon noaceTtun
ueHTpaneHoro oduca (Int-router-Hub), n nepcoHankeHbI KOMNbIOTEP (HOSt-b-hub).

1.2. B dunmane Ne 1 pasmewatorca: 2 kpuntowno3a «C-Teppa LUnto3» (Spokel-nl n Spokel-n2)
Bepcun 5.0, 2 maplipytusaTtopa, npeobpasyiowume IPv6 agpec, m nepcoHarnbHbI KOMMbOTEP
(Host-b-spokel).

1.3. B dwunmnane Ne 2 pasmewiatorca: kpuntowno3 «C-Teppa LWno3» (Spoke2) Bepcun 5.0 u
nepcoHanbHbI koMnbtoTep (Host-b-spoke?2).

1.4. B HEKOHTpONMpyeMoMm CEermeHTe pasmeLlatoTcsa: mapupyTtusatop (Core-router) u HTTP cepsep ons
pacnpocTpaHeHusi cnucka oTo3BaHHbIX cepTudmkaTos (CRL_distribution_point).

2. [logkntodeHue kK cetn NHTepHeT.
B paHHOM cueHapum ans amynsaumm cetm MIHTepHeT ncnonb3yeTtca maplupyTtusaTtop Core-router.

MopxntoyeHune k cetn MIHTepHeT Ha ycTporcTBax «C-Teppa LUnto3» Gyget cuntaTbest ycnewwHbiM, eCnv no
npotokony ICMP (unu «ping») 6yaet goctyneH HTTP cepeep Ans pacnpocTpaHeHUs CnmMcka OTO3BaHHbIX
ceptudukatos (yctponcteo CRL_distribution_point Ha cxeme).

2.1. Kpuntownosbl Hubl, Hub2, Hub3 wn Hub4 nogkniouyaiTca Kk cetu VIHTEpHET C MNOMOLbHO
cTaTM4YecKon mapLupyTusauum (MapLupyT No yMornyaHuio Yepes mapLupyTtusartopsl Ext-router-Hub1,
Ext-router-Hub2, Ext-router-Hub3 un Ext-router-Hub4 cooTBeTCTBEHHO).

2.2.  Kpuntownto3bl Spokel-nl n Spokel-n2 nogkntovaeTcs K cet MIHTepHET C MOMOLLbIO CTaTUYECKON
MapupyTusaumm (MapLipyT no ymMonyaHuio Yepes MapupyTtudatop Ext-routerl-Spoke wn Ext-
router2-Spoke COOTBETCTBEHHO).

2.3.  Kpuntownto3 Spoke2 nogkntoyaeTcst K ceTu MIHTEPHET C NOMOLLbIO CTaTUYECKON MapLUpyTU3aumm
(MapLLpyT No ymonyaHuto vYepes mapLipytmnsartop Core-router).

3. MNapameTpsbl wWndgposaHuns IPsec.

Becb Tpadumk mexay ueHTpanbHbiM odumcom (192.168.100.0/24) n dunuanamu (192.168.1.0/24,
192.168.2.0/24) wHkancynupyetcs B GRE, a GRE Tpaduk 3awumiiaeTtcs ¢ ucnonb3oBaHNWEM anropuTtMoB
FOCT n npotokona IPsec B TpaHcnopTHOM IPv6 pexnme.
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Mexay kpuntoLwino3amu B hunuanax v LeHTpanbHbIM 0PUCOM yCTaHaBNUBAKOTCA cTaTuyeckue IPsec
TYHHEeNnn. MHMunaTopoM NoAKMYeHUs aBnsieTcs crykebHbii Tpadmk npotokorioB NHRP/BGP.

Mexay cvnuanbHbIMK KpUMNTOLLSI3aMU yCTaHaBnMBaloTCs AguHaMmuyeckue IPsec TyHHenu. MiHumatopom
MOCTPOEHUST TYHHENEeN ABNSeTCS peanbHbli Tpaduk 3alumLiaeMblX NoaceTeln punmMasnos.

Pexum paboTbl IPsec TyHHenst gormkeH 6biTb TpaHCNoOpTHbIM. PaboTta IPsec TyHHens B TyHHENbHOM
pexume He noaaepxunsaetcs ans cetu DMVPN Ha kpuntowntodax 6esonacHoctn «C-Teppa LUnio3 5.0».

3.1. TlMapameTpbl npotokona IKE:

e  AyTeHTMdUKaLUMs NpY NOMOLLM LUndpoBbIx cepTudmkatos, anroputm nognmucn — FTOCT P 34.10-
2012 (kntoy 256 6uT);

e Anroput™m wundppoBanusa — FOCT P 34.12-2015 Marma (knto4 256 6uT);

o AnropuTtm BblumcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e AnroputM BblpaboTku obuwiero knova (aHamor anroputMa  Ouddum-Xennmana) —
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

3.2. [MapameTpbl npoTtokona ESP

o  KombBuHMPOBaHHLIN anropntM LWMGPOBaHNS N UMUTO3aLWMTLI (KOHTPOrb LenocTHoctn) — FTOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

4. TlapameTpbl MEXCETEBOro 3KPaHMPOBAaHMSI.
[nsi nakeToB, KOTOpbIE He 3alymLiaTcsa IPsec, npuMeHsTCa cnegyowme npasuna gunbTpaumm:
4.1. [Ons «C-Teppa Wnto3» Bepcun 5.0:
4.1.1. Ha LAN unHTepdencax IPv6 Tpaduk 3abnokmpoBaH.
4.1.2. Ha LAN uHTepdenicax IPv4 Tpaduk He 3abnokupoBaH.
4.1.3. Ha WAN uHTepdericax paspelleH Bxoaawmn IPv6 Tpaduk:

4.1.3.1. Maketbl coobuweHuni Neighbor Solicitation (NS) u Neighbor Advertisement (NA)
npotokorna Neighbor Discovery (ND). Paspewenne npuema coobuweHun ND-NS
HeoOxoaMMo Ansi 0GHapyXXeHUs KPUMTOLUM3a CMEXHbIM ceTeBbiM 0bopyaoBaHVWeEM
(Router1 B HacTosiLeM cueHapun) B cryyae, ecnu MHMUMaTopoM obmeHa AaHHbIMM
ABMNSETCHA He caM KpunTowntos, a naptHep. MNMpuem coobweHunn ND-NA paspeluaeTca Ans
cnydasi, korga coobuweHne ND-NS nocbinaetcs KpUNTOLLI30M, KOTOPbIA MHULMMPYET
06MeH JaHHbIMK C NapTHEPOM, a CMexHoe ceTeBoe obopyaoBaHue nocoinaet ND-NA ¢
link-local agpeca IPv6.

4.1.3.2. lMpotokon UDP noptbl 500 n 4500 — gns IKE n NAT-Traversal (ESP in UDP).

4.1.3.3. lpotokon ICMP — ans npoBepkn AOCTYNHOCTWM KPWUATOLLMO3a M paboTbl MexaHu3ma
PathMTUd.

4.1.3.4. lpotokon ESP (Homep 50) — ans pabotbl IPsec.

4.1.35. Becb TCP u UDP Tpadwmk, ONS KOTOPOro ecTb MWCXOAslliee coeauHeHune (3To
AVHaMu4eckue npasuna, KOTopble co3gatoTcd npu nomolum stateful punsTpauun).

4.1.4. Ha WAN wuHTepcelicax 3abnokupoBaH WUCXOAsLWMA He3awundpoBaHHbIn GRE Tpadwuk u
TPaH3WTHBIN Tpaduk 4O NpuBaTHbIX IP agpecos.

4.1.5. Ha WAN wuHTepdercax UHCNEKTUPYIOTCH BCe WUCXOAsLIME NoKarnbHble U TpaH3uTHble IPv6
coeguHeHusa ans npotokornoB TCP n UDP. Ha ocHoBe pe3ynbTaToB WMHCMEKTMPOBAaHWS
OCyLLieCTBMSIETCS (hunbTpaLmsa BXogsLLEro Tpadumka ¢ y4eTOM COCTOsAHMSA ceccunm (stateful).

4.1.6. Ha WAN uHTepdericax IPv4 Tpaduk 3ab6nokMpoBaH — BXOALLMN N UCXOASLLNNA.

5. OTka3oyCcTOMYNBOCTb.
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OTtkasoyctonumBoctb  obecneunmBaetca npotokonom NHRP w©n  npoTokonom  AuvHamMuyeckowm
MapwpyTtusauun BGP. ®unuanbHble KpuMnToOLio3bl OAHOBPEMEHHO PErMCTPUMPYHOTCA MO MPOTOKONY
NHRP Ha Hub1, Hub2, Hub3 n Hub4. Hub1 n Hub2 Haxoasitcs B ogHon mMGRE-noacetu (10.10.10.0/24),
a Hub3 n Hub4 Haxogatca Bo BTopot mMGRE-noacetn (10.10.20.0/24).

Mopoepxka Heckonbkmx Hub B ogHon mMGRE-noacetn ocylectsndaeTtcd, HadnHas ¢ «C-Teppa LUnto3»
Bepcumn 5.0.

5.1. [OuHamudeckas mapLipyTmsauus.

OuHammnyeckas MapLupyTM3aums mexagy Kpuntownio3amu ¢unmManoB WM LeHTpanbHOro odwmca
obecne4vnBaeTcs npotokonom Internal BGP. Bce kpuntowwntosbl 6e30nacHoCTM HaxogaTcs B OQHOWN
aBTOHOMHOM cucteme Ne65000.

Kpuntownio3bl 6e3onacHOCTM, YCTaHOBMEHHble B  dwunvanax, OTCbINalT  MapLUPYTHYIO
MHOpMaUMIO O 3almuiaeMblX MOACETAX TOMbKO KPUMTOLUM3aM B LEHTpanbHbil  oduc,
COOTBETCTBEHHO, MONy4YeHWe MapLIpyTHOW MHOPMauUM NPOUCXOOUT TOXE TOMbKO U3
LeHTpansHoro ocuca. MapwpyTbl 40 3alimiaemMbIX NOACETEN ycTaHaBnmBatoTcs Yyepe3 mMGRE-
uHTepdencol. LleHTpanbHble KpUNTOLWWIO3bl ABMAIOTCA poyT-pednektopamu (route-reflector), a
dunmnanbHble — poyT-pednekTop knueHtamum (route-reflector client).

Mexay kpunTowsnt3amu B LeHTpanbHOM odwuce u poytepom Int-router-Hub (AS Ne65001)
nepegada MapLupyTHOW MWHdopmauun obecneumBaeTca npu nomowm External BGP. Mexay
KpMnTowsto3aMM B LUEHTpanbHOM oduce nepefadya MaplipyTHOM  MHopmauunm  He
obecneynBaeTcs.

Ha kaxgom kpuntowrntose dunuana u Ha poytepe Int-router-Hub ByageT Habop pesepBupytoLmx
Apyr Apyra mapwpyTtoB ANnd Kaxgoh W3 3awuwaemblx nogceTen, U3 KoTopbix byget
MCMNomnb30BaTbCA MNyylniA U3 AOCTYMNHbLIX B HACTOALMA MOMEHT. Bbibop nydwero u3 AoCTynHbIX
MapLUpyToB ByaeT HacCTpOEeH Mo NpaBuIy CTaTMYecKoro NpMopuTeTa, KoTopble ByayT onpeaeneHsbi
Npv KOHUIYPUPOBaHNN.

5.2.  OtkasoycTtonumsocTb chunuana Ne 1.

MoBbiweHne oTkaszoycTtonumocTn Punuana Ne 1 obecneumBaeTcs MCMONb30OBaHMEM NPOTOKOMA
VRRP Ha LAN wuHTepdencax kpuntownto3oB. Kpuntowntosbl Spokel-nl wu  Spokel-n2
00beaMHATCA B OTKA30yCTONYMBBIN KnacTep, paboTtatowmii Ha 6a3e npotokona VRRP B pexume
Master/Backup. NpoTtokon VRRP peanusyetcsa cepsucom keepalived.

KoHdpurypauma mexgy Hogamu knacrepa He CUHXpOHWU3MpyeTcd. [1pu u3ameHeHWn HacTpoek Ha
O[HON HOAE HY>XHO BbINOSTHUTL aHanorM4Hble HAaCTPOMKN Ha APYron.

Hopa, Haxopgsawasnca B coctosHuM Master, Bnageet VIP agpecom B JOBEPEHHOM CErMeHTe W,
COOTBETCTBEHHO, 0bpabaTbiBaeT Tpaduk. Hoga, Haxoasawascs B coctosiHum Backup unu Fault, He
Bnageet VIP agpecom.

MNpn nomowmn ckpunta /etc/keepalived/scripts/check ping cepBUC keepalived
OOMOMHUTENbBbHO KOHTPONMPYeT COCTOsIHME KaHana MHTepHeT-npoBangepa nocpeacTBOM NPOBEPKU
OOCTYNHOCTU 3afaHHbIX y3roB no npotokony ICMP. Ecnu Bce 3afaHHble y3rnbl HEeOOCTYMHbI
onpefeneHHoe BpeMms, TO HOoAa Knacrtepa nepexoauT B coctosHne FAULT, yto npuBoauT K
NepeKITYEHNIO KnacTepa Ha pe3epBHYo Hoay (B crnyyae, ecriv oHa Gbina B coctosiHnm BACKUP),
KoTopas nogknoyveHa kK Apyromy WHTepHeT-nposanaepy. PesepBupoBaHue nNOAKMIOYEHUA K
MHTepHeT obecneumBaeTcs criegylowmM MNPUHLUMNOM — Kaxkgas Hopa knactepa dwunuvana
NoAKITOYaETCH K COOTBETCTBYOLWEMY NHTepHeT-npoBangepy.

Mpwv nomoLm koHdUrypaumoHHoro daina /etc/keepalived/notify common.conf U CKpUNTa
/etc/keepalived/scripts/notify common obecneunBaeTca cnegylowas normka. Ecnm
Hoga nepexoaut B coctodHne BACKUP wunn FAULT, To BGP nupuUHr € UeHTpanbHbIMU
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KpunToLunto3amm BeiknoyvaeTcs. Ecnv Hoga nepexoaut B coctosiHue MASTER, 1o BGP nupuHr ¢
LieHTpanbHbLIMU KPUNTOLLMIO3aMM BKITHOYAETCS.

Tarke B HacTponkax FRR gobaBnaerca mMaplipyT A0 3aluLaemMon CeTu LeHTpanbHoro oduca
yepes VIP agpec ¢ guctaHuuen 240. Takum o6pasom, ecnv Obil nosnyydeH MmappyT no BGP, To oH
Oynet 6onee npnopuTeTHbIM, Yem MappyT Yepe3 VIP agpec.

Ha noptax kommyTtaTtopa Int-switch-Spokel, nogkntoYeHHbIX K KpunToLum3am, o0bsizaTensHo
OOIMKeH ObITb BKIMIOYEH peXnMm portfast.

5.3. OrtkasoyctonumnsocTtb chunuana Ne 2.

OTKa30yCTOMYMBOCTb (punvana peanus3oBaHa pes3epBUPOBaHNEM KaHaMoB CBSA3U U ynpasneHnem
pe3epBUPOBaHHLIMI KaHanamu CBsi3v NMpu NMOMOLLM cepBuca «multiwany. Pexum paboTbl kKaHanos
OCHOBHOI/pe3epBHbIi. [Mpy OTKa3e OCHOBHOIO KaHana CBSI3W MPOMCXOAMT MEepeknioyeHne Ha
paboTy Yepe3 pe3epBHbI kaHan CBsi3W (ecnu oH Gbin gocTyneH). Mpu BoccTaHOBNEHUM paboThl
OCHOBHOTO KaHaria CBsi3u MPoMCXoauT NepeksitloyeHre Ha paboTy Yepe3 OCHOBHOM KaHar CBA3M.

Hactpouka cteHaa

Hactpowka yctponctea Host-h-hub

Ha paHHOM ycTponcTBe AomkHbl ObiTb HAacTpoeHbl IP-agpeca n maplupyTnsaums B COOTBETCTBUM C obLLew
cxemon cteHga (cm. PucyHok 1). B nmpunoxeHuun npeactaBneHbl CETEBbIE HACTPOWKKN (Cogepxunmoe cavina
/etc/network/interfaces).

Hactponka yctponcrtea Host-b-spoke1

Ha paHHOM ycTponcTBe OOSKHbI ObITb HACTPOeHbI |P-agpeca 1 MapLupyTusaums B COOTBETCTBUM C oOLLen
cxemon cteHga (cm. PucyHok 1). B mpunoxeHuun npeactaBneHbl CETEBbIE HAaCTPOWKKU (copepxumoe davina

/etc/network/interfaces).

Hactponka yctponctea Host-b-spoke2

Ha paHHOM ycTponcTBe OOSKHbI ObiTb HACTpOeHbl IP-agpeca 1 MapLupyTusaums B COOTBETCTBUM C oOLLen
cxemon cteHaa (cm. PucyHok 1). B npunoxeHun npeacTaBneHbl ceTeBble HAaCTPOMKK (cogepkmumMoe hanna
/etc/network/interfaces).

Hactponka yctpounctsa Int-switch-Hub

Ha paHHOM ycTponcTtBe ceTeBble UHTepelchl, KOMMYTUpYoLmMe KpunTowwo3ssl Hubl, Hub2, Hub3, Hub4 1
poyTep Int-router-Hub, gomxHbl 6biTb B 0ogHOM VLAN 1 B pexxume portfast.

Hactponka yctpounctsa Int-switch-Spoke1

Ha pgaHHOM ycTpoicTBe ceTeBble MHTepdenchl, KOMMyTUpyoWme Kkpuntowniosdsl Spokel-nl, Spokel-n2 n
nepcoHanbHbI KomnbtoTep Host-b-spokel, pomxkHel 6biTb B ogHoM VLAN 1 B pexxume portfast.

Hactpouka yctponctea Core-router

Ha gaHHOM ycTpoiicTBe A0MKHbI ObITb HACTPOEHbI IP-agpeca B COOTBETCTBMU C OOLLEN CXEMOW CTeHAA (CM.
PucyHok 1). B  nppunoxeHuu npeacTaBneHbl  ceTeBble  HacTpovikun  (cogepxumoe  hanna
/etc/network/interfaces).
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Hactponka yctpounctsa Ext-router-Hub1

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca u mapLupyTUsaumns B COOTBETCTBUM C OOLLEN cxemol cTeHaa (cMm. PucyHok 1). B npunoxeHuu
npeacTaBneHbl CETEBbIE HACTPOMKN (coaepXumoe arina /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpownku iptables (cogepxumoe chanina
/etc/iptables.rules).

Hactponka yctponctsa Ext-router-Hub2

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca n maplpyTusaumnsa B COOTBETCTBUM C 0bLLeln cxemon cTteHaa (cM. PucyHok 1). B npunoxenun
npeacTaBneHbl CETEBbIE HACTPOMKK (cogepXknmoe anna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpownku iptables (cogepxumoe chanina
/etc/iptables.rules).

Hactpouka yctpounctsa Ext-router-Hub3

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca 1 mapLipyTM3auns B COOTBETCTBMU C 06LLen cxemon cteHaa (cMm. PucyHok 1). B mpunoxeHum
npeacTaBneHbl CETEBbIE HACTPOWKK (cogepxmmoe dhanna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HacTporku iptables (cogepxumoe dhanna
/etc/iptables.rules).

Hactponka yctponctsa Ext-router-Hub4

Ha gaHHOM ycTpoiicTBe AOIKHO OblTb HACTPOEHO:

1. IP-agpeca 1 MapLipyTM3auns B COOTBETCTBMU C 06LLen cxemon cTteHaa (cMm. PucyHok 1). B npunoxeHum
npeacTaBneHbl CETEBbIE HACTPOWKK (cogepxmmoe dhanna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpoKku iptables (cogepxumoe daina
/etc/iptables.rules).

Hactponka yctpounctsa Ext-router1-Spoke1

Ha gaHHom yCTpOI?IICTBe [OJIMKHO ObITh HaCTpOEHO:

1. IP-agpeca 1 MapLipyTM3aunsi B COOTBETCTBMU C 06LLEen cxemown cTteHaa (cM. PucyHok 1). B npunoxeHum
npeacTaBneHbl ceTeBble HACTPONKKM (cogepxmmoe hanna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTporku iptables (cogepxumoe daina
/etc/iptables.rules).

Hactponka yctpounctsa Ext-router2-Spoke1

Ha gaHHom yCTpOIZCTBe OOJIMKHO ObITb HaCTpPOEHO:

1. IP-agpeca 1 MapLipyTM3aunsi B COOTBETCTBMU C 06LLEen cxemown cTteHaa (cM. PucyHok 1). B npunoxeHum
npeacTaBneHbl CETEBbIE HACTPOMKK (coaepxumoe anna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpownku iptables (cogepxumoe canna
/etc/iptables.rules).
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Hactponka yctpounctsa Int-router-Hub

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca B cooTBeTCTBUM C obLien cxemol cTeHaa (cm. PucyHok 1). B npunoxeHun npeacraeneHsb
ceTeBble HacTPOUKK (cogepxunmoe hanna /etc/network/interfaces).

2. [OuHamunyeckas mapipyTtusauud. B npunoxeHuu npeacrasneHbl HacTponkn FRR.

Hactpouka yctponcrtea Hub1

HacTpovika MOXeT OCyLecTBNATLCA M yaaneHHo (no SSH), HO UCKMIOYUTENBbHO NO AOBEPEHHOMY KaHarny
cBA3N. [loBepeHHbIM KaHarnoM CBA3N MOXET CUMTaTbCA KaHan B npefenax KOHTPONMpyeMon 30HbI B cnyyae
OTCYTCTBMSI B HeM HapywwuTens (B Hawem npumepe 3To noacetn 192.168.100.0/24, 192.168.1.0/24,
192.168.2.0/24). [oBepeHHbIM KaHaroOM CBS3M TakKXKe CUYMTaeTCA KaHan, 3allMLieHHbIA npy NOMOLLU
npoTokona IPsec.

HayanbHble HaCTPOMNKK

JaTta n Bpems Ha Bcex kpunTowmn3ax u YL AomkHbl ObiTb OOWHAKOBBI, Tak Kak Ans ayTeHTuduKauum
MCMnonb3yloTca UudpoBble cepTudmrKaThl, B KOTOPbIX 3adMKCUPOBaHbl AaTa U BpeMsa Hayana ux AencTBust u
OKOHuaHus. Takke oAMHAKOBbIE AaTa U BpeMs Ha Bcer MHAPpacTpyKType obrnerdaioT NoMck HemcnpaBHOCTEN
no nor-cpannam.

Bongute B CLI pasrpaHuyeHuss goctyna (nonb3oBaTenb M Napoflb MO yMon4yaHuioo: administrator,
s-terra) YCTaHOBUTE MpaBWUIbHLIA TUN TepMuMHana W Tpebyemyr LWWPUHY, CMEHWTe naponb Ans
nonb3oBaTtend administrator.

MepevanTte B linux bash koHconb, ycTaHOBMTE Maponb ANs Monb3oBaTensd root, NPaBUNbHOE BPEMS U
BPEMEHHYIO 30HY.

I'Iop,po6Ha$| HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B 6a3oBoMm cueHapuu.

Hactpouku PKI (3anpocbl n ceptudpmkatnbl)

MpoayKT He nogaepXmnBaeT pa3HOCTHbIe (delta) cnMcku oT3biBa cepTUdMKaToB, TONbKO 6a3oBble. YuntbiBanTe
3TO Npu BbliGope nnun passepTbiBaHun YL

[na ayteHTudmkaumm naptHepoB no IPsec MOXHO MCrnonb3oBaTh LU@pPOBLIE cepTUdrKaThl, BbiNyLEHHbIE
npu nomowm ceptuduumposaHHoro CK3U, unn npeasaputensHO pacnpegeneHHble Kyn, co3aaHHble U
BBeZEHHble B COOTBETCTBUM C NpaBunamm nonb3osaHns CK3W (nossunuck B Bepcum 5.0).

CreHepupyiTe 3anpoc Ha cepTuduKkaT KPUMTOLLMO3a U COXpaHuUTe 3TOT 3anpoc B davn Ha USB Flash
HakonuTene. [docTtaBbTe pann c¢ 3anpocom Ha YL n BbinycTuTe no Hemy ceptudmkat. CepTuchukat
KpunToLunto3a BMecTe ¢ cepTudmkatom YL, goctaBbTe Ha W3 1 uMmnoptupynte mx B 6a3y MNpoaykTa.

I'Iop,po6Ha$| HaCTpOVIKa C onncaHnem KoMmaHg npmeegeHa B 6a3oBoMm cueHapuu.

Hactponka naponeu goctyna K koHconu cisco-like

BowauTe B cisco-like koHCcOMnb 1 cMeHuTe naporb Ans nonb3osatens cscons (Maposb N0 YMOMYAHMUIO: CSP) U
napornb Ha enable (naponb N0 yMONYaHuIo: CSp).

HOD,pOGHaFl HaCTDOVIKa C onncaHmem KomaHpg npuneeaeHa B 6as3oBoMm cueHapuu.
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HacTpoiika ceTeBbIX napameTpoB

M3ameHeHne CoCTosHUA MHTepdencoB 1 HasHadvyeHue |IP agpecoB B cisco-like KOHCONM NpUMeEHATCS cpasy
nocrne BBoAa COOTBETCTBYHOLUMX KOMaH. MonuTuka 6e3onacHOCTU NPUMEHSETCH MOCHE BbIXOAa N3 pexuma
KOHUryprpoBaHusi.

1. TlposepbTe BKNOYEHa N MapLpyTnsauus IPv6, BbINONHMB CrieayroLLyo KOMaHay:
root@sterragate:~# sysctl net.ipv6.conf.all.forwarding

net.ipvé6.conf.all.forwarding = 1

MapLupmisau,Mﬂ OOJNKHa ObiTb BKMOYEHA npn nHUunanmn3aumm KpuntoLusro3a. |_|pl/l HeO6XOLI,VIMOCTVI
MapLupyTusaumus IPv6 MOXeT ObITb BKNIOYEHA nosgHee 3anucbto HaCTPOWKM
net.ipv6.conf.all.forwarding=1 B dann /etc/sysctl.d/02-
sterra internet settings.confc nocneayoLlen nepesarpyskon KpUNToLLSHO3a.

2. 3apaviTe umsa ycTpomncTea:
sterragate (config) #hostname Hubl

3. Bknouute BHEWHUN TenGigabitEthernet0/0 (WAN) M BHYTPEHHUA TenGigabitEthernet0/1
(LAN) nHTepdemcsol:

B 3asucumoctn ot napamMmeTpoB CeTeBOIro VIHTepq)eVICG ero uMvAa MOXeT oTnndaTbCA OT
TenGigabitEthernetN/M U UMETb UMEHA, Hanpumep FastEthernetN/M, GigabitEthernetN/M.

Hubl (config) #interface range TenGigabitEthernet 0/0 - 1
Hubl (config-if-range) #no shutdown
Hubl (config-if-range) #exit

4. Hactponte IPv6 agpec Ha WAN uHTepcdperice u IPv4 agpec Ha LAN uHTepdelice B COOTBETCTBMM CO
CXEeMOWN CTeHAa U MapLUpyT MO YMOSYaHMIO:

Hubl (config) #interface TenGigabitEthernet0/0

Hubl (config-if)# no ip address

Hubl (config-if)# ipv6 address 2001:db8::100:100:100:2/112
Hubl (config-if) #interface TenGigabitEthernet0/1

Hubl (config-if) # no ip address

Hubl (config-if)# ip address 192.168.255.10 255.255.255.0
Hubl (config-if)# exit

Hubl (config)# ipv6 route ::/0 2001:db8::100:100:100:1
Hubl (config) #end

MpumeyaHne — B otnuume ot cueHapua «Hactporika DMVPN (phase 2) dual cloud ¢ npotokonom
AvHamudeckon MappyTtudaumm iBGP  (npotokon IPv6)» npoBepka [OCTYMHOCTM MaplipyTa no
YMON4YaHUIO Ha AaHHOM 3Tane He Npou3BOAUTCSA, Tak Kak koMaHAa ipvé default filtering permit
He npuMeHsanack. B cBsiau ¢ aTm npoBepka JOCTYNHOCTM MapLupyTa no ymonyaHuio 6yaeT npousseneHa
nocrne HacTPOWMKM NpaBuil MEXCETEBOrO 3KpaHUpPOBaHUs, Koraa 0yayT co3gaHbl cnucku goctyna IPve Ha
WAN uHTepdece.

Hactponka wucpoBaHus

HacTtpoiiku wndpoBaHMs OCYLLIECTBAKOTCA U3 Cisco-like koHCoNM kpunToLo3a.
1. TMapameTpsl IKE:

1.1. 3apante obwwme napameTpsbl IKE:

Hubl (config) #crypto isakmp identity dn
Hubl (config) #crypto isakmp keepalive 3 3
Hubl (config) #crypto isakmp keepalive retry-count 3
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1.2.

1.3.

Hubl (config) #crypto isakmp fragmentation
Hubl
Hubl
Hubl (config) #crypto isakmp responder-sessions-max 100

config) #crypto isakmp security-association lifetime delta 50

config) #crypto isakmp initiator-sessions-max 100

( )
( )
( )
( )

CospgaiiTe NonUTUKY, OMNMCHIBAOLLYIO anropuTMbl IKE TyHHEnNs:

Hubl (config) #crypto isakmp policy 1

Hubl (config-isakmp) # encr magma

Hubl (config-isakmp) # hash stribog-256

Hubl (config-isakmp) # authentication gost-sig
Hubl (config-isakmp) # group vko2

Hubl (config-isakmp) #exit

Cospavite npodunb HacTpoek ISAKMP (anroputm IKE) noa nMeHem ALGS PROFILE:
Hubl (config) #crypto isakmp profile ALGS PROFILE
% A profile is deemed incomplete until it has match identity statements

Hubl (conf-isa-prof)# match identity dn
Hubl (conf-isa-prof)# set identity mapping
Hubl (conf-isa-prof) # set policy 1

Hubl (conf-isa-prof) #exit

MpumeyaHne - B HacTosiwem cueHapum B oOTnmMumm oT ©asoBoro cueHapua DMVPN IPv4
nucnonb3yeTcs OAWH pasgen KpuMnTokapTbl ¢ ogHUM isakmp npodumnem, K KOTOpOMy npuBsidaHa
Tonbko ofHa isakmp nonutuka. B 6asosom cueHapun DMVPN IPv4 BTOpas isakmp nonutuka
ucnonb3oBanach Ansi NOAKMHYEHMS KpunTowno3os Bepcumn 4.3. OgHako, KpMNTOLUMO3bl BEPCUMU
4.3 He nogaepxmneatoT IPv6 n N03TOMYy B HAacTOSALEM CLIeHapUn He paccmMaTpuBaloTCA.

2. [MapameTpsbl IPsec:

2.1.

2.2.

2.3.

2.4,

OTkntounTe 06HOBMEHNE Knoya IPsec SA no JocTkeHWo onpegeneHHoro oobema nepegaHHoro
Tpacduka:

Hubl (config) # crypto ipsec security-association lifetime kilobytes unlimited

Cos3panite IPsec TpaHccopMm, 3agalolmuin  KOMOMHMPOBAHHLIM  anropuTM  LWIMAPOBAHMSA U
mmntosawwmtel FOCT 34.12-2015 Marma B pexxume MGM ana Tpaduka (ans sepcuii 5.0):

Hubl (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-—
mgm

Hubl (cfg-crypto-trans) # mode transport

Hubl (cfg-crypto-trans) #fexit

Pexum paboTbl IPsec TyHHenst formkeH BbiTb TpaHCNOPTHBIM. B oTnnymne oT KpMnToLLN030B BEPCUM
4.3 TyHHenbHbI pexum IPsec B cueHapum DMVPN gna kpuntownio3oB Bepcunm 5.0 He
noAadepXXmMBaeTCcs U He MOXET ObITb MCMONb30BaH gaxe npu otcytcTBun NAT.

CospaiiTe ceTeBoil object-group C UMeHeM SELF-IPV6 AN XpaHeHuss B HeM WAN agpecos
KpUNTOLLIIO3a C Lenblo AdanbHelwero ero ncnonb3oesaHns B ACL:

Hubl (config) # object-group v6-network SELF-IPV6

Hubl (config-vénetwork-group) #description IP on WAN interface

Hubl (config-vénetwork-group)# host 2001:db8::100:100:100:2

Hubl (config-vénetwork-group) fexit
Coszpanite cnucok poctyna (ACL) gna IPv6 Tpadwuka, KOTOPbIM HYXXHO 3aliuuiaTtb Mexay
LeHTpanbHbIM 0PUCOM U unuanamm:

Hubl (config) # ipv6 access-list IPSEC DMVPN IPV6
Hubl (config-ipvé6-acl)# remark special DMVPN filter
Hubl (config-ipvé-acl) # permit gre object-group SELF-IPV6 each

(
(
(
Hubl (config-ipvé6-acl) #exit
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Hubl (configqg) #

MpumeyaHune - KrtoueBoe cnoBo each Mo3BonseT cTtpouTb y3kue IPsec TyHHenu ans nwboro
agpeca HasHadeHusi. Agpec HasHadeHusi bepetca m3 |IP 3aronoBka GRE naketa, B KOTOPOM
Haxoamntcsa NBMA agpec kpyntoLusnosa.

2.5. Cospante guvHamuyeckylo kpunto-kapty (umss DMAP_IPV6, pasgen 1) u npuBsxute eé€ K
crtatmdeckon (uma VPN_IPV6, pasgen 1):

Hubl (config) # crypto dynamic-map DMAP IPV6 1

Hubl (config-crypto-map) # match ipvé address IPSEC DMVPN IPV6

Hubl (config-crypto-map) # set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

Hubl (config-crypto-map) # set isakmp-profile ALGS PROFILE

Hubl (config-crypto-map) # set security-association mss-fix out

Hubl (config-crypto-map) # set pre-fragmentation

Hubl (config-crypto-map) # set dead-connection history off

Hubl (config-crypto-map) fexit

Hubl (config) #crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
(

Hubl (config) #

2.6. [lpukpenuTe  CO3OaHHYD  CTaTMYECKYD  KPUMNTO-KapTy K  BHEWHemy  uHTepdpency
TenGigabitEthernet0/0:

Hubl (config) #interface TenGigabitEthernet0/0
Hubl (config-if) #crypto map VPN _IPV6
Hubl (config-if) #exit

MogpobHas HacTpowka C onMcaHneMm KoMmaHg npuseaeHa B 6a3oBom cueHapuu.

Hactpo#nka nonutuku o6pabotku COC (CRL)

B uensax 6e3onacHOCTM HAaCTOATENBHO PEKOMEHOYETCSA BKMoYaTb MPOBEPKY CMUCKOB OT3biBa CEPTUGUKATOB.
PasHocTHbIE cnncku 0To3BaHHbIX cepTndukaToB (delta CRL) He nogaepxunBaroTcs.

Bkntounte nposepky COC n HacTponTe aBTOMaTMYECKylo 3arpysky u mmnoptupoBaHue B 6asy lMpoaykra
cnucka 0To3BaHHbIX cepTudumkaTos ¢ HTTP cepsepa CRL_distribution_point.

MogpobHas HacTpowka c onMcaHneMm KoMaHg npusegeHa B 6a3oBom cLeHapuu.

Hactponka mexceTeBoro akpaHa

Mo ymonyaHuio Ha Bcex ceTeBbiX UHTepdencax IPv6 Tpadumk 3abnokmpoBaH — KOMaHga ipv6 default
filtering deny.KomaHga ipv6 default filtering deny 3anpeljaeTt npoxoxaeHwe Tpaduka IPv6
BO BCEX HanpasneHusax Ha nHtepdericax 6es3 cnuckos goctyna IPv6. Hmke 6yayT cosgaHbl cnnckn goctyna
IPv6 Ha WAN uHTepdeice. OnnucaHne koMaHabl ipvé default filtering deny|permit NpuBeaeHo B
cueHapum «OpraHusaums 3aluLeHHOro B3aMMOAENCTBUS Mexady MnoAceTAMU LUeHTpanbHoro oduca wu
dunmnanos nocpeacteoM IPsec VPN TyHHens (npoTtokon IPv6)».

HacTtpolika MexceTeBOoro akpaHa ocyLLecTBnATCA U3 cisco-like koHconu.

1. Cospante ACL c umeHeM FW_OUTPUT WAN IPV6 Ansa ucxogsawero ¢ WAN nHtepdenc IPv6 Tpaduka:

Cnmncok poctyna IPv6 gnsa ucxopgsiwero Tpadmka AormkeH 6nokMpoBaTh BECb TPAH3WUTHBLIN TpadguKk 1
HesawundpoBaHHbIn GRE IPv6, B KOTOPbLIA MHKaNCynupoBaH OTKPbIThIM Tpadwuk IPv4 13 3awuwaemon
nogceTtn kpuntownto3a 192.168.100.100/24 B 3awuuwiaemble noacetn cdpunmanos 192.168.1.100/24 wn
192.168.2.100/24 (cumTaem, 4To TpadmK 3alLmLIaeMbIX KPUNTOLL3aMKn NogceTen AOMKeH 0693aTenbHo
WwndpoBaTbCs), a Takke OTKPbITbIN cryebHbin Tpadmk NHRP 1 BGP.

Hubl (config) # ipv6 access-list FW OUTPUT WAN IPV6
Hubl (config-ipvé-acl) #permit icmp any any nd-ns
Hubl (config-ipvé-acl) #permit icmp any any nd-na
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Hubl (config-ipv6-acl) #deny gre any any
Hubl (config-ipv6-acl) #permit ipv6 object-group SELF-IPV6 any
Hubl (config-ipvé-acl) #exit

2. Cospaiite ACL c umeHeMm FW_INPUT WAN IPV6 Ansa sxogsawero Ha WAN vHTepdenc IPv6 Tpaduka:

Hubl (config) # ipv6 access-list FW INPUT WAN IPV6
Hubl (config-ipvé6-acl) #permit icmp any any nd-ns
Hubl (config-ipvé6-acl) #permit icmp any any nd-na

Hubl (config-ipvé-acl) #permit icmp any object-group SELF-IPV6
Hubl (config-ipvé-acl) #permit esp any object-group SELF-IPV6

(
(
(
Hubl (config-ipv6-acl) #permit udp any object-group SELF-IPV6 eq isakmp
(
(
(
Hubl (config-ipvé6-acl)# exit

)
)
Hubl (config-ipv6-acl) #permit udp any object-group SELF-IPV6 eq non500-isakmp
)
)
)

MpumeyaHune - Cnucok goctyna Ans Bxoaswero Tpaduka paspellaet nakeTbl coobuweHnn NS n NA
npotokona Neighbor Discovery (nogpobHee cmoTtpu n. 4.1.3.1 B “O6wan norvka paboTbl”), BXoAsALIMNE
nakeTbl npoTokonos IKE, ESP, ICMP, a octanbHble 61OKMpyeT TOMbKO ANA Criyyas, korga KpUnToLumo3
ABNSAETCHA OTBETYMKOM BnepBble. Ecnu KpnnToLwnios ABfAseTcs MHMLMaATOPOM UM OTBETYMKOM B pamKax
paHee co34aHHOW Ceccuu, TO OTBETHbIE NakeTbl OyayT pa3peLleHbl, Tak Kak CorfiacHo anroputmMy paboThbl
stateful counbTpaunn aMHamuyeckne paspeluarolime npasuna Gonee NPUOPUTETHBI YEM CTaTUYECKME.
Stateful domnbTpaumns bygeT HacTpoeHa Aanee B AaHHOM pasgene. [QuHamuuveckve npasuna stateful
dunbTpaumm B cisco-like koHconu HE oTobpaxalTcs, X MOXHO MOCMOTPEeTb MpU MOMOLUM YTUNUTHI
fwconn _mgr € NnapameTpoMm show.

3. Cospganrte ACL c uMeHamn FIREWALL OUT M FIREWALL IN ANs 3anpeTa ucxogsiiero n sxogsiero IPv4
Tpadmka Ha WAN unHTepderice:

Hubl (config) #ip access-list extended FIREWALL OUT
Hubl (config-ext-nacl) #deny ip any any

Hubl (config-ext-nacl) #exit

Hubl (config) #ip access-list extended FIREWALL IN
Hubl (config-ext-nacl) #deny ip any any

Hubl (config-ext-nacl) #exit

4. CosganTe npasuna wHcnektuposaHus Bcero TCP u UDP Tpaduka u 3apgante Heobxogumoe
MakcuMarnbHOe KONUYeCcTBO CECCUIA:

Hubl (config
Hubl
Hubl
Hubl (config

#ip inspect tcp sessions-max 256000

config)#ip inspect udp sessions-max 65536

config

(
(
( #ipv6 inspect name INSPECT tcp
(

#ipv6 inspect name INSPECT tcp

5. TpukpenuTe cnuCKX AOCTyNa 1 NpaBuiia UHCTIEKTUPOBAHUSI Ha BHELLHWUI MHTepdeic:

Hubl (config) #interface TenGigabitEthernet0/0

Hubl (config-if) #ipv6 access-group FW _OUTPUT WAN IPV6 out
Hubl (config-if) #ipv6 access-group FW_ INPUT WAN IPV6 in
Hubl (config-if) #ip access-group FIREWALL IN in

Hubl (config-if) #ip access-group FIREWALL OUT out

Hubl (config-if) #ipv6 inspect INSPECT out

Hubl (config-if) #exit

6. I'IpOBepre OO0CTYNHOCTb MapLipyTa no yMmoJi4aHuio:
Hubl#ping 2001:db8::100:100:100:1

PING 2001:db8::100:100:100:1(2001:db8::100:100:100:1) 100 data bytes

108 bytes from 2001:db8::100:100:100: icmp seg=1 ttl=64 time=0.297 ms
108 bytes from 2001:db8::100:100:100: icmp seg=2 ttl=64 time=0.520 ms
108 bytes from 2001:db8::100:100:100: icmp seg=3 ttl=64 time=0.331 ms
108 bytes from 2001:db8::100:100:100: icmp seg=4 ttl=64 time=0.360 ms
108 bytes from 2001:db8::100:100:100: icmp seg=5 ttl=64 time=0.534 ms

[ T SRS =

--- 2001:db8::100:100:100:1 ping statistics ---
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5 packets transmitted, 5 received, 0% packet loss, time 4074ms
rtt min/avg/max/mdev = 0.297/0.408/0.534/0.098 ms

MoppobHas HacTpowka ¢ onucaHMeM KomaHg npuBeaeHa B 6a3oBoM cueHapun.

Hactponka mGRE-untepdenca

‘ Ha ueHTpanbHbIX W3ax 4oMMKHO GbiTe Mo ogHoMy MGRE-uHTepdeiicy.

1.

HacTtpoiiku mGRE nHTepgencoB ocyulecTBnstoTcsa ns linux bash, ytobsl nonacte B linux bash BeinonHute
cnegyowyto komaHgy B CLI pasrpaHmyeHmns goctyna (npegsapuTenbHO HYXKHO BbIATU U3 KOHCOMNW CiSCO-
like):

Hubl#exit
administrator@Hubl] system

Entering system shell...
root@Hubl:~#

Cospante pann /etc/network/interfaces.d/mgre0 n gobaBbTe B HEro criegytoLee COaAepXnNmoe:

Nmst mMGRE-uHTepdeiica AOMmMKHO COOTBETCTBOBAThL WabnoHy: mgreN, rae N — Lernoe ymcro.

auto mgre0

iface mgreO inet static

address 10.10.10.100/24

pre-up ip link del mgre0O 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ip6bgre key 1 ttl 64 tos inherit
pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgre0O

Mpn HEOBXOAUMOCTM NCNONB30BaTh SIBHO 3a[aHHYO NPUBA3KY M3NYECKOro agpeca Ans OTNpaBKu NakeToB
MGRE-TyHHENs He JonyckaeTcs ucnonb3oBatb dev 6e3 local B kommaHge ip tunnel.

MpumMep npaBunNbHON KOMaHAbI:

pre-up ip tunnel add mgre0 mode ip6gre key 1 ttl 64 tos inherit dev eth0 local 2001:db8::100:100:100:2

3. MogHummnte MGRE-uHTepdeic:

root@Hubl:~# ifup mgrel

4. Y6eautech, 4To MGRE-uHTEpdenc co3naH ¢ HyXXHbIMIU NapaMeTpamu:

root@Hubl:~# ip -6 tunnel show mgre0

mgre0: gre/ipv6 remote :: local :: encaplimit 4 hoplimit 64 tclass inherit flowlabel
0x00000 (flowinfo 0x00000000) key 1

root@Hubl:~# ip address show dev mgre0

7: mgre0@NONE: <MULTICAST,UP,LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group
default glen 10000
link/gre6 :: brd :: permaddr 4232:e564:3172::
inet 10.10.10.100/24 brd 10.10.10.255 scope global mgre0
valid 1ft forever preferred 1ft forever
inet6 feB80::a0a:a64/64 scope link
valid 1ft forever preferred 1ft forever
inet6 feB80::7f00:1/64 scope host
valid 1ft forever preferred 1ft forever
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Hactponka NHRP

Hactporiku NHRP uHTepdencos ocyuiectensatoTca us linux bash B cnegytollen nocnegoBaTenbHOCTH:

1. lMpuBegute hann /etc/opennhrp/opennhrp.conf K BUAY:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
non-caching

MpumeyaHune — [onyCTumbIN Anana3oH 3HaYeHna holding-time — ot 30 go 150 cekyHa. MNMoapobHoe
onncaHve napameTpa holding-time M OrpaHuMyeHust Mo €ro M3MeHeHutio npueBegeHo B basoBom
cueHapum DMVPN IPv4 B pa3gene OnucaHue napameTpa holding-time.

2. [obasbTe cepsuc OpenNHRP B aBTO3arpysky 1 3anyctuTe ero:
root@Hubl:~# systemctl enable opennhrp

Created symlink /etc/systemd/system/multi-user.target.wants/opennhrp.service ->
/1lib/systemd/system/opennhrp.service.

root@Hubl:~# systemctl start opennhrp

Hactponka BGP

OuHamnyeckan mapLupyTM3auma HacTpanBaeTcs Yepes KoHcornb cepeuca FRR.
1. [oGaebTe cepBuc FRR B aBTO3arpysky un 3anycrtute ero:
root@Hubl:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with
/lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable frr

Created symlink /etc/systemd/system/multi-user.target.wants/frr.service =
/lib/systemd/system/frr.service.

root@Hubl:~# systemctl start frr

2. Bowigute B KoHcomnb cepBuca FRR, ons atoro HyxHo 13 linux bash HabpaTtb crnegytowyto komaHay:

root@Hubl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl#

3. Hactponte BGP (cm. onucaHue http://docs.frrouting.orq):

Hubl# configure terminal

3.1. Cospavite route-map FROM-HUB1-OUT, koTopas OydeT MeHATb local-preference pAns
MapLipyToB, koTopble Hubl nonydaeT u3 aBTOHOMHOW cucTteMbl 65001 (192.168.100.0/24) wn
peTpaHcnupyeT B KPUNTOLLNIO3bl (hMnManos:

Hubl (config) # route-map FROM-HUB1-OUT permit 1

Hubl (config-route-map) # set local-preference 100
Hubl (config-route-map) # exit

MpumeyaHune - route-map GyaeT U3MeHATb cTaTnyeckuin npuoputeT (local-preference) gns
00bABMNSEMBIX MapLIpyTOB MIM MapLUPYTOB, MOflydeHHbIX Mo eBGP u He Oygetr BNuATb Ha
local-preference MapLIpPyTOB, MOMy4YeHHbIX OT Spoke-oB. MNMogpobHee — cmoTpy B 6a30BOM
cueHapun DMVPN [Pv4.
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3.2. Bknouute npouecc npotokona BGP gns aBToHoMHon cuctembl 65000 1 nepengute B pexxum ero
KOH(UIyprUpOBaHUS:

Hubl (config)# router bgp 65000

3.3. YcTaHoBMTE UaeHTUdMKATOP MapLipyT1saTopa:

Hubl (config-router)# bgp router-id 10.10.10.100

3.4. Bknouute normpoBaHMe M3MeHeHust cTatyca (Hanpumep, up, down u agpyrne) BGP cocepa B
XypHare paboTbl:

Hubl (config-router)# bgp log-neighbor-changes
3.5. Ortknounte obszatenbHoe Hanmune BGP dunbTpoB ans obmeHa mapipytammn no eBGP ceccuin:

Hubl (config-router)# no bgp ebgp-requires-policy

MpumeyaHune - KomaHga bgp ebgp-requires-policy BKMAKYEHA NO yMOMYyaHuUio u Tpebyet
Hanuune cunbTpoB Npu paboTte ¢ eBGP coceasmn. B HacToswem cueHapun oTknodeHne ebgp-
requires-policy nponsBoanTcs € Uenbio ynpoweHusa koHdurypupoBsanus. lNogpobHee — cmoTpu B
6asosom cueHapun DMVPN IPv4.

3.6. YcrtaHoBuTe Tarimepsbl keepalive n hold time ana BGP cocegent:
Hubl (config-router)# timers bgp 3 9

MprmeyaHue - [JaHHble HacTPOMKU NMPOU3BOAATCS C LENblo YCKOpeHus cxogumocTu iBGP u no
cornacoBaHuto ¢ MponsBoanuTenem MoryT U3MEHSATHCS.

3.7. Cospante rpynny spokes-ibgp ¢ Homepom aBToHOMHOM cuctembl 65000 ons BGP cocenew u3 mgre
noAceTu (KpUNTOLLITHO30B hnnmarnos):

Hubl (config-router) # neighbor spokes-ibgp peer-group
Hubl (config-router) # neighbor spokes-ibgp remote-as 65000
Hubl (config-router)# bgp listen range 10.10.10.0/24 peer-group spokes-ibgp

3.8. WamenHnte makcumanbHoe kommdectBo BGP cocegen, KoTopble MOryT MOAKMIOYMTBCA K
KpunTtowwno3dy no BGP ogHoBpeMeHHO:

Hubl (config-router)# bgp listen limit 5000

3.9. [obasbTe bgp cocena 192.168.255.1 ¢ HOMepoM aBTOHOMHOM cuctembl 65001:
Hubl (config-router)# neighbor 192.168.255.1 remote-as 65001

3.10. Bknounte nepechbiniky MapLupyToB Ang rpynnbl spokes-ibgp:

Hubl (config-router) # address-family ipv4 unicast
Hubl (config-router-af) # neighbor spokes-ibgp route-reflector-client

3.11. Bknounte nsmeHeHue nexthop agpeca ons MapLipyToB, nonyyeHHbix no eBGP, Ha agpec Hubl:
Hubl (config-router-af) # neighbor spokes-ibgp next-hop-self

MpumeyaHne - YToOblI M3MeHATb next-hop agpeca maplpyToB, nony4YeHHbIX no iIBGP, MoxHO
ucnonb3oBaTb KOMaHAy «neighbor spokes-ibgp next-hop-self force». B 3ToM cnydvae
Tpaduk mexay unmanamm 6yaeTt natm Yyepes ueHTp (AHanor nepsoi dasel DMVPN).

3.12. lNpumeHuTe route-map FROM-HUB1-OUT Ha OTNpaBfieHHble MapLlipyTbl K cocegsm w3 rpynnbl
spokes-ibgp:

Hubl (config-router-af) # neighbor spokes-ibgp route-map FROM-HUB1-OUT out

MpumevaHne - [Ona [gaHHOrO cueHapus local-preference 0OygeT uM3MeHEH Aans
peTpaHcnupyemMoro mapupyTa go 192.168.100.0/24.

3.13. CoxpaHuTe N3MeHeHMs:

Hubl (config-router-af) # end
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Hubl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Warning: /etc/frr/frr.conf.sav unlink failed
Integrated configuration saved to /etc/frr/frr.conf
[OK]

B MpunoxeHun npeacTaBneHbl TEKCTbl KOHDUIypauuid Ans kpuntownosa Hubl:

e TeKCT KoHconu cisco-like;

e Copepxumoe /etc/network/interfaces.d/mgre0;
e Cogepxummoe /etc/opennhrp/opennhrp.conf;

e Copepxumoe /etc/frr/frr.conf.

Hactponka yctponctea Hub2

HacTtpoiika yctponctea Hub2 ocyuiectsnserca aHanormyHo yctponctey Hubl ¢ y4eTom COOTBETCTBYHOLLUX
IP-agpecoB (cM. PucyHok 1). B HacTporikax FRR 3HavyeHue local-preference AOMKHO OblTb paBHO 75.

3HauveHne MGRE key Ha Hubl n Ha Hub2 gomxHbl coBnagaTb. Ho gomkeH otnuyatbes oT 3HaYeHnss mGRE
key Ha Hub3 n Hub4.

B MNpunoxeHunn npeacrasnieHbl TEKCTbI KOHUIypauun anga kpyntownosa Hub2:

e TEeKCT KOHcomnu cisco-like;

e Copepxumoe /etc/network/interfaces.d/mgre0;
e Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf.

Hactpowka yctponctea Hub3

HacTtpolika ycTtponctea Hub3 ocyuwlectBnseTca aHanormyHo yctpomnctesy Hubl ¢ y4eTomM COOTBETCTBYHOLLMX
IP-agpecos (cm. PucyHok 1). B HacTpoinkax FRR 3HayeHne local-preference AOMKHO ObiTb paBHO 50.

3HauyeHne MGRE key Ha Hub3 n Ha Hub4 gomxHbl coBnagaTte. HO gormkeH oTnuyatbcs oT 3HavyeHna mMGRE
key Ha Hubl1 v Hub2.

B MNpunoxeHun npeacTasneHbl TEKCTbI KOHpUrypaumi gnsa kpuntownosa Hub3:

e TeKCT KoHconu cisco-like;

o Copepxumoe /etc/network/interfaces.d/mgre0;
e Copgepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf.

HacTtponka yctponcrtea Hub4

HacTtpoiika yctponctea Hub4 ocyuiectBnsieTca aHanormyHo yctponctey Hubl ¢ y4eTomM COOTBETCTBYHOLLUX
IP-agpecoB (cm. PucyHok 1). B HacTpoiikax FRR 3HayeHne local-preference AOMMKHO ObiTb paBHO 25.

3HauyeHne MGRE key Ha Hub3 n Ha Hub4 gomxHbl coBnagaTte. HO gormkeH otnuyaTtbes oT 3Ha4YeHnsas mMGRE
key Ha Hub1 n Hub2.

B MpunoxeHun npeactaBneHbl TEKCTbI KOHUIypaumi anga kpuntowuntosa Hub4:

e TeKCT KoHconu cisco-like;
o Copepxumoe /etc/network/interfaces.d/mgre0;
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e Copgepxmmoe /etc/opennhrp/opennhrp.conf;
o Copepxumoe /etc/frr/frr.conf.

Hactpouka yctponcrtea Spokei-n1

HacTpovika MOXeT OCyLecTBNATLCA M yaaneHHo (no SSH), HO UCKNIOYUTENBbHO MO AOBEPEHHOMY KaHarny
cBs3n. [loBEPEHHBIM KaHaNoM CBSA3M MOXET CUMTaTbCH KaHan B npegenax KOHTPONMpyeMon 30HbI B Cryvae
OTCYTCTBMS B HeM HapywuTensa (B Hawem npumepe 370 noacetn 192.168.100.0/24, 192.168.1.0/24,
192.168.2.0/24). [oBepeHHbIM KaHaroOM CBS3M TakKKe CUYMTAeTCA KaHan, 3allMLieHHbIA npy NOMOLLU
npoTokona IPsec.

HauanbHble HacTpowiku, HacTponku PKI, HacTporika naponen gocTtyna K KoHcomnu cisco-like, HacTpoika
CeTeBbIX MapaMeTPOB, HAacTpoKKa WKNgpoBaHUs, HacTporka nonutukn obpadotkn COC (CRL) n HacTpolika
MEXCETEBOro 3KpaHa OCYLLECTBMASIETCA aHanornmyHo ycTtponctsy Hubl c yyeTom cooTtBeTcTByHOLWMX |P-
agpecos (cMm. PucyHok 1).

Hactponka mGRE-uHTepcencos

Ha cdunuanbHbix wno3ax JomkHO 6biTb No ABa MGRE-uHTepdelica (no ABa Ha kaxabli LeHTparnbHbIN
LUMH03).

1. Hactporiku mGRE nHTtepdgencos ocyllecTBnstoTcs n3 linux bash, ytobsl nonactb B linux bash BbinonHute
cnegyowyto komaHgy B CLI pasrpaHmyeHmns goctyna (NnpegsapuTenbHO HYXKHO BbIATU U3 KOHCOMK CiSCO-
like):

Spokel-nl#exit
administrator@Spokel-nl] system

Entering system shell...
root@Spokel-nl:~#

2. Cospawte pann /etc/network/interfaces.d/mgre0 n gobaBbTe B HErO CriedyHoLlee COOAEPKNMOE;

Nmst mMGRE-uHTepdeiica AOMmMKHO COOTBETCTBOBaThL WabnoHy: mgreN, rae N — Lenoe y1cro.

auto mgre0

iface mgre0 inet static

address 10.10.10.1/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ip6gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgre0

3. Cospante cpann /etc/network/interfaces.d/mgrel 1 gobaBbTe B HETO criedytoLlee COAEPKUMOE:

Nmst mGRE-uHTepdeiica AOMmMKHO COOTBETCTBOBaThL WabnoHy: mgreN, rae N — Lenoe y1cro.

auto mgrel

iface mgrel inet static

address 10.10.20.1/24

pre-up ip link del mgrel 2> /dev/null || true

pre-up ip tunnel add mgrel mode ip6gre key 2 ttl 64 tos inherit
pre-up ip link set mgrel mtu 1400

pre-up ip link set mgrel multicast on

post-up ethtool -K mgrel tx-checksumming off > /dev/null
post-down ip link del mgrel
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4. TMNogHumute MGRE-uHTEpdelic:

root@Spokel-nl:~# ifup mgre0
root@Spokel-nl:~# ifup mgrel

5. Yb6epgutechb, 4yTo MGRE-nHTEpdENC CO34aH C HYXXHbIMY NapamMmeTpamu:

root@Spokel-nl:~# ip -6 tunnel show mgreO

mgreO: gre/ipv6 remote :: local :: encaplimit 4 hoplimit 64 tclass inherit flowlabel

0x00000 (flowinfo 0x00000000) key 1

root@Spokel-nl:~# ip -6 tunnel show mgrel

mgrel: gre/ipv6 remote :: local :: encaplimit 4 hoplimit 64 tclass inherit flowlabel

0x00000 (flowinfo 0x00000000) key 2

root@Spokel-nl:~# ip address show dev mgre0

7: mgre0@NONE: <MULTICAST,UP,LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group

default glen 10000

link/gre6 :: brd :: permaddr 2ede:df9e:addé6::

inet 10.10.10.1/24 brd 10.10.10.255 scope global mgre0
valid 1ft forever preferred 1ft forever

inet6 fe80::a0a:a0l1/64 scope link
valid 1ft forever preferred 1ft forever

inet6 fe80::7f00:1/64 scope host
valid 1ft forever preferred 1ft forever

root@Spokel-nl:~# ip address show dev mgrel

8: mgrel@NONE: <MULTICAST,UP,LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group

default glen 10000

link/gre6 :: brd :: permaddr ael:c6d7:abl9::

inet 10.10.20.1/24 brd 10.10.20.255 scope global mgrel
valid 1ft forever preferred 1ft forever

inet6 fe80::a0a:1401/64 scope link
valid 1ft forever preferred 1ft forever

inet6 fe80::a0a:a0l1/64 scope link
valid 1ft forever preferred 1ft forever

inet6 fe80::7f00:1/64 scope host
valid 1ft forever preferred 1ft forever

Hactpoika NHRP

Hactporika NHRP ocywectenstoTcsa us linux bash.

1. lMpuBegute hanin /etc/opennhrp/opennhrp.conf K BUAY

Macka B HacTporkax opennhrp gomkHa coBnagaTtb C Mackor Ha mgre nHrepdelice.

interface mgre0

map 10.10.10.100/24 2001:db8::172:16:100:2 register
map 10.10.10.200/24 2001:db8::172:16:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching

interface mgrel

map 10.10.20.100/24 2001:db8::172:17:100:2 register
map 10.10.20.200/24 2001:db8::172:17:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching
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MpumeyaHune — B 6onbumx DMVPN ceTsx, cogepxalwmx 6onee coTHM yCTPOUCTB, MOXET HabnoaaTbes
MoBbILLEHME HAarpy3kM Ha KpunTowmo3bl LleHTpanbHOro ocmca nocrne noTepu CBS3M CO BCEMWU WM
fbonbwKnHCTBOM (bunmanos, Hanpumep, M3-3a OTKa3a npoBamgepa. B atom cnyyae kpunToLwwo3bl
dunmnanosB MoryT HanpaenaTb Registration Request Ha Hub npakTnyeckn ogHOBpeMEHHO co3faBasi MUK
Harpysku Ha Hero. [1ns NoBbILEHNSA paBHOMEPHOCTM pacnpeaeneHns no BpemeHu 3anpocos Registration
Request oT dunumanbHbIX KpUNTOLUNIO30B BBEAEH NapaMeTp reregister-time — BpemMsa OO Hayana

nepepernctpaumm Spoke Ha Hub nocne notepu cBA3M Mexay HUMW.

MCcnonb3oBaHNEM reregister-time:

interface mgre0

map 10.10.10.100/24 2001:db8::172:16:100:2 register register reregister-time 60

map 10.10.10.200/24 2001:db8::172:16:101:2 register reregister-time 45-75

multicast nhs
holding-time 90

cisco-authentication secret

non-caching

Mo ymonuaHuio Bpemsi nepepernctpauumn 6epétca ns ananasona 60-180 cekyHa.

MoapobHee — cmoTpu B 6azoBoM cueHapum DMVPN IPv4.

2. [obaebte cepuc OpenNHRP B aBTO3arpy3ky 1 3anyctuTe ero:;

root@Spokel-nl:~# systemctl enable opennhrp

Created symlink /etc/systemd/system/multi-user.target.wants/opennhrp.service
/lib/systemd/system/opennhrp.service.

root@Spokel-nl:~# systemctl start opennhrp

3. Yepes HekoTOpOE BpeMs NpoBepbTe, YTO Mexay Spokel-nl u LeHTpanbHbIMKM KpunTowwnto3amm Hubl,
Hub2, Hub3, Hub4 nogHsanucb IPsec TyHHenu (ecnv TYHHEeNW He NOAHANUCL — NPOBEPbTE HACTPOWNKM

cetu/IPsec/Firewall/NHRP, nor-channel /var/log/cspvpngate.log ¥ /var/log/syslog):

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr, Port)

1 10 (2001:db8::100:100:
2 (2001:db8::100:100:
3 12 (2001:db8::100:100:
4 (2001:db8::100:100:

11

28

IPsec connections:

1:

1
1:
1

2,4500)-(2001:db8::172:
:2,4500)-(2001:db8::172:
2,4500)-(2001:db8::172:
:2,4500)-(2001:db8::172:

Num Conn-id (Local Addr, Port)- (Remote Addr, Port)

1 46 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*)

105684

2 47 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:

27104

3 48 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:

22204

4 49 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*)

16192

State Sent Rcvd

17:
16:
17:
16:

100:
101:
101:
100:

2,4500) active

2,4500) active

2,4500) active
)

2,4500) active

7192
6160
7108
2032

6312
5448
6312
1992

Protocol Action Type Sent Rcvd

10052, *)

100:2,*)

Mpvmep HacTpoek ¢

->

47 ESP nat-t-trans 101780

47 ESP nat-t-trans 38804

47 ESP nat-t-trans 23420

47 ESP nat-t-trans 15616

550 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 296 296

Hactpoika BGP

[dunHamnyeckan mapLupyTM3auma HacTpanBaeTcsl Yepes KoHcorb cepBuca FRR.

1. [oGaebTe cepBuc FRR B aBTO3arpysky un 3anycrture ero:

root@Spokel-nl:~# systemctl enable frr
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Synchronizing state of frr.service with SysV service script with /lib/system/system-
sysv-install.
Executing: /lib/system/system-sysv-install enable frr

root@Spokel-nl:~# systemctl start frr
2. Bongute B koHconb cepBuca FRR, ans aToro Hy»Ho u3 linux bash HabpaTb criegytoLyo kKoMmaHay:

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

3. [Hobasbte mapupyT 192.168.100.0/24 yepes VIP agpec (192.168.1.20) ¢ guctaHuuen 240:

Spokel-nl#configure terminal
Spokel-nl (config)# ip route 192.168.100.0/24 192.168.1.20 240

MpumeyaHus:

e B DMVPN IPv4 yepes IPv6 B otnnume ot 6a3oBoro cueHapus DMVPN IPv4 mapLupyTbl OMKHbI
yKasblBaTb He Ha knacTepHbin agpec VRRP, a Ha agpec LAN-uHTepderica CMeXHOro ycTponcTaa.

e [laHHbI MappyT ByaeT ycTaHaBnMBaTbCA B CUCTEMY Ha pe3epBHOW Hode knactepa VRRP gns
obecneyeHnss BO3MOXHOCTM onpoca ee LAN uHTepdernica us nogcetn LleHTpaneHoro oduca,
Hanpumep, C Uenbl0 LUeHTpanusoBaHHOro cbopa AuarHoCTU4ecKoW uHdopMauumn wu3
LleHTpanbHoro oguca. NogpobHee — cmoTpu B 6a3zoBom cueHapun DMVPN [Pv4.

4. Hactponte BGP (cm. onucaHue http://docs.frrouting.orq):

4.1. Cospgante route-map TO-HUB1-OQUT, TO-HUB2-OUT, TO-HUB3-OUT, TO-HUB4-QUT. [aHHble
route-map OygeT mMeHATb local-preference ANA MapLpyTOB, aHOHCMpyeMmble chunuanom B
CTOPOHY KpuNTOLLM030B LieHTpanbHoro odumca (192.168.1.0/24):

Spokel-nl (config) # route-map TO-HUB1-OUT permit 1
Spokel-nl (config-route-map) #set local-preference 100
Spokel-nl (config-route-map) #exit

Spokel-nl (config) #route-map TO-HUB2-OUT permit 1
Spokel-nl (config-route-map) #set local-preference 75
Spokel-nl (config-route-map) #exit

Spokel-nl (config) #route-map TO-HUB3-OUT permit 1
Spokel-nl (config-route-map) #set local-preference 50
Spokel-nl (config-route-map) ffexit

Spokel-nl (config) #route-map TO-HUB4-OUT permit 1
Spokel-nl (config-route-map) #set local-preference 25
Spokel-nl (config-route-map) ffexit

MpumeyvaHue - Ha kpynToLwuno3ax BCex ocTarnbHbIX hunuanax mapLupyT A0 3alumiaemMon nogceTu
Spokel-nl, nonyyeHHbIn Yepe3 Hubl, GygeT nmeTb Hanbomnblwuvi nNpuopuTeT, @ MapLipyT go
3awmuiaemon nogcetn Spokel-nl, nonydeHHblr 4Yepe3 Hub4, Oypetr vMMeTb HauMEHbLUWNA
npuopuTeT.

4.2. BknwouuTe npouecc npotokona BGP ana aBToHoMHon cuctembl 65000 1 nepengute B pexum ero
KOHOUIypMpOBaHUSI:

Spokel-nl (config) #router bgp 65000
4.3. YcTaHOBWTE MAEHTMMKaTOP MapLipyTusaTopa:

Spokel-nl (config-router) #bgp router-id 192.168.1.10

4.4. Bknouute normpoBaHuMe M3MeHeHus cTtatyca (Hanpumep, up, down u apyrne) BGP cocepa B
XypHane paboTbi:

Spokel-nl (config-router) #bgp log-neighbor-changes
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4.5.

4.6.

4.7.

4.8.

4.9.

YctaHosute Tanmepsbl keepalive n holdtime ana BGP cocepa:

Spokel-nl (config-router) #timers bgp 3 9

Hob6aBbTe MGRE-agpeca Hub-oB B kauectBe BGP cocenent ¢ HOMEpPOM aBTOHOMHOW CUCTEMBbI
65000 n ycTaHoBMTE BpeMSA NOBTOPHOM NOMNbITKW noctpoeHnst BGP coceactea B 30 cekyHA:

Spokel-nl (config-router) #neighbor 10.10.10.100 remote-as 65000
Spokel-nl (config-router) #neighbor 10.10.10.100 timers connect 30
Spokel-nl (config-router) #neighbor 10.10.10.200 remote-as 65000
Spokel-nl (config-router) #neighbor 10.10.10.200 timers connect 30
Spokel-nl (config-router) #neighbor 10.10.20.100 remote-as 65000
Spokel-nl (config-router) #neighbor 10.10.20.100 timers connect 30
Spokel-nl (config-router) #neighbor 10.10.20.200 remote-as 65000
Spokel-nl (config-router) #neighbor 10.10.20.200 timers connect 30

BkntounTe aHOHCUpOBaHWe MapLupyTa Ao 3awuiiaemon noacetn dunuana Net:

Spokel-nl (config-router) #address-family ipv4 unicast
Spokel-nl (config-router-af) #network network 192.168.1.0/24

lMpumeHuTe route-map K coceasim:

Spokel-nl (config-router-af) #neighbor 10.10.10.100 activate
Spokel-nl (config-router-af) #neighbor 10.10.10.100 route-map TO-HUBR1-OUT out
Spokel-nl (config-router—-af)# neighbor 10.10.10.200 activate
Spokel-nl (config-router-af) #neighbor 10.10.10.200 route-map TO-HUB2-OUT out
Spokel-nl (config-router-af)# neighbor 10.10.20.100 activate
Spokel-nl (config-router-af) #neighbor 10.10.20.100 route-map TO-HUB3-OUT out
Spokel-nl (config-router—-af)# neighbor 10.10.20.200 activate
Spokel-nl (config-router-af) #neighbor 10.10.20.200 route-map TO-HUBR4-OUT out

CoxpaHuTte n3MeHeHus:

Spokel-nl (config-router-af) #end
Spokel-nl (config-router)# exit
Spokel-nl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf [OK]
[OK]

Hactpoika VRRP

B otnuune ot Bepcumn 4.3 B Bepcum 5.0 3HaumTenbHasd yacTb HacTpoek VRRP nepeHeceHa B cisco-like
KoHconb. Ho HacTtporika VRRP koHdurypaunoHHoro danna /etc/keepalived/notify common.conf
ocyuwiectBnsieTcs 13 linux bash.

1. CoxpaHute Konuio danna /etc/keepalived/notify common.conf B
/etc/keepalived/notify common.conf.backup " npveseguTe dann

/etc/keepalived/notify common.conf K Buay:

CE i i specific to DMVPN scenario
FHEFHEHF AR A AR A A R

# Flag indicate that DMVPN scenario is using on clustered spokes.

# Used to mange BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes it STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="true"

### IBGP specific options f###
# Internal routing protocol for DMVPN (IBGP or OSPF).
DMVPN INTERNAL ROUTING PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
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DMVPN LOCAl ASN="65000"

# BGP neighbors (separated by space) which must be shutted down if VRRP node transit
to BACKUP of FAULT state,

# and no shutted down if VRRP node transit to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN_ BGP NEIGHBORS="10.10.10.100 10.10.10.200 10.10.20.100 10.10.20.200"

KoHdurypaumonHbin  dan  /etc/keepalived/notify common.conf ynpasBnseTr CKPUNTOM
/etc/keepalived/scripts/notify common. Jloruka cnegywowas: ecnu Hoda MepexoouTt B
coctosiHme BACKUP unu FAULT, To BGP nupuHr ¢ ueHtpaneHbeiMu kpuntownodamm (10.10.10.100,
10.10.10.200, 10.10.20.100, 10.10.20.200) BbikntovaeTtcs. Ecnn Hopa nepexoauT B coctossHne MASTER,
TO0 BGP nupwuHr ¢ ueHTpanbHbIMY KpUATOLLM03aMuy BKITHOYaETCA.

N3veneHne napametpoB DMVPN B daiine /etc/keepalived/notify common.conf nocne
HacTpouku keepalived (B npouecce paboThl):

Mpn HeobGXxoAMMOCTU N3MEHEHMA NapaMeTpoB crieayeT:

1) MNepesanyctnte FRR ¢ nomoLlblo kKOMaHabl "systemctl restart frr" (9TO AeWCTBME 3arpy3uT
KOHdoMrypauumio, kotopasi cootBeTcTByeT coctosHmio MASTER). BAXXHO: nocne nepesanycka FRR moxeT
BO3HWMKHYTb aCCUMETPUYHas MapLUpyTU3aums. OTO CBA3aHO C TEM, YTO YyCTPOMCTBO B cocTossHun BACKUP
unun FAULT 6yget yyactBoBaTb B 06MeHe BGP mapLupytamu;

2) N3ameHuTb Tpebyemble HacTponkn FRR, koTopble cooTBeTCTBYET cocToAHMIo MASTER,;

3) CoxpaHuTb HacTponkn FRR (komaHga write).

4) lMocne HacTtpovikn FRR TpebyeTcs m3amMeHuTb cooTBeTcTBYyloWwMe napameTpel DMVPN B davine
/etc/keepalived/notify common.cont.

5) Ons ycTponcTs, Haxogswmxcs B coctosiHun BACKUP unn FAULT, cnegyeT nepesanycTuTtb CepBUC
keepalived, 4TOGbI NPUMEHNUTL HACTPONKM U3 hanna /etc/keepalived/notify common.conf. [ina
ycTpowncTBa B coctosiHun MASTER HacTpoiku npumeHsitoTcs nocne nepexoga B coctosiHne BACKUP unu
FAULT.

Ecnu 6bina gonylueHa ownbka B panne /etc/keepalived/notify common.conf B Yyactu DMVPN
(HanpuMep, Homep aBTOHOMHOW cucTtembl unu IP-agpec BGP nupa He coBnagaeT ¢ HacTponkamu FRR),
TO npu nepexoge Hoabl B coctosiHne BACKUP unu FAULT B norax /var/log/cspvpngate.log
nosiBUTCA coobueHne "VRRP notify common script: ERROR: can not set shutdown on
neighbor". [ocne ncnpaeneHus owmnbok B hanne JOCTaToMHO nepesanycTuTb cepBuc keepalived.

2. OcrtanbHble HacTponku VRRP ocyulectBnsawoTcs u3 cisco-like koHconu kpuntowntosa. Bknounte
ucnonb3oBaHue vrrp v3:

Spokel-nl# configure terminal
Spokel-nl (config) # fhrp version vrrp v3

3. Bkmounte 3anyck obuwero ckpunt-danna (/etc/keepalived/scripts/notify common) npu
nepexoge VRRP nHcTaHca mexay COCTOAHUSAMU:

Spokel-nl (config) # vrrp notify common
4. CospganTte npasuno SLA (no ymonyaHuio gns IPv6):

Spokel-nl (config) #vrrp track sla check isp link ipvé

5. YKaxute uenesble XOCTbl A NPOBEPKN CBA3NU:

Spokel-nl (vrrp-track-sla)# host 2001:db8::172:16:1:1
Spokel-nl (vrrp-track-sla)# host 2001:db8::172:16:101:15

6. YkaxuTe pexxum SLA Ha npoBepky ¢ nomoubio ICMP:

Spokel-nl (vrrp-track-sla)# mode icmp-echo

7. 3apawnTte ycnosue ycnewHoCTn NnpoBepkKun, Kak AOCTYNMHOCTb ntoboro n3 YKa3aHHOro XoCToB:
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Spokel-nl (vrrp-track-sla)# reachability any

8. BapanTte nHTepdeiic, c kotoporo 6yayT otnpasnaTecs ICMP:
Spokel-nl (vrrp-track-sla)# source TenGigabitEthernet0/0

9. BapaniTe KONUMYECTBO AONYCTUMbIX HEYCNELLHbIX NOMbITOK MPOBEPKU AOCTYNMHOCTN XOCTOB:
Spokel-nl (vrrp-track-sla)# fall 15

10. 3aganTe KONNMYEeCTBO HEOBXOAMMBIX YCMNELLHbIX NOMbITOK MPOBEPKM AOCTYNMHOCTU XOCTOB:
Spokel-nl (vrrp-track-sla)# rise 10

11. 3aganiTe BpeMs OXuaaHuUs NPOBEPKN JOCTYMHOCTU XOCTa:
Spokel-nl (vrrp-track-sla)# timeout 2

12. ViHTepBan mexay npoBepkaMmy AOCTYNHOCTU XOCTa:

Spokel-nl (vrrp-track-sla)# interval 3
Spokel-nl (vrrp-track-sla)# exit

13. BkntounTte VRRP Ha BHyTpeHHeM uHTepdelice (co3gaeT VRRP nHcTaHc):

Spokel-nl (config)# interface TenGigabitEthernet0/1
Spokel-nl (config-if)# vrrp 1 address-family ipv4
Spokel-nl (config-if-vrrp) #

14. 3apainiTte knacTepHbli IPv4 agpec:
Spokel-nl (config-if-vrrp)# address 192.168.1.1 255.255.255.0
15. YcTaHoBUTEe MHTEpBan oTnpasku advertisement-cooOLeHNiA;
Spokel-nl (config-if-vrrp)# timers advertise 3
16. YcTaHOBUTE MHTEpBAn oTnpaBku gratuitous ARP-coobLeHus:
Spokel-nl (config-if-vrrp)# timers garp 5
17. MNpwukpenuTe K uHTEpdency SLA npasuno:
Spokel-nl (config-if-vrrp)# track sla check isp link
18. BknounTe oTCrexmnBaHne BHeLHero nHTepdenca:
Spokel-nl (config-if-vrrp)# track interface TenGigabitEthernet0/0
19. OTkntounTe preempt mode:
Spokel-nl (config-if-vrrp)# no preempt
20. YcraHosuTe npuoputeT Ansa VRRP nHcTaHca:

Spokel-nl (config-if-vrrp)# priority 100
Spokel-nl (config-if-vrrp) #end

21. Y6egutecb, 4YTO Hoga nepewrna B coctodHve MASTER. [na atoro Bomgute B cisco-like koHconb
KpunToLunto3a n nocMoTpuTte Hactponkn VRRP:

Spokel-nl#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Master 1IPv4

22. YbepuTech, YTO JOCTYMNEH OOUH U3 XOCTOB, YKa3aHHbIX B SLA:

Spokel-nl#show vrrp sla check isp link

Rule name: check isp link
Result: Success
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Hostname State Last checked at
2001:db8::172:16:1:1 reachable 2024-05-28109:23:25.032
2001:db8::172:16:101:15 unknown None

MpumeyaHwue - N3-3a TOro, 4TO NPOBEPSETCA AOCTYMHOCTb NHOOOro xocTa, Nocne nofyYyeHns oteeTa oT
2001:db8::172:16:1:1 npoBepka BTOPOro XocTa He NPOUCXOAMT.

23. Ybegutecnh, 4TO Ha BHYTpeHHeM UHTepdelice ethl nosaBunca knactepHsin VIP-agpec:
root@Spokel-nl:~# ip address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP group default
glen 10000
link/ether 00:50:56:9e:e8:2f brd ff:ff:ff:ff:ff:ff
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet 192.168.1.10/24 brd 192.168.1.255 scope global ethl
valid 1ft forever preferred 1ft forever
inet 192.168.1.1/24 scope global secondary ethl:900
valid 1ft forever preferred 1ft forever
inet6 fe80::4287:6f0e:1e99:45c5/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

B MNpunoxeHun npeacTaBneHbl TEKCTbI KOHUIypaumi Ansa kpuntowntoda Spokel-nl:

e TEeKCT KOHcomnu cisco-like;

o Copepxumoe /etc/network/interfaces.d/mgre0;
e Copepxumoe /etc/network/interfaces.d/mgrel;
o Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf;

e Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/keepalived/keepalived.conft.

Hactponka yctponcrtea Spoke1-n2

HacTtpoiika ycTtponctBa Spokel-n2 ocylecTBnAeTcsa aHanorMyHo YCTpoucTBy Spokel-nl ¢ y4eTom
cooTBeTcTBYOWMNX IP-agpecos (cM. PucyHok 1).

3HaueHwue bgp router-id y pesepBHON HOAbI AOMKHO OTNNYATLCA OT 3HAYEHUS1 OCHOBHOWM HoAbl (Spokel-nl).
3HaueHnwue priority B VRRP y pe3epBHON HOAbl AOMKHO ObiTb MEHbLUE, YEM Y OCHOBHOM HOAbI.

B MpunoxeHuu npeactaBneHbl TEKCTbl KOHUIypauun onsa kpuntownosa Spokel-nl:

e TEKCT KoHconu cisco-like;

o Copgepxumoe /etc/network/interfaces.d/mgre0;
o Copepxumoe /etc/network/interfaces.d/mgrel;
e Copgepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf;

e Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/keepalived/keepalived.conft.

Hactpoika yctponctea Spoke2

HacTtporika MoxeT ocyLlecTBNATbCA U yaaneHHo (no SSH), HO McknouMTenbHO NO JOBEPEHHOMY KaHany
cBsA3n. [loBEPEHHBIM KaHaNoOM CBSA3M MOXET CUMTaTbCA KaHan B npefenax KOHTPOonMpyemMon 30Hbl B Criyvae
OTCYTCTBMS B HeM HapywuTensa (B Hawem npumepe 9To nopcetn 192.168.100.0/24, 192.168.1.0/24,
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192.168.2.0/24). [oBepeHHbIM KaHarnoM CBS3M TakKKe CUYMTaeTCd KaHan, 3allMLieHHbIA npy NOMOLLU
npoTokona IPsec.

HauanbHble HacTpowiku, HacTponku PKI, HacTporika naponen gocTtyna K KoHcomnu cisco-like, HacTpoika
nonutnkn obpabotkm COC (CRL), HacTporka MeXCeTeBOro akpaHa, HacTponka MGRE-uHTepdencos,
HacTpoika NHRP u HacTtponka BGP ocyuwectesnsetrca aHanormyHo ycrtponctsy Spokel-nl ¢ ydeTom
cooTBeTCcTBYtoWMX IP-agpecoB (cMm. PucyHok 1). Hactporiku VRRP Ha Spoke2 He BbINOMHAKOTCS.
CooTBeTCTBETCTBEHHO B HacTpomnkax BGP He HyHO fobasnaTte mappyT Yepes VIP agpec.

M3-3a oTcyTCTBMA MaplipyTa no ymonyaHuio oo Hactpouku multivan, COC He Gypet 3arpyxeH B 6asy
MpoaykTa BO BpeMsi HAacTponky nonutukn obpadotkn COC (CRL).

HacTpoiika ceTeBbIX napaMeTpoB

M3meHeHne cocTosaHua nHTepdencoB 1 HasHavyeHue IP agpecos B cisco-like koHconu npumeHsaoTCa cpasy
nocne BBoAa COOTBETCTBYOLLMX KOMaHA. [Nonutrka 6e30nacHOCTU NPMMEHSIIOTCS NOCNe BbiIXo4a 13 pexuma
KOHGMryprMpoBaHus.

1. TlposepbTe BKNOYEHa N mappyTusauus IPv6, BbINONHMB CredyoLLyo KOMaHay:
root@sterragate:~# sysctl net.ipvé6.conf.all.forwarding

net.ipv6.conf.all.forwarding = 1

MapLIprTVI?»aU,VIﬂ OOJMKHa ObiTb BKMOYEHA npun nHUunann3aumm KpuntoLusro3a. rlpl/l HeO6XO,D,V|MOCTV|
mapLupyTM3aums IPv6 MOXeT BbITb BKINIOYEHa nosaHee 3anuncbIo HaCTPONKM
net.ipvé6.conf.all.forwarding=1 B dann /etc/sysctl.d/02-
sterra_ internet settings.conf C NOCneaywoLen nepesarpyskon KpUnToLmosa.

2. 3apaviTe umsa ycTpomncTBa:

sterragate (config) #hostname Spoke2

3. Bkmounte WAN un LAN uHTepdeinckl n Hactponte IP agpec Ha WAN u LAN nHTepdencax B COOTBETCTBUM
CO CXemou cTeHaa:

Spoke?2 (config) #interface TenGigabitEthernet0/0

Spoke2 (config-if) # no ip address

Spoke2 (config-if) # ipv6 address 2001:db8::172:16:2:2/112
Spoke2 (config-if) # no shutdown

Spoke?2 (config-if) #interface TenGigabitEthernet0/1

Spoke?2 (config-if) # no ip address

Spoke?2 (config-if)# ipv6 address 2001:db8::172:16:2:2/112
Spoke2 (config-if) # no shutdown

Spoke2 (config-if) #finterface TenGigabitEthernet0/2

Spoke2 (config-if)# ip address 192.168.2.1 255.255.255.0
Spoke2 (config-if) # no shutdown

Spoke?2 (config) #end

(
(
( )
( )
( )
( )
( )
( )
( )
( )
(

(

MprMeYaHne — MapLLpyT No ymMon4yaHuio 6yaeT AobasneH ¢ nomoLlbio cepBuca multiwan.

HacTtpouka wudposaHus

HacTtpolika wndpoBaH1s OCYLLECTBASETCA aHanorm4yHo ycTtponcTsy Spokel-nl ¢ y4eTOM COOTBETCTBYHOLLUX
IP-agpecoB (cM. PucyHok 1) n Hanmuma asyx WAN mHTepdericoB y Spoke2. B otnvymne ot 6a30B0oro cueHapus
DMVPN IPv4, B faHHOM cueHapum IPv6 agpeca aByx WAN nHTepdericoB Spoke2 pa3HeceHbl B iBe object—
group C WMMeHaMn SELF-ISP1-IPV6 WM SELF-ISP2-IPV6. Hanuune ABYX object-group B AaHHOM
cueHapum no ogHomy WAN IPv6 agpecy B kaxgon He aBnsieTca o00s3aTenbHbiM M NPUHUMAMAIbHBLIM
otTnnunem ot 6asosoro cueHapuss DMVPN IPv4. [pu HeobxoauMoOCTM U LLenecoobpasHOCTM MOXeT
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MCnonb30BaTbCA OfHa object-group € AByMs WAN agpecamu ¢ COOTBETCTBYHOLUMMU U3MEHEHUS B OPYIrUX
yacTax cisco-like koHdurypauun.

HacTtpoiiku wndpoBaHmsa OCyLLECTBRAKOTCA U3 cisco-like koHCconM kpunToLno3a.

1.
2.

MapameTpbl IKE BbINONHWUTE aHanornyHo ycrponcrteam Hubl n Spokel-nl.
MapameTpbl IPsec:

2.1. Ortkntounte obHoBNEHWE kntova IPsec SA no AocTMXeHno onpeaeneHHoro obbema nepegaHHoro
Tpacduka:

Spoke2 (config)# crypto ipsec security-association lifetime kilobytes unlimited

2.2. Cospante IPsec TpaHcdopm, 3agaloWwunini KOMOMHUPOBAHHBLIN  anropuTM  WKMAPOBAHMSA U
nmmTozawwmTtbl FOCT 34.12-2015 Marma B pexxume MGM ans tpaduka (ans sepcun 5.0):

Spoke2 (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-
magma-mgm

Spoke2 (cfg-crypto-trans) # mode transport

Spoke2 (cfg-crypto-trans) #exit

Pexxum paboTbl IPsec TyHHens AomkeH 6biTb TPAHCNOPTHBLIM. B 0TnM4Yme OT KpMNTOLLNI030B BEPCUM
4.3 TyHHenbHbIn pexum IPsec B cueHapum DMVPN ana kpuntownto3os Bepcun 5.0 He
NoAAepKMBaeTCs N He MOXeT ObITb MCNONb3oBaH gaxe npu otcyTcTemn NAT.

2.3. Cospante ceTeBble object-group C UMeHamMu SELF-ISP1-IPV6 U SELF-ISP2-IPV6 Ons
XpaHeHMs B KaXXAOM U3 HMX ogHoro n3 asyx WAN agpecoB KpUMTOLUMiO3a C LEeNbto AanbHENLWero
ero ncnosnb3oBaHna B ACL:

Spoke2 (config) #object-group vé-network SELF-ISP1-IPV6

Spoke2 (config-véenetwork-group) # description IP on WAN interface for ISPl
Spoke?2 (config-vénetwork-group) # host 2001:db8::172:16:2:2

Spoke2 (config-vénetwork—-group) # exit

Spoke2 (config) #object-group vé-network SELF-ISP2-IPV6

Spoke2 (config-vénetwork—-group) # description IP on WAN interface for ISP2
Spoke?2 (config-vénetwork-group) # host 2001:db8::172:17:2:2

Spoke2 (config-véenetwork—-group) # exit

2.4. Cospante gBa cnucka goctyna (ACL) ang IPv6 Tpaduka, KOTOpbIA HY)XHO 3aluwiatb Mexay
dunanom Ne2 n cmexHbiMu punuanamm (LeHTpanbHbIM oucom u punmnanom Net):

Spoke2 (config)# ipv6 access-list IPSEC DMVPN ISPl IPV6

Spoke?2 (config-ipvé-acl) # remark special DMVPN filter for ISPl

Spoke?2 (config-ipvé-acl) # permit gre object-group SELF-ISP1-IPV6 each
Spoke2 (config-ipv6e-acl) #exit

Spoke2 (config)# ipv6 access-list IPSEC_DMVPN ISP2 IPV6

Spoke2 (config-ipvé-acl)# remark special DMVPN filter for ISP2

Spoke2 (config-ipvé-acl)# permit gre object-group SELF-ISP2-IPV6 each
Spoke?2 (config-ipvé-acl) #exit

Spoke?2 (config) #

MpumeyaHune - KnoyeBoe cnoBo each no3BonseT cTtpoutb y3kme IPsec TyHHenwn gns nwoboro
agpeca HasHauveHusi. Agpec HasHadeHusi 6epetca m3 IP 3aronoBka GRE nakeTa, B KOTOPOM
Haxoauntca NBMA agpec kpuntowusosa.

2.5. Cospgante pguHamMumyeckue  KpunNTo-kapTbl  (MMeHa DMAP ISPl IPV6, pasgen 1 wu
DMAP ISP1 IPV6, pasgen 1) M NPUBSXUTE KX K COOTBETCTBYIOLUMM CTaTU4eckum (MMeHa
VPN ISPl IPV6, pasgen 1 un VPN ISP2 IPV6, pasgen 1):
Spoke?2 (config) # crypto dynamic-map DMAP ISPl IPV6 1

Spoke?2 (config-crypto-map) # match ipvé address IPSEC DMVPN ISPl IPV6
Spoke?2 (config-crypto-map) # set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
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Spoke2 (config-crypto-map) # set
Spoke2 (config-crypto-map) # set
Spoke2 (config-crypto-map) # set
Spoke2 (config-crypto-map) # set

Spoke2 (config-crypto-map) #exit

isakmp-profile ALGS PROFILE
security-association mss-fix out
pre-fragmentation
dead-connection history off

Spoke2 (config) #crypto map VPN ISPl IPV6 1 ipsec-isakmp dynamic DMAP_ ISPl IPV6

Spoke?2 (config) # crypto dynamic-

Spoke2 (config-crypto-map) # set
Spoke2 (config-crypto-map) # set

)
)
Spoke2 (config-crypto-map)
)
)

map DMAP ISP2 IPV6 1

transform-set MAGMA GOST ENCRYPT AND INTEGRITY

isakmp-profile ALGS PROFILE

# set security-association mss-fix out
Spoke2 (config-crypto-map) # set pre-fragmentation
Spoke2 (config-crypto-map) # set dead-connection history off

Spoke2 (config-crypto-map) #exit

Spoke2 (confiqg) #crypto map VPN ISP2 IPV6 1 ipsec-isakmp dynamic DMAP ISP2 IPV6

Spoke2 (config) #

(
(
(
(
(
(
(
Spoke2 (config-crypto-map) # match ipv6 address IPSEC DMVPN ISP2 IPV6
(
(
(
(
(
(
(
(

2.6. anernMTe CO34daHHble CTaTU4ecCkne KpunTto-KapThbl VPN_ISPl_IPV6 M VPN _ISP2 IPV6 K

BHELWHUM MHTepdencam TenGigabitEthernet0/0 N TenGigabitEthernet0/1:

Spoke2 (config) #interface
Spoke?2 (config-if) #crypto
Spoke2 (config-if) #exit

(

(

(

Spoke2 (config) #interface

Spoke2 (config-if) #crypto
(

Spoke2 (config-if) ffexit

TenGigabitEthernet0/0
map VPN _ISP1 TIPV6

TenGigabitEthernet0/1
map VPN ISP2 IPV6

I'Iop,po6Ha9| HaCTpOVIKa C onncaHmem KomaHg npueeaeHa B 6asoBom cueHapun.

Hactpouka multiwan

Hactpoiika ocyuiectenstoTca 13 linux bash. MNMogpobHoe onucaHne napameTpoB NPUBEAEHO B CLeHapum
«Pe3epBupoBaHye KaHanoB CBA3M Npy NomoLLmM naketa «multiwany» (npotokon IPv6)».

1. lNpuBegute cbann /etc/multiwan/config.yaml KBUAy:

config format version: 1
links params:
links:
- name: ISPl
check:

hosts reachability:

ipv6:
hosts:

any

- 2001:db8::172:16:101:15
- 2001:db8::172:16:2:1
source address: 2001:db8::172:16:2:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
iface name: eth0
prio: 300
routes:
ipv6:
networks:
- ::/0
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nexthop: 2001:db8::172:16:2:1
source address: 2001:db8::172:16:2:2
watch foreign routes: true
- name: ISP2
check:
hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:17:2:1
source address: 2001:db8::172:17:2:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
iface name: ethl
prio: 200
routes:
ipv6:
networks:
- ::/0
nexthop: 2001:db8::172:17:2:1
source_address: 2001:db8::172:17:2:2
watch foreign routes: True

3aBeplueHue HacTponkn Spoke2

1. Mocne HacTpOWiKK 3anycTUTe CepBUC multiwan, a Takke AoGaBbTe €ro B aBTO3arpy3Ky:

root@Spoke2:~# systemctl start multiwan.service

root@Spoke2:~# systemctl enable multiwan.service
2. TlocmoTpeTb nor paboTbl cepBuca MOXHO B dpawnne /var/log/cspvpngate.log:

root@Spoke2:~# tail -n 1000 /var/log/cspvpngate.log | grep multiwan

2024-05-28T10:58:10.042075+03:00 Spoke2 multiwan: INFO: Starting multiwan...
2024-05-28T10:58:11.421765+03:00 Spoke2 multiwan: INFO: NAT translations table has
been cleared.

2024-05-28T10:58:12.438633+03:00 Spoke2 multiwan: INFO: LSP was reloaded.
2024-05-28T10:58:12.445774+03:00 Spoke2 multiwan: INFO: Used interface "ethO".
Nexthop "2001:db8::172:16:2:1".

3. TlpoBepbTe, 4To fob6aBneHbl MapLpyTbl 06bABMEHbI B HACTPOMKaxX multiwan:
root@Spoke2:~# ip -6 route show proto multiwan

default via 2001:db8::172:16:2:1 dev ethO src 2001:db8::172:16:2:2 metric 700 pref
medium

4. TposepbTe uTo MapLpyT Ao IP agpeca HTTP cepeepa CRL_distribution_point B cucteme:
root@Spoke2:~# ip -6 route get 2001:db8::172:16:101:15

2001:db8::172:16:101:15 from :: via 2001:db8::172:16:2:1 dev ethO proto multiwan src
2001:db8::172:16:2:2 metric 700 pref medium

5. Ecnu BCé HacCTpOeHO BEPHO, TO NepesarpysnTe cepBuc getcrls ansa 3arpyskm COC B 6asy NpoaykTa:

© 2003-2025 S-Terra CSP 29



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

root@Spoke2:~# systemctl restart getcrls.service

6. BbinonHuTe NpoBepky cTaTyca cepTudukaToB B 6ase MpoaykTa:
root@Spoke2:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA

2 State: Active C=RU, L=Zelenograd, 0=S-Terra CSP,0U=RnD, CN=Spoke2
B MNpunoxeHun npeacTaBneHbl TEKCTbI KOHUIypaumii Ans Kpuntolwnosa Spoke?2:

e TeKCT KoHconu cisco-like;

e Copepxumoe /etc/network/interfaces.d/mgre0;
o Copepxumoe /etc/network/interfaces.d/mgrel;
e Cogepxummoe /etc/opennhrp/opennhrp.conf;

e Copepxumoe /etc/frr/frr.conf;

e Copgepxmmoe /etc/multiwan/multiwan.yaml
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MpoBepka paboOTOCNOCOOHOCTM CTEHAA

MpoBepka paboTocnocobHOCTM CTEHAA NPOBOAUTCH B TPEX COCTOSAHUSAX:
1. Bce y3nbl B LeHTpanbHOM oduce 1 dpunmanax pyHKLUNOHUPYIOT U UCNPaBHbI.

2. ﬂpo6nema Ha OCHOBHOM KpunTowsito3e B LeHTpalibHOM CKbMCGZOTKa3 LEeHTpalribHOro Kpuntowsaa,
OTKa3 BHELLHEro ceTeBoro MHTepd)eVlca.

3. [lpobrema Ha OCHOBHOW HOAe KnacTepa B (unuane: oTkas OCHOBHOW HOAbl KracTtepa, HeoCTyMHOCTb
NHTepHeT-npoBaiigepa, HEAOCTYNHOCTb cepBuca opennhrp.

Bce y3nbl B LeHTpanbLHOM oduce u punuanax hyHKLMOHUPYIOT K
UcnpaBHbI

1. Y6egutecb, YTO KpMNTOLLMIO3 BTOPOro hunuana paboTtaeT Yepes OCHOBHOW MHTEPdENC:
root@Spoke2:~# mwan mgr show --links status

Link: 1

Name: ISPl

Interface: ethO

Priority: 300

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:2:1"
Link: 2

Name: ISP2

Interface: ethl

Priority: 200

State: reachable

Active: False

Hosts reachability: any

IPv4 hosts: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:17:2:1"

BugHo, 4To akTMBHBIM MHTEPgEencom aenaetca ethO.

2. YbepuTecb, YTO Ha LeHTparnbHbIX KpUNTOLLNI03aX YCTaHOBMEHbI IPSec-TyHHenM co BceMy nnmnanbHbIMM
KpunTowno3amu, 4ns atoro B linux bash BeinonHuTe crnegytowyo komaHay:

root@Hubl:~# sa _mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 10 (2001:db8::100:100:100:2,4500)-(2001:db8::172:16:1:2,4500) active 2520 2496
2 11 (2001:db8::100:100:100:2,4500)-(2001:db8::172:16:2:2,4500) active 2456 2424
3 12 (2001:db8::100:100:100:2,4500)-(2001:db8::172:17:1:2,4500) active 1992 2032

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 6 (2001:db8::100:100:100:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 0 1564
2 7 (2001:db8::100:100:100:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 1064 0
38 (2001:db8::100:100:100:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 168 140
4 9 (2001:db8::100:100:100:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 1248
1268

5 10 (2001:db8::100:100:100:2,*)-(2001:dpb8::172:17:1:2,*) 47 ESP nat-t-trans 204 140
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root@Hub2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

11 (2001:db8::100:100:101:2,4500)-(2001:db8::172:17:1:2,4500) active 1992 2032
2 2 (2001:db8::100:100:101:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032
3 3 (2001:db8::100:100:101:2,4500)-(2001:db8::172:16:2:2,4500) active 1992 2024

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (2001:db8::100:100:101:2,*)-(2001:db8::172:17:1:2,*) 47 ESP nat-t-trans 204 140
2 2 (2001:db8::100:100:101:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 1512
1576

3 3 (2001:db8::100:100:101:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 1608
1588

root@Hub3:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 3 (2001:db8::100:101:100:2,4500)-(2001:db8::172:16:2:2,4500) active 2488 2520
2 4 (2001:db8::100:101:100:2,4500)-(2001:db8::172:17:1:2,4500) active 1992 2032
3 9 (2001:db8::100:101:100:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 3 (2001:db8::100:101:100:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 0 7380
2 4 (2001:db8::100:101:100:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 12224 0
35 (2001:db8::100:101:100:2,*)-(2001:db8::172:17:1:2,*) 47 ESP nat-t-trans 1428 980
4 6 (2001:db8::100:101:100:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 7172
6840

root@Hub4:~# sa_mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 3 (2001:db8::100:101:101:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032
2 4 (2001:db8::100:101:101:2,4500)-(2001:db8::172:16:2:2,4500) active 2424 2456
35 (2001:db8::100:101:101:2,4500)-(2001:db8::172:17:1:2,4500) active 1992 2032

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 3 (2001:db8::100:101:101:2,*)~-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 12384
14020

2 4 (2001:db8::100:101:101:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 392 232
3 5 (2001:db8::100:101:101:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 13348
9376

4 6 (2001:db8::100:101:101:2,*)-(2001:db8::172:17:1:2,*) 47 ESP nat-t-trans 1632
1120

BnaHo, 4TO Ha KaXXOOM LLeHTparnbHOM KPUMTOLLII03Ee YCTAaHOBMEHO No Tpu IPsec-TyHHens — aBa ¢ Hogamu
knactepa B nepsom cunuane (IP-agpeca 2001:db8::172:16:1:2, 2001:db8::172:17:1:2) n TpeTun c
KpUnTOLLMN030M BO BTOpoM chunuane (IP-agpec: 2001:db8::172:16:2:2). CTpoka «ESP nat-t-trans»
CBUAETENbCTBYET O TOM, YTO IPSec-TyHHenb paboTaeT B TpaHCNoOpTHOM pexnme yepe3 NAT. CocTosiHue,
korga oguH IPsec-TyHHenb oTobpaxkaeTcs kak ABa |IPsec-TyHHens (0avH Ans Bxoaswero Tpadvka, pyron
ANsi ICXOASLLEro) ABNsSeTCA HoOpMarnbHbIM. Tak ke COCTOsIHUe, Korga npoucxoaunTt gybnupoBaHue 3anncu
IPSec-TyHHensi N CHETYMKMN MEHSIOTCS TONBbKO Y NOCNeAHen 3anmcu, ABASeTCS HOPMarbHbIM.
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3. Ybeoutechb, YTO Ha LUEHTpanbHbIX Kpuntowwno3dax npotokon NHRP BepHO oTobpaxkaeT uHdopMauuio o
dunmanbHbIX KpUNTOLLMK3aXx, ANns 3Toro B linux bash BeinonHuTe cneayoLyo KoMmaHay:

root@Hubl:~# opennhrpctl show

Status: ok

Interface: mgrel

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.100
Flags: up

Interface: mgrel

Type: local

Protocol-Address: 10.10.10.100/32
Flags: up

Interface: mgre0

Type: dynamic

Protocol-Address: 10.10.10.3/32
NBMA-Address: 2001:db8::172:16:2:2
Flags: up

Expires-In: 1:06

Interface: mgre0

Type: dynamic

Protocol-Address: 10.10.10.1/32
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 1:06

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.10.2/32
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: used up

Expires-In: 1:05

root@Hub2:~# opennhrpctl show

Status: ok

Interface: mgre0

Type: local

Protocol-Address: 10.10.10.255/32
Alias-Address: 10.10.10.200
Flags: up

Interface: mgre0

Type: local

Protocol-Address: 10.10.10.200/32
Flags: up

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.10.3/32
NBMA-Address: 2001:db8::172:16:2:2
Flags: up
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Expires-In: 1:29

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.10.1/32
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 1:16

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.10.2/32
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: used up

Expires-In: 1:05

root@Hub3:~# opennhrpctl show

Status: ok

Interface: mgrel

Type: local

Protocol-Address: 10.10.20.255/32
Alias-Address: 10.10.20.100
Flags: up

Interface: mgre0

Type: local

Protocol-Address: 10.10.20.100/32
Flags: up

Interface: mgre0

Type: dynamic

Protocol-Address: 10.10.20.1/32
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 1:23

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.20.2/32
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: up

Expires-In: 1:08

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.20.3/32
NBMA-Address: 2001:db8::172:16:2:2
Flags: up

Expires-In: 1:08

root@Hub4:~# opennhrpctl show

Status: ok

Interface: mgre0
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Type: local

Protocol-Address: 10.10.20.255/32
Alias-Address: 10.10.20.200
Flags: up

Interface: mgre0

Type: local

Protocol-Address: 10.10.20.200/32
Flags: up

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.20.1/32
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 1:19

Interface: mgre0

Type: dynamic

Protocol-Address: 10.10.20.2/32
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: used up

Expires-In: 1:17

Interface: mgre0

Type: dynamic

Protocol-Address: 10.10.20.3/32
NBMA-Address: 2001:db8::172:16:2:2
Flags: up

Expires-In: 1:09

BuaHo, 4TO Ha Kaxgom UueHTpanbHOM KpunTowsode npotokon NHRP  koppekTHo oToGpaxaet
UHOpMaUMo O dunManbHbIX KPUNTOLWM3ax (3anuMcum C NOMETKOW «Type: dynamic»), @ MMEHHO
MGRE-agpec (Protocol-Address) cootBetctByeT NBMA [P-agpecy (NBMA-Address). Takke
npaBunbHO oTobpaxaeTca uHdopMauus 06 ucxogHom IP-agpece [0 BbINOMHEHMSA Mpoueaypbl
TpaHcnsaumm (NBMA-NAT-OA-Address) ANA TEX KPUMTOLLIIO30B, KOTOPbIE HAXOAATCS 3@ YCTPOMUCTBaAMM,
BbINONHAOLWNMN PYHKLUMU NAT.

4. YbepguTecb, YTO Ha UeEHTparbHbIX KpunTowwmo3ax nogcucrema ip neighbor agpa OC Linux KoppekTHO
oTobpaxaeT nHdopmaumio o mannuHre mGRE-agpeca B8 NBMA-agpec dounmnanbHbIX KpUATOLLIMO30B, 415
aToro B linux bash BeinonHMTe cneayoLLyo KOMaHAay:

root@Hubl:~# ip neighbor show

10.10.10.1 dev mgre0 lladdr 2001:db8::172:16:1:2 REACHABLE

192.168.255.1 dev ethl lladdr 00:50:56:9e:fd:81 REACHABLE

10.10.10.3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE

10.10.10.2 dev mgreO lladdr 2001:db8::172:17:1:2 REACHABLE
fe80::250:56ff:fe%:527a dev eth0 lladdr 00:50:56:9e:52:7a router REACHABLE
2001:db8::100:100:100:1 dev ethO lladdr 00:50:56:9e:52:7a router REACHABLE

root@Hub2:~# ip neighbor show

10.10.10.1 dev mgreO lladdr 2001:db8::172:16:1:2 REACHABLE

10.10.10.3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE

10.10.10.2 dev mgre0 lladdr 2001:db8::172:17:1:2 REACHABLE

192.168.255.1 dev ethl lladdr 00:50:56:9e:£fd:81 REACHABLE
2001:db8::100:100:101:1 dev ethO lladdr 00:50:56:9e:9a:£3 router REACHABLE
fe80::250:56ff:fe%:9af3 dev eth0 lladdr 00:50:56:9e:9a:£f3 router DELAY
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root@Hub3:~# ip neighbor show

192.168.255.1 dev ethl lladdr 00:50:56:9e:£d:81 REACHABLE

10.10.20.1 dev mgreO lladdr 2001:db8::172:16:1:2 REACHABLE

10.10.20.2 dev mgre0O lladdr 2001:db8::172:17:1:2 REACHABLE

10.10.20.3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE
2001:db8::100:101:100:1 dev eth0 lladdr 00:50:56:9e:4f:8b router STALE
fe80::250:56ff:fe%e:4£f8b dev ethO lladdr 00:50:56:9e:4f:8b router REACHABLE

root@Hub4:~# ip neighbor show

10.10.20.2 dev mgre0O lladdr 2001:db8::172:17:1:2 REACHABLE

10.10.20.1 dev mgreO lladdr 2001:db8::172:16:1:2 REACHABLE

192.168.255.1 dev ethl lladdr 00:50:56:9e:£d:81 REACHABLE

10.10.20.3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE
fe80::250:56ff:fe%e:e411 dev ethO lladdr 00:50:56:9e:e4:11 router STALE
2001:db8::100:101:101:1 dev eth0 lladdr 00:50:56:9e:e4:11 router REACHABLE

BugHo, 4TO Ha Kaxgom UeHTpanbHOM KpunTowno3de wmannuHr mMGRE-agpeca B NBMA-agpec
doumnmanbHbIX KPUNTOLLISHO30B BbIMOSHEH BEPHO.

5. YbeauTtecb, YTO Ha LEHTpanbHbIX KPUNTOLUSO3ax KOPPEKTHO paboTaeT npotokon BGP, ansa artoro
3anaguTe B linux bash BbinonHuTe crneayowme KOMaHab!:

root@Hubl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.10.10.100, local AS number 65000 vrf-id O
BGP table version 3

RIB entries 5, using 960 bytes of memory

Peers 3, using 61 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

*10.10.10.1 4 65000 309 311 3 0 0 00:15:15
1 3 N/A

*10.10.10.3 4 65000 308 310 3 0 0 00:15:14
1 3 N/A

192.168.255.1 4 65001 315 315 3 0 0 00:15:27
1 3 N/A

Total number of neighbors 3
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000

Hubl# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.10.1, mgre0O, weight 1, 00:17:25
B>* 192.168.2.0/24 [200/0] via 10.10.10.3, mgre0O, weight 1, 00:17:24
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B>* 192.168.100.0/24 [20/0] via 192.168.255.1, ethl, weight 1, 00:17:37

root@Hub2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hub2# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.10.10.200, local AS number 65000 vrf-id O
BGP table version 7

RIB entries 5, using 960 bytes of memory

Peers 3, using 61 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

*10.10.10.1 4 65000 249 251 7 0 0 00:12:18
1 3 N/A

“10,10,10.3 4 65000 259 261 7 0 0 00:12:48
1 3 N/A

192.168.255.1 4 65001 304 309 7 0 0 00:15:00
1 3 N/A

Total number of neighbors 3
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000

Hub2# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.10.1, mgre0O, weight 1, 00:14:00
B>* 192.168.2.0/24 [200/0] via 10.10.10.3, mgre0O, weight 1, 00:14:30
B>* 192.168.100.0/24 [20/0] via 192.168.255.1, ethl, weight 1, 00:16:42

root@Hub3:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hub3# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.10.20.100, local AS number 65000 vrf-id O
BGP table version 3

RIB entries 5, using 960 bytes of memory

Peers 3, using 61 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc
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*10.10.20.1 4 65000 308 310 3 0 0 00:15:15
1 3 N/A
*10.10.20.3 4 65000 345 347 3 0 0 00:17:06
1 3 N/A
192.168.255.1 4 65001 350 347 3 0 0 00:17:05
1 3 N/A

Total number of neighbors 3
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000

Hub3# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSpPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.20.1, mgreO, weight 1, 00:16:44
B>* 192.168.2.0/24 [200/0] via 10.10.20.3, mgreO, weight 1, 00:18:35
B>* 192.168.100.0/24 [20/0] via 192.168.255.1, ethl, weight 1, 00:18:35

root@Hub4:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hub4# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.10.20.200, local AS number 65000 vrf-id O
BGP table version 3

RIB entries 5, using 960 bytes of memory

Peers 3, using 61 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

#10, 10,20, 1 4 65000 339 341 3 0 0 00:16:47
1 3 N/A

*10.10.20.3 4 65000 344 346 3 0 0 00:17:02
1 3 N/A

192.168.255.1 4 65001 350 347 3 0 0 00:17:04
1 3 N/A

Total number of neighbors 3
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000

Hub44# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

- OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

- Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

OpenFabric,

- selected route, * - FIB route, g - queued, r - rejected, b - backup
- trapped, o - offload failure

VvV th 3 O
I

B>* 192.168.1.0/24 [200/0] via 10.10.20.1, mgreO, weight 1, 00:18:16
B>* 192.168.2.0/24 [200/0] via 10.10.20.3, mgreO, weight 1, 00:18:31
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B>* 192.168.100.0/24 [20/0] via 192.168.255.1, ethl, weight 1, 00:18:33

BugHo, 4TO Ha KaXgoM LEeHTpanbHOM KpunToLum3e no npotokony BGP ycTtaHoOBNEHO coceacTtso C
OCHOBHOW HofoM knactepa B punuane Ne1, ¢ kpuntowwntosom B punuane Ne2 n poytepom Int-router-Hub.
CocencTtBo ¢ pe3epBHOM Hogow knactepa B ununane Ne1 oTcyTcTBYeT, kak n TpebyeTcsa (Hoaa, koTopas
HaxoguTcs B cocTtosiHun BACKUP/FAULT He yyacteyeT B BGP).

MapuwpyTbl 00 dumnmanbHbix noaceten (192.168.1.0/24 n 192.168.2.0/24) v go 192.168.100.0/24 B
Tabnvue mMapLipyTusaumMm NpucyTCTBYHOT.

6. YbeguTecb, YTO OCHOBHasi Hoda knactepa B dunuvane Ne1 Haxogutcsa B coctosiHum MASTER, ans aToro
B linux bash BbinonHWTe cnegyoLine KOMaHabl:

root@Spokel-nl:~# ip address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gdisc mg state UP group default
glen 10000
link/ether 00:50:56:9e:e8:2f brd ff:ff:ff:ff:ff:ff
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet 192.168.1.10/24 brd 192.168.1.255 scope global ethl
valid 1ft forever preferred 1ft forever
inet 192.168.1.1/24 scope global secondary ethl:900
valid 1ft forever preferred 1ft forever
inet6 fe80::cl148:7e29:5b8d:9058/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

root@Spokel-nl:~# tcpdump -i ethl -n -c 4 vrrp

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on ethl, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
13:27:59.766702 IP 192.168.1.10 > 224.0.0.18: VRRPv3, Advertisement, vrid 1, prio
100, intvl 300cs, length 12

13:28:02.766860 IP 192.168.1.10 > 224.0.0.18: VRRPv3, Advertisement, vrid 1, prio
100, intvl 300cs, length 12

13:28:05.767208 IP 192.168.1.10 > 224.0.0.18: VRRPv3, Advertisement, vrid 1, prio
100, intvl 300cs, length 12

13:28:08.767444 IP 192.168.1.10 > 224.0.0.18: VRRPv3, Advertisement, vrid 1, prio
100, intvl 300cs, length 12

4 packets captured

4 packets received by filter

0 packets dropped by kernel

root@Spokel-nl:~# ip route show

10.10.10.0/24 dev mgreO proto kernel scope link src 10.10.10.1
10.10.20.0/24 dev mgrel proto kernel scope link src 10.10.20.1
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.10
192.168.2.0/24 nhid 26 via 10.10.10.3 dev mgre0 proto bgp metric 20
192.168.100.0/24 nhid 21 via 10.10.10.100 dev mgre0 proto bgp metric 20

BuagHo, 4TO Ha BHyTpeHHeM uHTepdence ethl umeetca VIP-agpec 192.168.1.1, a Takke C AaHHOro
uHtepdpenca (c IP-agpeca 192.168.1.10) otcbinatotcs VRRP nakeTbl. B Tabnuue mapwpyTtusauum
NPUCYTCTBYIOT MapLUPyThl A0 3aluMiiaemMblx NoOAceTen LeHTpansHoro ocouca u cunvana Ne2.

Takxke B cisco-like KOHCOMM KpUNTOLLMIO3a MOXHO yBUAEeTb cocTosiHne VRRP:
Spokel-nl#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Master 1IPv4

7. YbegouTecb, 4TO Ha pe3epBHOM Hode ecTb MapwpyT Ao 192.168.100.0/24 yepes IP agpec LAN-
WHTepdenca OCHOBHOW HOABI.
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root@Spokel-n2:~# ip route show

10.10.10.0/24 dev mgreO proto kernel scope link src 10.10.10.2
10.10.20.0/24 dev mgrel proto kernel scope link src 10.10.20.2
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.20
192.168.100.0/24 nhid 15 via 192.168.1.10 dev ethl proto static metric 20

8. Yb6eguTtecb, 4YTO Ha BHYTPEHHEM MapLUpyTM3aTOpe LEHTpasibHOrO odmca ecTb MapwTpTbl A0

9.

sawmwmLLIaeMbIx noaceten dunvanos Yepes Hubl.

root@Int-routerl-Hub:~# ip route show

192.168.1.0/24 nhid 10 via 192.168.255.10 dev ensl92 proto bgp metric 20
192.168.2.0/24 nhid 10 via 192.168.255.10 dev ensl92 proto bgp metric 20
192.168.100.0/24 dev ens224 proto kernel scope link src 192.168.100.1
192.168.255.0/24 dev ensl92 proto kernel scope link src 192.168.255.1

Y6eauntechb, 4TO NpucyTCTBYET Tpadmk Mexay 3awmiiaeMbiM noacetammu unuana Ne1 n yeHTpaneHoro
odmca. [na aTtoro 3anyctute ping € ycTpoinctBa Host-b-spokel Ha ycTtponctBo Host-b-hub wu
yAOCTOBEPLTECH B NMPOXOXAEHUN NAKETOB:

root@Host-b-spokel:~# ping 192.168.100.100 -c 4

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.

64 bytes from 192.168.100.100: icmp seg=1 ttl=61 time=2.66 ms
64 bytes from 192.168.100.100: icmp seqg=2 ttl=61 time=2.38 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=61 time=2.38 ms
64 bytes from 192.168.100.100: icmp seqg=4 ttl=61 time=2.40 ms

--- 192.168.100.100 ping statistics —---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 2.377/2.455/2.663/0.120 ms

10. Ybeautecb, 4YTO 3allMliEHHOe coeAvHeHMe MeXay OCHOBHOW Hopoi knactepa B dunuane Nel wu

KpunTtowno3oM B dunmane Ne2 ycnewHo CTpouTCcs, ANS 3TOro 3anyctute ping C YCTPOMCTBA
Host-b-spokel Ha ycTponcTtBo Host-b-spoke2 un npoBepbTe Hanuune IPsec-TyHHensi Ha OCHOBHOW HoAe
Knactepa B comnnane Ne1:

root@Host-b-spokel:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp seqg=1 ttl=61 time=4.22 ms
64 bytes from 192.168.2.100: icmp seg=2 ttl=62 time=336 ms
64 bytes from 192.168.2.100: icmp seg=3 ttl=62 time=2.26 ms
64 bytes from 192.168.2.100: icmp seg=4 ttl=62 time=2.16 ms

--- 192.168.2.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 2.161/86.122/335.850/144.182 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port) - (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
24 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2548 2424
26 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 3048 2924
27 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2548 2424
28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

[, BT NENCVIN N}

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 26 (2001:db8::100:100:1:2,*)~-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 41312
52748
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2 27 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 49636

46052
3 28 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 38148
39620
4 29 (2001:db8::100:100:1:2,*)—-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 22384
23172

5 30 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 288 288

BugHo, 4to naketbl ycnewHo gownu ot Host-b-spokel ao Host-b-spoke2, a takke noctpouncsa IPsec-
TYHHENb MeXay OCHOBHOW Hofou knacTepa B dounuvane Net1 n kpyntowwno3om B ounmane Ne2,

[pobnema Ha KpUNTOLWKO3aX B LEHTPanbHOM oduce

Cmopenvpyem nooyepéaHbli 0Tka3 BHELLUHEro CETEBOro UHTepderica ethO Ha KpUNTOLUSO3ax LIEeHTparibHOro
odgmca Hubl, Hub2 n Hub3 1 npoBepumM paboTocnocobHOCTL CTEHAA.

1. TepeBeguTe BHelwHWI ceTeBon nHTepdenc ethO Ha kpuntownto3e Hubl B coctositHne DOWN, ansa aToro
B linux bash BbInonHWUTE cnegyoLlyo KOMaHAy:

root@Hubl:~# ip -6 link set dev eth0 down

2. TlopgoxauTe HekoTopoe BpeMs 1 ybeamntechb B TOM, YTO HA OCHOBHOM HoAe knacTtepa B chunuane Ne1 n Ha
kpunTtowntose B pununane Ne2 IPsec-TyHHenb ¢ Hubl oTcyTcTByeT. MapLupyThl B 3awyiaemble NoaceTH
AoCTynHbl Yepe3 MGRE-uHTepdenc mgre0. MapwpyT 0o 3awmuiaemyo nogcetb LeHTpanbHoOro oduca
pocTynHa vyepe3 mMGRE-agpec Hub2. [1nsa atoro B linux bash BbinonHute cnegytowmne koMaHabi:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
2 26 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 3048 2924
3 27 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2548 2424
4 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 27 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 70556

64796
2 28 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 59068
61308
3 29 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 44156
46000

4 30 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 288 288

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.2.0/24 [200/0] via 10.10.10.3, mgreO, weight 1, 00:06:00
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B>* 192.168.100.0/24 [200/0] via 10.10.10.200, mgreO, weight 1, 00:06:00
root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 41 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 3552 3352
2 42 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 2888 2940
3 47 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:101:2,4500) active 3040 2924
4 48 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 22 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 77064
74984

2 23 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 74764
76472

3 25 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 288 288
4 26 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 18644
25076

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.10.1, mgreO, weight 1, 00:07:29
B>* 192.168.100.0/24 [200/0] via 10.10.10.200, mgreO, weight 1, 00:07:29

3. Ybepgutech, YTO XoauT TpaduKk Mexay 3alimiaembim nogcetamm unuana Ne1 u ueHTpansHoro ogmca,
ANd 3TOro 3anycTute ping ¢ yctponctsa Host-b-spokel Ha ycTporicTBo Host-b-hub 1 ynoctoBepbTech B
NPOXOXOEHUN NaKeTOB:

root@Host-b-spokel:~# ping 192.168.100.100 -c 4

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.

64 bytes from 192.168.100.100: icmp seqg=1 ttl=61 time=2.47 ms
64 bytes from 192.168.100.100: icmp seq=2 ttl=61 time=2.22 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=61 time=1.95 ms
64 bytes from 192.168.100.100: icmp seqg=4 ttl=61 time=1.96 ms

---192.168.100.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.951/2.150/2.472/0.216 ms

4. YbeauTecb, YTO 3alUMLLEHHOE COEAMHEHME MeXOy OCHOBHOW Hodow knactepa B dwununane Nel u
Kpuntowsno3oMm B dunvane Ne2 ycnewHo CTpPoUTCH, ANA 3TOro 3anyctute ping C YCTPOWCTBa
Host-b-spokel Ha ycTponcTBo Host-b-spoke2 u npoBepbTe Hanuumne IPsec-TyHHeNnsa Ha OCHOBHOW Hopde
knactepa B comnunane Ne1:

root@Host-b-spokel:~# ping 192.168.2.100 -c 4
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PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp seg=1 ttl=61 time=3.23 ms
64 bytes from 192.168.2.100: icmp seqg=2 ttl=62 time=976 ms
64 bytes from 192.168.2.100: icmp seg=3 ttl=62 time=2.10 ms
64 bytes from 192.168.2.100: icmp seq=4 ttl=62 time=2.00 ms

-—-192.168.2.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3002ms
rtt min/avg/max/mdev = 2.003/245.891/976.238/421.665 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
2 26 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 3048 2924
3 27 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2548 2424
4 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 27 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 102956

93228
2 28 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 91320
94840
3 29 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 78988
82720

4 30 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 576 576

BugHo, 4TO 3awmuieHHOe CcoeauHeHWEe Mexay OCHOBHOW Hopon knactepa B dunuane Nel u
Kpuntowno3oM B punmane Ne2 ycneLHo nocTpounocs.

5. TlepeBeaute BHelHMI ceTeBon UHTepdenc ethO Ha kpunTowwntode Hub2 B coctoaHne DOWN, gnga atoro
B linux bash BbinonHuTe cneaytoLLyto KomaHay:

root@Hub2:~# ip -6 link set dev ethO down

6. [Mopoxaute HekoTOpoe Bpems 1 ybeautTecb B TOM, YTO HA OCHOBHOW Hoge kracTtepa B pununane Ne1 n Ha
Kpuntownto3e B dunuane Ne2 IPsec-TyHHenb ¢ Hub2 otcytcTByeT. MapLupyThl B 3alyuiaemble NoaceTy
[ocTynHbl Yepe3 MGRE-uHTepdenc mgrel. MapwpyT 0o 3awmiaemMyto noaceTb LieHTpanbHoro oduca
pocTynHa yepe3 mMGRE-agpec Hub3. [1nsa atoro B linux bash BbinonHute cnegytowmne kKoMaHabl:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3064 2856
2 27 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 3064 2856
3 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 30 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 576 576
2 31 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 56620
58924

3 32 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 29012
30164

root@Spokel-nl:~# vtysh
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Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,
o - OSpPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f - OpenFabric,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t - trapped, o - offload failure

B>* 192.168.2.0/24 [200/0] via 10.10.20.3, mgrel, weight 1, 00:20:25
B>* 192.168.100.0/24 [200/0] via 10.10.20.100, mgrel, weight 1, 00:20:25

root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 41 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 4068 3784
2 42 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 3320 3456
3 48 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 2424 2548

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 27 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 42860
43692

2 28 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 36824
33752

3 30 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 0 O

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.20.1, mgrel, weight 1, 00:22:24
B>* 192.168.100.0/24 [200/0] via 10.10.20.100, mgrel, weight 1, 00:22:24

7. Y6eauTecb, 4TO XOOUT TpaduK Mexay sawuiaembim noacetammu dounuana Netl n LeHTpanbHoro oduca,
ONS 3TOro 3anycTute ping ¢ ycrtponctea Host-b-spokel Ha ycTporicTBo Host-b-hub 1 ynoctoBepbTech B
NPOX0XAEHUM NaKeTOB:

root@Host-b-spokel:~# ping 192.168.100.100 -c 4

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.

64 bytes from 192.168.100.100: icmp seg=1 ttl=61 time=2.47 ms
64 bytes from 192.168.100.100: icmp seqg=2 ttl=61 time=2.04 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=61 time=2.16 ms
64 bytes from 192.168.100.100: icmp seqg=4 ttl=61 time=2.59 ms
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10.

--- 192.168.100.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 2.042/2.313/2.590/0.222 ms

Ybeantecb, UTO 3alUMLUEHHOE COeAMHEeHWe Mexay OCHOBHOM Hopou knactepa B cunvane Nel wu
KpunTtowsntosom B dounuane Ne2 cdyHKLMOHMPYET UCMPaBHO, A4St 3TOrO 3anycTUTe ping C yCTpoWcTea
Host-b-spokel Ha ycTpowncTBo Host-b-spoke2 n npoBepbTe Hanuumne IPsec-TyHHens Ha OCHOBHOW Hopae
knacTtepa B ounumane Ne1t:

root@Host-b-spokel:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp seqg=1 ttl=61 time=3.31 ms
64 bytes from 192.168.2.100: icmp seq=2 ttl=62 time=2.33 ms
64 bytes from 192.168.2.100: icmp seq=3 ttl=62 time=2.30 ms
64 bytes from 192.168.2.100: icmp seg=4 ttl=62 time=2.39 ms

--- 192.168.2.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3002ms
rtt min/avg/max/mdev = 2.302/2.583/3.313/0.422 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3064 2856
2 27 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 3064 2856
3 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 31 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 71776
74764

2 32 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 43732
45416

3 33 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 288 288

Tak kak TYHHEIb ObIn oo npoBefeHuns TecTa, TO Nnocsie OTnpaBKu NakeTos ¢ noMmoLbio PING yBEJTNYNInNCb
CYETYMKM OTNpaBkK U MoJly4eHUdA B TYHHeEre.

MepeBeauTe BHeLWHMI ceTeBon UHTepdenc ethO Ha kpunTowntode Hub3 B coctoaHne DOWN, gnga atoro
B linux bash BbInonNHWUTE cnegyloLLyo KOMaHAYy:

root@Hub3:~# ip -6 link set dev eth0 down

Mogoxaute HekoTopoe BpeMs 1 ybeamTech B TOM, YTO Ha OCHOBHOM HoAe knactepa B dununane Nel v Ha
kpuntownto3e B unuane Ne2 |IPsec-TyHHenb ¢ Hub3 otcytcTByeT. MapLupyThl B 3awjuiaemble nogcetm
AocTynHbl Yeped MGRE-nHTepdenc mgrel. MaplpyT Ao 3awmiiaemMyo NoAaceTb LieHTparnbHOro oguca
pocTynHa vyepe3 mMGRE-agpec Hub4. [1nsa atoro B linux bash BbinonHute cnegyrowmne koMaHabi:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 2 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3064 2856
2 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424

3 176 (2001:db8::100:100:1:2,500)-(2001:db8::172:16:100:2,500) incompleted 356 0
4 177 (2001:db8::100:100:1:2,500)-(2001:db8::172:16:101:2,500) incompleted 356 0

IPsec connections:
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Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 32 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 81200
84648

2 33 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 288 288

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

o - OSpPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.2.0/24 [200/0] via 10.10.20.3, mgrel, weight 1, 00:10:31
B>* 192.168.100.0/24 [200/0] via 10.10.20.200, mgrel, weight 1, 00:10:31

root@Spoke2:~# sa mgr show

ISAKMP sessions: 1 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 42 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 3320 3456
2 48 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 2424 2548

3 207 (2001:db8::172:16:2:2,500)-(2001:db8::172:16:101:2,500) incompleted 356 0

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 27 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 93120
95696

2 30 (2001:db8::172:16:2:2,*)—-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 288 288

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.20.1, mgrel, weight 1, 00:11:24
B>* 192.168.100.0/24 [200/0] via 10.10.20.200, mgrel, weight 1, 00:11:24

11. Y6egutecnb, 4TO XOAMT Tpadmk Mexay 3awuiiaembiM nogcetammn punmana Ne1 n ueHTpansHoro odgmca,
ONS 3TOro 3anycTute ping ¢ yctponctea Host-b-spokel Ha ycTporicTBo Host-b-hub 1 ynoctoBepbTech B
NPOXOXOEHUN NaKeTOB:

root@Host-b-spokel:~# ping 192.168.100.100 -c 4

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seqg=1 ttl=61 time=2.62 ms
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64 bytes from 192.168.100.100: icmp seg=2 ttl=61 time=2.59 ms
64 bytes from 192.168.100.100: icmp seqg=3 ttl=61 time=3.06 ms
64 bytes from 192.168.100.100: icmp seg=4 ttl=61 time=2.99 ms

--—- 192.168.100.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 2.585/2.813/3.058/0.213 ms

12. Y6eautecb, YTO 3alUMLLEHHOE COeAMHEeHMEe MeXAy OCHOBHOW Hopou knactepa B cunvane Nel wu

13.

14.

KpynTowwno3om B dunuane Ne2 dyHKUMOHMPYET UCNpaBHO, ANs 3TOro 3anycTute ping C YCTPOUCTBA
Host-b-spokel Ha ycTpowncTtBo Host-b-spoke2 n npoBepbTe Hanuumne IPsec-TyHHeNa Ha OCHOBHOW Hoae
knacTtepa B ounumane Ne1i:

root@Host-b-spokel:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp seg=1 ttl=61 time=24.6 ms
64 bytes from 192.168.2.100: icmp seg=2 ttl=62 time=2.42 ms
64 bytes from 192.168.2.100: icmp seq=3 ttl=62 time=1.75 ms
64 bytes from 192.168.2.100: icmp seq=4 ttl=62 time=1.52 ms

-—- 192.168.2.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 1.515/7.561/24.564/9.821 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3064 2856
2 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 32 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 93448
97484

2 33 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 576 576

Tak kak TyHHenb Obln 40 NPOBEeAeHUs TeCcTa, TO NOCHe OTNPaBKM NakeToB ¢ nomolbio PING yBenuuunucs
CYETUMKM OTNPAaBKU U NOSNYYEHNS B TyHHENeE.

MepeBeaute BHelwHUN ceTeBon uHTepdenc ethO Ha kpuntowntode Hub3 B coctosiHue UP, onst aTtoro B
linux bash BeinonHUTE cneaytoLwyo KOMaHay:

root@Hub3:~# ip -6 link set dev eth0 up

Mopoxante HekoTOpoe BpeMs (40 NATM MUHYT) U ybeamTecb B TOM, YTO HA OCHOBHOM HOAE KnacTtepa B
dunnane Nel m Ha kpuntownto3e B dwnuane Ne2 IPsec-TyHHenb ¢ Hub3 co3gaH. MapwpyTbl B
3alymuiaemMble NoaceTn AOCTYMHbl Yepe3d MGRE-nHTepdenc mgrel. MapwpyT 4o 3awuiiaemMyto NoAaceTb
LeHTpanbHoro odwmca poctynHa uyepe3 MGRE-agpec Hub3. Onga atoro B linux bash BbinonHute
crnegyowmne KomaHabl:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3064 2856
2 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424

3 200 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992

© 2003-2025 S-Terra CSP 47



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 32 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 104492
109024

2 33 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 576 576
3 34 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 3052
4528

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,
O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f - OpenFabric,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t - trapped, o - offload failure

B>* 192.168.2.0/24 [200/0] via 10.10.20.3, mgrel, weight 1, 00:01:33
B>* 192.168.100.0/24 [200/0] via 10.10.20.100, mgrel, weight 1, 00:02:51

root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 42 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 3320 3456
2 48 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 2424 2548

3 226 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 2124 2092

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 27 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 120376
124080

2 30 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 576 576
3 31 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 7708
7660

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.20.1, mgrel, weight 1, 00:02:34
B>* 192.168.100.0/24 [200/0] via 10.10.20.100, mgrel, weight 1, 00:02:34

15. MNepeBeaunTe BHeWHNN ceTeBon UHTepdenc ethO Ha kpunTownto3e Hub2 B coctosiHe UP, ansa atoro B
linux bash BeinonHUTE cnegytoLLyo kKOMaHay:
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root@Hub2:~# ip -6 link set dev ethO0 up

16. NogoxanTte HekoTopoe Bpems (40 NATM MUHYT) U y6eauTecb B TOM, YTO HQ OCHOBHOW HOZEe Knactepa B
dunuane Ne1l u Ha kpuntownio3de B cdunuane Ne2 |IPsec-TyHHene ¢ Hub2 cospaH. MapwpyTsl B
3almuiaemMble NoaceTn AOCTyMHbl Yepe3d MGRE-nHTepdenc mgre0. MappyT 4o 3awuiiaemyto NnoaceTb
LeHTpanbHoro odmca poctynHa depe3 MGRE-agpec Hub2. Ona storo B linux bash BbinonHute
crnegyowmne KomaHabl:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3064 2856
2 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424

3 200 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
4 214 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 32 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 121136
126308

2 33 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 576 576
3 34 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 18800
21944

4 35 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 3316
4832

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.2.0/24 [200/0] via 10.10.10.3, mgreO, weight 1, 00:00:19
B>* 192.168.100.0/24 [200/0] via 10.10.10.200, mgreO, weight 1, 00:01:18

root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 42 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 3320 3456
2 48 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 2424 2548

3 226 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 2124 2092
4 247 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:101:2,4500) active 2024 1992

IPsec connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd

1 27 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 133040
137000

2 30 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 576 576
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3 31 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 20084
20260

4 32 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 3888
4088

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ip6 route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

o - OSpPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t - trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.10.1, mgreO, weight 1, 00:01:34
B>* 192.168.100.0/24 [200/0] via 10.10.10.200, mgreO, weight 1, 00:01:34

17. NepeBenuTte BHewWHNn ceTeBon MHTepdenc ethO Ha kpunTownto3e Hubl B coctosiHme UP, anga atoro B
linux bash BbinoNHUTE crnefyoLyo KOMaHAy:

root@Hubl:~# ip -6 link set dev ethO up

18. MNopoxanTe HekoTopoe BpeMs (40 NATM MUHYT) U ybeauTecb B TOM, YTO HA OCHOBHOW HOZe Knactepa B
dunuane Ne1l un Ha kpuntowno3de B dunuane Ne2 |IPsec-TyHHenb ¢ Hubl cosgaH. MapuwpyTbl B
3alymuiaemMble NoaceTn AoCTyMHbl Yepe3d MGRE-nHTepdenc mgre0. MaplpyT 4o 3awuiiaemyto NoaceTb
LeHTpanbHoro odgwuca pgoctynHa uvepe3 mMGRE-agpec Hubl. [Ona atoro B linux bash BeinonHute
cnegyowue KomaHabl:

root@Spokel-nl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 21 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3580 3288

2 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424
3 200 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
4 214 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992

Ul

219 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 33 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 576 576
2 34 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 62844
67652

3 35 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 30992
51672

4 36 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 33788
25352

5 37 (2001:db8::100:100:1:2,%*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 11488
11936

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
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Spokel-nl# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.2.0/24 [200/0] via 10.10.10.3, mgreO, weight 1, 00:11:01
B>* 192.168.100.0/24 [200/0] via 10.10.10.100, mgreO, weight 1, 00:11:01

root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 42 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 3752 3972
48 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 2424 2548
226 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 2124 2092
247 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:101:2,4500) active 2024 1992
251 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:100:2,4500) active 2024 1992

g w N

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 30 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 576 576
2 31 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 65156
60820

3 32 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 49248
50424

4 33 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 24016
38812

5 34 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 26808
27320

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,

O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,

T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 192.168.1.0/24 [200/0] via 10.10.10.1, mgreO, weight 1, 00:12:04
B>* 192.168.100.0/24 [200/0] via 10.10.10.100, mgreO, weight 1, 00:12:06

BugHo, 4TO B criyyae OoTkasa BHeLUHero ceteBoro nHtepdenca ethO Ha kpuntowwnosax Hubl, Hub2 u
Hub3 B uUeHTpanbHOM odMce AMHAMUYECKOE MOCTPOEHME 3aLUULLEHHBIX COEOUHEHUA NpogorikaeT
(PYHKLMOHMPOBATb, 3alliMliaemMasl MNOACETb LeHTpanbHOro ocmca p[ocTynHa ¢ dunmanbHbIX
KPMNTOLUJIO30B.

19. Npu BOCCTaHOBMNEHWM BHELUHErO CETEBOro MHTepderica ethO Bce Takke KOPpPEKTHO oTpabaTtbiBaerT.
MpoBepky ¢ NonHeiM oTktodeHem Hubl, Hub2, Hub3 nosTopute no aHanoruu.
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[pobnema Ha OCHOBHOM HOAE KnacTepa B unuane

CmopenupyeMm MornHbl OTKa3 OCHOBHOW HOAbl knactepa B ¢unvane Nel, a Takke oTka3 VIHTepHeT-
nposavigepa 1 npoBepunM paboTocnocobHOCTb CTeHAA.

1. TonHbIM OTKa3 OCHOBHOM HOAbI Knactepa B comnnane Net.

1.1.

1.2.

1.3.

BbIknounTe OCHOBHYIO HOAy, ANS 3Toro B linux bash BeinonHWTe cnedytoLLyto komaHay:

root@Spokel-nl:~# poweroff

Y0eauntech, YTO pe3epBHas Hoda nepeluna B coctosiine MASTER, ang atoro npoBepbTe Hanu4vme
VIP agpeca Ha BHyTpeHHeM uHTepdelice un coctosiHne VRRP B cisco-like koHconu kpunToLwuntosa:

root@Spokel-n2:~# ip address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gdisc mg state UP group default
glen 10000
link/ether 00:50:56:9e:£2:09 brd ff:ff:ff:ff:ff:ff
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet 192.168.1.20/24 brd 192.168.1.255 scope global ethl
valid 1ft forever preferred 1ft forever
inet 192.168.1.1/24 scope global secondary ethl:900
valid 1ft forever preferred 1ft forever
inet6 feB80::2a0e:d5el:c290:e543/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

Spokel-n2#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Master 1IPv4

BuaHo, 4yto knactepHbin VIP-agpec (192.168.1.1) npucyTCTBYET Ha BHyTPeHHeM uHTepdelice ethl n
VRRP HaxoguTtca B coctosgsHmn MASTER.

Yb6eautecsh, 4To Ha pesepBHon HOAe No NpoTOoKony BGP YCTaHOBJ1EHO COCeACTBO C LUeHTpallbHbIMU
KpUNToLwwnn3amMm u nojnydeHbl MapLlipyTbl B 3aljuvillaemMble noacetn, OnAa 3TOoro B linux bash
BbINOJNTHUTE Cclneayruine KomaHabl:

root@Spokel-n2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-n2# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 192.168.1.20, local AS number 65000 vrf-id O
BGP table version 3

RIB entries 5, using 960 bytes of memory

Peers 4, using 82 KiB of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

10.10.10.100 4 65000 141 138 3 0 0 00:06:43
2 1 N/A

10.10.10.200 4 65000 141 138 3 0 0 00:06:43
2 1 N/A

10.10.20.100 4 65000 141 138 3 0 0 00:06:43
2 1 N/A
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1.4.

1.5.

10.10.20.200 4 65000 141 138 3 0 0 00:06:43
2 1 N/A

Total number of neighbors 4

Spokel-n2# show ip route bgp

Codes: K - kernel route, C - connected, S - static, R - RIP,
O - OSpPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f - OpenFabric,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t - trapped, o - offload failure

B>* 192.168.2.0/24 [200/0] via 10.10.10.3, mgre0O, weight 1, 00:07:09
B>* 192.168.100.0/24 [200/0] via 10.10.10.100, mgreO, weight 1, 00:07:09

Y6eauTtech, 4TO 3alLuLLEHHOE COeAMHEHNE MeXY pe3epBHON HoOooM knactepa B hunuane Nel n
KpunTowno3om B dunmane Ne2 ycnewHo CTpouTcs, ANd 3TOro 3anycTtute ping € yCTpOWCTBa
Host-b-spokel Ha ycTponcTeo Host-b-spoke2 n npoepbTe Hanuune IPsec-TyHHeNs Ha pe3epBHOM
Hoze knacTtepa B dounmane Net:

root@Host-b-spokel:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp seqg=1 ttl=61 time=3.09 ms
64 bytes from 192.168.2.100: icmp seg=2 ttl=62 time=414 ms
64 bytes from 192.168.2.100: icmp seg=3 ttl=62 time=2.16 ms
64 bytes from 192.168.2.100: icmp seg=4 ttl=62 time=1.31 ms

-—- 192.168.2.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 1.310/105.065/413.709/178.196 ms

root@Spokel-n2:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 139 (2001:db8::100:101:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2432 2456

2 140 (2001:dpb8::100:101:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2432 2456
3 141 (2001:db8::100:101:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2528 2488
4 142 (2001:db8::100:101:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1928
5 143 (2001:db8::100:101:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 33 (2001:db8::100:101:1:2,*)~-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 296 280
2 34 (2001:db8::100:101:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 512 300
3 35 (2001:db8::100:101:1:2,*)~-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 31900
30536

4 36 (2001:db8::100:101:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 31816
33032

5 37 (2001:db8::100:101:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 0 34240
6 38 (2001:db8::100:101:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 32284
0

7 39 (2001:db8::100:101:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 19540
33260

8 40 (2001:db8::100:101:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 288 288

3anyctuTe OCHOBHYI HOZy KnacTtepa, OOXOUTEChb ee MOMHOM 3arpy3ku 1 ybeauTechb, Y4TO OHa
nepewna B coctosHne BACKUP (ocHoBHas Hoaa He nepexBatutT pornb MASTER, Tak kak B
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HacTponkax VRRP cTouT onuusa nopreempt), ANs1 3TOro npoeepbTe oTcytcTBMe VIP agpeca Ha
BHYTpeHHeM uHTepdence, n coctoaHne VRRP B cisco-like koHconu kpuntoLwuntosa:

root@Spokel-nl:~# ip -6 address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP group default
glen 10000
link/ether 00:50:56:9e:e8:2f brd ff:ff:ff:ff:ff:ff
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet 192.168.1.10/24 brd 192.168.1.255 scope global ethl
valid 1ft forever preferred 1ft forever
inet6 fe80::4a9:8a39:d052:8803/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

Spokel-nl#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Backup IPv4

BugHo, 4TO B criyyae noniHOro otkasa OCHOBHOW HoApl knactepa ponb MASTER Ha cebs 6epeT pesepBHas
Hoaa u ycrelwHo obpabaTbiBaeT Tpaduk.

2. Otkas NHTepHeT-npoBavigepa.

2.1.

2.2.

2.3.

2.4,

2.5.

YTtobbl cMogenupoBaTb oTka3 MHTepHeT-npoBangepa 3abnokupyem ICMP nakeTbl OT pe3epBHON
HOAbl KracTepa (npeanonaraeTcs, YTO pe3epBHasi Hoga Haxogutcsa B cocTosiHunm MASTER, a
ocHoBHast B BACKUP) Ha poytepe Core_router, gns atoro B linux bash BbinonHute cneayoulyto
KomaHay:

root@Core-router:~# ipé6tables -A INPUT -s 2001:db8::172:17:1:2 -p icmpv6 -j DROP
Y6eautechb, YTO pesepBHas Hoada knacrepa nepewna B coctosHme FAULT, ana aToro coctosiHne
VRRP B cisco-like koHCcONn KpunToOLLNO3a:

Spokel-n2#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Fault IPv4
Y6eoutechb, 4TO OCHOBHasi HoAa knactepa nepewna B coctosHe MASTER, ons atoro B linux bash
BbINOMHMTE CNeaytoLLyo KOMaHay:

Spokel-nl#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Master IPv4

Ypanute Ha poytepe Core_router npasuna, 6nokvpytowmne ICMP gobaBneHHble paHee, A4S 3TOro
B linux bash BbinonHWUTE cnegyoLLyo KOMaHAY:

root@Core-router:~# ip6tables -D INPUT -s 2001:db8::172:17:1:2 -p icmpv6 -3j DROP
Y6eauntech, 4TO pe3epBHas Hoaa knacTtepa nepetuna B coctostHne BACKUP, ans atoro B linux bash
BbIMOJSTHUTE CrieAYoLLYI0 KOMaHAaY:

Spokel-n2#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Backup IPv4

Mpn oTkase WHTepHeT-npoBanepa Hoda knactepa nepexoauT B coctosHue FAULT, a B cnydae
BoccTtaHoBneHusi B BACKUP.
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OTKa3 uHTepHeT-npoBanaepa BToporo punuana

1. Ytobbl cmOpenupoBaTb OTKa3 WHTepHeT-npoBamgepa 3abnokvpyem ICMP nakeTbl OT OCHOBHOIO
uHTepdelica Ha poyTtepe Core_router, ang atoro B linux bash BeinonHWTE cneyoLLyo KOMaHay:

root@Core-router:~# ipé6tables -A INPUT -s 2001:db8::172:16:2:2 -p icmpv6 -j DROP

2. TlpoBepbTe COCTOSIHME JTIMHKOB:
root@Spoke2:~# mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: unreachable
Active: False
Hosts reachability:
IPv4 hosts:
IPv6 hosts:

Link: 2
Name:

any
None
"2001:db8::172:16:101:15", "2001:db8
ISP2
Interface: ethl
Priority: 200
State: reachable
Active: True

Hosts reachability:
IPv4 hosts:
IPv6 hosts:

any
None

"2001:db8::172:16:101:15", "2001:db8

::172:16:2:1"

::172:17:2:1"

BuaHo, 4TO XOCThbl CTanuM HedocTynHbl Yepe3 OocHOBHoW uHTepdenc (ethO) m akTmMBHBIM cTan BTOPOWN

nHTepgenc (ethl).

Y6eauTecb, 4TO 3allULLEHHOE coeduHeHWe MeXdy OCHOBHOW Hoaoi knactepa B dunuane Nel u

KpunTtowno3oM B dunmane Ne2 ycnewHo CTpouTcs, Ans 9TOro 3anyctute ping C YCTPOMCTBA
Host-b-spokel Ha ycTponcTBo Host-b-spoke2 u npoBepbTe Hanuumne IPsec-TyHHeNnsa Ha OCHOBHOW Hopae

knactepa B comnunane Ne1:

root@Host-b-spokel:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp seqg=1 ttl=61 time=3.72 ms
64 bytes from 192.168.2.100: icmp seqg=2 ttl=62 time=489 ms
64 bytes from 192.168.2.100: icmp seg=3 ttl=62 time=2.24 ms
64 bytes from 192.168.2.100: icmp seg=4 ttl=62 time=1.70 ms

-—- 192.168.2.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss,
rtt min/avg/max/mdev 1.703/124.180/489.056/210.662

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port)

1 9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500)
2 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16
3 11 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16
4 12 (2001:dpb8::100:100:1:2,4500)-(2001:db8::172:17
5 13 (2001:dpb8::100:100:1:2,4500)-(2001:db8::172:17

IPsec connections:

time 3004ms

ms

State Sent Rcvd

active 2000 2024

:100:2,4500) active 2496 2520
:101:2,4500) active 2464 2424
:100:2,4500) active 2432 2456
:2:2,4500) active 2032 1992
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Num Conn-id
1 9
30120
2 10
11

12

5 13
30068
6 14

7 15
25664
8 16 (2001:db8

(2001 :db8

(2001 :db8:

::100:100:1:2,*)-(2001:db8
(2001:db8::100:100:1:2, *)-(2001:db8::172:16:101:2, *)

:100:100:1:2,*)-(2001:db8
(2001:db8::100:100:1:2, *)-(2001:db8::172:17:100:2, *)

::100:100:1:2,*)-(2001:db8

(Local Addr,Port)- (Remote Addr, Port)
(2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,%*)

::172:16:101:2, %)

Protocol Action Type Sent Rcvd
47 ESP nat-t-trans 28916

(2001:db8::100:100:1:2,*)—-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 0 23296
(2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2, *)

47 ESP nat-t-trans 29172

47 ESP nat-t-trans 84 64
47 ESP nat-t-trans 28908

::172:17:100:2,*) 47 ESP nat-t-trans 308 168

47 ESP nat-t-trans 28788

::172:17:2:2,*) 47 ESP nat-t-trans 288 288

4. [MpoBepbTe nNpaBunbHOCTb onpeaeneHns NBMA agpeca kpuntowrstosa dunmana Ne2 B OpenNHRP Ha

CMEXHbIX eMy YCTPOWNCTBaX:
root@Hubl:~# opennhrpctl show nbma

Status: ok

root@Hubl:~# opennhrpctl show nbma

Status: ok
Interface: mgre0
Type:
Protocol-Address: 10.10.10.3/32
NBMA-Address: 2001:db8::172:17:2:2
Flags: up
Expires-In: 1:

dynamic

10

root@Hub2:~# opennhrpctl show nbma

Status: ok

root@Hub2:~# opennhrpctl show nbma

Status: ok
Interface: mgrel
Type:
Protocol-Address: 10.10.10.3/32
NBMA-Address: 2001:db8::172:17:2:2
Flags: up
Expires-In: 1:

dynamic

19

root@Hub3:~# opennhrpctl show nbma

Status: ok

root@Hub3:~# opennhrpctl show nbma

Status: ok
Interface: mgrel
Type:
Protocol-Address: 10.10.20.3/32
NBMA-Address: 2001:db8::172:17:2:2
Flags: up
Expires-In: 1:

dynamic

12

2001:db8

2001 :db8

2001 :db8

2001 :db8

2001:db8

2001:db8

::172:16:2:2

::172:17:2:2

::172:16:2:2

::172:17:2:2

::172:16:2:2

::172:17:2:2
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root@Hub4d :~# opennhrpctl show nbma 2001:db8::172:16:2:2

Status: ok

root@Hub4 :~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok
Interface: mgre0
Type:
Protocol-Address: 10.10.20.3/32
NBMA-Address: 2001:db8::172:17:2:2
Flags: up
Expires-In:

dynamic

1:26

root@Spokel-nl:~# opennhrpctl show nbma 172.17.2.2

Status: ok
Interface:
Type:
Protocol-Address: 10.10.10.3/32

NBMA-Address: 2001:db8::172:17:2:2
Flags:
Expires-In:

mgrel
cached

used up
1:23

BuaHo, 4To BCe ycTponcTtea npasunsHo onpegenstoT NBMA agpec

bash BbinonHuTe cneaytoLLyio kKOMaHay:

kpuntownto3sa dunmana Ne2.

Ypaanute Ha poyTtepe Core_router npasuna, 6nokmpytowime ICMP, nobaBneHHble paHee, Ansa 3Toro B linux

root@Core-router:~# ip6tables -D INPUT -s 2001:db8::172:16:2:2 -p icmpv6 -3j DROP

[MpoBepbTE COCTOSAHUE NIUHKOB:
root@Spoke2:~# mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: reachable
Active: True
Hosts reachability:
IPv4 hosts:
IPv6 hosts:

Link: 2
Name:

any
None
"2001:db8::172:16:101:15", "2001:db8
ISP2
Interface: ethl
Priority: 200
State: reachable
Active: False
Hosts reachability:
IPv4 hosts: None

IPv6 hosts: "2001:db8::172:16:101:15",

any

"2001:db8

gell723163251W

::172:17:2:1"

BugHo, 4TO XOCTbI CTanu AOCTYMNHbI Yepe3 ocHoBHOW uHTepdenc (eth0), n kaHan cessm 1 (ISP1) ctan

AKTUBHbIM.

Y6eoutecb, YTO 3aLUULLEHHOE COEAMHEHWE Mexdy OCHOBHOM Hopol knactepa B cdunuane Nel u

Kpuntowsno3oMm B dwunvane Ne2 ycnewHo CTpoUTCH, ANS 3TOro 3anyctute ping C YCTPOWCTBA
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Host-b-spokel Ha ycTpomnctso Host-b-spoke2 n nposepbTe Hanuune IPsec-TyHHensi Ha OCHOBHOW HoAge
Knactepa B comnunane Ne1:

root@Host-b-spokel:~# ping 192.168.2.100 -c 4

PING 192.168.2.100 (192.168.2.100) 56(84) bytes of data.

64 bytes from 192.168.2.100: icmp seg=1 ttl=61 time=3.58 ms
64 bytes from 192.168.2.100: icmp seg=2 ttl=62 time=117 ms
64 bytes from 192.168.2.100: icmp seg=3 ttl=62 time=2.22 ms
64 bytes from 192.168.2.100: icmp seq=4 ttl=62 time=1.65 ms

D NDN

-—-192.168.2.100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.654/31.222/117.432/49.777 ms

root@Spokel-nl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 9344 10796

2 11 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 11104 12744
3 12 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 11204 9800
4 14 (2001:dpb8::100:100:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2368 2560

5 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:2:2,4500) active 2032 1992

6 16 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 92 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 116848
121444

2 93 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 110220
114560

3 94 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:2:2,*) 47 ESP nat-t-trans 288 288
4 95 (2001:db8::100:100:1:2,*)~-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 48240
50192

5 96 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 288 288
6 97 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 3092
2132

8. [MpoBepbTe npaBunbHOCTb onpeaeneHns NBMA agpeca kpuntownto3a dunmnana Ne2 B OpenNHRP Ha
CMEXHbIX eMYy YCTPOMUCTBaX:

root@Hubl:~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok

root@Hubl:~# opennhrpctl show nbma 2001:db8::172:16:2:2

Status: ok

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.10.3/32
NBMA-Address: 2001:db8::172:16:2:2
Flags: up

Expires-In: 1:25

root@Hub?2:~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok
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root@Hub2:~# opennhrpctl show nbma 2001:db8:

Status: ok
Interface: mgrel
Type:
Protocol-Address: 10.10.10.3/32
NBMA-Address: 2001:db8::172:16:2:2
Flags: up
Expires-In:

dynamic

1:24

root@Hub3:~# opennhrpctl show nbma 2001:db8:
Status: ok

root@Hub3:~# opennhrpctl show nbma 2001:db8:
Status: ok

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.20.3/32
NBMA-Address: 2001:db8::172:16:2:2

Flags: up

Expires-In: 1:21

root@Hub4:~# opennhrpctl show nbma 2001:db8:
Status: ok

root@Hub4:~# opennhrpctl show nbma 2001:db8:
Status: ok

Interface: mgrel

Type: dynamic

Protocol-Address: 10.10.20.3/32
NBMA-Address: 2001:db8::172:16:2:2

Flags: up

Expires-In: 1:11

root@Spokel-nl:~# opennhrpctl show nbma 2001:
Status: ok

root@Spokel-nl:~# opennhrpctl show nbma 2001:

Status: ok

Interface: mgrel
Type:
Protocol-Address: 10.10.10.3/32

NBMA-Address: 2001:db8::172:16:2:2
Flags:

cached

used up

Expires-In: 1:24

:172:16:2:2

:172:17:2:2

:172:16:2:2

:172:17:2:2

:172:16:2:2

db8::172:17:2:2

db8::172:16:2:2

BuagHo, 4TO BCce ycTpoucTBa npaBunbHO onpegenstoT NBMA agpec kpuntownosa cdunuana Ne2.
JononHuTenbHO BWAHO, YTO BCE KPUNTOLUMIO3bl OMNpefdenstoT, 4YTo Kpuntowro3d dunuana Ne2 He

HaxoguTtcsa 3a NAT.
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[lononHeHue

banaHcupoBKa Harpy3kM OT (oMNManbHbIX KPUNTOLWIO30B Ha
LieHTPanbHble KpUNTOWNHO3bI

B paHHon rmaBse Gyaet onvcaHa HacTporika 6anaHCMPOBKM NakeToB OT hunmanbHbIX KPUNTOLLMO30B Mexay
KpMNTOLUM03aMK1 LEeHTpanbHOro oduca.

Ha yctpoiictBe Int-router-Hub gorkHbl OTCyTCTBOBaTb route-map, perynupyrlolimMe npuopuTeT BXOAALMX
MapLlpyToB, nofy4deHHbix oT Hubl, Hub2, Hub3 u Hub4. B Takom cnyyae B Tabnvue MaplpyTusauum
Int-router-Hub 6yayT npucyTCcTBOBaTb MapLUPYThl, NOMyYeHHbIe OT Bcex Hub-oB.

Ha Bcex kpunTtownto3ax LeHTpanbHoro oduca TpebyeTtcs nameHuTb HacTponiku FRR. [danee nokasaHa
HacTpovika Hubl.

1. BonguTte B koHconb cepBuca FRR, anga atoro HyxHo 13 linux bash HabpaTb cnegytoLlyto KomaHay:
root@Hubl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl#

2. Tpebyetcsa yganutb route-map Buaa FROM-HUB1-OQUT Ha Hubl, Hub2, Hub3 n Hub4. lNocne aToro
KpUNTOLLMNO3bl ounmanos 6yayT nonyvatb MapLUpyThl 40 3aLiMLLaeMbIX NOACETEN LLeHTpanbHOro oguca
C OONHaKOBbIM MPUOPUTETOM:

Hubl# conf t

Hubl (config)# no route-map FROM-HUB1-OUT

Hubl (config) # router bgp 65000

Hubl (config-router) # address-family ipv4 unicast

Hubl (config-router-af)# no neighbor spokes-ibgp route-map FROM-HUB1-OUT out
Hubl (config-router-af)# end

3. CoxpaHute HacTponkun FRR:
Hubl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf
[OK]

Mocne HacTpoikn Ha ycTpowncTee Int-router-Hub gomkHO ObITe MO YeTbipe MapLIpyTa 40 3aLUMLLAEMbIX CETEN
dunnanos, a Ha KpunTowno3ax unmanos bygeTt YeTbipe MapLipyTa 40 3allMLLaemMon CeTU LeHTpanbHOro
oduca.

root@Int-router-Hub:~# ip route show

192.168.1.0/24 nhid 30 proto bgp metric 20
nexthop via 192.168.255.10 dev ensl192 weight
nexthop via 192.168.255.11 dev ensl92 weight
nexthop via 192.168.255.20 dev ensl92 weight
nexthop via 192.168.255.21 dev ensl92 weight
192.168.2.0/24 nhid 30 proto bgp metric 20
nexthop via 192.168.255.10 dev ensl92 weight
nexthop via 192.168.255.11 dev ensl1l92 weight
nexthop via 192.168.255.20 dev ensl92 weight
nexthop via 192.168.255.21 dev ensl92 weight 1
192.168.100.0/24 dev ens224 proto kernel scope link src 192.168.100.1
192.168.255.0/24 dev ensl92 proto kernel scope link src 192.168.255.1

N

[N T
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root@Spokel-nl:~# ip route show

10.10.10.0/24 dev mgreO proto kernel scope link src 10.10.10.1
10.10.20.0/24 dev mgrel proto kernel scope link src 10.10.20.1
192.168.1.0/24 dev ethl proto kernel scope link src 192.168.1.10
192.168.2.0/24 nhid 28 via 10.10.10.3 dev mgre0 proto bgp metric 20
192.168.100.0/24 nhid 46 proto bgp metric 20

nexthop via 10.10.10.100 dev mgre0 weight 1

nexthop via 10.10.10.200 dev mgre0 weight 1

nexthop via 10.10.20.100 dev mgrel weight 1

nexthop via 10.10.20.200 dev mgrel weight 1

root@Spoke2:~# ip route show

10.10.10.0/24 dev mgre0 proto kernel scope link src 10.10.10.3
10.10.20.0/24 dev mgrel proto kernel scope link src 10.10.20.3
192.168.1.0/24 nhid 247 via 10.10.10.1 dev mgreO proto bgp metric 20
192.168.2.0/24 dev eth2 proto kernel scope link src 192.168.2.1
192.168.100.0/24 nhid 10683 proto bgp metric 20

nexthop via 10.10.10.100 dev mgre0 weight 1

nexthop via 10.10.10.200 dev mgre0 weight 1

nexthop via 10.10.20.100 dev mgrel weight 1

nexthop via 10.10.20.200 dev mgrel weight 1

OrpaHuyeHve nonocbl nponyckauua (shaping) Ha mGRE
uHTepdence.

B paHHOM pasgene 6yget onvcaHo KOHUIypMpoBaHUEe orpaHu4eHnss nonockl nponyckaHus go 100 Méut/c
CyMMapHO no BceM Tunam Tpadguka, n3 Hux 10 Ha UDP, 85 Ha TCP u 5 Ha ocTtanbHou Tpaduk.

MoapobHee 06 orpaHMYEHUsIX MPU HACTPOKMKE NOSOCHl NPOMYCKaHWUsA ONMcaHo B MHCTPYKUMM «ObecneveHmne
KayecTBa obcnyxuanusi onsa Tpadmka (QoS)».

Ons wvckniodeHns cpabatbiBaHW MexaHu3ma 3aliMTbl OT atak BOCMPOM3BEAEHMS Ha MpUHUMaoLWEM
KpMNTOLUNIO3€ NpuW neperpyske Nonockl NPOnyCckaHnsa Ha nepegaroLLemM Kpuntowntose (nogpobHee B pasgene
«OrpaHuyeHne nonocel nponyckanus (shaping)» nHcTpykuun «ObecneveHne kavectBa obcnyxmBaHusa Ans
Tpachuka (QoS)») pekoMeHayeTca oTkasaTbcs OT shaping Ha WAN-uHTepdpence n BbinonHaTe ero O
3awwmndpoBaHus Tpadmka, HanpumMep, Ha BHelwHeM obopyaoBaHun (LAN-cermeHT) unu mGRE-nHTepdeiice.

MpumeyaHue - CpabaTbiBaHMe MeXaHM3Ma 3allUThl OT aTak BOCNpPOU3BeaeHNs Ha NPUEMHON CTOPOHE MOXKHO
ANarHoCcTUpOBaTh MO YBENUYEHUIO CHeTYMKa NOTepb «ipsec replay drops» B yTunuTe «kstat_show».

Ons Havana Hy>xHo mapkuposaTb UDP 1 TCP Tpacduk. Hactporika MmapkmpoBaHusi OCyLLEeCTBASETCH B CiSCO-
like koHCONM KpynNTOLWWNIO3a U OOIMPKHA MPOU3BOAUTLCS Ha BHYTpPeHHeM mHTepdence. B aaHHOM cueHapuu
MapkupoBaHue OygeT npousBoAuTbCA Ha MHTepderice mgre0. OgHako, KpunTownio3bl Bepcun 5.0 He
No3BOMAT HacTpamBaTb TyHHemnbHble WHTepdencol IPv6 4yepes cisco-like koHconb. B cBsisn ¢ atum
Heobxoammo B linux bash gobaBuTb BO3MOXHOCTb NPMBHA3KM Mmgre-uHTepdenca B cisco-like k cnmckam
poctyna. [ing nobaBneHns BO3MOXHOCTU MPUBSA3KM MQre BbINOMHMTE cnegyoLwme eNCTBUs:

1. [o6GaebTe GRE untepdenc mgre0 B cann /etc/ifaliases.cf (BbiaeneHo XunpHbIm):
root@Hubl:~# vim.tiny /etc/ifaliases.cf

interface (name="TenGigabitEthernet0/0" pattern="ethO")
interface (name="TenGigabitEthernet0/1" pattern="ethl")
interface (name="TenGigabitEthernet0/2" pattern="eth2")
interface (name="Tunnel0" pattern="mgre0")

(

interface (name="default" pattern="*")

e 3HayeHWe napameTpa name AOMKHO GbITb 3adaHo B Buae TunnelN.
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3HayeHWe napameTpa pattern AOMKHO COOTBETCTBOBaTb MMeHW GRE uHTepdpeiica B HOoTauuu

Linux.

KoHdurypupoBaHue mgre-uHtepderica IPv6 us cisco-like koHconu He nopgepXvBaeTcs U OOMKHO
BbINONHATLCS U3 linux bash. MonbiTka HacTporikn mgre-nHTepderica IPv6 13 cisco-like koHconu npueegeT
K cosgaHunto mgre-uHtepdeinica IPv4,

2. [llepecunTanTe KOHTPONbHYI0 CyMMYy dpanna /etc/ifaliases.cf:

root@Hubl:~# integr mgr calc -f /etc/ifaliases.cf

SUCCESS: Operation was successful.

HacTtpolika MmapknpoBaHus ocyLlecTBNsaeTCs B cisco-like koHconu kpuntoLuntosa:

1. Cosparite Heob6X04MMbIE CMIMCKU JOCTYNa, KOTOPbIE OMUCHIBAIOT MaPKNPYEMbI Tpaduk:

Hubl#conf t

Hubl (config) #ip access-1list extended SET DSCP AF1l

Hubl (config-ext-nacl) #permit tcp 192.168.100.0 0.0.0.255 any
Hubl (config-ext-nacl) #ip access-list extended SET DSCP_AF12
Hubl (config-ext-nacl) #permit udp 192.168.100.0 0.0.0.255 any
Hubl (config-ext-nacl) #ip access-list extended CLEAR_DSCP
Hubl (config-ext-nacl) #deny tcp 192.168.100.0 0.0.0.255 any
Hubl (config-ext-nacl) #deny udp 192.168.100.0 0.0.0.255 any
Hubl (config-ext-nacl) #permit ip any any
Hubl (config-ext-nacl) #exit
Hubl (config) #

2. OnuwwuTe Knaccol Tpacbvn(a Ha OCHOBE CIMMCKOB AocTyna:

Hubl (config) #class-map match-all CLEAR DSCP

Hubl (config-cmap) #match access-group name CLEAR DSCP

Hubl (config-cmap) #class-map match-all SET DSCP AF1l

Hubl (config-cmap) #match access-group name SET DSCP AF11l
(

Hubl (config-cmap) #match access-group name SET DSCP AF12
(

)
)
Hubl (config-cmap) #class-map match-all SET DSCP AF12
)
)

Hubl (config-cmap) #exit

3. Onuwwute nonuTuKy Ans Tpaduka (BbicTaBneHne DSCP meTku):

Hubl (config) #policy-map DSCP_POLICY
Hubl (config-pmap) #class SET_DSCP AF1l
Hubl (config-pmap-c) #set dscp afll

Hubl (config-pmap-c) #class SET DSCP_AF12
Hubl #set dscp afl?2

Hubl #class CLEAR DSCP
Hubl (config-pmap-c) #set dscp default
Hubl (config-pmap-c) #exit

Hubl (config-pmap) #exit

Hubl (config) #

(
(
(
( )
(config-pmap-c)
(config-pmap-c)
( )
(
(
(

4. T[lpuBsxnTe NONUTUKY ANa TpadukKa K mgre nHTepdency Ha ucxogsiiee HanpasneHue:

Hubl (config) #interface TunnelO
Hubl (config-if) #service-policy output DSCP_POLICY
Hubl (config-if) #end

HacTtpolika orpaHMyeHunsi Nonockl NponyckaHms ocywecternsieTca us linux bash.

1. [HobGaBbTe cnegytollee cogepxmmoe B hann /etc/network/if-up.d/zshaper:
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CKpUNTBI U3 /etc/network/if-up.d/ BbINOMHAKTCSA B NieKcuKkorpaduyeckom nopsigke. CKpunT OOmKeH
BbIMNOMHATLCA MO3XKe st-virtual-if.

#!/bin/bash

function enable shaper () {
# del root queue discipline
tc gdisc del dev SIFACE root || true

# add root queue discipline
tc gdisc add dev SIFACE root handle 1:0 htb default 4

# add root class
tc class add dev SIFACE parent 1:0 classid 1:1 htb rate 100mbit ceil 100mbit

# add sub classes

tc class add dev SIFACE parent 1:1 classid 1:2 htb rate 85mbit ceil 100mbit
tc class add dev SIFACE parent 1:1 classid 1:3 htb rate 10mbit ceil 100mbit
tc class add dev S$SIFACE parent 1:1 classid 1:4 htb rate Smbit ceil 100mbit

# add filters for traffic
tc filter add dev SIFACE parent 1:0 protocol ip prio 0 u32 match ip tos 0x28 Oxfc

flowid 1:2
tc filter add dev SIFACE parent 1:0 protocol ip prio 0 u32 match ip tos 0x30 Oxfc
flowid 1:3
}
if [[ SIFACE == "mgreO" ]]; then
enable shaper S$IFACE
fi
MosicHeHus:

1.1. YpanuTb KOPHEBYIO OUCUMMAMHY C MHTEpdenca:

tc gdisc del dev $SIFACE root || true

MpumevanHune — lMpu BkNOYeHUN nHTepdenca c IPv6 agpecom Bknovaetcs anroputm Duplicate
Address Detection (DAD), koTopbIi obecneynBaeT yHUKanbHOCTb |IPV6 agpeca B npegenax cetu.
lMpwn nonbITKe yaaneHns KOpHEBOW AUCUMNIUHBI (KOMaHda tc gdisc del dev SIFACE root) B
nepuop pabotbl DAD BO3MOXHO nosiBnieHne cooblieHmnin 06 owmnbkax cnegyoLlero Buaa:

Error: Cannot delete gdisc with handle of zero.

[nsi 6e3ycnoBHOrO BLIMOMHEHWUST APYrMX KOMaHZ CKpuMTa Oaxe NpW BbIMOMHEHWM KOMaHAbl tc
gdisc del dev $IFACE root B nepuog pabotbl mexaHnama DAD gobaBneHbl KOMaHapl | | true.

1.2. [JobGaBuTb nmogknacc 4 no ymonyaHui B KOPHEBYK AMUCUMNIUHY MHTepderica ¢ knaccom HTB
(Tpaduk, kKoTopbIv He nonan nofd unbTPbl, HAaNPaBMASETCA B 3TOT KNacc):

tc gdisc add dev SIFACE root handle 1:0 htb default 4

1.3. OrpaHn4nTb CKOpPOCTb Ha MHTepdence go 100 Mout/c:

tc class add dev SIFACE parent 1:0 classid 1:1 htb rate 100mbit ceil 100mbit

1.4. Onpepgenutb nogknaccel (1:2, 1:3, 1:4) n orpaHU4nTb B HAX CKOPOCTb!

tc class add dev SIFACE parent 1:1 classid 1:2 htb rate 85mbit ceil 100mbit
tc class add dev SIFACE parent 1:1 classid 1:3 htb rate 10mbit ceil 100mbit
tc class add dev S$SIFACE parent 1:1 classid 1:4 htb rate Smbit ceil 100mbit

© 2003-2025 S-Terra CSP 63



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

1.5. [pu nomown chunbTPOB HanpasuUTb TpaduK B HyXHble Knaccel. [akeTbl ¢ meTkon AF11 (0x28)
AOMKHbI Nnonagatb B knacc 1:2 (flowid 1:2). MakeTbl ¢ meTkon AF12 (0x30) gormkHbl nonagaTb
B knacc 1:3 (flowid 1:3):

TpebyeTcs ykasbiBaTb LlecTHaguaTepuyHoe 3HadeHue ToS Ganmta. [ns OBOMYHOrO 3HAYeHUS
DSCP pobGaensitotca [OBa Hynst cnpaBa WM NepeBOogMTCS  MOJflydeHHOE 3HayeHne B
LecTHaaLuaTepudHoe npeacraBreHue:;

e [aBou4HOe npepcrtasfieHne ana AF11 001010 -> 00101000 -> 0x28;

e [BOMYHOe npepcrtasfieHne ana AF12 001100 -> 00110000 -> 0x30.

tc filter add dev SIFACE parent 1:0 protocol ip prio 0 u32 match ip tos 0x28 Oxfc
flowid 1:2
tc filter add dev SIFACE parent 1:0 protocol ip prio 0 u32 match ip tos 0x30 Oxfc
flowid 1:3

1.6. B paHHOM cueHapumu shaping GyaeT npov3BOAWMTLCS Ha BHYTPEHHEM uHTepdence mgrel [o
3awmndgpoBaHus Tpaduka.

2. [ante danny /etc/network/if-up.d/zshaper npaBa Ha UCNONHEHNE:
root@Hubl:~# chmod u+x /etc/network/if-up.d/zshaper

MNpumedaHne - OaHHbI dhann OyaeT 3anyckaTbCA aBTOMATUYECKM Mpu CTapTe CUCTEMbl BO Bpems
KOHMrypmpoBaHus uHtepdenca mgre0 (a Takke Nnpy BbINONHEHUN KOMaHAbl 1 fup mgre0).

3. TpuMeHUTe HaCTPOMKN OrpaHNYEHNst NONOCkl NPOMNYCKaHUS:
root@Hubl:~# ifdown mgreO; ifup mgreO

Waiting for DAD... Done
Error: Cannot delete gdisc with handle of zero.

4. TocmoTpeTb CTaTUCTUKY MOXHO MPW NOMOLLY KOMaHA!

root@Hubl:~# tc -s gdisc show dev mgre0
root@Hubl:~# tc -s filter show dev mgre0
root@Hubl:~# tc -s class show dev mgre0

I'Ipmmeanme - N3-3a OrpaHn4yeHna nosiocCbl NpPonyckaHUA B kstat show 6yD,yT pacTn Kak CYETUYUKM tx
errors, TakK WU KOJIMYECTBO OT6p0meHHbm NnakeToB (dropped) B tc -s gdisc show dev mgre0
ﬂ,OﬂyCKaeTCﬂ HebonblLloe OTKNOHEHNE MexXxay KoJim4ecTtBoM OT6pOLIJeHHbIX NakeToB N tx error.

Hactporiku gna gpyrux Kpuntowwsno3oB OyayT oTnuyatbCs KOMMYECTBOM UHTEPEENCOB M 3aliuLiaemMon
noaceTblo.

MpunoxeHue

Yctponucteo Core-router

CeTeBble HaCTPOWKHM

Copepxumoe anna /etc/network/interfaces:
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback
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# The primary network interface

# To Ext-router-Hubl

auto ensl192

iface ensl92 inet6 static

address 2001:db8::172:16:100:1/112

# To Ext-router-Hub2

auto ens224

iface ens224 inet6 static

address 2001:db8::172:16:101:1/112

# To Ext-router-Hub3

auto ens256

iface ens256 inet6 static

address 2001:db8::172:17:100:1/112

# To Ext-router-Hub4

auto enslo6l

iface ensl6l inet6 static

address 2001:db8::172:17:101:1/112

# To Spoke2 (ISP1)

auto ensl93

iface ensl193 inet6 static
address 2001:db8::172:16:2:1/112

# To Spokel-n2

auto ens225

iface ens225 inet6 static
address 2001:db8::172:17:1:1/112

# To Spokel-nl

auto ens257

iface ens257 inet6 static
address 2001:db8::172:16:1:1/112

# To Spoke2 (ISP2)

auto ensl62

iface ensl62 inet6 static
address 2001:db8::172:17:2:1/112

# For CDP.

auto ens224:0

iface ens224:0 inet6 static

address 2001:db8::172:16:101:15/112

Yctponctso Ext-router-Hub1

CeTeBble HaCTPOWKHM

Copepxumoe pavina /etc/network/interfaces:
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback
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# The primary network interface

# To Core-router

auto ensl192

iface ensl92 inet6 static

address 2001:db8::172:16:100:2/112
gateway 2001:db8::172:16:100:1

# To Hubl

auto ens224

iface ens224 inet6 static

address 2001:db8::100:100:100:1/112

Hactpounku iptables

Copepxumoe havina /etc/iptables.rules:

EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:16:100:2"

IPSECGW="2001:db8::100:100:100:2"

### SNAT ##4#

ip6tables -t nat -A POSTROUTING -o S$EXTIF -j SNAT --to-source $INET_IP1

### DNAT ###

# IKE/500

ip6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-
destination [SIPSECGW] :500

# NAT-T/4500

ip6tables -t nat -A PREROUTING --dst $INET IP1 -p udp --dport 4500 -j DNAT --to-
destination [$SIPSECGW] :4500

Yctponuctso Ext-router-Hub2

CeTeBble HaCTPOWKHM

Copepxumoe hanna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto 1lo
iface lo inet loopback

# The primary network interface

# To Core-router

auto ensl92

iface ensl92 inet6 static

address 2001:db8::172:16:101:2/112
gateway 2001:db8::172:16:101:1

# To Hub2

auto ens224

iface ens224 inet6 static

address 2001:db8::100:100:101:1/112

Hactpounku iptables

Copepxumoe anna /etc/iptables.rules
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EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:16:101:2"

IPSECGW="2001:db8::100:100:101:2"

### SNAT #i##

ip6tables -t nat -A POSTROUTING -o S$EXTIF -j SNAT --to-source $INET_IP1

### DNAT #i##

# IKE/500

ip6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-
destination [$SIPSECGW] :500

# NAT-T/4500

ipé6tables -t nat -A PREROUTING --dst SINET IPl -p udp --dport 4500 -j DNAT --to-
destination [SIPSECGW]:4500

Yctponctso Ext-router-Hub3

CeTeBble HaCTPOWKHM

Copepxumoe hanna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Core-router

auto ensl92

iface ensl92 inet6 static

address 2001:db8::172:17:100:2/112
gateway 2001:db8::172:17:100:1

# To Hub3

auto ens224

iface ens224 inet6 static

address 2001:db8::100:101:100:1/112

HacTpouku iptables

Copepxumoe anna /etc/iptables.rules

EXTIF="ens192"

INTIF="ens224"

INET IP1="2001:db8::172:17:100:2"

IPSECGW="2001:db8::100:101:100:2"

### SNAT ###

ipé6tables -t nat -A POSTROUTING -o $SEXTIF -j SNAT --to-source $INET IP1

#44 DNAT ###

# IKE/500

ip6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-
destination [$IPSECGW] :500

# NAT-T/4500

ip6tables -t nat -A PREROUTING --dst $INET IP1 -p udp --dport 4500 -j DNAT --to-
destination [$SIPSECGW]:4500
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Yctponctso Ext-router-Hub4

CeTeBble HaCTPOWKHK

Copepxumoe pavina /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Core-router

auto ensl92

iface ensl92 inet6 static

address 2001:db8::172:17:101:2/112
gateway 2001:db8::172:17:101:1

# To Hub4

auto ens224

iface ens224 inet6 static

address 2001:db8::100:101:101:1/112

Hactpouku iptables

Copepxumoe avna /etc/iptables.rules

EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:17:101:2"

IPSECGW="2001:db8::100:101:101:2"

### SNAT #4#4#

ip6tables -t nat -A POSTROUTING -o S$EXTIF -j SNAT --to-source SINET IP1

### DNAT ##4#

# IKE/500

ipé6tables -t nat -A PREROUTING --dst S$SINET IP1 -p udp --dport 500 -j DNAT --to-
destination [$IPSECGW] :500

# NAT-T/4500

ip6tables -t nat -A PREROUTING --dst $INET IP1 -p udp --dport 4500 -j DNAT --to-
destination [SIPSECGW] :4500

Yctpouncteo Ext-router1-Spoke1

CeTeBble HAaCTPOWKU

Copepxumoe davna /etc/network/interfaces
# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback
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# The primary network interface
# To Core-router

auto ensl192

iface ensl92 inet6 static
address 2001:db8::172:16:1:2/112
gateway 2001:db8::172:16:1:1

# To Spokel-nl

auto ens224

iface ens224 inet6 static

address 2001:db8::100:100:1:1/112

Hactpounku iptables

Copepxumoe havina /etc/iptables.rules:

EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:16:1:2"
IPSECGW="2001:db8::100:100:1:2"
### SNAT ##4#

ipé6tables -t nat -A POSTROUTING -o $EXTIF -j SNAT --to-source SINET IP1

### DNAT ###
# IKE/500

ip6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-

destination [SIPSECGW] :500
# NAT-T/4500

ipétables -t nat -A PREROUTING --dst $INET IP1 -p udp --dport 4500 -j DNAT --to-

destination [$SIPSECGW] :4500

Yctpouncteo Ext-router2-Spoke1

CeTeBble HaCTPOWKHM

Copepxumoe hanna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information,

source /etc/network/interfaces.d/*

# The loopback network interface
auto 1lo
iface lo inet loopback

# The primary network interface
# To Core couter

auto ensl92

iface ensl92 inet6 static
address 2001:db8::172:17:1:2/112
gateway 2001:db8::172:17:1:1

# To Spokel-n2
auto ens224

iface ens224 inet6 static
address 2001:db8::100:101:1:1/112

Hactpounku iptables

Copepxumoe avina /etc/iptables.rules:

see interfaces(5) .
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EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:17:1:2"

IPSECGW="2001:db8::100:101:1:2"

### SNAT #i##

ip6tables -t nat -A POSTROUTING -o S$EXTIF -j SNAT --to-source $INET_IP1

### DNAT #i##

# IKE/500

ip6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-
destination [$SIPSECGW] :500

# NAT-T/4500

ipé6tables -t nat -A PREROUTING --dst SINET IPl -p udp --dport 4500 -j DNAT --to-
destination [SIPSECGW]:4500

Yctponcteo Host-b-hub

CeTeBble HaCTPOWKHM

Copepxumoe danna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto ensl92

iface ensl92 inet static
address 192.168.100.100/24
gateway 192.168.100.1

Yetpoucteo Host-b-spoke1

CeTeBble HAaCTPOWKU

Copepxumoe davna /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto ensl92

iface ensl92 inet static
address 192.168.1.100/24
gateway 192.168.1.1
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Yctponcteo Host-b-spoke2

CeTeBble HaCTPOWKHK

Copepxumoe pavina /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto ensl92

iface ensl92 inet static
address 192.168.2.100/24
gateway 192.168.2.1

Yctpoucteo Int-router-Hub

CeTeBble HAaCTPOWKU

Copepxumoe avina /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces (5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
# To Hubs

auto ensl92

iface ensl92 inet static
address 192.168.255.1/24

# To LAN

auto ens224

iface ens224 inet static
address 192.168.100.1/24

HacTtponku auHammyeckon maplupytusauum

Hactpoliku cepuca FRR (vtysh):

!

frr version 8.4.4

frr defaults traditional
hostname Int-routerl-Hub

log syslog informational
service integrated-vtysh-config
|

router bgp 65001

bgp router-id 192.168.255.1
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bgp log-neighbor-changes
no bgp ebgp-requires-policy
no bgp suppress-duplicates
coalesce-time 1000
timers bgp 3 9
neighbor 192.168.255.10 remote-as 65000
neighbor 192.168.255.11 remote-as 65000
neighbor 192.168.255.20 remote-as 65000
neighbor 192.168.255.21 remote-as 65000
|
address-family ipv4 unicast
network 192.168.100.0/24
neighbor 192.168.255.10 route-map FROM-HUB1-IN in
neighbor 192.168.255.11 route-map FROM-HUB2-IN in
neighbor 192.168.255.20 route-map FROM-HUB3-IN in
neighbor 192.168.255.21 route-map FROM-HUB4-IN in
exit-address-family
exit
!
route-map FROM-HUB1-IN permit 1
set local-preference 100
exit
!
route-map FROM-HUB2-IN permit 1
set local-preference 75
exit
!
route-map FROM-HUB3-IN permit 1
set local-preference 50
exit
!
route-map FROM-HUB4-IN permit 1
set local-preference 25
exit
|

end

Yctponcteo Hub1

cisco-like koHCONb

!

version 12.4

no service password-encryption

!

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3

username cscons privilege 15 secret 5 $6$RiWz4IVm$SaMp6sbpYnTfSUxuadPZ9UCqdyy8/x
heTEbSmbT{fMzmbQgepMD6R1b18vHTAFQt 94 9xNXZzpRXWA9dZ /gCK70z. /

aaa new-model

!

!

hostname Hubl
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enable secret 5 PC9d7NS5H1AyLrzuA3qRJIvVQ==
!

!

|

!

!

!

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko?2

!

crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

!

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

|

object-group v6-network SELF-IPV6
description IP on WAN interface

host 2001:db8::100:100:100:2

!

ip access-list extended FIREWALL OUT
deny ip any any

|

ip access-list extended FIREWALL IN
deny ip any any

!

ipv6e default filtering deny

!

ipv6 access-list FW OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any
!

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
!

ipv6 access-list IPSEC DMVPN IPV6
remark special DMVPN filter

permit gre object-group SELF-IPV6 each
!

1

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

|

crypto dynamic-map DMAP IPV6 1

match ipv6 address IPSEC DMVPN IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
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set isakmp-profile ALGS PROFILE

set security-association mss-fix out

set pre-fragmentation

set dead-connection history off

!
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
!
interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:100:100:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW _INPUT WAN IPV6 in

ipv6 access—-group FW OUTPUT WAN IPV6 out

crypto map VPN IPV6

ipv6 inspect INSPECT out

|

interface TenGigabitEthernet0/1

ip address 192.168.255.10 255.255.255.0

!

interface TenGigabitEthernet0/2

no ip address

shutdown

|

!

|

ipv6 route ::/0 2001:db8::100:100:100:1

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15] /certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
|

end

Hactponku mGRE

Copepxumoe pavina /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgre0 inet static

address 10.10.10.100/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Hactpoukun NHRP

Copepxumoe davna /etc/opennhrp/opennhrp.conf:

interface mgre0
multicast dynamic
holding-time 90
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cisco-authentication secret
non-caching

Hactponku BGP

Copepxumoe pavina /etc/frr/frr.conf:
!
frr version 9.0.2
frr defaults traditional
hostname Hubl
log syslog informational
service integrated-vtysh-config
|
router bgp 65000
bgp router-id 10.10.10.100
bgp log-neighbor-changes
no bgp ebgp-requires-policy
timers bgp 3 9
neighbor spokes-ibgp peer-group
neighbor spokes-ibgp remote-as 65000
neighbor 192.168.255.1 remote-as 65001
bgp listen limit 5000
bgp listen range 10.10.10.0/24 peer—-group spokes-ibgp
|
address-family ipv4 unicast
neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self
neighbor spokes-ibgp route-map FROM-HUB1-OUT out
exit-address-family
exit
!
route-map FROM-HUB1-OUT permit 1
set local-preference 100
exit
!

end

Yctponctso Hub?2

cisco-like KoHCcOnb

!

version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3

username cscons privilege 15 secret 5 $6$RiWz4IVm$gMp6sbpYnTfSUxuadPZ9UCqdyy8/x
heTIEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9xNXzpRXWA9dAZ/gCK70z . /

aaa new-model

|

!

hostname Hub2
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enable secret 5 PC9d7NS5H1AyLrzuA3qRJIvVQ==
!

!

|

!

!

!

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko?2

!

crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

!

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

|

object-group v6-network SELF-IPV6
description IP on WAN interface

host 2001:db8::100:100:101:2

!

ip access-list extended FIREWALL OUT
deny ip any any

|

ip access-list extended FIREWALL IN
deny ip any any

!

ipv6 default filtering deny

!

ipv6 access-list FW OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any
!

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
!

ipv6 access-list IPSEC DMVPN IPV6
remark special DMVPN filter

permit gre object-group SELF-IPV6 each
!

1

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

|

crypto dynamic-map DMAP IPV6 1

match ipv6 address IPSEC DMVPN IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
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set isakmp-profile ALGS PROFILE

set security-association mss-fix out

set pre-fragmentation

set dead-connection history off

!
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
!
interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:100:101:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW _INPUT WAN IPV6 in

ipv6 access—-group FW OUTPUT WAN IPV6 out

crypto map VPN IPV6

ipv6 inspect INSPECT out

|

interface TenGigabitEthernet0/1

ip address 192.168.255.11 255.255.255.0

!

interface TenGigabitEthernet0/2

no ip address

shutdown

|

!

|

ipv6 route ::/0 2001:db8::100:100:101:1

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15] /certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
|

end

Hactponku mGRE

Copepxumoe pavina /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgre0 inet static

address 10.10.10.200/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Hactpoukun NHRP

Copepxumoe danna /etc/opennhrp/opennhrp.conf:

interface mgre0
multicast dynamic
holding-time 90
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cisco-authentication secret
non-caching

Hactponku BGP

!

frr version 9.0.2

frr defaults traditional

hostname Hub2

log syslog informational

service integrated-vtysh-config

|

router bgp 65000

bgp router-id 10.10.10.200

bgp log-neighbor-changes

no bgp ebgp-requires-policy

timers bgp 3 9

neighbor spokes-ibgp peer-group

neighbor spokes-ibgp remote-as 65000
neighbor 192.168.255.1 remote-as 65001

bgp listen limit 5000

bgp listen range 10.10.10.0/24 peer—-group spokes-ibgp
1

address-family ipv4 unicast
neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self
neighbor spokes-ibgp route-map FROM-HUB2-OUT out
exit-address-family

exit

!

route-map FROM-HUB2-OUT permit 1

set local-preference 75

exit

|

end

Yctponcteo Hub3

cisco-like koHCcONb

!

version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3

username cscons privilege 15 secret 5 $6$RiWz4IVm$gMp6sbpYnTfSUxuadPZ9UCqldyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWA9dAZ/gCK70z . /

aaa new-model

|

1

hostname Hub3

enable secret 5 PC9d7NS5H1AyLrzuA3gqRJIvQ==
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!
!
crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko?2

!
crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

!
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!
object-group v6-network SELF-IPV6
description IP on WAN interface

host 2001:db8::100:101:100:2

!

ip access-list extended FIREWALL OUT
deny ip any any

!
ip access-list extended FIREWALL IN
deny ip any any

|

ipv6 default filtering deny

!

ipv6 access-list FW _OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any
!

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
!

ipv6 access-list IPSEC_DMVPN IPV6
remark special DMVPN filter

permit gre object-group SELF-IPV6 each
|

1

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

|

crypto dynamic-map DMAP IPV6 1

match ipv6 address IPSEC DMVPN IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE
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set security-association mss-fix out

set pre-fragmentation

set dead-connection history off

|
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
!
interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:101:100:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW _INPUT WAN IPV6 in

ipv6 access-group FW OUTPUT WAN IPV6 out

crypto map VPN IPV6

ipv6 inspect INSPECT out

|

interface TenGigabitEthernet0/1

ip address 192.168.255.20 255.255.255.0

!

interface TenGigabitEthernet0/2

no ip address

shutdown

|

|

|

ipv6 route ::/0 2001:db8::100:101:100:1

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15] /certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
l}

end

Hactponku mGRE

Copepxumoe pavina /etc/network/interfaces.d/mgre0:

auto mgrel

iface mgre0 inet static

address 10.10.20.100/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6gre key 2 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Hactpounkun NHRP

Copepxumoe danna /etc/opennhrp/opennhrp.conf:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
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non-caching

Hactponku BGP

frr version 9.0.2

frr defaults traditional

hostname Hub3

log syslog informational
service integrated-vtysh-config

router bgp 65000
bgp router-id 10.10.20.100
bgp log-neighbor-changes

no bgp ebgp-requires-policy

timers bgp 3 9

neighbor spokes-ibgp peer-group

neighbor spokes-ibgp remote-as 65000

neighbor 192.168.255.1 remote-as 65001

bgp listen limit 5000

bgp listen range 10.10.20.0/24 peer—-group spokes-ibgp

address-family ipv4 unicast
neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self

neighbor spokes-ibgp route-map FROM-HUB3-OUT out

exit-address-family

exit
|

route-map FROM-HUB3-OUT permit 1
set local-preference 50

exit
l§

end

Yctponctso Hub4

cisco-like koHCcONb

version 12.4

no service password-encryption

|

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp identity dn

isakmp fragmentation

isakmp security-association lifetime delta 50

isakmp initiator-sessions-max 100

isakmp responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited
isakmp keepalive 3 3

isakmp keepalive retry-count 3

username cscons privilege 15 secret 5 $6$RiWz4IVm$gMp6sbpYnTfSUxuadPZ9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWA9dAZ/gCK70z . /
aaa new-model

hostname Hub4

enable
|

secret 5 PCO9d7NSHI1AyLrzuA3gRJIvQ==
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!
!
crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!
crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!
object-group vé6-network SELF-IPVG6
description IP on WAN interface

host 2001:db8::100:101:101:2

!

ip access-list extended FIREWALL OUT
deny ip any any

!

ip access-list extended FIREWALL IN
deny ip any any

|
ipv6 default filtering deny

!

ipv6 access-list FW _OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any
|

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
!

ipv6 access-list IPSEC_DMVPN IPV6
remark special DMVPN filter

permit gre object-group SELF-IPV6 each
|

1

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

|

crypto dynamic-map DMAP IPV6 1

match ipvé address IPSEC DMVPN IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out
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set pre-fragmentation

set dead-connection history off

!
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
!
interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:101:101:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN IPV6 in

ipv6 access-group FW _OUTPUT WAN IPV6 out

crypto map VPN IPV6

ipv6e inspect INSPECT out

|

interface TenGigabitEthernet0/1

ip address 192.168.255.21 255.255.255.0

!

interface TenGigabitEthernet0/2

no ip address

shutdown

|

|

1

ipv6 route ::/0 2001:db8::100:101:101:1

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15] /certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit
l}

end

Hactponku mGRE

Copepxumoe pavina /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgreO inet static

address 10.10.20.200/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipbgre key 2 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Hactpoukun NHRP

Copepxumoe danna /etc/opennhrp/opennhrp.conf:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
non-caching
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Hactponku BGP

frr version 9.0.2

frr defaults traditional
hostname Hub4

log syslog informational
service integrated-vtysh-config

router bgp 65000

bgp router-id 10.10.20.200
bgp log-neighbor-changes
no bgp ebgp-requires-policy
timers bgp 3 9
neighbor spokes-ibgp peer-group
neighbor spokes-ibgp remote-as 65000
neighbor 192.168.255.1 remote-as 65001
bgp listen limit 5000
bgp listen range 10.10.20.0/24 peer-group spokes-ibgp
1
address-family ipv4 unicast
neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self
neighbor spokes-ibgp route-map FROM-HUB4-OUT out
exit-address-family

exit

route-map FROM-HUB4-OUT permit 1

set local-preference 25

exit

end

Yctpouncteo Spoke1-n1

cisco-like koHCONb

version 12.4

no service password-encryption

crypto ipsec df-bit copy
crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto

crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3

ipsec security-association lifetime kilobytes unlimited

username cscons privilege 15 secret 5 $6$RiWz4IVm$SaMp6sbpYnTfSUxuadPZ9UCqdyy8/x

heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWA9dZ/gCK70z . /

aaa new-model

fhrp version vrrp v3

hostname Spokel-nl
enable secret 5 PC9d7N5H1AyLrzuA3gRJIvQ==
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|
!
crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|
crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!
object-group vé6-network SELF-IPV6
description IP on WAN interface

host 2001:db8::100:100:1:2

!
ip access-list extended FIREWALL OUT
deny ip any any

!

ip access-list extended FIREWALL IN
deny ip any any

|

ipv6 default filtering deny

|

ipv6 access-list FW _OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any
|

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
|

ipv6 access-list IPSEC_DMVPN IPV6
remark special DMVPN filter

permit gre object-group SELF-IPV6 each
|

1

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

!

crypto dynamic-map DMAP IPV6 1

match ipvé address IPSEC DMVPN IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation
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set dead-connection history off
!
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
|
interface TenGigabitEthernet0/0
no ip address
ipv6 address 2001:db8::100:100:1:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW INPUT WAN IPV6 in
ipv6 access-group FW OUTPUT WAN IPV6 out
crypto map VPN IPV6
ipv6e inspect INSPECT out
!
interface TenGigabitEthernet0/1
ip address 192.168.1.10 255.255.255.0
vrrp 1 address-family ipv4
timers advertise 3
timers garp 5
no preempt
track sla check isp link
track interface TenGigabitEthernet0/0
address 192.168.1.1 255.255.255.0
exit-vrrp
!
interface TenGigabitEthernet0/2
no ip address
shutdown
|
|
1
ipv6 route ::/0 2001:db8::100:100:1:1
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit

!

vrrp track sla check isp link ipvé6
host 2001:db8::172:16:1:1
host 2001:db8::172:16:101:15
mode icmp-echo

reachability any

source TenGigabitEthernet0/0
fall 15

rise 10

timeout 2
interval 3

g

vrrp notify common

end

Hactpoinku mGRE

Copepxumoe avina /etc/network/interfaces.d/mgre0:
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auto mgre0

iface mgre0 inet static

address 10.10.10.1/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Copepxumoe avina /etc/network/interfaces.d/mgrel

auto mgrel

iface mgrel inet static

address 10.10.20.1/24

pre-up ip link del mgrel 2> /dev/null || true

pre-up ip tunnel add mgrel mode ipb6bgre key 2 ttl 64 tos inherit
pre-up ip link set mgrel mtu 1400

pre-up ip link set mgrel multicast on

post-up ethtool -K mgrel tx-checksumming off > /dev/null
post-down ip link del mgrel

Hactpoikun NHRP

Copepxumoe danna /etc/opennhrp/opennhrp.conf:

interface mgre0

map 10.10.10.100/24 2001:db8::172:16:100:2 register
map 10.10.10.200/24 2001:db8::172:16:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching

interface mgrel

map 10.10.20.100/24 2001:db8::172:17:100:2 register
map 10.10.20.200/24 2001:db8::172:17:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching

Hactponku BGP

!

frr version 9.0.2

frr defaults traditional
hostname Spokel-nl

log syslog informational

service integrated-vtysh-config

|

ip route 192.168.100.0/24 192.168.1.20 240
|

router bgp 65000

bgp router-id 192.168.1.10

bgp log-neighbor-changes

no bgp ebgp-requires-policy

timers bgp 3 9

neighbor 10.10.10.100 remote-as 65000
neighbor 10.10.10.100 timers connect 30
neighbor 10.10.10.200 remote-as 65000
neighbor 10.10.10.200 timers connect 30
neighbor 10.10.20.100 remote-as 65000
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neighbor 10.10.20.100 timers connect 30
neighbor 10.10.20.200 remote-as 65000
neighbor 10.10.20.200 timers connect 30
|
address-family ipv4 unicast
network 192.168.1.0/24
neighbor 10.10.10.100 route-map TO-HUB1-OUT out
neighbor 10.10.10.200 route-map TO-HUB2-OUT out
neighbor 10.10.20.100 route-map TO-HUB3-OUT out
neighbor 10.10.20.200 route-map TO-HUB4-OUT out
exit-address-family
exit
!
route-map TO-HUB1-OUT permit 1
set local-preference 100
exit
!
route-map TO-HUB2-OUT permit 1
set local-preference 75
exit
!
route-map TO-HUB3-OUT permit 1
set local-preference 50
exit
!
route-map TO-HUB4-OUT permit 1
set local-preference 25
exit
|

end

Hactponku VRRP

Copepxumoe chavina /etc/keepalived/notify common.conf:

CE i i i specific to DMVPN scenario
S

# Flag indicate that DMVPN scenario is using on clustered spokes.

# Used to mange BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes it STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="true"

### IBGP specific options f###
# Internal routing protocol for DMVPN (IBGP or OSPF).
DMVPN INTERNAL ROUTING PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
DMVPN_LOCAl_ASN= "65000"

# BGP neighbors (separated by space) which must be shutted down if VRRP node transit
to BACKUP of FAULT state,

# and no shutted down if VRRP node transit to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN BGP NEIGHBORS="10.10.10.100 10.10.10.200 10.10.20.100 10.10.20.200"

Copepxumoe avina /etc/keepalived/keepalived.conf:

global defs {
enable dbus
}
vrrp sync group 0 ({
notify "/etc/keepalived/scripts/notify common"
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group {
ethl 1

}

vrrp script check isp link {
script "/etc/keepalived/scripts/sla check --ip-version 6 --mode icmp-echo --hosts

2001:db8::172:16:1:1 2001:db8::172:17:1:1 --reachability any --source-iface eth0 -
-tos 0xB8 --data-size 56 --name check isp link"

fall 15

rise 10

timeout 2
interval 3

}

vrrp instance ethl 1 ({
version 3
interface ethl

track interface {
ethO

}

virtual ipaddress {
192.168.1.1/24 label ethl1:900

}

nopreempt

priority 100
advert int 3

garp master refresh 5
virtual router id 1

track script ({

check isp link

}

Yctpoucteo Spoke1-n2

cisco-like koHCcONb

version 12.4

no service password-encryption

|
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3 3
keepalive retry-count 3

username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPZz9UCqdyy8/x

heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWA9dZ/gCK70z . /

aaa new-model

fhrp version vrrp v3

hostname Spokel-n2
enable secret 5 PC9d7NS5H1AyLrzuA3qRJIvQ==

© 2003-2025 S-Terra CSP

89



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

|
!

!

!
crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|
crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!
object-group vé6-network SELF-IPVG6
description IP on WAN interface

host 2001:db8::100:101:1:2

!
ip access-list extended FIREWALL OUT
deny ip any any

!

ip access-list extended FIREWALL IN
deny ip any any

!

ipv6 default filtering deny

|

ipv6 access-list FW _OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any
|

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
|

ipv6 access-list IPSEC DMVPN IPV6
remark special DMVPN filter

permit gre object-group SELF-IPV6 each
!

1

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

!

crypto dynamic-map DMAP IPV6 1

match ipvé address IPSEC DMVPN IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off
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|
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
!
interface TenGigabitEthernet0/0
no ip address
ipv6 address 2001:db8::100:101:1:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW INPUT WAN IPV6 in
ipvé access-group FW OUTPUT WAN IPV6 out
crypto map VPN IPV6
ipv6 inspect INSPECT out
!
interface TenGigabitEthernet0/1
ip address 192.168.1.20 255.255.255.0
vrrp 1 address-family ipv4
timers advertise 3
timers garp 5
no preempt
priority 50
track sla check isp link
track interface TenGigabitEthernet0/0
address 192.168.1.1 255.255.255.0
exit-vrrp
!
interface TenGigabitEthernet0/2
no ip address
shutdown
|
|
1
ipv6 route ::/0 2001:db8::100:101:1:1
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit
!
vrrp track sla check isp link ipvé6
host 2001:db8::172:17:1:1
host 2001:db8::172:16:101:15
mode icmp-echo
reachability any
source TenGigabitEthernet0/0
fall 15
rise 10
timeout 2
interval 3
g
vrrp notify common
end

Hactpoinku mGRE

Copepxumoe avina /etc/network/interfaces.d/mgre0:
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auto mgre0

iface mgre0 inet static

address 10.10.10.2/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6gre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Copepxumoe davina /etc/network/interfaces.d/mgrel

auto mgrel

iface mgrel inet static

address 10.10.20.2/24

pre-up ip link del mgrel 2> /dev/null || true

pre-up ip tunnel add mgrel mode ipb6bgre key 2 ttl 64 tos inherit
pre-up ip link set mgrel mtu 1400

pre-up ip link set mgrel multicast on

post-up ethtool -K mgrel tx-checksumming off > /dev/null
post-down ip link del mgrel

Hactpoikun NHRP

Copepxumoe danna /etc/opennhrp/opennhrp.conf:

interface mgre0

map 10.10.10.100/24 2001:db8::172:16:100:2 register
map 10.10.10.200/24 2001:db8::172:16:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching
interface mgrel

map 10.10.20.100/24 2001:db8::172:17:100:2 register
map 10.10.20.200/24 2001:db8::172:17:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching

Hactponku BGP

!

frr version 9.0.2

frr defaults traditional
hostname Spokel-n2

service integrated-vtysh-config

|

ip route 192.168.100.0/24 192.168.1.10 240
|

router bgp 65000

bgp router-id 192.168.1.20

bgp log-neighbor-changes

no bgp ebgp-requires-policy

timers bgp 3 9

neighbor 10.10.10.100 remote-as 65000
neighbor 10.10.10.100 shutdown

neighbor 10.10.10.100 timers connect 30
neighbor 10.10.10.200 remote-as 65000
neighbor 10.10.10.200 shutdown

neighbor 10.10.10.200 timers connect 30
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neighbor 10.10.20.100 remote-as 65000
neighbor 10.10.20.100 shutdown
neighbor 10.10.20.100 timers connect 30
neighbor 10.10.20.200 remote-as 65000
neighbor 10.10.20.200 shutdown
neighbor 10.10.20.200 timers connect 30
!
address-family ipv4 unicast
network 192.168.1.0/24
neighbor 10.10.10.100 route-map TO-HUB1-OUT out
neighbor 10.10.10.200 route-map TO-HUB2-OUT out
neighbor 10.10.20.100 route-map TO-HUB3-OUT out
neighbor 10.10.20.200 route-map TO-HUB4-OUT out
exit-address-family
exit
!
route-map TO-HUB1-OUT permit 1
set local-preference 100
exit
!
route-map TO-HUB2-OUT permit 1
set local-preference 75
exit
!
route-map TO-HUB3-OUT permit 1
set local-preference 50
exit
!
route-map TO-HUB4-OUT permit 1
set local-preference 25
exit
!

end

Hactpoiku VRRP

Copepxumoe haiina /etc/keepalived/notify common.conf:

B specific to DMVPN scenario
B i ki

# Flag indicate that DMVPN scenario is using on clustered spokes.

# Used to mange BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes it STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="true"

### IBGP specific options ###
# Internal routing protocol for DMVPN (IBGP or OSPF).
DMVPN_INTERNAL_ROUTING_PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
DMVPN_ LOCAl ASN="65000"

# BGP neighbors (separated by space) which must be shutted down if VRRP node transit
to BACKUP of FAULT state,

# and no shutted down if VRRP node transit to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN BGP NEIGHBORS="10.10.10.100 10.10.10.200 10.10.20.100 10.10.20.200"

Copepxumoe havina /etc/keepalived/keepalived.conf:

global defs {
enable dbus
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}

vrrp sync group 0 {
notify "/etc/keepalived/scripts/notify common"

group {
ethl 1

}

vrrp script check isp link {

script "/etc/keepalived/scripts/sla check —--ip-version 6 --mode icmp-echo —--hosts

2001:db8::172:16:1:1 2001:db8::172:17:1:1 --reachability any --source-iface eth0 -
-tos 0xB8 --data-size 56 --name check isp link"

fall 15

rise 10

timeout 2
interval 3

}

vrrp instance ethl 1 ({
version 3
interface ethl

track interface {
ethO

}

virtual ipaddress {
192.168.1.1/24 label ethl1:900

}

nopreempt
priority 50

advert int 3

garp master refresh 5

virtual router id 1

track script {

check isp link

}

Yctpoucteo Spoke2

cisco-like koHCONb

version 12.4

no service password-encryption

|
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3 3
keepalive retry-count 3

username cscons privilege 15 secret 5 $6$RiWz4IVm$gMp6sbpYnTfSUxuadPZ9UCqdyy8/x

heTIEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9xNXzpRXWA9dZ/gCK70z . /

aaa new-model

hostname Spoke2
enable secret 5 PC9d7NS5H1AyLrzuA3gqRJIvQ==
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!
!
crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!
crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1

|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!

object-group v6-network SELF-ISP1-IPV6

description IP on WAN interface for ISP1

host 2001:db8::172:16:2:2

!

object-group v6-network SELF-ISP2-IPV6

description IP on WAN interface for ISP2

host 2001:db8::172:17:2:2

!

ip access-list extended FIREWALL OUT

deny ip any any

|

ip access-list extended FIREWALL IN

deny ip any any

!

ipv6 default filtering deny

|

ipv6 access-list FW_OUTPUT WAN ISP1 IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-ISP1-IPV6 any

|

ipv6 access-list FW_INPUT WAN ISPl IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-ISP1-IPV6 eq isakmp
permit udp any object-group SELF-ISP1-IPV6 eq non500-isakmp
permit icmp any object-group SELF-ISP1-IPV6

permit esp any object-group SELF-ISP1-IPV6

|

ipv6 access-list FW_OUTPUT WAN ISP2 IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-ISP2-IPV6 any

|

ipv6 access-list FW_INPUT WAN ISP2 IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-ISP2-IPV6 eq isakmp
permit udp any object-group SELF-ISP2-IPV6 eq non500-isakmp
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i

i

!
!
i
i

i

permit icmp any object-group SELF-ISP2-IPV6
permit esp any object-group SELF-ISP2-IPV6

pv6 access-list IPSEC DMVPN ISPl IPV6
remark special DMVPN filter for ISPl
permit gre object-group SELF-ISP1-IPV6 each

pv6 access-list IPSEC DMVPN ISP2 IPV6
remark special DMVPN filter for ISP2
permit gre object-group SELF-ISP2-IPV6 each

p inspect tcp sessions-max 256000
p inspect udp sessions-max 65536
pv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

crypto dynamic-map DMAP ISP1 IPV6 1

match ipv6 address IPSEC DMVPN ISPl IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off

crypto dynamic-map DMAP ISP2 IPV6 1

crypto map VPN ISPl IPV6 1 ipsec-isakmp dynamic DMAP ISPl IPV6

crypto map VPN ISP2 IPV6 2 ipsec-isakmp dynamic DMAP ISP2 IPV6

match ipv6 address IPSEC DMVPN ISP2 IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off

interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::172:16:2:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN ISP1 IPV6 in
ipv6 access-group FW OUTPUT WAN ISP1 IPV6 out
crypto map VPN ISPl IPV6

ipv6 inspect INSPECT out

interface TenGigabitEthernet0/1

no ip address

ipv6 address 2001:db8::172:17:2:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW _INPUT WAN ISP2 IPV6 in
ipv6 access-group FW OUTPUT WAN ISP2 IPV6 out
crypto map VPN ISP2 IPV6

ipv6 inspect INSPECT out

interface TenGigabitEthernet0/2

ip address 192.168.2.1 255.255.255.0

interface TenGigabitEthernet0/3
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no ip address
shutdown

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAFS83

quit
|

end

Hactponku mGRE

Copepxumoe havina /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgre0 inet static

address 10.10.10.3/24

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ip6bgre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Copepxumoe avina /etc/network/interfaces.d/mgrel:

auto mgrel

iface mgrel inet static

address 10.10.20.3/24

pre-up ip link del mgrel 2> /dev/null || true

pre-up ip tunnel add mgrel mode ip6bgre key 2 ttl 64 tos inherit
pre-up ip link set mgrel mtu 1400

pre-up ip link set mgrel multicast on

post-up ethtool -K mgrel tx-checksumming off > /dev/null
post-down ip link del mgrel

Hactpoikun NHRP

Copepxumoe havina /etc/opennhrp/opennhrp.conf:

interface mgre0

map 10.10.10.100/24 2001:db8::172:16:100:2 register
map 10.10.10.200/24 2001:db8::172:16:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching

interface mgrel

map 10.10.20.100/24 2001:db8::172:17:100:2 register
map 10.10.20.200/24 2001:db8::172:17:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret
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non-caching
HacTtpoitkn BGP
!
frr version 9.0.2
frr defaults traditional
hostname Spoke2
log syslog informational
service integrated-vtysh-config
|
router bgp 65000
bgp router-id 192.168.2.1
bgp log-neighbor-changes
no bgp ebgp-requires-policy
timers bgp 3 9
neighbor 10.10.10.100 remote-as 65000
neighbor 10.10.10.100 timers connect 30
neighbor 10.10.10.200 remote-as 65000
neighbor 10.10.10.200 timers connect 30
neighbor 10.10.20.100 remote-as 65000
neighbor 10.10.20.100 timers connect 30
neighbor 10.10.20.200 remote-as 65000
neighbor 10.10.20.200 timers connect 30
|
address-family ipv4 unicast
network 192.168.2.0/24
neighbor 10.10.10.100 route-map TO-HUB1-OUT out
neighbor 10.10.10.200 route-map TO-HUB2-OUT out
neighbor 10.10.20.100 route-map TO-HUB3-OUT out
neighbor 10.10.20.200 route-map TO-HUB4-OUT out
exit-address-family
exit
!
route-map TO-HUB1-OUT permit 1
set local-preference 100
exit
!
route-map TO-HUB2-OUT permit 1
set local-preference 75
exit
!
route-map TO-HUB3-OUT permit 1
set local-preference 50
exit
!
route-map TO-HUB4-OUT permit 1
set local-preference 25
exit
!
end
Hactpouku multiwan
config format version: 1
links params:
links:
- name: ISPl
check:
hosts reachability: any
ipv6:
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