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OpraHunsauus 3awWmLeHHOoro
B3anMoOenCcTBUA MeXAay noaceTamm
LeHTpanbHoro oduca n counmana
nocpeacteoM IPsec VPN TyHHens
(npotokon IPv4) c ucnonb3oBaHuem «C-
Teppa LWno3 KB»

HacToswun ookyMeHT cooepxmT onucaHme cnocoba coBMeCTHOro ucnonb3oBaHus MNpogyktos komnaHmm OO0
«C-Teppa Cudcln» n MNpoayKkToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3clln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLEroO CLieHapurs B YacTu HacTpoek MNpoaykTos
KomnaHuu. YnomumHaHve HanMeHOBaHWUI, NPOAYKTOB, TOProBbIX MapOK TPETbUX OPraHn3auuin UCKMIOYUTENBbHO
HecbopMarnbHO N He sIBNsieTcs nogaepXkkon, pekomeHaaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-NMOO OTBETCTBEHHOCTM B OTHOLUEHMM pPabOTOCMOCOOHOCTU U UCMONb30BaHMA 3Tux [MpoaykToB.
[oKyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblii MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSAMU-MHTerpaTopamu, npm paspaboTke COBCTBEHHbIX peLLEHU.

PeweHus, paspaboTaHHble Ha 6a3e AaHHOro CLeHapus, MOryT NPMMEHATLCA B OENCTBYIOLLMX CeTsix/cuctemax
TOMbKO MOCIe TECTOBOW U/MNK ONbITHOW 3KCNyaTauuu.

BBeageHue

[aHHbIN cueHapuin onucbiBaeT HacTpolky ycTponctB «C-Teppa LWnto3 KB» Bepcum 5.0 ana obecnevenus
6e3onacHOro B3aMMOLEWCTBUSA MeXAy 3allMaeMbiMM MOACETAMU LeHTpanbHoro odwmca v dunuana.
Bawmwaemble nogcetn B LAN cermeHte n HegoBepeHHble noacetn B WAN cermeHTe — IPv4. ObecneyeHne
©e30nacHoOro B3aMMoAencTBMSA AOCTUraeTcs NyTeM LWNpoBaHNs 1 TYHHENUPOBaHMA Tpaduka C NpUMEHEHNEM
0TeYecTBEHHbIX oTpacneBbix ctaHgapToB TOCT u npoTokona IPsec.

MapTHepbl no IPsec, B HacTosWeM OOKYMEHTe — KpUNTOLM3bl, ANa ayTeHTudukaumm OyayT ncnonb3oBaTb
cepTndukatel B copmate x509. B kadecTBe kpuntonposawgepa OyaeT vcnonb3oBaHa Kpuntorpadudeckas
bubnuoteka, paspaboTtaHHas komnaHuen «C-Teppa Cu3clluy.

Ha kpunTowntosax GydeT HACTPOEHO MeXceTeBOoe 3KpaHWpoBaHWe C MPUMEHEHMEM CTaTMYeCKMX CMUCKOB
poctyna (ACL) u nakeTHon counbTpaumm ¢ KOHTponem coctosiHus ceccun (stateful, ananor CBAC B Cisco 10S)
ansa npotokonios TCP n UDP.

NpenBapuTenbHble TpeOoBaHMA
Tpeb6oBaHMsA K MaTepUanbHO-TEXHUYECKOMY 0becneyeHunto

B naHHOM cueHapum noTpebytoTcs Heckonbko USB Flash HakonuTeneit. [Ba HakonuTens 6yayT MCMoNb30BaTbCs
B KayecTBe paboumx KMoYeBbIX HOCUTENel, oaMH HakonuTenb GyOoeT WCMoMnbL3oBaThbCA B KadecTse
aAMMWHWCTPATMBHOIO HOCUTENS, elle oauH — ANs NepeHoca 3anpocoB M CePTUMKATOB MEXAY KpUNTOLLMNo3aMm
N LEHTPOM BhbINycka cepTUdMKaToB.

TpeboBaHuA K KBanumrKauum agMMHMCTpaTopa

AOMuHMCTpaTop pJorkeH obnagatb OOWWMPHBIMKM - 3HAaHUSIMM B 06nactu ceTeBoW  MHAOPMALMOHHOW
6e3onacHoOCTW, MMETb ONbIT PaboTbl C aHaNOrMYyHbIM 060pyAOBaHMEM/NPOrpaMMHbIM OBGecrneyeHem, 3HaTb U
noHMMaThb creayoLme TexHonormum n npotokonbl: PKI, IPsec, NAT, Firewall, routing, switching.
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TpeboBaHUA K UHPaACTPYKType

1. TpeboBaHus K yCTpONCTBaM.
1.1. «C-Teppa LUnto3 KB».
1.1.1. Yctpoictea «C-Teppa LLUnto3 KB» AomkHbl ObiTb B 3aBOACKOM COCTOSIHUMN.
1.2. UeHTp BbiNycKka cepTudmKaToB.

1.2.1. [omkeH ObiTb HAaCTPOEH LEHTP BbiMycka cepTudUKaTOB (yAOCTOBEPSIOWMNA LEeHTp, danee YLI)
ansa IPsec. Yctponcteo ¢ umeHem Certification_authority Ha cxeme.

1.2.2. [Ona Bbinycka undpoBbIX cepTudmkaToB AoMyckaeTca WCnonb3oBaHWe BCTpoeHHoro B OC
Windows Server 2016 (uwnmn HOBee) YOOCTOBEPSIOLLEro  LiEHTpa COBMECTHO C
ceptuduumnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

1.2.3. [nsa TecToBbIX Lenen MoxHoO ucnonb3oBaTb TectoBbl YL ot «Kpuntollpo» (Be6-uHTepdpelic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

KaTeropnyeckn 3anpeweHo wucnomnb3oBaHue TectoBoro YL ot  «Kpuntollpo» B
Npon3BOACTBEHHOW (BOEBON) aKCMyaTauun, Tak Kak B JaHHOM Clydae OTCYTCTBYET BO3MOXHOCTb
KOHTPONMpOBaTb MNpPOLECC BbiMycka CepTUdMKAaTOB U, COOTBETCTBEHHO, npoueaypy
ayTeHTudmKaLmu.

1.3. HTTP cepBep ansa pacnpocTpaHeHus Cnmcka 0TO3BaHHbIX CEPTUGMKATOB.

1.3.1. ®yHkumoHupyowmn HTTP cepsep Ans pacnpoCTpPaHEHUs Cnucka OTO3BaHHbLIX CEePTUUKATOB
(COC). YctporictBo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnn no oOGBbEKTUBHbBIM
npuunHam ucnonb3oBaHne COC He npeacTaBnseTcd BO3MOXHbIM WM He TpebyeTcd, TO
npoeepky COC moxHo oTknoumTb B CLI «C-Teppa LUnto3 KB» (npu cobniogeHun npasun
Nonb30BaHus).

[ocTaBka HOBOro cnmMcka OTO3BaHHbIX CEPTUMKATOB C yaocToBepsitowero ueHtpa Ha HTTP
cepBep AOIMKHa NPOMCXOAWTb 3abraroBpeMeHHO, 4O UCTEYEHNST CpoKa AENCTBUSA NpeablayLLero
cnucka.

2. TpeboBaHus k cETEBOMY B3aUMOENCTBIIO.

2.1. Mexgy ycTponcteamu cTeHaa JormkHa 6biTe obecneveHa |P CcBA3HOCTb.

2003-2026 «C-Teppa Cnlclln» 2


https://testgost2012.cryptopro.ru/certsrv/certrqxt.asp

Bepcus 5.0 Mprmep ncnonb3oBaHus Pepakumsa 1

Cxema B3aumoaencTBus
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O6was noruka paboThbl

1.

Yctponctea «C-Teppa LLUnto3 KB».

1.1. Kpuntownos — B 4aHHOM cueHapum Tak 6yaeT HasbiBaTbea «C-Teppa W3 KB» («C-Teppa LWnto3
NF KB», mncnonHenme «3MB»), nHuumanmsmpoBaHHbIn B ponu network n mncnone3sywowunca ans
3awuTbl ceTeBoro Tpaduka (yctponctea Hubl n Spokel Ha cxeme).

1.2. MIK (Moaynb reHepauum KItoyen) — B JaHHOM cueHapun Tak 6ygeT HasbiBaTbes « C-Teppa LWnto3 KB»
(«C-Teppa MIK KB», wucnonHeHne «MIK»), uHMUManNn3MpoBaHHLIN B ponu management u
NCNONb3YOLLMIACA OIS NOArOTOBKM KIMOYEBbIX HOCUTENen Ans KpunTolwnto3oB (ycTporcteo MIK Ha
cxeme).

Kntouesble Hocutenu.
B naHHOM cueHapun ncnonb3yTes crieaytolwmne TUnbl KNioYeBbIX HoCUTenen:

2.1. WudpobnokHoT — CD-gUCK OOHOKpaTHOW 3anucu, codepXalliui CnydyamHyt nocnefoBaTenbHOCTb.
LLndppobnokHOT ncnonbdyetcs yctporictBoM MIK npu noarotoBke paboumx KnoveBbIX HOCUTENEN.

2.2.  AgmuHucTpaTtmBHbI HocuTenb — USB Flash HakonuTens, ucnoneaytowuinca Ha MK u cogepalumi
KMIOYEBYIO U KOH(PUIrypaLMOHHYIO MHGOPMaLMIO.

2.3. Pabounin knodeBon Hocutenb (PKH) — USB Flash HakonuTenb, coaepXawuvin [OOBEPEHHbIN
cepTuduKaT, KOHTEMHEP C 3aKpbITbIM KIto4oM 1 cocTosHue MNOCYH. Pabounii HocuTenb NCNonb3yoTcs
npv BBEOEHMM KPUNTOLLIO3a B 3KCnnyaTaumio u npu 3anycke CK3U.

AOMUHUCTpaTOPCKNE POonu:

3.1. AamuHucTpaTtop 6e3onacHOCTU — 3TO agMuUHUCTpaTop ycTporctea MIK.
3.2.  AOMUHUCTPATOP CETU — 3TO aAMUHUCTPATOP KPUMNTOLLIIHO3a.
PasmeLleHne ycTponcTs.

4.1. B ueHTpanbHOM odmce pasmellarTcs: LEeHTp Bbinycka ceptudumkatoB (Certification_authority),
yctponctea «C-Teppa Lnto3 KB» (MK n Hub1) n nepconanbHbin komnbioTep (Host-b-hubl).

4.2. B dwmnunane pasmewatotcs: kpuntownio3 «C-Teppa LUnto3 KB» (Spoke1) n nepcoHanbHbI kKOoMNblOTEP
(Host-b-spokel).

4.3. B HekoHTponvpyemMom cermeHTe (cMHee obnako Ha cxeme) pasmewatotcs: HTTP cepeep ans
pacnpocTpaHeHust cnmMcka oTo3BaHHbIX ceptudmkaToB (CRL_distribution_point), mapwpyTtusartop
(Routerl).

MopgkntoyeHune Kk cetn NHTepHer.
B paHHOM cueHapum onsa amynauumn cetn MHTepHeT ncnonb3yotca maplupyTtusaTtop Routerl.

MopkntoueHwne k cetn NHTepHeT Ha kpunTowntosax «C-Teppa LWUnto3 KB» 6yaeT cuntatbCs ycnewHbiM, eCrim
no npotokony ICMP (unu «ping») 6ygeT goctyneH HTTP cepBep Ans pacnpocTpaHeHMsl CnmMcka 0TO3BaHHbIX
ceptucukatos (yctponctso CRL_distribution_point Ha cxeme).

5.1. Kpuntowno3 Hub1 nogkniovaetcs k cetm VHTEpHET C NOMOLLbLIO CTaTMYECKOW MapLupyTu3aumm
(MapLUpyT No ymonyaHuio Yyepes mapLipytusatop Routerl).

5.2. Kpuntowno3 Spokel nogknwoyaeTcs K ceT VHTepHeT ¢ NoMOLbo CTaTUYeckon MapLupyTusaumm
(MapLwpyT No ymonyaHuto Yepes mapLupytmsaTtop Routerl).

5.3. Yctporcteo MIK k ceTu He nogkntovaeTcs.
MapameTpbl WndposaHua IPsec.

Becb IPv4 Tpadmk mexay nogceTamm LeHTpanbHoro ocumca (192.168.100.0/24) n pmnnmnana (192.168.1.0/24)
3awmwaetcs ¢ ucnonb3dosannem anroputmoB FOCT u npotokona IPsec B TyHHenbHOM [Pv4 pexume.

VH1umMmpoBaTh 3alluLLieHHoe coeauHeHne mexay kpuntowrntosamu Hub1 n Spoke1 moxeT kak Tpaduk u3s
noacetn cdunuana (192.168.1.0/24) B noacetb ueHTpa (192.168.100.0/24), Tak n Tpaduk M3 UeHTpa B
dunuan.
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6.1. [MapameTpsbl npoTokona IKEv2:

. AyTeHTndmrKaumnsa npym nomoLum umndpoBbix ceptudunkartos, anroputm nognucu — FOCT P 34.10-2012
(kritoy 256 6uT);

. Anroputm wudpoBaHus — FOCT P 34.12-2015 «Marma» B pexume MGM (kntoy 256 6uT);

. Anroputm ncesgocny4danHon yHkumm — FTOCT P 34.11-2012 «Ctpubor» (kntoy 512 6uT);

. Anroputm BbipaboTku obLiero kntova (aHanor anroputma Qudpdun-Xennmana) — rpynna 33 (FTOCT P
34.10-2012-256-paramSetA).

6.2. [MapameTpbl npoTokona ESP:

. KomMGMHMPOBaHHbIN anroputm WNGPOBaAHNSA U UMUTO3aLLMTLI (KOHTporb LenocTtHoctn) — FTOCT P
34.12-2015 «Marma» B pexume MGM (knto4 256 6uT).

MapameTpbl MEXCETEBOrO 3KPAHNPOBAHWS.

[ns nakeToB, KOTopble He 3awuwalTcs IPsec npuMeHsitoTesa crnegyolime npasuna unbTpauum:

7.1. HaLAN n WAN uHTepdelicax IPv6 Tpaduk 3abrnoknpoBaH.

7.2. Ha LAN nHTepdencax IPv4 Tpadmk He KOHTPONMpPYETCS.

7.3. Ha WAN uHTepdoericax paspelueH Bxoaawmin IPv4 Tpadumk:
7.3.1. Tlpotokon UDP nopTtbl 500 n 4500 — ansa IKEv2 n NAT-Traversal (ESP in UDP).
7.3.2. Tpotokon ICMP — gns npoBepku AOCTYNHOCTM KpunToLwnto3a u paboTsl MmexaHmama PathMTUd.
7.3.3. Tpotokon ESP (Homep 50) — ang paboTbl IPsec.

7.3.4. Becb TCP n UDP Tpaduk, ana KOTOporo ecTb ucxogsiiee coeavHeHune (3TO ANMHaMUYeckue
npaswuna, KoTopble co3garTcs npy nomowm stateful unstpaumm).

7.3.5. Ha WAN wuHTepdencax MHCNEKTUPYIOTCS BCE WUCXOASLIME JOKanbHble W TpaH3uTHble |Pv4
coeanHenus ans npotokonoB TCP u UDP. Ha ocHoBe pe3ynbTaToB WHCNEKTUPOBaHUS
ocyLecTBnseTcs hunbTpaums BXoasLlero Tpaduka ¢ y4eToM cocTtosiHust ceccum (stateful).

HacTpouka cteHaa

w N

w nhoE

w N

Hactponka yctponcrtea Router1

Hactpovite IP agpec — 172.16.100.1 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcberice ens192.
Hactpowrte IP agpec — 172.16.1.1 1 macky — 255.255.255.0 Ha ceTeBOoM UHTepderce ens256.

PaspelwwmTe npoxoxageHue IP Tpaduka (ecnm 3abnoknpoBaHo).

Hactpoika yctpouncrtea Host-b-hub1

Hactpovite IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM UHTEpdEnce.
3apavite mappyT nNo ymonyaHuio yepes 192.168.100.1.

PaspelwwmTe npuem n otnpaeky ICMP nakeTtoB (ecnu 3a6rokMpoBaHo).
Hactponka yctponcrtea Host-b-spoke1
Hactpowte IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

3apavite mapwpyT nNo ymonyaHuio yepes 192.168.1.1.

Pa3spelwwunte npuem n otnpaeky ICMP nakeTtoB (ecnv 3abnokMpoBaHo).
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Hactponka yctpouctea MK

Hactpovika OygeT npoucxoauTb JNOKarbHO MPU MOMOLLM KOHCOSIbHOMO nopgkrntodeHus. Bce pencteus Ha
ycTponctee MIK BbinonHsTcs AgMUHUCTpaTOpoM 6e30nacHOCTH.

HavanbHble HaCTPONKM

1. Tocne 3arpy3kn OC BoMAMTE B KOHCOMb YNpaBneHus nog y4eTHOM 3anucblo agMuHucTpaTtopa. [nsa aToro,
nocne nosiBneHus coodLeHns

Astra Linux 1.7.6 sterragate ttySO

BBeOUTE NOrnH, Naposib U YpoBEHb LENTOCTHOCTU:

Monk3oBaTtenks 1 Naponb NO yMONYaHuo: admin, s-terra. YpOBeHb LLeNOCTHOCTU — 63 (BbICOKU YPOBEHb
LeNnoCTHOCTU, ApyrMe 3HavyeHus He nogaepxuBatotcs). Obs3aTenbHO CMeHUTE Naponb Ansi nofb3oBaTens
admin MpU NOMOLLM KOMaHAbl change user password WM B MPOLECCE MPOXOXAEHWS Npoueaypb
WHULManusaumu.

sterragate login: admin
Password:
Integrity level: 63

2. YcTaHoBUTE MpaBWUSIbHBIA TUN TepMUHANa (ANs putty TUN TepMUHana xterm) U TpebyemMyto LUMPUHY (4ns
ypobcTtBa paboThl), Hanpumep:

sterragate] terminal terminal-type xterm
sterragate] terminal width 150

3. YCTaHOBUTE HYXXHYHO BPEMEHHYIO 30HY W MpaBusbHble ATy U BPEMS Ha KPUMNTOLUMIO3E, UCMOMb3ys KOHCOSb
linux bash. [ins aToro BeinONHUTE cnegyoLwme KomaHapl.

3.1. BowuguTe B linux bash (naponb no ymonyaHuio: s-terra).
sterragate] system

Entering system shell...
Password:

3.2. ' YCTaHOBUTE HY)XHYIO BPEMEHHYIO 30HY:
root@sterragate:~# dpkg-reconfigure tzdata

3.3.  YctaHoBuTe npaBunbHOE BpeMs 1 gaTy (popmat — Mmecsau/aeHs/roq Yachl:MUHYTHI):
root@sterragate:~# date -s "07/04/2023 12:32"

Thu Jul 4 12:32:00 MSK 2023

4. YcraHoBUTE HadexHbIi Maponb Ana nonb3osaTtens root (3To MOXHO caenaTtb B TOM 4Yucle B nmpolecce
NpOXoXaeHWs NpoLieaypbl MHMLManu3aumm):

root@sterragate:~# passwd

New password:
Retype new password:
passwd: password updated successfully

5. Bbimgute n3 Linux bash:
root@sterragate:~# exit

logout
Leaving system shell...
sterragate]

HavanbHble HaCTpOIZKVI 3aBepLUeHbl.

WHnumnanusauma u cosgaHue AaAMWUHUCTPATUBHOIO HOCUTEIA

K yctporctey MK nogkntouute:
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e USB Flash HakonuTenb, KOTopbit 6yAeT UCMOSb30BaTLCA B KAYECTBE aAMUHUCTPATUBHOMO HOCUTENS;

e CD-

ROM c wndpobriokHOTOM.

1. WHnumanunsumpyinte yctporcteo MIK B ponn management. [lns 9TOro BbINONHUTE KOMaHAy initialize
role management!:

1.1.

1.2.

sterragate] initialize role management

[init] Snippet "prepare breach sensor.sh" start
INFO: Starting breach sensor service initialization.

INFO: Configuration file for CTK-120 hardware platform has been detected.
INFO: Breach sensor service will be enabled.

INFO: Activating breach sensor service.

Created symlink /etc/systemd/system/default.target.wants/breachsensorsvc.service -
/lib/systemd/system/breachsensorsvc.service.

INFO: Breach sensor service activated.

INFO: Breach sensor initialization finished.

[init] Snippet "prepare breach sensor.sh" end

[init] Snippet "ssh warning.sh" start

Not running using an SSH connection. No action needed.

[init] Snippet "ssh warning.sh" end

[init] Snippet "prepare force initialize.sh" start

INFO: --force-reinit option is not provided. No action needed
[init] Snippet "prepare force initialize.sh" end

[init] Snippet "license req.sh" start

INFO: You have to enter license for S-Terra Gate

Available product codes:

GATE

MVPN

BeeanTe NUUEH3NOHHYI0 MHOPMAaLIUIO:

Enter product code: GATE

Enter customer code: XXXX

Enter license number: X

Enter license code: XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

Your license:

CustomerCode = XXXX

ProductCode = GATE

LicenseNumber= X

LicenseCode = XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

Is the above data correct? y
INFO: License accepted
[init] Snippet "license req.sh" end

M3 Tabnuubl ¢ gocTynHeiMK pasgenamu Bolibepute pasgen USB Flash Hakonutens, koTopein 6yget
MCMNonb30BaTbCA B KayeCcTBE aAMWHUCTPATMBHOIO HocuTens (B AaHHOM npumepe — /dev/sdbl) u
oTopmaTUpynTe ero:

‘ Bce aaHHble Ha BbIGpaHHOM pa3gene 6yayT ctepThl!

[init] Snippet "station role management actions.sh" start

INFO: Checking that the RND disk is mounted at /var/s-terra/media/st_rng
INFO: RND disk is found

INFO: Trying to find an existing or create a new administrative drive
[usb helper] INFO: Table of available partitions

+
| | path | mountpoint | label | fstype | type
| 0 | /dev/sdbl | /media/sdbl-usb-USB_SanDisk_3.2G | |

+

+ — + — +
%)
=
N
o)
Hh
%)
c
®
o
o

[usb helper] INFO: Pick a partition
[usb_helper] INFO: 0) /dev/sdbl

[usb_helper] Select one of the options: 0
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[usb_helper] INFO: Unmounting partition /dev/sdbl
[usb_helper] INFO: Preparing to format "/dev/sdbl" partition
[usb_helper] INFO: All data on partition "/dev/sdbl" will be deleted.
[usb helper] Press enter to proceed (Ctrl+C to cancel)
[usb_helper] INFO: Formatting partition "/dev/sdbl" to "vfat" file system with label
"st mgmt"...
[usb helper] INFO: Done

1.3. 3apaiite naposib 0aHHbIx (MGK Password, aTum naponem 3awuiiaeTcs Knoyeeas nHpopMauus Ha

1.4.

agMNHNCTpPATUBHOM Hochenex

[usb helper] Input MGK Password:

[usb helper] Repeat MGK Password:

[usb helper] INFO: Creating identity file on this partition...

[usb_helper] INFO: Succesfully generated identity file with ID "605199" on this
partition

[usb_helper] INFO: Waiting for kernel to update partitions data...

[usb helper] INFO: Done

[usb helper] INFO: Calling sync command

[usb helper] INFO: Done

[usb helper] INFO: Sending singal for system to re-add partition...

[usb helper] INFO: Done

[usb_helper] INFO: Waiting until system is aware of new partition...

[usb helper] INFO: Done

[usb helper] INFO: Current partitions state:

Fom e fom - tom— tomm—————— Fom————— t-—————— Fomm - +
| | path | mountpoint | label | fstype | type | size | fsuse% |
4 { { f f ; f ; f
| 0 | /dev/sdbl | | st mgmt | vfat | part | 14.4G |
o — o tomm fom o o tomm +
[usb_helper] INFO: All operations are completed successfully

INFO: Activating machine checking service for management role

Created symlink

/etc/systemd/system/timers.target.wants/machine check@management.timer
/1lib/systemd/system/machine check@.timer.
Created symlink /etc/systemd/system/machine check network.service - /dev/null.

INFO: Successfully activated machine checking service for management role
[init] Snippet "station role management actions.sh" end

[init] Snippet "rng init.sh" start

INFO: Initializing RNG: (press requested keys or Ctrl+C to interrupt)

Already initialized RNG.
INFO: RNG is initialized successfully
[init] Snippet "rng init.sh" end

YcTaHoBUTE HadexHble Naponu Ans nonb3osatenei admin, user u root:

[init] Snippet "change passwd management.sh" start

Do you want to change the password for "admin" user? [Yes]
New password:

Retype new password:

passwd: password updated successfully

Do you want to change the password for "user" user? [Yes]
New password:

Retype new password:

passwd: password updated successfully

Do you want to change the password for "root" user? [Yes]

New password:
Retype new password:

passwd: password updated successfully
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[init] Snippet "change passwd management.sh" end

[init] Snippet "set initialized flag management.sh" start
[ ] Snippet "set initialized flag management.sh" end

[ ] Snippet "remove vpndrvr conf management.sh" start

init
init
INFO: Management interface is ethO
NOTICE: The policy applied to the management interface will be effective only after OS

is rebooted
[init] Snippet "remove vpndrvr conf management.sh" end
INFO [init]: Initialization completed
INFO [init]: Some settings will take effect after OS reboot only.
1.5. [lpoueaypa nunynanmsaunmn yctponctea MK 3aBepLueHa, nepesarpysnte yCTpONCTBO:

sterragate] reboot

Co3pgaHue paboumx Kn4eBbIX HOCUTENEN

B paHHOM cueHapum noTpebyioTca ABa paboumx KMYeBbIX HOCUTENs (MO OAHOMY ANs Kaxaoro wu3
kpuntownosos Hubl n Spokel).

K yctporictey MI'K nogkntouunte:

e  AIMMHUCTPATUBHbLIA HOCUTEND;
e USB Flash HakonuTenb, kOTOpbI ByAeT NCNonb30BaThCs B Ka4ecTBe paboyero Krn4eBoro HoCUTens.

2. BoiauTe B KOHCOMb YNpaBneHUs nog y4eTHOW 3anncbio agMUHUCTpaTopa:

Astra Linux 1.7.6 sterragate ttySO

sterragate login: admin
Password:
Integrity level: 63

S-Terra Gate 5.0.26713 (amdo64)
S-Terra administrative console

sterragate]

3. BbinonHute komaHgy login v BBeguTe naposib GaHHbix (MGK Password) ans nonydeHusi goctyna K
aOMUHUCTPATUBHOMY HOCUTESHO:

sterragate] login
MGK Password:

RNG history backup on the management storage is absent. It will be created afte
r logout

User is logged in

sterragate (logged in) ]

4. BbInonHWTe KOMaHAy create network storage AN 3amnycka npouecca co3gaHus paboyero KnoyeBoro
HocuTens:
sterragate (logged in)] create network storage
4.1. W3 tabnuubl ¢ gocTynHbiMK pasgenamu Bolbepute pasgen USB Flash Hakonutens, kotopbin 6yget

nucnonb3oBaTbCA B KayectBe paboyero Hocutens (B QdaHHOM npumepe — /dev/sdcl) u
oTopmaTUpymTe ero:

’ Bce aaHHble Ha BbIbpaHHOM pa3gene 6yayT cTepTbl!

[usb helper] INFO: Table of available partitions

fom e - fom fom e Fommm fomm Fommm - +
| | path | mountpoint | label | fstype | type | size | fsuse% |
| 0 | /dev/sdbl | /var/s-terra/media/st_mgmt | st mgmt | vfat | part | 14.4G | 0% |
o e fom fom e Fomm fom Fommm +
| 1 | /dev/sdcl | /media/sdcl-usb-Kingston DataTra | | ntfs | part | 28.9G | 0% |
o e fom fom e Fomm fom Fommm +

[usb_helper] INFO: Pick a partition
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[usb_helper] INFO: 0) /dev/sdbl
[usb_helper] INFO: 1) /dev/sdcl

[usb_helper] Select one of the options: 1

[usb_helper] INFO: Unmounting partition /dev/sdcl
[usb _helper] INFO: Preparing to format "/dev/sdcl" partition
[usb_helper] INFO: All data on partition "/dev/sdcl" will be deleted.

[usb helper] Press enter to proceed (Ctrl+C to cancel)

[usb_helper] INFO: Formatting partition "/dev/sdcl" to "vfat" file system with label
"st network"...

usb _helper] INFO: Done

usb _helper] INFO: Creating identity file on this partition...

usb helper] INFO: Succesfully generated identity file with ID "435883" on this

[

[

[

partition

[usb helper] INFO: Waiting for kernel to update partitions data...

[usb _helper] INFO: Done

[usb_helper] INFO: Calling sync command

[usb _helper] INFO: Done

[usb helper] INFO: Sending singal for system to re-add partition...

[usb helper] INFO: Done

[usb helper] INFO: Waiting until system is aware of new partition...

[usb helper] INFO: Done

[usb_helper] INFO: Current partitions state:

o e fom e Fomm o fomm Fommm fomm e +
| | path | mountpoint | label | fstype | type | size | fsuse% |
| 0 | /dev/sdbl | /var/s-terra/media/st _mgmt | st mgmt | vfat | part | 14.4G6 | 0% |
o e fom e Fomm o fomm Fommm fomm e +
| 1 | /dev/sdcl | | st_network | vfat | part | 28.9G | |
o e fom e Fomm o fomm Fommm fomm e +

[usb_helper] INFO: All operations are completed successfully
4.2. CospaHue paboyero Krnto4eBoro HOCUTENS 3aBEPLLEHO.

5. Ortkntounte oT yctponctea MK cosgaHHbIn pabounn Hocutenes, nogkntounte apyron USB Flash HakonuTenb
1 Ha ero OCHOBe co3JalTe elle OAMH paboynii HoCUTENb C MOMOLLbIO KOMaHAbl create network storage.

Co3aaHue ceCCUOHHLIX AaHHbIX

K yctponctey MIK nogkniouute:

e CD-ROM c wncpobnokHoTOM;
e  AOMWHUCTPaTMBHLIN HOCUTEND;
e USB Flash HakonuTtenb ¢ cepTtudumkatom YLI.

Nob6aenenue ceptucpukata YU

1. Onpegenute umsa (naeHTudukaTop) USB Flash Hakonutens ¢ ceptudukatom YL:
sterragate (logged in)] dir media:
1 drwx 4096 Fri Jan 16 13:55:31 2026 sdcl-usb- USB DISK 3.0 90
sterragate (logged in)] dir media:sdcl-usb- USB DISK 3.0 90/
1 -rwx 555 Tue Sep 9 17:38:37 2025 CA.cer
B maHHOM npumepe BuaHO, 4TO dhann ceptudmkata (CA.cer) nexut B kopHe USB Flash Hakonutens ¢

MOEeHTUMUKATOPOM sdcl-usb- USB DISK 3.0 90.

2. Ckonupyite ceptuchmkat YL B kaTanor JOBEpPEHHbIX CepTUPUKATOB Ha aAAMUHUCTPATUBHOM HOoCcUTene:

sterragate (logged in)] copy media:sdcl-usb- USB DISK 3.0 90/CA.cer trusted-ca sterra-
root-ca

Trusted CA copied successfully

roe sterra-root-ca — UM4, NoA4 KoTopbiM cepTudmkaT YL 6yaeT HaxoanTbCa Ha agMUHUCTPATUBHOM
HocuTene (B AMPEKTOPUN C UMEHEM CA).
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3. lMocMoTpeTb CNMCOK AOBEPEHHbIX CEPTUUKATOB Ha agMUHUCTPATUBHOM HOCUTENE MOXHO C MOMOLLbIO
KOMaHObl show trusted-ca:

sterragate (logged in)] show trusted-ca

Trusted CA sterra-root-ca:

Certificates/CRLs from file /var/s-terra/media/st mgmt/CA/sterra-root-ca.ca
Found 1 certificate. No CRLs found.

1 C=RU,L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA

4. USB Flash HakonuTenb ¢ cepTudukatomM YL Tenepb MOXHO OTKIMIOYMTb.
Cos,qal-me CECCHOHHbIX AaHHbLIX KPUNTOLWJHO3a Hub1

1. Cospavite Habop OaHHbIX, NpeAHa3Ha4YeHHbIV AN kpunTownto3a Hubl:
sterragate (logged in)] create gate Hubl
sterragate (config-gate) #
1.1. YKaxuTe LOBEPEHHbIN cepTudumkaT:
sterragate (config-gate) #trusted-ca sterra-root-ca

1.2. CospganTte KOHTENHep, KOTOPbIA ByAeT NCNOMb30BaTbCA B KAYECTBE KOHTEMHEPa C 3aKPbITbIM KITHYOM
AN nokanbHOro ceptudumkara Ha kpuntowniose Hubl (nogaepxvBaroTcsa Knouy gnuHon 256 n 512
ouT):

sterragate (config-gate) #new-container Hubl 256 key-length 256

roe Hubl 256 — nms KOHTeIZHepa.

1.3. BbInonHuTe kKOMaHOy exit M noaTBepaAMTe co3aaHue Habopa AaHHbIX AnA KpunTowmnosa Hubl:
sterragate (config-gate) #exit

Trusted CAs:
sterra-root-ca

New containers:
Hubl 256 key length: 256

% Create gate with entered parameters

'Yes' - acknowledge gate creation;
'No' - undo gate creation, erase all entered parameters
Ctrl+C - continue enter parameters

(you can simply enter first letter) ? Yes

Mpun 3TOM Ha agMUHUCTPATUBHOM HOCUTENE B AMPEKTOPUM Gates CO3AaeTCs HOBas AUPEKTOPUS C UMEeHEM Hubl1,
B KOTOPYH COXPaHSIOTCS yKasaHHble AaHHble. [ToCMOTpeTb CoXpaHeHHble AaHHble Ansa kpuntownto3da Hubl Ha
agMUHUCTPATUBHOM HOCUTENE MOXHO C MOMOLLbK KOMaHAbl show gate Hubl, BHECTU W3MEHEHUS B
cyLlecTBYOLWMUA HAabop AaHHbIX Anst Hub1l MOXHO ¢ MOMOLLLIO KOMaHAbl modify gate Hubl.

Cos.qal-me CECCUOHHbIX AaHHbIX KPUNTOLLJTHO3a Spoke1
AHanormyHsIM o6pasom, kak 3710 6bIno caenaHo ana Hubl, cosgainte Habop AaHHbLIX ANg KpunTowniosa Spokel.

3anucb CECCUOHHBIX AaHHbIX Ha pa60que KnoyeBble HOCUTEINU

K yctporctey MK nogkntouute:

e CD-ROM c wundpobnokHoTOM;
e  AOMWHUCTPATMBHbLIN HOCUTEND;
e Pabouunit kntoueBon HocUTENb.

1. BbinonHuTe komaHdy pack Hubl ANA 3anUCU CECCUOHHLIX AaHHbIX KpunTowwso3a Hubl Ha paGoumn
HocuTenb (OMUMOHArNbHO: B KOMaHAE MOXHO ykasaTb id, KOTOpbI 3ajaeT UMsS OUMPEKTOpUMM Ha paboyvem
HocuTene. Ecnu id He 3apgaBaTth, TO UMs No ymonyaHuio — 0000):

sterragate (logged in)] pack Hubl id Hubl
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2. Bapante mpaHcnopmHbilU naposib (Transport Password, 3Tum naponem 3awmuiaeTcsa KryeBas
nHpopmaumst Ha paboyem HocuTene):

New transport password:
Re-type new password:

File compression...

containers\
Hubl 256.s550
certs\
trusted\
sterra-root-ca.ca
pskeys\

...Done

3. OTkntoumTe pabounii HocuTenb C AaHHbIMU AJs KpunTowto3a Hubl, nogkntounte gpyroi pabounii HocuTenb
1 aHanornyHbIM o6pasom sanuLiMTe Ha Hero AaHHble Ansa Kpuntownosa Spokel.

Hactpolrika yctponctea MIK 3aBepLueHa.
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Hactpouka kpunTtownto3a Hub1

Hactpovika OygeT npoucxoauTb JOKarbHO MPU MOMOLLM KOHCOSIbHOMO nopgkrntodeHus. Bce pencteus Ha
KpunToLnto3e Hubl BeinonHAwTCS AOMUHUCTPATOPOM CETH.

HavanbHble HaCTPONKM

Hdata n Bpemsi Ha Bcex kpunTowm3ax u YL gomkHel OblTb OQMHAKOBBLI, Tak Kak And ayTeHTudukaumm
ncnonb3yTca LUMdpoBbie cepTudukaTbl, B KOTOPbIX 3addMKCUPOBaHbI Aata M BPeMsi Havana ux OerCcTBUs 1
OKOH4YaHus. Takke oOMHAKOBbIE AaTa M BPeMs Ha BCelr MHApaCcTpyKType obnerdyaloT Nonck HeMCnpaBHOCTEN MO
nor-chavnam.

1. Tocne 3arpy3kn OC BOMAMTE B KOHCOMb YNpaBneHus nog y4eTHOM 3anucblo agMuHucTpaTtopa. [nsa aToro,
nocrne nosiBneHus coodLeHns

Astra Linux 1.7.6 sterragate ttySO

BBeOUTE NOrnH, Naposib U YpoBEHb LENTOCTHOCTU:

Monb3oBaTtens 1 Naponb MO yMON4YaHuo: admin, s-terra. YpOBEHb LENOCTHOCTM — 63 (BbICOKMI YPOBEHDb
LlenoCTHOCTH, Apyrve 3HayeHus He nopgaepxusatotcs). Obs3aTenbHO CMeHMTe Naposb ANns nonb3oBaTens
admin MpU NOMOLLM KOMaHAbl change user password WM B NpoUEcce MPOXOXAEHWs npoueaypbl
nHULManusaumu.

sterragate login: admin
Password:
Integrity level: 63

2. YcTaHoBUTE NpaBWUSIbHBIA TUN TepMUHANa (ANs putty TUN TepMUHana xterm) U TpebyemMyto LUMPUHY (4ns
ypobcTtBa paboThl), Hanpumep:

sterragate] terminal terminal-type xterm
sterragate] terminal width 150

3. YCTaHOBUTE HYXXHYHO BPEMEHHYIO 30HY M MpaBuUsbHbIE ATy U BPEMS HA KPUMTOLLIHO3Ee, MCMOMb3ys KOHCOIb
linux bash. [1ns aToro BeINONHUTE cnegyoLwme KomaHapl.

3.1. BowuguTe B linux bash (naponb no ymonyaHuio: s-terra).
sterragate] system

Entering system shell...
Password:

3.2.  YCTaHOBWUTE HYXHYH BPEMEHHYIO 30HY:

root@sterragate:~# dpkg-reconfigure tzdata

3.3.  YctaHoBuTe nNpaBunbHOE BpeMs 1 gaTy (popmat — Mecsau/aeHs/roq Yachl:MUHYTHI):
root@sterragate:~# date -s "07/04/2023 12:32"

Thu Jul 4 12:32:00 MSK 2023

4. YcTaHoBMTe HafexHbI naponk AnsA nonb3oBaTens root (3To MOXHO caenaTb B TOM 4yuche B npolecce
NpOXoXAeHWs! NpoLieaypbl MHMLManu3aumm):

root@sterragate:~# passwd

New password:
Retype new password:
passwd: password updated successfully

5. Bbimgute um3 linux bash:
root@sterragate:~# exit

logout
Leaving system shell...
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sterragate]

HavanbHble HacTPONKN 3aBepLUEHbI.
UHuymanusaums

1. TlogkniounTe paboumn KNIYEBON HOCUTENb C CECCUOHHBIMU AaHHbIMKU Ana KpunTowo3a Hubl.

2. Wnungmnanusmpynte kpuntowmno3 Hubl B ponu network. [na SToro BbINONHUTE KOMaHAy initialize
role network:

2.1.

2.2.

sterragate] initialize role network

[init] Snippet "prepare breach sensor.sh" start

INFO: Starting breach sensor service initialization.

INFO: Configuration file for CTK-120 hardware platform has been detected.
INFO: Breach sensor service will be enabled.

INFO: Activating breach sensor service.

Created symlink /etc/systemd/system/default.target.wants/breachsensorsvc.service -
/lib/systemd/system/breachsensorsvc.service.

INFO: Breach sensor service activated.

INFO: Breach sensor initialization finished.

[init] Snippet "prepare breach sensor.sh" end

[init] Snippet "ssh warning.sh" start

Not running using an SSH connection. No action needed.

[init] Snippet "ssh warning.sh" end

[init] Snippet "prepare force initialize.sh" start

INFO: --force-reinit option is not provided. No action needed
[init] Snippet "prepare force initialize.sh" end

[init] Snippet "license req.sh" start

INFO: You have to enter license for S-Terra Gate

Available product codes:

GATE

MVPN

BeeanTe NUUEH3NOHHYIO MHOPMALIUIO:

Enter product code: GATE

Enter customer code: XXXX

Enter license number: X

Enter license code: XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

Your license:
CustomerCode = XXXX

ProductCode = GATE
LicenseNumber= X
LicenseCode = XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

Is the above data correct? Y

INFO: License accepted

[init] Snippet "license req.sh" end

[init] Snippet "ssh action.sh" start

ssh-keygen: generating new host keys: RSA DSA ECDSA ED25519

INFO: SSH server was successfully enabled and started

[init] Snippet "ssh action.sh" end

[init] Snippet "station role network actions.sh" start

INFO: Checking that the special device is mounted at /var/s-terra/media/st network
Info [mount-helper]: Successfully mounted device with label "st network"
INFO: Successfully found device mounted at /var/s-terra/media/st network
INFO: Possible gate-id:

Hubl

Ykaxute id (3HayeHune, kKoTopoe ObINo 3a4aH0 NPU 3anNMcy CECCUOHHBIX AaHHbIX Ha paboynii HOCUTESb
Ha ycTponcTtee MIK):

Enter gate-id [Hubl]:
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INFO: Activating machine checking service for network role

Created symlink /etc/systemd/system/timers.target.wants/machine check@network.timer -
/1lib/systemd/system/machine check@.timer.

Created symlink /etc/systemd/system/machine check management.service - /dev/null.
INFO: Successfully activated machine checking service for network role

[init] Snippet "station role network actions.sh" end

[init] Snippet "set internet.sh" start

2.3. Ha Bonpoc o BkNtoYeHun mapLupytmnsauum IPv6 Tpadmka oTBeTbTe OTpULATENBHO:
Would you like to enable IPv6 forwarding? [No] No

INFO: IP forwarding status:

INFO: IPv4: enabled

INFO: IPv6: disabled.

[init] Snippet "set internet.sh" end

[init] Snippet "run reset settings.sh" start

INFO: Reset product settings was completed successfully

[init] Snippet "run reset settings.sh" end

[init] Snippet "netifcfg enumap.sh" start

INFO: Correct network interface mapping is found. No action required.
[init] Snippet "netifcfg enumap.sh" end

[init] Snippet "check policy.sh" start

NOTICE:

Network traffic is blocked, except on management interface (if using one).
To unblock network traffic, please setup the network security policy.

[init] Snippet "check policy.sh" end
[init] Snippet "change passwd network.sh" start

2.4. YctaHoBUTe HagexHble naponu ans nonb3osaTenen admin, user u root:
Do you want to change the password for "admin" user? [Yes]

New password:
Retype new password:
passwd: password updated successfully

Do you want to change the password for "user" user? [Yes]

New password:
Retype new password:
passwd: password updated successfully

Do you want to change the password for "root" user? [Yes]

New password:

Retype new password:

passwd: password updated successfully

[init] Snippet "change passwd network.sh" end

[init] Snippet "set initialized flag network.sh" start

[init] Snippet "set initialized flag network.sh" end

[init] Snippet "remove vpndrvr conf network.sh" start

INFO: Management interface is GigabitEthernet0/0 (ethO)

NOTICE: The policy applied to the management interface will be effective only after 0S
is rebooted

[init] Snippet "remove vpndrvr conf network.sh" end

INFO [init]: Initialization completed

INFO [init]: Some settings will take effect after OS reboot only.

2.5. Tlpouenypa uHuumnanusaumm kpuntowwntosa Hubl 3aBeplieHa, nepesarpysmrte yCTPOMCTBO:

sterragate] reboot
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Hactponku PKI (3anpocbl 1 ceptudmkathbl)

MpoaykT He noaaepxuBaeT pasHOCTHbIe (delta) cnucku oT3biBa cepTMdUKaToB, TONbKO 6a3oBble. YuuTbiBanTe
370 npu BbIbOpe unu passepTbiBaHumn YLI.

Ona ayteHTudmkaumm naptHepoB no IPsec MOXHO ncnonb3oBath LMdpPoBbie cepTudMKaThl, BbiNyLLEHHbIE MPK
nomowm ceptuduumpoBaHHoro CK3W, wnu npegBapuTenbHO pacnpefenieHHble KawuW, CO3[4aHHble B
COOTBETCTBMU C NpaBuiamMmu nosnb3osaHns CK3W.

3anpoc Ha cepTudukaT kpunToLLno3a byaeT creHepupoBaH Npu NOMOLLM YTUNWTLI cert mgr, NpW 3TOM ByaeT
MCMONb30BaH CO3[aHHbIA PaHEE KOHTENHEP C 3aKPbITbIM KIHOYOM.

[aHHbln 3anpoc anga ero nocnepywowen goctaskm Ha YL 6ygetr coxpaHeH Ha USB Flash Hakonutens.
CoxpaHeHne 3anpoca Ha USB Flash HakonuTens Heobxoaumo And crnydvasi, KOrga BblBOA KPUMATOLUNHO3a
NPOUCXOOMT Ha 3KpPaH MOHWUTOpA, €CNN BbIBOA MPOUCXOOAMT Ha KOHCOMb M €CTb BO3MOXHOCTb BbIMNOSHUTL
KOMMpoBaHMeE 1 BCTaBKY, TO TEKCT 3anpoca MOXeT ObITb BbIBEAEH Ha KOHCONb B KoanpoBke BASEG4.

HacTtpolika ocyLecTBnseTcs B KOHCOMMW yrnpaBneHusl.

Mpn BbINOMHEHUN CTOPOHHMX KOMaHA B KOHCOMW ynpaBreHUs 1 B KOHCOMM cisco-like nepen komaHAoOM HY>XHO
yKa3blBaTb KIOYEBOE CMOBO run.

1. BounauTe B KOHCONb yrnpaBneHns nof y4eTHOMW 3anmcbio agMMHUCTparopa:

sterragate login: admin
Password:
Integrity level: 63

2. BbinonHuTe KomaHay deploy C ykasaHuem id kpuntownt3a (B gaHHoOM npumepe — Hubl) n BBeagute
mpaHcnopmHbIil naposnb (Transport Password) (NpyM STOM BbLINOMHSAETCA 3arpy3ka AaHHbIX ¢ pabodero
HOCUTENS B onepaTyBHY NamATb 1 3anyck VPN noacncreMbl KpUnToLuso3a):

sterragate] deploy Hubl
Transport password:

Your configuration was deployed successfully

3. Ybegutecb, 4TO KOHTeVIHep C 3aKpbITbIM KITHOHOM Obin ycnewHo MMnopTUpOBaH. [ns atoro BbINOMAHUTE
KOMaHay run cont mgr show:

sterragate] run cont mgr show

system::ram s50://Hubl 256

BraHo, 4To Ha KpMNTOLLNIO3€e NPUCYTCTBYET KOHTENHEP C UMeHeM Hubl 256, npeduKke ram s50 yKasbiBaeT
Ha TO, YTO 3TO KOHTenHep B hopmaTe S50, XpaHALLMIACH B OrnepaTMBHOMN NaMsaTU KPUMTOLLNIO3a.

4. Ybenoutecb, YTO [OBEpPEHHbIN cepTudmkaT YL Obin ycnewHo nmnoptrpoBaH B 6a3y kpunToLuntosa. [Ansa aTtoro
BbIMOSIHWTE KOMaHAy run cert mgr show:

sterragate] run cert mgr show

Found 1 certificate. No CRLs found.
1 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,O0U=RnD,CN=S-Terra CSP Test Root CA

BugHo, 4TO Ha kpunTOLWLO3e NPUCYTCTBYET JoBepeHHbIn (trusted) ceptudukar YL,
5. TleHepauus 3anpoca Ha cepTuduKaT KpUNTOLLS03a.

5.1. BcraBbte USB Flash Hakonutenb B cBobogHbii USB nopt kpuntownt3a (Hakonutenb Oyanet
aBTOMATUYECKM NPUMOHTUPOBAH).

5.2. Onpegenute umsa (ngeHtudmkaTop) USB Flash Hakonutens Ha kpynTowwniose:
sterragate] dir media:

1 drwx 4096 Mon Jan 19 11:52:41 2026 sdcl-usb- USB DISK 3.0 90

Nmsa (mgeHtndukaTtop) USB Flash HakonuTens - sdcl-usb-_USB_DISK_3.0_90.
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5.3.

5.4.

5.5.

6.1.
6.2.

6.3.

6.4.

3anycTute npouecc reHepauumn 3anpoca Ha ceptudukaT KpUMTOLWSo3a C COXpaHeHuem dhanna
3anpoca Ha USB Flash HakonuTene:

administrator@sterragate] run cert mgr create -subj "C=RU,L=Zelenograd,O=S-Terra
CSP,0U=RnD, CN=Hubl" -use exist cont -kc ram s50://Hubl 256 -fb64 media:sdcl-usb-
_USB DISK 3.0 90/Hubl.request

e KMOM —subj 3agaeT oTnmuuTensHoe nms ceptudukara (Distinguished Name, DN);

OTnnuntenbHoe ums CepTVICbVIKaTa OOJDKHO BbITh YHUKalbHbIM OJ14 KaXXAoro KpuntoLwuno3a.

e K4 —use exist cont yKkasbiBaeT, YTo OydeT NCNONb30BaH CYLLECTBYIOWMNIA KOHTENHEP;
e  KIOY —kc COAEPXUT MMSI KOHTEHepa.

e KMoy -fb64 3agaeT MecTopacnonoxeHne u opmat nNpeacTaBneHns 3anpoca Ha cepTudumkar;
Oynet ncnonb3oBaH copmaTt npeacrasneHnss BASE64 ¢ coxpaHeHuem channa 3anpoca B KOPEHb
USB Flash Hakonutens nog umeHem Hubl.request. Ecnv gaHHbIM napameTp He ykasaTb, TO
TEKCT 3anpoca byaeT HaneyaTaH Ha KOHconb B oopmaTe BASEG4S.

darnin 3anpoca 6yaget coxpaHeH B kopHe USB Flash HakonuTens:
sterragate] dir media:sdcl-usb- USB DISK 3.0 90/

1 -rwx 530 Mon Jan 19 17:31:08 2026 Hubl.request

[na 6esonacHoro ussneyeHna USB Flash HakonuTens nepengute B Linux bash n otmoHTMpyiite ero
C MOMOLLbI0O KOMaHAbl umount (MOCMOTPETb TOYKUM MOHTMPOBaHUS MOXHO NPWU MOMOLUM KOMaHAbl
mount):

sterragate] system
Entering system shell...

Password:
root@sterragate:~# umount /media/sdcl-usb- USB DISK 3.0 90

BbinauTe n3 Linux bash:
root@sterragate:~# exit

logout
Leaving system shell...

Boeinyck ceptudmkaTa kpuntoLwwno3a Ha YL n nmnopTtuposaHme ceptudumkata B 6asy Npogykra.

[ocTaBbTe panin 3anpoca Ha YL 1 BbinycTUTEe N0 HEMY cepTUdUKAT KpMNTOLLO3a.

CkonupyiTe BbINyLWEHHbIN cepTudmKaT AN KpUNTOLMo3a nog MMeHeMm Hubl.cer B kopeHb USB
Flash HakonuTens.

Mopgkntounte USB Flash Hakonutenb ¢ dpannom cepTudpmkata B cBoboaHbii nopt USB Ha
KpMNTOLUItO3E.

Ybeautech B Hannyuumn ceptudmkata Ha USB Flash Hakonutene:
sterragate] dir media:sdcl-usb- USB DISK 3.0 90/

1 -rwx 612 Mon Jan 19 15:33:40 2026 Hubl.cer
2 -rwx 530 Mon Jan 19 17:31:08 2026 Hubl.request

CoxpaHsiite ceptudukatbl. OHM MOry nNoHagobuTbCs B Crlydae BOCCTAHOBIIEHUSA KPUMTOLUMO3a Mpu
oTtkaze HDD/SSD aucka.

6.5.

6.6.

WmnopTtupyinTe ceptudpmkat B 6a3y KpunToLumnto3a:
sterragate] run cert mgr import -f media:sdcl-usb- USB DISK 3.0 90/Hubl.cer
Y6enutech, 4To cepTucmkat ycnewHo MMnopTMpoBaH:

sterragate] run cert mgr show
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Found 2 certificates. No CRLs found.
1 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hubl

BugHo, 4to ceptudpmkaT kpuntowno3da umnoptuposaH kak local (local o3HavyaeT, YTO AnNs AaHHOro
cepTndukaTa eCTb COOTBETCTBYIOLLMI 3aKPbITbLIN KITHOY B KMHOYEBOM KOHTENHepe).

6.7. BblinonHMTe NpoBepKy cTaTtyca cepTuduKaToB:
sterragate] run cert mgr check

1 State: Inactive C=RU,L=Zelenograd,O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root CA
Certificate can not be verified.

2 State: Inactive C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD, CN=Hubl
Certificate can not be verified.

MpumevaHune - BugHo, 4To BCe cepTudmkatbl nmeroT crtaTyc Inactive (HeakTMBHbIN) C NMOMETKOMW:
«Certificate can not be verified» (cepTndmkat He MmoxeT 6bITb NpoBepeH). [NpuUMHON aTOMY ABNSIETCS
BKIMIOYEHHbIM MO YMOMYaHUIO B KOHCOMM Ccisco-like MexaHu3sM npoBepKM CrMcka OTO3BaHHbIX
ceptndukaTtoB (ganee COC mnm CRL). Tak kak B 6ase kpuntowntoda COC oTcyTcTByeT, NO3TOMY
npoBepka He MOXeT bbITb ocylecTBneHa. [lanee 6yget onncaH NpoLecc HacTPONKM aBTOMAaTUYECKOM
sarpy3kn COC u umnoptmupoBaHue ero B 6a3y kpuntownto3sa. 3arpyska COC ocywectBnsetcss no
npotokony HTTP ¢ 3agaHHON NeprMognyHOCTbIO.

HacTtpoika naponen goctyna k koHconu cisco-like

1. Bowngute B cisco-like KOHCOMb U3 KOHCONW YNpaBfeHUs:

Monk3oBaTenke 1 Naposnb N0 YMOMYaHUK cscons, csp. OBs13aTENbLHO CMEHUTE Naponb ANg Nnonb3oBaTens
cscons, TaK Kak nod 3TMM Nonb3oBaTenem ocyllecTBnseTca Aoctyn no SSH B cisco-like koHconb. Takke He

3abygbTe CMEeHUTb enable naponb.

sterragate] configure

Entering cs_ console...
Password:
sterragate#

2. CmeHute naporsb Angd nonb3oBaTensa cscons U Ha enable!
sterragate#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

sterragate (config) #username cscons secret 0 IIAPOJIb
sterragate (config) #enable secret 0 MNAPOJIb

HacTpouka ceTeBbIX napameTpoB

M3meHeHMe COCTOSIHUS WHTepdbeiicoB M HasHaveHue [P agpecoB nNpuMMEHsIOTCS cpady Mocfne BBoAa
cooTBeTCTBYHOLWNX KomaHza. [MonuTuka 6Ge3onacHOCTM NpPUMEHSIeTCA nocne Bbixoga W3 pexuma
KOHUTypUpoBaHuA (ceTeBble MapLLUPYTbl OTHOCSATCS K NONUTUKe 6e3onacHoCcTy).

1. 3apaiiTe UMs yCcTpoOUCTBa:
sterragate (config) #hostname Hubl
2. Bknounte BHEWHWNW GigabitEthernet0/0 W BHYTPEHHWA GigabitEthernet0/1 uHTepdencol. B

3aBMCUMOCTU OT NapaMeTpoB CeTeBOro MHTepcbePlca ero Mg MOoXeT OTIIn4aTbCA OT GigabitEthernetN/M
N UMeTb UMeHa, Hanpumep FastEthernetN/M, TenGigabitEthernetN/M:
Hubl (config) #interface range GigabitEthernet 0/0 - 1

Hubl (config-if-range) #no shutdown
Hubl (config-if-range) #exit

3. Yb6eputecb, 4TO MHTEpPdENCH aaMUHUCTPATMBHO BKMOYeHbl U line protocol (cnocobHocTb MHTepdeica
nepegaBaTb NakeTbl B AaHHbIA MOMEHT) HaXOAMTCSA B COCTOSIHWM UP:
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Hubl (config) #do show interfaces

GigabitEthernet0/0 is up, line protocol is up
Hardware address is 000c.29eb.5a9%6
Internet address is 192.168.4.1/24
MTU 1500 bytes

GigabitEthernet0/1 is up, line protocol is up
Hardware address is 000c.29eb.5aal
MTU 1500 bytes

Mpumevanune - Ecnn line protocol HaxoauTca B cocTosiHum down, TO NpoBepbTe NOAKMYEHUE CETEBOrO
NHTepdenca KpUNTOLLUNI03a K KOMMYTaLMOHHOMY UNK NpodYemMy 060pya0BaHUIo.

4. 3apante IP agpeca B COOTBETCTBMM CO CXEMOW CTEHAA HA BHELLUHEM GigabitEthernet0/0 U BHYTPEHHEM
GigabitEthernet0/1 nHTEepdencax:

Hubl (config) #interface GigabitEthernet 0/0

Hubl (config-if) #ip address 172.16.100.2 255.255.255.0
Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/1

Hubl (config-if) #ip address 192.168.100.1 255.255.255.0
Hubl (config-if) #exit

5. 3agaiiTe MapLpyT No yMOr4YaHuio Yepes yCTpolcTBo Routerl:

Hubl (config) #ip route 0.0.0.0 0.0.0.0 172.16.100.1
Hubl (config) #exit

6. [lpoBepbTe AOCTYNHOCTb yCTponcTBa Routerl:
Hubl#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seqg=1 ttl=64 time=0.349 ms
108 bytes from 172.16.100. icmp seqg=2 ttl=64 time=0.305 ms
108 bytes from 172.16.100. icmp seq=3 ttl=64 time=0.296 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp segq=4 ttl=64 time=0.394 ms

e

icmp seq=5 ttl=64 time=0.254 ms

--=172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 102ms
rtt min/avg/max/mdev = 0.254/0.319/0.394/0.051 ms

HacTtpouka wundposaHus
1. lMapameTpsbl IKEV2.

1.1. Cospante Habop napameTpoB ayTeHTUMKaUMM C WCMONb3OBaHWEM CepTUdUKATOB B pamkax
npotokona IKEvV2 nog nmMeHem IKEv2 AUTH:

Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Hubl (config) #crypto ikev2 authentication sig IKEv2 AUTH

1.2. YkaxuTe B kayecTBe Tuna naeHtudukaTopa (identity) otnmumtensHoe nvs (Distinguished Name, DN)
x509 cepTtudumkara:

Hubl (conf-ikev2-auth) #identity dn
Hubl (conf-ikev2-auth) #exit

1.3. Cospavite Habop anroputmoB nog HomepoM 1 ans 3awuTsbl IKEV2 TyHHENS:

Hubl (config) #crypto ikev2 proposal 1

Hubl (config-ikev2-proposal) #encryption magma

Hubl (config-ikev2-proposal) #group gost3410-12-256
Hubl (config-ikev2-proposal) #prf streebog512

1.4. Cospgante nonutnky IKEv2 nog Homepom 1 n gobaBbTe B Hee CO3AaHHbIN Bbille HAabop anropMTMOB:
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1.5.

Hubl (config) #crypto ikev2 policy 1
Hubl (config-ikev2-policy) #proposal 1
Hubl (config-ikev2-policy) #exit

Cospawte npodunb HacTpoek IKEv2 nog umeHem IKEv2_ALGS:

Hubl (config) #crypto ikev2 profile IKEv2 ALGS

1.5.1. YkaxuTe ncnonb3oBaHUe NONUTUKN 1:

Hubl (config-ikev2-profile) #set policy 1

1.5.2. YkaxwvTe co3gaHHbIn paHee Habop napameTpoB ayTeHTUdMKkauum IKEv2 AUTH AnS NokKanbHon
ayTeHTudmKaLmm n ayTeHTumkaLmm naptHepa:

Hubl (config-ikev2-profile) #authentication local IKEv2 AUTH
Hubl (config-ikev2-profile) #authentication remote IKEv2 AUTH

1.5.3. HactpowTte napametpsl DPD (dead peer detection), cpabaTbiBatoLlero no oTCyTCTBUIO BXOASLLENO
Tpaduka B IPsec unu B IKEV2 TyHHene:

Hubl (config-ikev2-profile) #dpd 3 on-demand
Hubl (config-ikev2-profile) #exit

lMpumeyaHune: ecnm B TyHHeNne B TeyeHWe 3 CeKkyHO OTCYTCTBYeT BXOAAWMW Tpaduk, HO
NPUCYTCTBYET UCXOAALWMNA, TO ByaeT nHmummposaHa DPD ceccus. Ecnv napTHep He oTBeYaeT Ha
DPD ceccuio, To BbINONHAETCA nonbiTka nepectpoenus IKEv2 un cooTtBetcTBylowero IPsec
TYHHENs.

2. [MapameTpsl IPsec.

2.1.

2.2.

2.3.

2.4.

OTkntounte obHoBrneHue knova IPsec SA no OOCTMXKEHMIO onpeferieHHoro obbema nepefaHHoro
Tpacdumka (STO MO3BOMMUT YBEMNWYUTb MPOU3BOOUTENBHOCTL W CHU3UT MOTEPU NMPU MHTEHCUBHOM
Tpadumke; paspeweHo ANns KOMOWHMPOBAHHBLIX anNropuTMOB LUMMPOBAHWS, WCMOMb3YEMbIX B
HacTodweM [OOKYMeHTe, TaK KakK B HUX €CTb BCTPOEHHble MeXaHWU3Mbl OBHOBMEHUS KIOYEN MO
OOCTWDKEHUIO onpeaeneHHoro oobema nepegaHHoro Tpaduka):

Hubl (config) #crypto ipsec security-association lifetime kilobytes unlimited

Cospante Habop anroputmoB ¢ umeHeM IKEV2_IPSEC_ALGS ans 3awuTbl IPsec TyHHenen (B AaHHOM
CLieHapum Ucnonb3yeTcsd KOMOUHUPOBAHHbLIN anropuTMm WKdpoBaHma u nvntosawmTel FTOCT 34.12-
2015 Marma B pexxume MGM):

Hubl (config) #crypto ikev2 ipsec-proposal IKEv2 IPSEC_ALGS
Hubl (ipsec-proposal) #esp encryption magma-mgm
Hubl (ipsec-proposal) fexit

Cospawte cnucok goctyna (ACL) ana IPv4 Tpaduka, KOTOPbIN HYKHO 3alUmLLaTe MEXAY LLeHTparnbHbIM
ocmcom n omnunanom:

Hubl (config) #ip access-list extended IPSEC ACL HUB1 AND SPOKE1
Hubl (config-ext-nacl) #permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
Hubl (config-ext-nacl) fexit

CospanTte kpunto-kapTy (Mms VPN, pasgen 1) ans noctpoeHus IPSec TyHHens Mexay LeHTpanbHbIM
oducom 1 unmarnom:

Hubl (config) #crypto map VPN 1 ipsec-isakmp

2.4.1. YkaxuTe CNMCOK OOCTyNa ANng 3aluuiaemoro Tpaduka:

Hubl (config-crypto-map) #match address IPSEC ACL HUB1 AND SPOKE1
2.4.2. YxaxuTe Habop anroputMoB And 3awuTsl IPsec TyHHenen:

Hubl (config-crypto-map) #set ikev2-ipsec-proposal IKEv2 IPSEC ALGS
2.4.3. Tpukpenute IKEV2 npodunk K KpuntokapTe:

Hubl (config-crypto-map) #set ikev2-profile IKEv2 ALGS
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2.4.4. Ykaxute IPv4 agpec napTtHepa no IPsec, B AaHHOM cLeHapuM 3TO BHewHun IPv4 agpec
ycTponcTBa Spoke1 (ecnu KpunTOLLIHO3 HaxoAuTCs 3a YCTPOMCTBOM, BbinonHswowmM NAT, To
YKa3bIBaeTCs ero BHELUHWIA aapec):

Hubl (config-crypto-map) #set peer 172.16.1.2

2.4.5. BknounTEe aBTOMATMYECKYIO U MHTENNEKTyalnbHYl0 KOPPEKTUPOBKY 3HayeHuss MSS (BenunyuHa
noabupaeTtcs B 3aBMCMMOCTU OT anroputma wudpoBaHmsa n MTU Tpacchl) ans ncxogsuwero TCP
Tpaduka, 4TODObl ero nakeTbl MMenu OnTUMarnbHbiA pasmMep U He dparMeHTMpoBanNuCh
KpUNTOLLMIO30M (OaHHas HacTpovika AOMmKHa OblTh 3aava C ABYX CTOPOH):

Hubl (config-crypto-map) #set security-association mss-fix out
2.4.6. BknouynTe TYHHENbHbBIN pexum IPsec:

Hubl (config-crypto-map) #set mode tunnel

2.4.7. Bknounte npecparmeHTaumio (CHayana Tpaduk oparmMeHTMpyeTcs, NoToM 3aLungpoBbIBaETCS),
yTOObl B HEOOBEPEHHON ceTu He OblNo (parMeHToB (HEKOTOpble WHTEPHET-MpoBangepsbl
OnokvpyloT  dparMeHTbl) WM 4YTOObl  CHU3NTb  BEPOATHOCTb  JIOXKHOrO  yganeHus
dparmMeHTUPOBaHHbIX MaKeToOB NPU UHTEHCUBHOM Tpaduke:

Hubl (config-crypto-map) #set pre-fragmentation
Hubl (config-crypto-map) #exit

2.5. Tpukpennte cosgaHHyo KpUNTo-KapTy VPN K BHewHeMy WAN unHTepdeicy GigabitEthernet0/0:

Hubl (config) #interface GigabitEthernet0/0
Hubl (config-if) #crypto map VPN

3. [MpymeHuTEe HaCTPONKK:

Hubl (config-if) #end

Hactpoika nonutuku o6pabotku COC (CRL)

B uenax 6e3omacHOCTM HACTOATENBHO PEKOMEHAYEeTCSA BKIYaTh MPOBEPKY CMMCKOB OT3biBa CepPTUMKATOB.
PasHocTHbIe cnnckn oTo3BaHHbIX cepTudmkartos (delta CRL) He nopaepxuBatoTcs.

1. Bknioyute nposepky COC:

Hubl#configure terminal
Hubl (config) # crypto pki trustpoint s-terra technological trustpoint
Hubl (ca-trustpoint) # revocation-check crl

MpumevaHue - Ecnu no obocHoBaHHbIM NpuyuHam umcnonb3oBaHne COC HEBO3MOXHO, TO BbIKIHOYMTE
npoBepky COC n He BKkniovyanTe aBTomMarmyeckyro 3arpysky COC (komaHaa crl download .. HUXe):

Hubl (ca-trustpoint) # revocation-check none

2. Bkntounte aBTOMaTUYECKytO 3arpysky W wumnoptupoBaHue B 6asy [lpogykta cnucka OTO3BaHHbLIX
ceptudmkatos ¢ HTTP cepsepa CRL_distribution_point:

Hubl (ca-trustpoint)# crl download group ROOTCA http://172.16.101.15/certcrl.crl
3. HactponTte nepuogunyHocTtb 3arpy3ku COC B 60 MUHYT (N0 ymMonyaHuio 24 yaca):

Hubl (ca-trustpoint)# crl download time 60
4. TpumMeHnUTEe HaCTPONKM:

Hubl (ca-trustpoint) #end
5. TlpoBepbTe 3arpyxeH nu COC B 6a3y NpoagykTa:

Hubl#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Hubl

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA
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MpumeyaHus:
1. Ecnn COC He 3arpyswuncs, To NpoBepbTe hann XypHana, Hanpumep:
Hubl#run grep getcrls daemon /var/log/cspvpngate.log

2. Ytob6bl He xpgaTb cnepytowero nepuoga 3arpy3km COC moxHO nepesanyctutb cepsuc (getcrls)
3arpysku COC Bpy4Hyto:

Hubl#run systemctl restart getcrls.service
3. HauumHas c Bepcun 5.0 COC moxHO yaanutb 13 6asbl MNMpogykra:
Hubl#run cert mgr remove -i <N>

3 OK CRL: C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

6. BbinonHuTe NpoBepKy cTaTyca cepTudmkaToB B 6ase MpoaykTa:
Hubl#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hubl

HacTpoiika MexceTeBoro akpaHa

HaunHaa c Bepcum 5.0 Obinm cyuwlectBeHHO AopaboTaHbl byHKUuMM (ynydweH ¢yHKUMOHAn, MOBbIWEHbI
CTabunbHOCTb M MNPOU3BOAUTENBHOCTE) MEXCETEBOr0 3KPAHUPOBAHUA, OCYLLECTBRSOWME unbTpaumio ¢
KOHTporneMm coctosaHus ceccun (stateful gns npotokonos TCP n UDP). B cBA3M ¢ 9TMM, C UeNbio NOBbILLEHUS
6e3onacHOCTW, Mbl HACTOATENBHO PEKOMEHAYEM UCMONb30BaTh AAHHbIA OYHKLMOHAN.

B «C-Teppa LUnio3 KB» 5.0 mexceTeBOW 3KpaH C KOHTPONEM COCTOsiHUSI ceccun (stateful) peanusoBaH
aHanornyHo dyHkumoHany Context-Based Access Control (CBAC) B Cisco 10S, HO nmeeT psag npenmyLLecTs:
NMOMMMO TPaH3UTHOro Tpadumka Takke KOHTPONMpyeTca TpaduK, NpegHas3HavYeHHbIN Ansi CamMoro KpMMTOLLI3a,
TO ecTb naywun B TCP/IP ctek OC.

HacTtporika MmexceTeBoro akpaHa OCyLLeCTBNASTCA M3 Cisco-like koHconwn.

Mo ymonuaHuio Ha Bcex ceTeBbIXx MHTepdencax IPv6 Tpadumk 3abnokMpoBaH — KomaHga ipvée default
filtering deny, ecnu TpebyeTtca paspewnTb IPV6 TpaduK, TO HYXKHO BbIMOMHUTL KOMaH4y ipv6 default
filtering permit n ganee yxe cunbtpoBath IPv6 Tpadmk no aHanorum c IPv4. MNMogpobHoe onucaHune
paboTbl AaHHOW KOMaHAbl npuBedeHo B cueHapum «OpraHmsauus 3aliMWweHHOro B3auModenCTBUS MeXAy
noaceTaMM LeHTpanbHoro oduca u punmanos nocpeactsom IPsec VPN TyHHens (npotokon IPv6)».

1. Cospavite ceTeBoM object-group C MMeHeM SELF Ansa xpaHeHust B Hem WAN agpecoB KpunToLwunosa ¢
LleNnblo ganbHenwero ero ncnornb3oBaHusi B ACL:

Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl (config) #object-group network SELF

Hubl (config-network-group) # remark WAN IP
Hubl (config-network-group) # host 172.16.100.2
Hubl (config-network-group) #exit

2. Cospawte ACL c meHeM FW_INPUT WAN Ans sxogsaulero Ha WAN nHTepdeinc Tpaduka:

Hubl
Hubl
Hubl
Hubl
Hubl
Hubl

config) #ip access-list extended FW_INPUT WAN
config-ext-nacl)# permit udp any object-group SELF eq 500
config-ext-nacl)# permit udp any object-group SELF eq 4500
config-ext-nacl)# permit icmp any object-group SELF
config-ext-nacl)# permit esp any object-group SELF
config-ext-nacl)# exit

MpumevaHue - OaHHbin ACL paspellaeT Bxogsawme nakeTbl npotokonos IKEv2, ESP, ICMP, a octanbHble
GroKMpyeT TONbKO AMNsi Cny4vasl, korga KpUnToLio3 SBMSETCS OTBETYMKOM BRepBble. Ecnv KpunTowwmos
SIBNSAETCA MHMLMATOPOM UM OTBETYMKOM B paMKax paHee CO34aHHOM CEeCcCun, TO OTBETHbIE NakeThl byayT
paspelleHbl, Tak Kak COrracHo anroputmy paboTsl stateful dwnbTpaumm AvHamudeckne paspeluaroLlme
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3.

5.

npasurna bornee NpMopuTETHBI YeM cTaTnyeckue. Stateful pmnbTpauusa 6ygeT HacTpoeHa ganee B AaHHOM
pasgene. uHamudeckne npasuna stateful punetpauum B cisco-like koHconu HE oTobpaxatotcs, nx MoXHO
MOCMOTPETb NPY MOMOLUM YTUNUTLI fwconn mgr C MApamMeTpom show.

Cospanite npaBuna uHcnekTnpoBaHua (stateful) Bcero TCP n UDP Tpadwuka 1 3agante Heobxoammoe
MakcMManbHoOe KonmnyectBo ceccun (B Bepcum 5.0 gaHHas KomMaHga ycTaHaBnvMBaeT MakcumarbHoe
konm4ecTBo ceccun ans IPv4 n IPv6):

Hubl (config) #ip inspect name INSPECT tcp
Hubl (config) #ip inspect name INSPECT udp
Hubl (config) #ip inspect tcp sessions-max 256000
Hubl (config) #ip inspect udp sessions-max 65536

Mpukpenute npaBuna MexXceTeBOro 3kpaHupoBaHuss Ha WAN uHTepdenc GigabitEthernet0/0
(obpatute ocoboe BHMMAHWE Ha HanpasreHue npasun UAbTPaLMKM, CAWCOK JocTyna FW INPUT WAN
npukpennsaeTca Ans BXOASWMX B MHTepdenc naketoB — in, a npaeBuno INSPECT stateful domnbTpaunm
NpUKpennsaeTcs 4 NCXoaawWwmnx ¢ uHTepdernca nakeTos — out):

Hubl (config) #interface GigabitEthernet0/0

Hubl (config-if)# ip access-group FW INPUT WAN in
Hubl (config-if) # ip inspect INSPECT out

Hubl (config-if) #fexit

Hubl (config) #end

OnumoHanbHO: ecnn He0BX0ANMO BKITHOUNTE ayauT NOCTPOEHMS U 3aBepLUeHmns ceccui (MHdopmauus byaet
B /var/log/cspvpngate.log), TO 3TO MOXHO cAoenatb KOMaHaou:

BknioyeHne ayauta cHwxkaeT npousBoauTenbHOCTb stateful mnbTpaumm n cylwecTBeHHO pacxoayeT
ANCKOBOE MPOCTPaHCTBO. Mcnonb3ayinTe ayamT B cny4vae, korga 3To onpaegaHo.

Hubl (config) #ip inspect audit-trail

Mpumep paboTbl ayguTa:

2024-01-11T14:11:01.961041+03:00 Hubl vpnlogsvc: 00290014 TCP session created:
initiator 172.16.100.2:47778 -> responder 172.16.100.1:22
2024-01-11T14:11:32.757597+03:00 Hubl vpnlogsvc: 00290001 TCP session closed: initiator

172.16.100.2:47778 sent 4592 bytes -> responder 172.16.100.1:22 sent 5800 bytes
2024-01-11T14:11:36.833870+03:00 Hubl vpnlogsvc: 00290014 UDP session created:
initiator 192.168.100.100:40060 -> responder 10.0.0.16:53
2024-01-11T14:11:36.833921+03:00 Hubl vpnlogsvc: 0029000f UDP session closed: initiator
192.168.100.100:40060 sent 47 bytes -> responder 10.0.0.16:53 sent O bytes

OnuMoHanbLHO: CoXpaHeHWe KOHTPOJbHbIX CYMM KOH(hUrypauum

Mocne 3aBeplieHna npouecca KOH(bVII'ypaLI,VIVI €CTb BO3MOXHOCTb COXPaHUTb KOHTPOJIbHYKD CYMMY HacCTpOeK
KpunToLuso3sa. [ns atoro nepe|7|,£|,V|Te B KOHCOMb ynpaBneHnus N BbINONMHUTE KOMaHAY record checksum Hubl:

Hubl] record checksum Hubl

I'Ipm 9TOM Ha pa60HeM KIlo4eBOM HOCUTENE CO30aEeTCA cbaﬁn C KOHTPOJ1IbHbIMN CYyMMaMu TeKYLLUUX HaCTpPOeK,
BKIOYasa criegyrwine:

Cisco-like n LSP koHdurypauus;
JlokanbHble cepTudukaTol;
HacTpolikmn npoTokonMpoBaHus;
Hactpoiikn VPN gpansepa.

lMocne aToro nNpuv BbINOMHEHUN KOMaHAbl deploy B KOHCOMNKM ynpasneHust nepeg 3anyckom VPN cepsuca 6yget
BbIMOSIHATLCA MNPOBEPKa KOHTPONbHbIX CYMM, B crnyvyae OOHapyxeHus HecoOoTBeTCTBUsi OyaeT BblBe4eHO
npegynpexgeHne n VPN cepBuc 3anywieH He Oyget. [ns oOGHOBNEHWMS KOHTPOMbHBIX CYMM HYyXHO 6yget
NMOBTOPHO BLINOMHUTL KOMaHAy record checksum Hubl B KOHCOMUW yrpaBneHUs KpUNToLLo3a.
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HacTtpovika kpunTownto3a Hubl 3aBeplueHa.
B MpunoxeHuy npegcTaBneHbl TEKCTbl KOHUIypaumn ansa kpuntowwnosa Hubl:

e TeKCT KoHconu cisco-like;
e TekcT LSP.
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Hactpouka kpunTtownto3a Spoke1

HacTtpovika kpunTowrto3a Spokel nponcxoguTt aHanornyHo Hactporike Hubl. Bce AencTBus Ha KpUNTOLUIO3e
Spokel BbINONHATCA AOMUHUCTPATOPOM CETW.

B MpunoxeHuu npeactaBneHbl TEKCTbl KOHUIypaLmn Ansa kpuntoLunosa Spokel:

e TEeKCT KoHconu cisco-like;
e TekcT LSP.
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MpoBepka paboTOCNOCOOHOCTM CTEHAA

MpoBepky paboToCcnoCOBHOCTM HYXKHO BINOMHATL MOCHE 3aBEPLLEHUS] HACTPOWKMA BCEX YCTPOMCTB CTEHAA.

MpoBepka IP cBA3HOCTU

1. TlpoBepbTe, YTO C KpMnTOLN030B No ICMP goctyneH wnto3 no ymonyarnuto (Routerl). [1ns 3Toro BbINOAHUTE

KoMaHay ping m3 cisco-like KOHCONM COOTBETCTBYIOLLEIO KPUMNTOLLMIO3A.

Hubl#ping 172.16.100.1

PING 172.16.100.1
108
108
108
108
108

(172.
172.16.1
172.16.1
172.16.1
172.16.1
172.16.1

bytes from
bytes
bytes
bytes

bytes

from
from
from
from

5 packets transmitted,
rtt min/avg/max/mdev =

Spokel#ping 172.16.1.1

PING 172.16.1.1
108 bytes
108 bytes
108 bytes
108 bytes
108 bytes

from
172.16.
172.16.
172.16.
172.16.

from
from
from
from

5 packets transmitted,
rtt min/avg/max/mdev =

(172.16.
172.16.1.

e e

16.100.1)
00.1:
00.
00.
00.
00.

e

5 received,

100(128)
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

icmp seqg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seqg=5

172.16.100.1 ping statistics ---

0% packet

time
time
time
time
time

loss,

0.225/0.387/0.918/0.267 ms

e e e e

172.16.1.1 ping statistics ---

5 received,

.1) 100(128)
icmp seqg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

0% packet

time=0.
time=0.
time=0.
time=0.
time=0.

loss,

0.244/0.368/0.771/0.202 ms

bytes of data.

=0.918
=0.250
=0.306
=0.225
=0.238

time

bytes of data.

771
282
276
268
244

time

4081ms

ms
ms
ms
ms
ms

4096ms

ms
ms
ms
ms
ms

BuaHo, uto yctporcteo Routerl goctynHo no ICMP co Bcex KpunTOLLSIH030B.

2. [lposepbTe,

4yTo C 3awmwaembix yctponcte Host-b-hubl wn Host-b-spokel pocTtyneH no

ICMP

COOTBETCTBYIOLLMIA KPUMNTOLLUMIO3, KOTOPbIN SBNSAETCA LUMK30M MO yMOMYaHuto. [na 3TOro BbIMOSHUTE
KoMaHay ping u3 linux bash koHconu salumLlaemMbIX YCTPOUCTB.

root@Host-b-hubl:~# ping 192.168.100.1 -c 5

PING 192.
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

168.100.1
192.
192.
192.
192,
192,

(192
168.1
168.1
168.1
168.1
168.1

from
from
from
from
from

.168.100.1) 56(84) bytes of data.

00.1: icmp seg=1 ttl=64 time=0.469 ms
00.1: icmp seg=2 ttl=64 time=0.398 ms
00.1: icmp seg=3 ttl=64 time=0.411 ms
00.1: icmp seg=4 ttl=64 time=2.47 ms
00.1: icmp seg=5 ttl=64 time=0.428 ms

---192.168.100.1 ping statistics ---
0% packet loss,
0.398/0.834/2.467/0.816 ms

5 packets transmitted,
rtt min/avg/max/mdev =

root@Host-b-spokel:~#

PING 192.
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

168.1.1 (192.1
192.
192.
192.
192.
192.

from
168.
168.
168.
168.

from
from
from
from

---192.168.1.1 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev =

168.1.

e e

5 received,

ping 192.168.1.1 -c 5

68.1.1) 56(84)

1: icmp seqg=1 ttl=64
1: icmp seqg=2 ttl=64
1: icmp seqg=3 ttl=64
1: icmp seg=4 ttl=64
1: icmp seqg=5 ttl=64

5 received,

time=2.
time=0.
time=0.
time=0.
time=2.

0% packet loss,
0.390/1.357/2.808/1.000 ms

time 4006ms

bytes of data.

854
444
390

time 4006ms

81 ms

ms
ms
ms

29 ms
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BuaHo, 4To co Bcex 3allmLLiaeMblX YCTPOUCTB COOTBETCTBYHOLLME KPUMTOLLMIO3bI AOCTYMHbI Mo ICMP.

3. TlpoBepbTe, UTo € KpmnTownto3da Hubl goctynen no ICMP kpuntownto3 Spokel (No BHELLHEMY UHTEPdENCY).
[nsa aToro BeINONHUTE KOMaHAy ping M3 cisco-like koHconu kpunTownosa Hubl.

Hubl#ping 172.16.1.2

PING 172.16.1.2 (172.1
108 bytes from 172.16.

6
1.
108 bytes from 172.16.1
1
1
1

.1.2) 100(128) bytes of data.

2.

.2: dicmp seg=2 ttl=63 time=0.416 ms
108 bytes from 172.16.1.2

2

2

icmp seg=1 ttl=63 time=0.802 ms

icmp seg=3 ttl=63 time=0.449 ms
108 bytes from 172.16.
108 bytes from 172.16.

icmp seg=4 ttl=63 time=0.393 ms
icmp seqg=5 ttl=63 time=0.485 ms

--- 172.16.1.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4083ms
rtt min/avg/max/mdev = 0.393/0.509/0.802/0.149 ms

BugHo, uto ¢ kpuntownio3da Hubl goctyneH no ICMP kpuntowwnto3 Spokel.
Mposepka PKI

1. TlposepbTe, 4TO Ha KpunTowwstodax COC nmnoptupoBaH B 6a3y MNpoaykTa. [ins 3T0ro BbINONHUTE KOMaHAY
run cert mgr show U3 cisco-like KOHCONMM COOTBETCTBYIOLLErO KPUMTOLLIO3A.

Hubl#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Hubl

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spokel#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BugHo, uto Ha kpuntownto3ax COC wmmnoptupoBaH B 6a3y [Mpogykra. Ecnn atoro He npowm3owro, To
npoeepbTe hann xypHana (komaHaa run grep getcrls daemon /var/log/cspvpngate.log)u, npu
HeobXxo4MMOCTH, Mepe3anycTuTe CcepBuUC aBTomMaTuyeckon 3arpy3km COC (komaHga run systemctl
restart getcrls.service).

2. TlpoBepbTe, YTO Ha KPMMNTOLLIO3aX CTaTyC BCcex cepTudpmkatos Active. [1ns 3TOro BbINOMHUTE KOMaHAY run
cert mgr check 13 cisco-like KOHCONM COOTBETCTBYIOLLIETO KPUNTOLLIMIO3A.

Hubl#run cert mgr check

1 State: Active C=RU, L=Zelenograd, 0O=S-Terra CSP,OU=RnD,CN=Hubl
2 State: Active C=RU, L=Zelenograd, 0O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

Spokel#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spokel
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

BnaHo, 4TO Ha KpunTOLWWNI03ax cTaTyc Bcex cepTudukaTos Active. Ecnu ctaTyc Inactive, To nposepbTe:

e 3arpyxeH niu COC B 6a3y NpoaykTa;
e npaBWmbHbI M OAMHAKOBbI fM AaTa U BPEMSI Ha BCEX KPUMTOLLSIH03aX.

MpoBepka NOCTPOEHNA 3aLUMULLEHHOro COeaANHEHMS

1. VIHMUMMpyrTe NOCTPOEHME 3aLMLLEHHOIO COeaUHEHNsT Mexay KpunTowsnodamu Hubl n Spokel npu nomoLm
ICMP Tpachuka, noceinaemoro ¢ ycrpornctea Host-b-spokel Ha Host-b-hubl (moxHO 1 Hao6opoT). [Anga atoro
BbINONHUTE KOMaHAy ping U3 linux bash koHconu 3awwmwaemoro yctponctaa Host-b-spokel.

root@Host-b-spokel:~# ping 192.168.100.100 -c 5
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PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.100

from
from
from
from
from

192.

192

192.
192.
192.

168.
.168.
168.
168.
168.

(192
100.
100.
100.
100.
100.

.168

.100.100) 56(84)
100:
100:
100:
100:
100:

icmp seg=1
icmp seq=2
icmp seqg=3
icmp seqg=4
icmp seg=5

---192.168.100.100 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

bytes of data.

time=884 ms

time=0.
time=0.
time=0.
time=0.

0% packet loss, time

0.721/177.445/884.027/353.291 ms

721 ms
880 ms
819 ms
781 ms

4068ms

2. TpoBepbTe, YTO Ha kpunTowso3ax Hubl n Spoke1 yctaHoBneHo 3awmuieHHoe IPsec coeauHeHue. Ons

3TOro BbINOSIHUTE KOMaHAy run sa_mgr show U3 Cisco-like KOHCONM KPUMTOLLIIO30B.

Hubl#run sa_mgr show

ISAKMP sessions:

IKEv2 connections:
(Local Addr, Port)- (Remote Addr,Port)
(172.16.100.2,500)-(172.16.1.2,500)

Num Conn-id

11

IPsec connections:
(Local Addr, Port)- (Remote Addr,Port)
(192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*)

Num Conn-id

11

Spokel#run sa mgr show

ISAKMP sessions:

IKEvV2 connections:
(Local Addr,Port)-(Remote Addr, Port)
(172.16.1.2,500)-(172.16.100.2,500) active 1395 1423

Num Conn-id

11

IPsec connections:
(Local Addr, Port)-(Remote Addr, Port)
(192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*)

Num Conn-id

11

0 initiated,

0 initiated,

0 responded

0 responded

State Sent Rcvd
active 1423 1395

Protocol Action Type Sent Rcvd

State Sent Rcvd

Protocol Action Type Sent Rcvd

* ESP tunn 528 528

* ESP tunn 528 528

BugHo, 4yto mexay kpuntowwnosdamu Hubl n Spokel yctaHoBneHo 3awmiuieHHoe IPsec coeauHeHue. Ecnun
3TOro He NMPou3oLLNOo, TO NpoBepbTe hann xypHana (koMaHaa run less /var/log/cspvpngate.log).
Mpu HeobXxooUMOCTK yBENUYbTE YPOBEHb NOrMpoBaHusa (koMaHda logging trap debugging B KOHCOMM
cisco-like) n 3aHOBO MHULUMKPYITE 3aLUMLLEHHOE COEANHEHNE.

MpoBepka paboTbl MeXCETEBOro 3KpaHa

[na npoBepku paboTbl MEXCETEBOrO 3KpaHa BbINOMHUTE NOCMNEeA0BaTENbHO CrieayoLine KoMaHabl U3 cisco-like
KOHCONW KpUNTOLLNIO30B ¥ NPOaHanu3npymnTe nx BblBOA.

Hubl#run fwconn mgr show
Hubl#run klogview -f FW,drop

2003-2026 «C-Teppa Cnlclln»

28



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakumsa 1

MpunoxeHue
KoHdhmrypaumm kpuntowntosza Hub1

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity address
crypto ipsec security-association lifetime kilobytes unlimited
username cscons privilege 15 secret 5
S$S6SRiWz4IVmSaMp6sbpYnT£SUxuadPZ9UCq4yy8/xheIEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9XNXZpRXW
A9dZ/gCK70z./
aaa new-model
!
!
hostname Hubl
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
|
|
1
1
1
!
logging console critical
|
!
crypto ikev2 proposal 1
encryption magma
group gost3410-12-256
prf streebogbl2
|
crypto ikev2 policy 1
proposal 1
|
crypto ikev2 authentication sig IKEv2 AUTH
identity dn
set identity-mapping auto
|
crypto ikev2 profile IKEv2 ALGS
authentication remote IKEv2 AUTH
authentication local IKEv2 AUTH
set policy 1
dpd 3 on-demand
|
crypto ikev2 ipsec-proposal IKEv2 IPSEC ALGS
esp encryption magma-mgm
|
object-group network SELF
remark WAN IP
host 172.16.100.2
!
ip access-list extended IPSEC ACL HUB1 AND SPOKE1L
permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
|
ip access-list extended FW INPUT WAN
permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp
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permit icmp any object-group SELF
permit esp any object-group SELF
|
ipve default filtering deny
|
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp
!
crypto map VPN 1 ipsec-isakmp
match address IPSEC ACL HUB1 AND SPOKE1
set ikev2-ipsec-proposal IKEv2 IPSEC ALGS
set ikev2-profile IKEv2 ALGS
set security-association mss-fix out
set mode tunnel
set peer 172.16.1.2
set pre-fragmentation
|
interface GigabitEthernet0/0
ip address 172.16.100.2 255.255.255.0
ip access-group FW_INPUT WAN in
crypto map VPN
ip inspect INSPECT out
|
interface GigabitEthernet0/1
ip address 192.168.100.1 255.255.255.0
1
interface GigabitEthernet0/2
no ip address
shutdown
|
!
ip route 0.0.0.0 0.0.0.0 172.16.100.1
|
1
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
1

end

2. KoHourypauusa LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Mon Jan 19 16:46:52 2026
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Mon Jan 19 16:46:52 2026 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreservelIPsecSA = FALSE
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RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.100.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKEParameters2 (
SessionTimeout = 20
ResponseTimeMax = 10
SendRetries = 5
RetryTimeBase =

1
RetryTimeMax = 10
CookieChallenge = 10
NATKeepalivelInterval = 20
NATKeepaliveRetain = 300
FragmentSize = 576
FragmentSize6 = 1280

IKEProposal2 nl (
EncryptionAlg = ENCR MAGMA MGM KTREE
PrfAlg PRF HMAC STREEBOG 512
KeyAlg GOST3410 2012 256

IPsecProposal2 IKEv2 IPSEC ALGS (
ESPEncryptionAlg = ENCR MAGMA MGM KTREE

IdentityEntry id:local:IKEv2 AUTH (
DistinguishedName = USER SPECIFIC DATA

IKEAuthSignature2 local:IKEv2 AUTH (

Identity = id:local:IKEv2 AUTH
Credential = CertDescription ()
SendCertMode = ALWAYS

IdentityEntry id:remote:IKEv2 AUTH (
DistinguishedName = USER SPECIFIC DATA
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)

IKEAuthSignature2 remote:IKEvZ AUTH (

Identity = id:remote:IKEv2 AUTH
Credential = CertDescription ()
SendRequestMode = ALWAYS

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPveFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

FilterChain InspectChain:INSPECT (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
SourceIP = 0.0.0.0/0
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DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) 4
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

FilterChain IPv6Default (

Filters = Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

IKEParameters (
FragmentSize = 0

IKERule2 IKERule2:VPN:1

(
IKEPeerIPFilter = 172.16.1.2

Proposals = nl

LocalAuth = local:IKEvZ AUTH
RemoteAuth = remote:IKEvZ AUTH
DPDMode = ONDEMAND
DPDIdleDuration =3
Priority = 10

IPsecAction2 IPsecAction2:VPN:1
(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = IKEvZ IPSEC ALGS

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule2:VPN:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
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Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction2:VPN:1 >

LogEventID = "IPseC:PrOteCt:VPN:l:IPSEC_ACL_HUBI_AND_SPOKEI"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

KoHdmrypauum kpuntownosa Spoke1

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
1
crypto ipsec df-bit copy
crypto isakmp identity address
crypto ipsec security-association lifetime kilobytes unlimited
username cscons privilege 15 secret 5
$6SRiWz4IVMSgMp6sbpYnTfSUxuaJPZ9UCqdyy8/xhe IEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9xNXzpRXW
A9dz/gCK70z./
aaa new-model
|
!
hostname Spokel
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
|
|
|
|
|
!
logging console critical
|
!
crypto ikev2 proposal 1
encryption magma
group gost3410-12-256
prf streebog512
|
crypto ikev2 policy 1
proposal 1

crypto ikev2 authentication sig IKEv2 AUTH
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identity dn

set identity-mapping auto

|
crypto ikev2 profile IKEv2 ALGS
authentication remote IKEv2 AUTH
authentication local IKEv2 AUTH

set policy 1

dpd 3 on-demand

!
crypto ikev2 ipsec-proposal IKEv2 IPSEC ALGS
esp encryption magma-mgm

|
object-group network SELF

remark WAN IP

host 172.16.1.2

!
ip access-list extended IPSEC ACL HUB1 AND SPOKE1l
permit ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255
|
ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp
permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

|

ipv6e default filtering deny

|

!

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto map VPN 1 ipsec-isakmp

match address IPSEC ACL HUBl1 AND SPOKE1
set ikev2-ipsec-proposal IKEv2 IPSEC ALGS
set ikev2-profile IKEv2 ALGS

set security-association mss-fix out

set mode tunnel

set peer 172.16.100.2

set pre-fragmentation

|

interface GigabitEthernet0/0

ip address 172.16.1.2 255.255.255.0

ip access-group FW_INPUT WAN in

crypto map VPN

ip inspect INSPECT out

|

interface GigabitEthernet0/1

ip address 192.168.1.1 255.255.255.0

|

interface GigabitEthernet0/2

no ip address

shutdown

!

!

ip route 0.0.0.0 0.0.0.0 172.16.1.1

|

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
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crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183
AD4AF8901771632E0AOAF83
quit

end

2. KoHdurypauma LSP:

# This is automatically generated LSP
#

# Conversion Date/Time: Mon Jan 19 16:47:38 2026
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Mon Jan 19 16:47:38 2026 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.1.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKEParameters2 (
SessionTimeout = 20
ResponseTimeMax = 10
SendRetries = 5
RetryTimeBase =

1
RetryTimeMax = 10
CookieChallenge = 10
NATKeepalivelInterval = 20
NATKeepaliveRetain = 300
FragmentSize = 576
FragmentSize6 = 1280
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IKEProposal2 nl (
EncryptionAlg = ENCR MAGMA MGM KTREE
Prfalg = PRF_HMAC STREEBOG 512
KeyAlg = GOST3410 2012 256

IPsecProposal2 IKEv2 IPSEC ALGS (
ESPEncryptionAlg = ENCR MAGMA MGM KTREE

IdentityEntry id:local:IKEv2 AUTH (
DistinguishedName = USER SPECIFIC DATA

IKEAuthSignature2 local:IKEv2 AUTH (

Identity = id:local:IKEv2 AUTH
Credential = CertDescription ()
SendCertMode = ALWAYS

IdentityEntry id:remote:IKEv2 AUTH (
DistinguishedName = USER SPECIFIC DATA

IKEAuthSignature2 remote:IKEv2 AUTH (

Identity = id:remote:IKEv2 AUTH
Credential = CertDescription ()
SendRequestMode = ALWAYS

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 172.16.1.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
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SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

FilterChain InspectChain:INSPECT (
Filters = Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6oFilters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

FilterChain IPv6Default (

Filters = Filter (

SourceIP = 0.0.0.0/0
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6Filters = Filter (
SourceIP = ::/0
DestinationIP = ::/0
Action = DROP

IKEParameters (
FragmentSize = 0

IKERule2 IKERule2:VPN:1

(
IKEPeerIPFilter = 172.16.100.2
Proposals = nl
LocalAuth = local:IKEvZ AUTH
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