Bepcus 5.0 UHcTpyKuns Pepakumsa 2

Hactpouka DMVPN (phase 2) dual cloud c
NPOTOKONOM ANHAMUYECKOW
mMapLwupyTtusauum iBGP
(npotokon IPv6)

HacTtosawun OOKyMeHT cogepXuT onucaHue cnocoba COBMECTHOro UCMnornb3oBaHust MpoaykToB KOMMaHuu
00O «C-Teppa Cn3clln» n MNMpoayKkToB TpeTbUX NPOU3BOANTENEMN.

OO0 «C-Teppa Cudclln» ocyllecTBNAeT COMPOBOXAEHME HACTOSLLEro CLeHapusi B 4acTM HacCTpoek
MpogykToB KomnaHuu. YNOMWHaHWe HauMeHOBaHWI, NPOAYKTOB, TOProBbIX MapoOK TPeTbUX OpraHv3auuin
UCKITIOUNTENBHO HedopMarnbHO U He sIBNSieTCs MOAAEPXKKOMW, pekoMeHaaumen nmbo peknamon. OO0 «C-
Teppa Cwu3cllu» He HeceT Kakon-nMOGO OTBETCTBEHHOCTU B OTHOWEHUM pPaboToOCNOCOBHOCTN U
ucnonb3oBaHna 3Tux MNpoaykToB. [JOKYMEHT UMeEET CTaTyC BCNOMOraTeneHOro matepuana, Kotopbii MOXeT
OblTb MCMONb30BaH TEXHOMOIMYECKUMU MapTHEpPaMu, KOMNaHUSIMU-UHTErpaTopaMu, Mpu paspaboTke
COBCTBEHHbIX PELUEHUN.

PelueHus, paspaboTaHHble Ha 6a3e JaHHOro CLeHapusi, MOryT MPUMEHSTLCS B AENCTBYIOLMX CETAX/CUCTEMax
TONBKO MOCIE TECTOBOW U/MNK ONbITHOW 3KCNyaTauuu.

BBeaeHue

[aHHaa MHCTpyKumna onuckbiBaeT HacTporiky DMVPN IPv6 gnsi ceTeBbiX WMHXEHEPOB, 3HAKOMbIX C OaHHOM
TexHonoruen no obopygoeaHuto Cisco, a Takke pasdbupatolumxcs B 6a3oBbIx HacTporikax «C-Teppa LLUnto3y.

Kpatkoe onucaHue texHonoruu DMVPN

TexHonornss DMVPN (anrn. Dynamic Multipoint Virtual Private Network — guHamuyeckass MHOrotodeyHas
BMpTyanbHas 4acTHas CceTb) MO3BOMNAET [AUHAMWYECKM CTPOUTb 3alUMEHHble CcoeduHeHuns 6es
HeoBbXO0AMMOCTUN OMUChIBaTb KaXgoe COoeAuHeHne B nonutuke 6e3omacHOCTU, YTO CYLECTBEHHO ynpoLiaeT
MaclTabupoBaHMe KPYMHbIX CeTen C MOMHOCBA3HOW Tononorven. ABTOMatuveckoe MOCTpoeHne
NMOMHOCBSA3HOW 3alUMLLEHHON TOMOMOrMn AOCTUraeTcsd 3a CYeT MPUMEHEHUS AMHaMWUYEeCKUX MNPOTOKOMOB
MapLpyTusaumm u Takmx npotokonoB kak NHRP (aHrn. Next Hop Resolution Protocol — npotokon
paspeLuenunsa cnegyrowlero yana) n multipoint GRE (aHrn. Generic Routing Encapsulation).

NpeaBapuTenbHble TpeboBaHMUS

TpeboBaHUA K MaTepuanbHO-TEXHUYECKOMY 00ecneyeHuto

[ns nepeHoca 3anpocoB W cepTUMUKATOB MexXdy KPUNTOLL3aMy U LEHTPOM BbiyCcKka cepTMduKaToB
Tpebyetca USB Flash Hakonutens.

TpeboBaHuA K KBanumrKauum agMMHUCTpaTopa

AOMUHUCTpaATOp [AOMKkeH obrnagaTb OOWMPHBIMU 3HaHMSIMKM B obnactu ceteBon WMHAOPMAaLMOHHOWN
©e3onacHoCTW, UMeTb ONbIT paboTbl C aHaNornyHelM obopyaoBaHMeM/NporpamMmmHbiM obecrnedeHnem, 3HaTb
W noHMmaTtb cnegytowme TexHonornn n npotokonsl: PKI, IPsec, NAT, Firewall, Routing, Switching, NHRP,
GRE, OSPF, BGP, VRRP.

AOMMHMCTPATOP AOMKeH BbiTb 03HaKkomIieH co cueHapveM «OpraHusaums 3aWnWweHHOro B3anmMoaencTBuns
Mexay noaceTsamMm LeHTpanbHoro ocduca n dunuanos nocpeacteom IPsec VPN TyHHens (npoTtokon IPv4)».
[anee no TekcTy oH 6yaeT HasbIBaTbCA 6A30BbIM CLIEHApPUEM.

© 2003-2025 S-Terra CSP 1




Bepcus 5.0

UHcTpyKuns Pepakuus 2

Tarke AoMUHUCTPATOP AOIMKEH BbITb 03HaKoMMeH co cueHapuem «HacTtponka DMVPN (phase 2) dual cloud
C NPOTOKONIOM AMHaMuYeckon MapLipyTu3daumm iBGP». [Janee no TekcTy oH OyaeT HasbiBaTbCA 6a30BbiM
cueHapuem DMVPN IPv4.

HononHutensHo, AODMUHUCTPATOP OOIMKEH OblTb O3HAKOMIMEH CO cueHapveM «OpraHu3auus 3allyLLeHHOro
B3aMMOAENCTBUA MexXay NoAceTaAMM LieHTpanbHoro ocguca n cdounmanos nocpencrsom IPsec VPN TyHHeENns
(npoTokon IPv6)».

TpeboBaHuA K UHGpaCTPYyKType

1. TpeboBaHus K yCTpOMCTBaM.

1.1. «C-Teppa LLUnto3».

1.1.1.

1.1.2.

YcTtponcTtea «C-Teppa LUnto3» gomkHbl ObITh MHMLManM3MpoBaHbl (nogpobHee Ha http://doc.s-
terra.ru pasgen C-Teppa LUnw3 -> C-Teppa Wnwo3 <Bepcua> -> «[ogkntodeHne MAK n
nHnumanmnsaums C-Teppa LLUno3 Ha BelYMCIIMTENBHBIX cCUCTEMaX apxuTekTypbl Intel x86-64»).

B «C-Teppa LWnto3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb MPOWTM MHULMANMU3auuio 4vepes
nHTepdenc ynpaenenus (management) no SSH, gaHHas npouegypa U ee OrpaHuyeHus
onucaHbl B AOKyMeHTaunn n Ha nopTtane https://doc.s-terra.ru.

Mpu ncnonb3oBaHun «C-Teppa LUnto3» Ha BMPTyanbHbIX MalUMHax TUM CETEBOro agantepa
BMPTYanbHON mMawuHbl gormkeH 6biTe “VMXNET 3”. PaboTa Ha gpyrmx Tunax agantepoB He
rapaHTuMpyeTcsi.

1.2. LUeHTp BbiNycKka cepTndunKaTos.

1.2.1.

1.2.2.

1.2.3.

[orkeH BbiTb HACTPOEH LIEHTP BbiMycKa cepTudnkaTor (yaoCTOBEPSIOWNIA LeHTP, aanee YL)
ans IPsec. Yctponcteo ¢ umeHeM Certification_authority Ha cxeme.

Ons Bbinycka undpoBbIX cepTudmKaToB AONyckaeTcs ucnornb3oBaHue BCTpoeHHoro B OC
Windows Server 2016 (unu HoBee) yAOOCTOBEPSIOWENO LIEHTpA COBMECTHO C
ceptnduumnposaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

[ns TecToBbIX Lienen MoOXHO ucnonb3oBaTk TecToBbIl YL, oT «KpunTollpo» (BeG-nHTEpdenc:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

KaTeropuyeckn 3anpelweHo ucnonb3oBaHne TectoBoro YL, oT «Kpuntollpo» B
npou3soacTBeHHOW (6oeBoK) akcnnyaTaumu, Tak Kak B JaHHOM Crnydyae OTCyTCTByeT
BO3MOXHOCTb KOHTPOMMPOBaTb MpoLecc BbiMyCcka CepTUdUKaTOB WU, COOTBETCTBEHHO,
npoueaypy ayteHTudukauuu.

1.3. HTTP cepBep ansa pacnpocTpaHeHus cnmcka 0To3BaHHbIX CEPTUGMKATOB.

1.3.1.

®dyHkumoHupyowmin HTTP cepsep Anga pacnpocTpaHeHUs CnMcka 0TO3BaHHbIX cepTudukaToB
(COC). Yctponcteo ¢ umeHem CRL_distribution_point Ha cxeme. Ecrnu no o6bEKTMBHBIM
npuyvHam wmcnonb3oBaHme COC He npeacTaBnsAeTCs BO3MOXHbIM UM He Tpebyetcs, To
npoepky COC moxHo oTtkntoumTe B CLI «C-Teppa LUnto3» (npu cobnogeHun npasun
Nonb30BaHus).

[ocTaBka HOBOro Crnvcka 0TO3BaHHbIX CEPTUUKATOB C yaoCcToBepsioLlero ueHTpa Ha HTTP
cepBep [OIDKHA MpoucXoauTb 3abnaroBpeMEHHO, [0 UCTEYEHUsI Cpoka [OeWNCTBUS
npeablgyLuero crnmcka.

2. TpebGoBaHuA k CETEBOMY B3aMMOAECTBUIO.

2.1. Mexpgy ycTponcTBamu cTeHAa JOJKHA ObiTb obecneveHa IP cBA3HOCTb.
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Obwas cxema cTeHaa

«C-Teppa Wnio3» Poyrep Ha 6aze 0C # Ynpaensaembii
Debian 12 « KomMMyTaTop

HTTP cepsep ana
pacnpocTpaHeHus
CnMUcKa OTO3BaHHbIX
ceptudukaTos

MepcoHanbHbIA
KoMnsloTep

LleHTp BbINyCKa
ceptudukaTos

<«
I
i

LleHTpanbHbIN ocduc

Host-b-hub

:100 2001:db8::192:168:100:0/112
‘ :1 (ens224)

Certification_authority

Int-router-Hub

T 11 (ens192) 2001:db8::192:168:255:0/112

Int-switch-Hub

110 (TGi0/)

11 (TGi0/) :20 (TGio/1) 21 (TGi0/)

Hub1

Hub2 Hub3

2001:db8::10:10:20:100/112
2 (TGI0/0)
2001:db8::100:101:100:0/112

2001:db8::10:10:i0:200/112
2 (TGI0/0)
2001:db8::100:100:101:0/112

2001:db8::10:10:i0:100/112
2 (TGio/
2001:db8::100:100:100:0/112

2001:db8::100:100:100:0/112

1 (ens224) :1 (ens224) ‘ :1 (ens224) :1 (ens224)
Ext-router-Hub1 Ext-router-Hub2 Ext-router-Hub3 Ext-router-Hub4
2 (ens192) \ZZ (ens192) /’ ens192) :2 (ens192)
2001:db8::172:16:101:0/112 2001:db8::172:17:100:0/112

2001:db8::172:16:100:0/112 2001:db8::172:17:101:0/112

Core-router
1 (ens257)

9
CRL_distribution_point
2001:db8::172:16:101:15/112

2001:db8::172:16:1:0/112 2001:db8: :172:17:1:0/112/

:2 (ens192)

2001:db8::172:17:2:0/112

Ext-router1-Spoke1 Ext-router2-Spoke1

2001:db8::172:16:2:0/112

a 1 224,
2001:db8::100:100:1:0/112 | * "% 5001.4pg::100:101:1:01112] )
2 (TGI0/0) 2 (TGi0/0)

( ): Spoke1-n1 ( ): Spoke1-n2 . 2(TGi0/)
2001:db8::10:10:10:1/112 2001:db8::10:10:10:2/112

-2 (TGiO/1)
Spoke2

2001:db8::110:10:10:3/112

( : ( ):
2001:db8::10:10:20:1/112 2001:db8::10:10:20:2/112 ( ):
2001:db8::10:10:20:3/112 1 (TGi02)
110 (TGi0/1) :20 (TGi0/1) ’

2001:db8::192:168:2:0/112

Int-switch-Spoke1
2001:db8::192:168:1:0/112 :100

1100 ‘

Host-b-spoke2

Host-b-spokel ¢M"Man Ngz
®dunuan Ne1

PucyHok 1. O6uiasa cxema cteHpa
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O6was noruka paboThbI

[aHHasa NHCTPyKLUMS onucbiBaeT HaAcTponky TexHonorum DMVPN Ha kpunTowwnto3ax 6esonacHoctu «C-Teppa
LWnto3» 5.0. byaet HactpoeHo aBe MGRE noacetu (dual cloud) n ncnonb3oBaH NpOTOKON AMHAMUYECKOW
MapupyTusaumm iBGP. B kaxxgonn mGRE nogcetu 6yget no aea Hub. No okoH4YaHMM HAcTponkn peannayeTtcs
BO3MOXHOCTb MOCTPOEHUS AUHAMUYECKUX 3aLUMLLEHHBIX COeQUHEHU Mexady BCeMun noacetamu unmarnos,
a Tarke noaceTaMmn ounuanos U LeHTpanbHoro ocguca (cM. PucyHok 1).

CteHa cocTouT 13 20 YCTPOWCTB:

o «C-Teppa LWno3» Bepcun 5.0: Hubl, Hub2, Hub3, Hub4, Spokel-n1, Spokel-n2, Spoke2.

e Poytepbl Ha 6a3e OC Debian 12: Int-router-Hub, Ext-router-Hubl, Ext-router-Hub2, Ext-router-Hub3,
Ext-router-Hub4, Core-router, Ext-routerl-Spokel, Ext-router2-Spokel.

e YnpaBnsiemble KoMmmyTaTopsbl: Int-switch-Hub, Int-switch-Spokel.

e [lepcoHanbHble KomnbloTepbl: Host-b-hub, Host-b-spokel, Host-b-spoke?2.

PoyTepbl Ha 6a3e OC Debian 12 BbiOpaHbl B kadecTBe npuMepa. B obwem criyyae MoryT 6bITb MCNOSb30BaHbI
nobble MapLipyTnsaTtopbl, nogaepxmeaowime dyHkumm NAT 1 guHamumyeckon MmapwpyTtusauum (NAT B OC
Debian 12 6yget peanu3oBaH npu nomowym iptables, a guHamunyeckas MapLupyTusaums npyM NOMOLLM nakeTa
FRR).

1. Pa3melleHue yCTpOnCTB.

1.1. B ueHTpanbHOM odmce pasmeLlaloTcs: LeHTp Bbinycka ceptudmkaTtos (Certification_authority), 4
kpuntownto3a «C-Teppa Lnto3» (Hub1, Hub2, Hub3 n Hub4) Bepcun 5.0, 4 mappyTtusartopa,
npeobpasytowme IPv6  agpeca  (Ext-router-Hubl,  Ext-router-Hub2,  Ext-router-Hub3,
Ext-router-Hub4), mapwpyTtnsatop, aHoHcupyowmin B BGP MaplipyT o 3awuuiaemMon noaceTtun
ueHTpaneHoro oduca (Int-router-Hub), n nepcoHankeHbI KOMNbIOTEP (HOSt-b-hub).

1.2. B dunmane Ne 1 pasmewatorca: 2 kpuntowno3a «C-Teppa LUnto3» (Spokel-nl n Spokel-n2)
Bepcun 5.0, 2 maplipytusaTtopa, npeobpasyiowume IPv6 agpec, m nepcoHarnbHbI KOMMbOTEP
(Host-b-spokel).

1.3. B dwunmnane Ne 2 pasmewiatorca: kpuntowno3 «C-Teppa LWno3» (Spoke2) Bepcun 5.0 u
nepcoHanbHbI koMnbtoTep (Host-b-spoke?2).

1.4. B HEKOHTpONMpyeMoMm CEermeHTe pasmeLlatoTcsa: mapupyTtusatop (Core-router) u HTTP cepsep ons
pacnpocTpaHeHusi cnucka oTo3BaHHbIX cepTudmkaTos (CRL_distribution_point).

2. [logkntodeHue kK cetn NHTepHeT.
B naHHOM cueHapum ans amynsumm cetm IHTepHeT ncnonb3yeTtca maplupyTtusaTtop Core-router.

MopxntoyeHune k cetn MIHTepHeT Ha ycTporcTBax «C-Teppa LUnto3» Gyget cuntaTbest ycnewwHbiM, eCnv no
npotokony ICMP (unu «ping») 6yaet goctyneH HTTP cepeep ans pacnpocTpaHeHUs CMCKa OTO3BaHHbIX
ceptudukatoB (yctponcteo CRL_distribution_point Ha cxeme).

2.1. Kpuntownosbl Hubl, Hub2, Hub3 wn Hub4 nogkniouyaiTca Kk cetu VIHTEpHET C MNOMOLbHO
cTaTM4YecKon mapLupyTusauum (MapLupyT No yMornyaHuio Yepes mapLupyTtusartopsl Ext-router-Hub1,
Ext-router-Hub2, Ext-router-Hub3 un Ext-router-Hub4 cooTBeTCTBEHHO).

2.2.  Kpuntownto3bl Spokel-nl n Spokel-n2 nogkntovaeTcs K cet MIHTepHET C MOMOLLbIO CTaTUYECKON
MapupyTusaumm (MapLipyT no ymMonyaHuio Yepes MapupyTtudatop Ext-routerl-Spoke wn Ext-
router2-Spoke COOTBETCTBEHHO).

2.3.  Kpuntownto3 Spoke2 nogkntoyaeTcst K ceTu MIHTEPHET C NOMOLLbIO CTaTUYECKON MapLUpyTU3aumm
(MapLLpyT No ymonyaHuto vYepes mapLipytmnsartop Core-router).

3. MNapameTpsbl wWndgposaHuns IPsec.

Becb Tpaduk Mmexay uUeHTpanbHbiM odmcom (2001:db8::192:168:100:0/112) wn  dunuanamm
(2001:db8::192:168:1:0/112, 2001:db8::192:168:2:0/112) wuHkancynupyetca B GRE, a GRE Tpaduk
3awmuaetca ¢ ucnonb3osaHmem anropmutmoB FOCT n npotokona IPsec B TpaHcnopTHoM IPV6 pexnme.
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Mexay kpuntoLwino3amu B hunuanax v LeHTpanbHbIM 0PUCOM yCTaHaBNUBAKOTCA cTaTuyeckue IPsec
TYHHEeNnn. MHMunaTopoM NoAKmoYeHns sensetcs cryxebHein Tpaduk npotokonoe NHRP/BGP.

Mexay cvnuanbHbIMK KpUMNTOLLSI3aMU yCTaHaBnMBaloTCs AguHaMmuyeckue IPsec TyHHenu. MiHumatopom
MOCTPOEHUST TYHHENEeN ABNSeTCS peanbHbli Tpaduk 3alumLiaeMblX NoaceTeln punmMasnos.

Pexum paboTbl IPsec TyHHenst gormkeH 6biTb TpaHCNoOpTHbIM. PaboTta IPsec TyHHens B TyHHENbHOM
pexume He noaaepxunsaetcs ans cetu DMVPN Ha kpuntowntodax 6esonacHoctn «C-Teppa LUnio3 5.0».

3.1. TlMapameTpbl npotokona IKE:

e  AyTeHTMdUKaLUMs NpY NOMOLLM LUndpoBbIx cepTudmkatos, anroputm nognucu — FTOCT P 34.10-
2012 (kntoy 256 6uT);

e Anroput™m wudpoBanus — FOCT P 34.12-2015 Marma (knto4 256 6uT);

o AnropuTtm BblumcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e AnroputM BblpaboTku obuwiero knova (aHamor anroputMa  Ouddum-Xennmana) —
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

3.2. [MapameTpbl npoTtokona ESP

o  KombBuHMPOBaHHLIN anropntM LWMGPOBaHNS N UMUTO3aLWMTLI (KOHTPOrb LenocTHoctn) — FTOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

4. TlapameTpbl MEXCETEBOro 3KPaHMPOBAaHMSI.
[nsi nakeToB, KOTOpbIe He 3alymwiatoTcs IPsec, npumMeHsilTCa cneyowme npasuna puneTpaumm:
4.1. [Ons «C-Teppa Wnto3» Bepcun 5.0:
4.1.1. Ha LAN uHTepdencax IPv6 Tpaduk He 3a0rnoKkMpoBaH.
4.1.2. Ha WAN uHTepdericax paspelleH Bxoaawmn IPv6 Tpaduk:

4.1.2.1. lMaketbl coobweHun Neighbor Solicitation (NS) u Neighbor Advertisement (NA)
npotokona Neighbor Discovery (ND). Paspewenne npuema coobweHun ND-NS
HeobxoamMMO Ans OBGHapyXeHUs KpUMTOLUM3a CMEXHbIM ceTeBbiM obopyaoBaHueM
(Router1 B HacTosileM cueHapuu) B cryYyae, ecrnv mHuumMaTtopoM obmeHa AaHHbIMK
ABMNSETCHA He caM KpunTowntos, a naptHep. MNpuem coobweHnin ND-NA paspeluaeTca Ans
cnyyas, koraa coobuweHne ND-NS nocbinaetcsi KpUnToL030M, KOTOPbIN MHULMMPYET
obmeH gaHHBIMK C NapTHEPOM, a CMexHoe ceTeBoe obopynosaHue noceinaet ND-NA ¢
link-local agpeca IPv6.

4.1.2.2. TMpotokon UDP noptbl 500 n 4500 — gns IKE n NAT-Traversal (ESP in UDP).

4.1.2.3. lMpotokon ICMP — ans npoBepku LOCTYNMHOCTWM KPUMTOLLMO3a M paboTbl MexaHu3ma
PathmMTUd.

4.1.2.4. Tpotokon ESP (Homep 50) — ans pabotbl IPsec.

4.1.25. Becb TCP n UDP Tpaduk, Ona KOTOPOro €eCTb ucxoasuiee coeguHeHue (3To
AVHamMu4eckune npasuna, KOTopble co3galTcs npy nomolum stateful puneTpauun).

4.1.3. Ha WAN wuHTepcpericax 3abnokupoBaH ucxoasun HesawwndpoBaHHbIn GRE Tpadwuk u
TPaH3UTHBLIN TpaduK A0 NpuBaTHLIX IP agpecos.

4.1.4. Ha WAN uHTepderncax UHCNEKTUPYIOTCH BCE WUCXOASALUME NoKarnbHble U TpaH3uTHble IPvV6
coeguHeHunsa ans npotokonoB TCP n UDP. Ha ocHoBe pe3ynbTaToB WMHCMEKTMPOBAaHWS
OCyLLieCTBMSIETCS (hUNbTpaLmsa BXogsLLEro Tpadumka ¢ y4eTOM COCTOsAHMSA ceccunm (stateful).

4.1.5. Ha WAN wuHtepdencax IPv4 Tpacdurk 3abnokmpoBaH — BXOASLMIA U UCXOASLLUNA.

4.1.6. Ha LAN uHTepdenicax IPv4 Tpadumk He 3abnokmpoBaH. [pyn HeobxogumocTu Tpaduk IPv4
MOXeT ObITb 3abI0KMpOBaH Mo aHanorum ¢ 6nokmposkon Tpaduka IPv4 Ha WAN nHTepdence.

5. OTka3oyCcTOMYNBOCTb.
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OTtkasoyctonumBoctb  obecneunBaetca npotokonom NHRP w©n  npoTokonom  AuvHamMuyeckowm
MapwpyTtusauun BGP. ®unuanbHble KpuMnToOLio3bl OAHOBPEMEHHO PErMCTPUMPYHOTCA MO MPOTOKONY
NHRP Ha Hubl, Hub2, Hub3 n Hub4. Hubl w»n Hub2 Haxogstcas B oaHol MGRE-nogceTtu
(2001:db8::10:10:10:0/112), a Hub3 wn Hub4 Haxogstcs Bo BTOpoM MGRE-noacetn
(2001:db8::10:10:20:0/112).

Moppoepxka Heckonbkmx Hub B ogHon mMGRE-noacetn ocylwectsndaeTtcd, HadnHas ¢ «C-Teppa LUnto3»
Bepcumn 5.0.

5.1. [OuHamudeckaa mapLipyTmsauus.

OuHammnyeckas MaplpyTusaumst Mexay KpunTowso3amn unuanoB W LeHTpanbHoro odwmca
obecneunBaeTcs npotokorioM Internal BGP. Bce kpuntowwnto3bl 6€30MacHOCTM HaxoAasTcsl B OOHOWM
aBToOHOMHOM cucteme Ne65000.

Kpuntowwntosbl 6e3onacHOCTH, yCTaHOBMEHHbIE B domnuanax, OTCbinaT MapLUPYTHYO MHGOPMaL MO
0 3alywaemblX MOACETAX TOMbKO KPUMNTOLWM3aM B LEHTpanbHbii OUC, COOTBETCTBEHHO,
nonyyYeHne MapLpyTHOM WHAOPMaLMN MPOUCXOOAUT TOXE TOMbKO W3 LEeHTpanbHOro odwmca.
MapwpyTtel 00 3awuwaemblx noaceten  ycTaHaBnueawTca 4vepe3 MGRE-uHTepdelichi.
LleHTpanbHble KpuNTOLWMO3bl ABASAIOTCA poyT-pednektopamu (route-reflector), a dwnuansHble —
poyT-pednekTop knueHTamu (route-reflector client).

Mexay KpunToLun3amm B LeHTpanbHOM odumce n poyTepom Int-router-Hub (AS Ne65001) nepenava
MapLUpyTHOM MHopMaummn obecnednBaeTcst npu nomowm External BGP. Mexay Kpuntowwno3amu B
LeHTpansHoMm odmce nepegava MapLUpyTHOM MHpopmMauun He obecnevmBaeTcs.

Ha kaxxgom kpuntownto3se cpunmana u Ha poyTepe Int-router-Hub 6yaet Habop pesepsupytowmx apyr
Apyra mMapLipyToB Afs KaXdou M3 3awumaemblX NOAceTen, u3 KoTopbix Byger mcnonb3oBaTbCs
NyYWwnn U3 OOCTYNHbIX B HACTOSALWMA MOMEHT. Bbibop nyylwlero M3 gocTynHbIX MaplpyToB Oyaet
HacTpoeH Mo nMpaBwuiy CTaTM4ecKkoro npuoputeta, KoTopble 6OyayT onpegeneHbl npu
KOHMrypmpoBaHuu.

Hactporika OSPF Ha mMGRE-uHTepdelicax B «C-Teppa LUnto3» Bepcumn 5.0 He nogaepxmnsaeTcs.

5.2.  OtkasoycTtonumsocTb counuana Ne 1.

MoBblweHne oTkasoyctonumsoctn Punuana Ne 1 obecneumBaeTcda MCNOMbL30OBaHMEM MPOTOKOMA
VRRP Ha LAN nHTepdericax kpuntowno3os. Kpuntowntosel Spokel-nl n Spokel-n2 o6beamHaA0TCA
B OTKa30yCTOM4YMBBIN knactep, paboTatowmn Ha 6ase npoTtokona VRRP B pexume Master/Backup.
MpoTtokon VRRP peanuayetcs cepucom keepalived.

KoHdpurypaums mexay Hogamu knactepa He CUHXpoHusnpyeTcs. INpn nameHeHnn HacTpoek Ha OAHOM
HOZIE HY>KHO BbIMOSTHUTL aHanormyHble HaCTPONKM Ha ApYron.

Hopa, Haxopgswasnca B coctosHum Master, Bnageet VIP agpecom B JOBEpeHHOM CermMeHTe Wu,
COOTBETCTBEHHO, 0OpabaTbiBaeT Tpaduk. Hoga, Haxogsawascsa B coctosHum Backup unu Fault, He
Bnageet VIP agpecowm.

MNpn nomowwn ckpunta /etc/keepalived/scripts/check ping cepBuc keepalived
OOMNOSTHUTENBHO KOHTPOSNMPYET COCTOSHUE KaHana WHTepHeT-npoBanaepa nocpeacTBOM MpoBEPKU
OOCTYMHOCTU 3afjaHHbIX y3noB no npotokony ICMP. Ecnu Bce 3agaHHble Y3nbl HEAOCTYMHbI
onpefeneHHoe BpeMs, TO HOOA KrnacTtepa nepexoauT B coctosiHne FAULT, 4Tto npmBoguT K
NnepekriyYeHnIo Knacrtepa Ha pe3epBHy Hogy (B criydae, ecniv oHa Obina B coctosHun BACKUP),
KoTOpas noakrtodeHa k apyromy NHTepHeT-npoBaraepy. PesepBrpoBaHune nogknioveHus K UHTepHeT
obecneynBaeTcs crieQylolWyMM NPUHLMINOM — Kaxadas Hopa kractepa dwmnvana nogknoyaeTtcst K
COOTBeTCTBYIOLEMY VIHTEpHET-NpoBanaepy.
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Mpy nomowm KoHdurypaLumoHHoro danna /etc/keepalived/notify common.conf n ckpunra
/etc/keepalived/scripts/notify common obecneunsaerca crnegytouias norvka. Ecnu Hoga
nepexoaut B coctodHne BACKUP mnnu FAULT, To BGP nupuHr ¢ LeHTpanbHbIMKU KpUNTOLLITO3aMu
BblkntovaeTcsa. Ecnu Hoga nepexoaut B coctosiHne MASTER, To BGP nupuHr ¢ ueHTpanbHbIMK
KpUNTOLLIN03aMuU BKITHOYAETCH.

Takke B HacTponkax FRR gobaBnsieTca mapLupyT 40 3aLuLLiaeMon CeTu LieHTpanbHOro ocuca Yepes
VIP agpec ¢ guctaHumen 240. Takum ob6pasom, ecnm 6611 nonyyveH mappyT no BGP, oH 6yaeT 6onee
npUopuTETHLIM YeM MapLpyT vyepes VIP agpec.

Ha noptax kommyTaTopa Int-switch-Spokel, nOAKMYEHHbIX K KOUNTOLLM03aM, 0693aTenbHO JOIMKEH
ObITb BKMIOYEH peXuM portfast.

5.3. OrtkasoyctonumnsocTtb chunuana Ne 2.

OTKa30yCcTOMYMBOCTbL (punmana peanu3oBaHa pe3epBMPOBaHMEM KaHanoB CBA3W W yrnpaBneHuem
pe3epBMpPOBaHHLIMK KaHanamMmu CBS3M Npu nomMmoLum cepBuca «multiwan». Pexum paboTbl kaHanos
OCHOBHoOW/pe3epBHbIi. [1pn 0Tka3e OCHOBHOrO KaHarna CBs3M MPOMCXOANUT NepeknoyeHne Ha paboTy
Yyepes pe3epBHbIN kaHan cBA3M (ecnu oH Bbin goctyneH). Mpu BoccTaHOBNEHUM paboTbl OCHOBHOMO
KaHana cBA3u NpoucXoauT NepeknioyeHne Ha paboTy Yepe3 OCHOBHOW KaHamn CBA3W.

Hactpouka cteHaa

Hactpowka yctponctea Host-h-hub

Ha paHHOM ycTponcTBe OOSKHbI ObiTb HAacTpoeHbl |IP-agpeca 1 MapLupyTusaums B COOTBETCTBMU C obLLen
cxemon cteHga (cm. PucyHok 1). B mpunoxeHuun npefctaBneHbl CETEBbIE HACTPOWKKU (copepxumoe darina
/etc/network/interfaces).

Hactponka yctponctea Host-b-spoke1

Ha paHHOM ycTponcTBe OOSKHbI ObiTb HACTPOeHbI |P-agpeca 1 MapLupyTusaums B COOTBETCTBUM C oOLLen
cxemon cteHga (cm. PucyHok 1). B npunoxeHun npeacTaBneHbl ceTeBble HAaCTPOMKK (cogepkmumoe hanna
/etc/network/interfaces).

Hactponka yctponctea Host-b-spoke2

Ha gaHHOM ycTponcTBe OoMmKHbI BbITb HAaCTpoeHbl IP-agpeca 1 MapLupyTusaums B COOTBETCTBUM C obLien
cxemon cteHa (cm. PucyHok 1). B npunoxeHun npeacTaBneHbl ceTeBble HAaCTPOMKK (cogepxmumoe danna
/etc/network/interfaces).

Hactpouka yctpounctsa Int-switch-Hub

Ha paHHOM ycTponcTtee ceTeBble MHTEphechl, KOMMYyTUpYoLmMe KpunTowo3el Hubl, Hub2, Hub3, Hub4 n
poyTep Int-router-Hub, gomxHbl 6biTb B 0ogHOM VLAN 1 B pexxume portfast.

Hactponka yctpounctsa Int-switch-Spoke1

Ha pgaHHOM ycTpoicTBe ceTeBble MHTepMenchl, KOMMyTUpyoLWme Kpuntowniossl Spokel-nl, Spokel-n2 n
nepcoHanbHbI KomnbtoTep Host-b-spokel, pomkHbl O6biTh B ogHoM VLAN 1 B pexxume portfast.

Hactponka yctponctsa Core-router

Ha gaHHOM ycTpowicTBe JOSKHbBI OblTb HACTPOEHbI IP-agpeca B COOTBETCTBUM C 06LLEN CXEMOW cTeHaa (CM.
PucyHok 1). B  npunoxeHuv npeAacTaBfneHbl  ceTeBble  HacTponku  (cogepxumoe  banna
/etc/network/interfaces).
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Hactponka yctpounctsa Ext-router-Hub1

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca u mapLupyTUsaumns B COOTBETCTBUM C OOLLEN cxemMoi cTeHaa (cMm. PucyHok 1). B npunoxeHuu
npeacTaBneHbl CETEBbIE HACTPOMKN (coaepXumoe arina /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpownku iptables (cogepxumoe chanina
/etc/iptables.rules).

Hactponka yctponctsa Ext-router-Hub2

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca n maplpyTusaumusa B COOTBETCTBUM C obLen cxemon cTeHaa (cMm. PucyHok 1). B npunoxenun
npeacTaBneHbl CETEBbIE HACTPOMKK (cogepXknmoe anna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpownku iptables (cogepxumoe chanina
/etc/iptables.rules).

Hactpouka yctpounctsa Ext-router-Hub3

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca 1 mapLipyTM3auns B COOTBETCTBMU C 06LLen cxemon cteHaa (cMm. PucyHok 1). B mpunoxeHum
npeacTaBneHbl CETEBbIE HACTPOWKK (cogepxmmoe hanna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HacTporku iptables (cogepxumoe dhanna
/etc/iptables.rules).

Hactponka yctponctsa Ext-router-Hub4

Ha gaHHOM ycTpoiicTBe A0SKHO GbiTb HACTPOEHO:

1. IP-agpeca 1 MapLipyTM3auns B COOTBETCTBMU C 06LLen cxemon cTteHaa (cMm. PucyHok 1). B npunoxeHum
npeacTaBneHbl CETEBbIE HACTPOWKK (cogepxmmoe dhanna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpoKku iptables (cogepxumoe daina
/etc/iptables.rules).

Hactponka yctpounctsa Ext-router1-Spoke1

Ha gaHHom yCTpOI?IICTBe OOJIMKHO ObITb HaCTpOEHO:

1. IP-agpeca 1 MapLipyTM3aunsi B COOTBETCTBMU C 06LLEen cxemown cTteHaa (cM. PucyHok 1). B npunoxeHum
npeacTaBneHbl ceTeBble HACTPONKK (cogepxmmoe hanna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTporku iptables (cogepxumoe daina
/etc/iptables.rules).

Hactponka yctpounctsa Ext-router2-Spoke1

Ha gaHHom yCTpOIZCTBe [OJIMKHO ObITb HaCTpOEHO:

1. IP-agpeca 1 MapLipyTM3aunsi B COOTBETCTBMU C 06LLEen cxemown cTteHaa (cM. PucyHok 1). B npunoxeHum
npeacTaBneHbl CETEBbIE HACTPOMKM (cogepkumoe anna /etc/network/interfaces).

2. Source NAT/Destination NAT. B npunoxeHun npeacTtaBneHbl HAacTpownku iptables (cogepxumoe canna
/etc/iptables.rules).
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Hactponka yctpounctsa Int-router-Hub

Ha gaHHoM ycTponcTBe A0MKHO OblTb HACTPOEHO:

1. IP-agpeca B cooTBeTCTBUM C obLien cxemol cTeHaa (cm. PucyHok 1). B npunoxeHun npeacraeneHsb
ceTeBble HacTPOUKK (cogepxunmoe hanna /etc/network/interfaces).

2. [OuHamunyeckas mapipyTtusauud. B npunoxeHuu npeacrasneHbl HacTponkn FRR.

Hactpouka yctponcrtea Hub1

HacTtporika MoxeT ocyLlecTBNATbCA U yaaneHHo (no SSH), HO mcknouMTenbHO NO AOBEPEHHOMY KaHany
cBA3n. [loBepeHHbIM KaHanoM CBSA3W MOXET CYMTaTbCA KaHan B npeaenax KOHTPONMpyeMon 30HbI B cnyyae
OTCYTCTBMSI B HeM HapywuTtensa (B Hawem npumepe 310 noacetn 2001:db8::192:168:100:0/112,
2001:db8::192:168:1:0/112, 2001:db8::192:168:2:0/112). [JoBEepeHHbLIM KaHarom CBSA3WM Takke cuyuTaeTcs
KaHarn, 3awmeHHbIN Npy noMoLum npotokona IPsec.

HayanbHble HaCTPOMNKK

JaTta n Bpems Ha Bcex kpuntown3ax u YL AomkHbl ObiTb OAMHAKOBBI, Tak Kak Ans ayTeHTudmKaumu
MCMnonb3yloTca UudpoBble cepTudmrKaThl, B KOTOPbIX 3adMKCUPOBaHbl AaTa U BpeMsa Hayana ux AencTBust u
OKOHuaHus. Takke oAMHAKOBbIe AaTa U BpeMsi Ha Bcew MHAPpacTpyKType obrerdatoT NoMck HemcrnpaBHOCTEN
no nor-cpannam.

Bongute B CLI pasrpaHuyeHuss goctyna (nonb3oBaTenb W Maposfib MO yMofYaHuto: administrator,
s-terra) YCTaHOBUTE MpaBWUIbHLIA TUN TepMuMHana W Tpebyemyr LWWPUHY, CMEHWTe naponb Ans
nonb3oBaTtend administrator.

MepevanTte B linux bash koHconb, ycTaHOBMTE Maponb ANs Monb3oBaTensd root, NPaBUNbHOE BPEMS U
BPEMEHHYIO 30HY.

I'Iop,po6Ha$| HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B 6a3oBoMm cueHapuu.

Hactpouku PKI (3anpocbl n ceptudpmkatnbl)

MpoayKT He nogaepXmnBaeT pa3HOCTHbIe (delta) cnucku oT3biBa cepTUdMKaToB, TOMNBKO 6a3oBble. YuutbliBanTe
3TO Npu BbliGope nnun passepTbiBaHun YL

[na ayteHTndmkaumm naptHepoB no IPsec MOXHO MCMorb3oBaTh LNQpPoBbIE cepTudMKaThl, BbIMyLLEHHbIE
npu nomowm ceptuduuymposarHoro CK3U, unn npegsaputenbHO pacnpegeneHHble Kioyn, co3gaHHbIe U
BBeZEHHble B COOTBETCTBUM C NpaBunamm nonb3osaHns CK3W (nossunuck B Bepcum 5.0).

CreHepupyiTe 3anpoc Ha cepTudmKaT KpUNTOLLM3a M coxpaHuTe 3TOT 3anpoc B ¢pan Ha USB Flash
HakonuTene. HocTtaBbTe pann ¢ 3anpocom Ha YL, u Bbinyctute no Hemy ceptudukat. Ceptudmkar
KpunToLunto3a BMecTe ¢ cepTudmkatom YL, goctaBbTe Ha W3 1 uMmnoptupynte mx B 6a3y MNpoaykTa.

I'Iop,po6Ha$| HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B 6a3oBoMm cueHapuu.

Hactponka naponeu goctyna K koHconu cisco-like

BowauTe B cisco-like koHcoMnb 1 cMeHuTe naporb Ans nonb3osatens cscons (Maposb N0 YMOMYAHMUIO: CSP) U
napornb Ha enable (naponb N0 yMONYaHuIo: CSp).

HOD,pOGHaFl HaCTDOVIKa C onncaHmemM KomaHpg npueeaeHa B 6as3oBoMm cueHapuu.
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HacTpoiika ceTeBbIX napameTpoB

M3ameHeHne CoCTosHUA MHTepdencoB 1 HasHadvyeHue |IP agpecoB B cisco-like KOHCONM NpUMeEHATCS cpasy
nocrne BBoAa COOTBETCTBYHOLUMX KOMaH. MonuTuka 6e3onacHOCTU NPUMEHSETCH MOCHE BbIXOAa U3 pexuma
KOHUryprpoBaHusi.

1. TlpoBepbTe BKMAOYEHa NN MapLUpyTM3aums IPv6, BbINOMHMB CNeayoLLYy0 KOMaHay:
root@sterragate:~# sysctl net.ipv6.conf.all.forwarding
net.ipvé6.conf.all.forwarding = 1

MapLupmisau,Mﬂ OOJNKHa ObiTb BKMOYEHA npn nHUunanmn3aumm KpuntoLusro3a. |_|pl/l HeO6XOLI,VIMOCTVI
MapLupyTusaumus IPv6 MOXeT ObITb BKNIOYEHA nosgHee 3anucbto HaCTPOWKM
net.ipv6.conf.all.forwarding=1 B dann /etc/sysctl.d/02-
sterra internet settings.confc nocneayoLlen nepesarpyskon KpUNToLLSHO3a.

2. 3apaviTe umsa ycTpomncTea:
sterragate (config) #hostname Hubl

3. Bknouute BHEWHUN TenGigabitEthernet0/0 (WAN) M BHYTPEHHUA TenGigabitEthernet0/1
(LAN) nHTepdemcsol:

B 3asucumoctn ot napamMmeTpoB CeTeBOIro VIHTepq)eVICG ero uMvAa MOXeT oTnndaTbCA OT
TenGigabitEthernetN/M U UMETb UMEHA, Hanpumep FastEthernetN/M, GigabitEthernetN/M.

Hubl (config) #interface range TenGigabitEthernet 0/0 - 1
Hubl (config-if-range) #no shutdown
Hubl (config-if-range) #exit

4. Paspewwurte IPV6 Tpadumk HE3aBMCMMO OT HanNU4Msa CNMCKOB A4OCTyNa Ha uHTepdencax:

Hubl (config) #ipv6e default filtering permit

MpumeyaHne — Mo yMon4yaHuio Ha Bcex ceTeBbIX MHTepdencax IPv6 Tpaduk 3abnoknpoBaH — KOMaHga
ipv6 default filtering deny. KomaHga ipv6 default filtering deny 3anpewiaer
npoxoxaeHne Tpadwuka IPv6 Bo Bcex HanpaBneHusix Ha uHTepdencax 6e3 cnuckos goctyna IPv6. B
paMKax HacTosLLero cueHapus KoMmaHga rno ymonyaHmioo ipvée default filtering deny npueeger
K OnokumpoBke Bxogsilero u ucxogsuwero tpaduka IPv6 Ha LAN wuHTepdeince, Tak kak Ha WAN
uHTepdperice OyaeT ykasaH cnucok goctyna IPv6, a Ha LAN uHTepdelice cnucok goctyna IPv6 He
npegnonaraetcsa. OnucaHve KomaHabl ipvé default filtering deny|permit NpUBELEHO B
cueHapum «OpraHnsaums 3alluLeHHOro B3auMogencTBus Mexay MoAceTs MU LieHTpanbHoro odguca u
dunuanos nocpeactsoM IPsec VPN TyHHens (npoTtokon IPv6)».

5. HactpowTe IPv6 agpeca Ha WAN n LAN uHTepdencax B COOTBETCTBMU CO CXEMOW CTeHAa U MapLupyT no
YMOMYaHuIo:

Hubl (config) #interface TenGigabitEthernet0/0

Hubl (config-if) # no ip address

Hubl (config-if)# ipv6 address 2001:db8::100:100:100:2/112
Hubl (config-if) #interface TenGigabitEthernet0/1

Hubl (config-if) # no ip address

Hubl (config-if)# ipvé6 address 2001:db8::192:168:255:10/112
Hubl (config-if) # exit

Hubl (config)# ipvé route ::/0 2001:db8::100:100:100:1

Hubl (config) #end

6. HDOBepre OO0CTYNHOCTb MapLipyTa no ymon4aHuio:

Hubl#ping 2001:db8::100:100:100:1
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PING 2001:db8::100:100:100:1(2001:db8::100:100:100:
108 bytes from 2001:
108 bytes from 2001:
108 bytes from 2001:
108 bytes from 2001:
108 bytes from 2001:

UHcTpyKuns
db8::100:100:100:
db8::100:100:100:
db8::100:100:100:
db8::100:100:100:
db8::100:100:100:

e e

icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

-—- 2001:db8::100:100:100:1 ping statistics ---

5 packets transmitt

ed, 5 received,

0% packet loss,

rtt min/avg/max/mdev = 0.297/0.408/0.534/0.098 ms

Hactpo#nka wudpoBaHus

1) 100
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

data bytes

time=0.
time=0.
time=0.
time=0.
time=0.

time 4074ms

HacTtpoliku wndpoBaHMs OCYLLIECTBAIOTCA U3 Cisco-like koHConM kpunToLwo3a.

1. MapameTpsbl IKE:

1.1. 3apavTte obuwue napameTpsbl IKE:

Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto

isakmp identity dn
isakmp keepalive 3 3

isakmp keepalive retry-count 3

isakmp fragmentation
isakmp security-association lifetime delta 50

isakmp initiator-sessions-max 100
isakmp responder-sessions-max 100

1.2. CospganTe nonuTKKy, onucbiBatoLwyo anroputmel IKE TyHHEns:

Hubl (config) #crypto isakmp policy 1

Hubl (config-isakmp)

Hubl (config-isakmp

(
(
Hubl (config-isakmp
(
(
Hubl (config-isakmp

)
Hubl (config-isakmp)
)
)

1.3. Cospawite npocunb HacTpoek ISAKMP (anroputm IKE) noa nmMeHem ALGS PROFILE:

# encr magma

# hash stribog-256

# authentication gost-sig
# group vko2

#exit

Hubl (config) #crypto isakmp profile ALGS PROFILE

[

Hubl (conf-isa-prof) # match identity dn
conf-isa-prof)# set identity mapping
# set policy 1

)
Hubl )
Hubl (conf-isa-prof)
Hubl (conf-isa-prof)

(
(
(
(

#exit

297
520
331
360
534

ms
ms
ms
ms
ms

% A profile is deemed incomplete until it has match identity statements

MpumeyaHne - B HacTosiwem cueHapum B OTnMuMm OT ©GasoBoro cueHapua DMVPN IPv4
ncnonb3yeTcs OAMH pasfaen KpunTokapTbl ¢ 0gHUM isakmp npodunem, K KOTOpoOMy NpuBsi3aHa TOMbKO

ofgHa isakmp nonuTuka.

B 6asoBom cueHapun DMVPN

IPv4 BTOpas

isakmp nonuTuka

ncnosnb3oBanacb Aand nogknio4YeHna Kpuntowiio30oB BEPCUN 4.3. OpgHako, KpUNTOLLSHO3bl BEPCUN 4.3
He nogaepxueatoT IPV6 n NO3TOMY B HacTodLweM cueHapum He pacCMaTpuBardTCA.

2. [MapameTpsbl IPsec:

2.1. Otkniounte obHoBMeHMe kniova IPsec SA no JOCTUXKEHUMIO onpeaeneHHoro obbema nepeaaHHoro

Tpaduka:

Hubl (config) # crypto ipsec security-association lifetime kilobytes unlimited

2.2. Cospanite IPsec TpaHcdopmMm,

3agarLmn

KOMOVHUPOBAHHLIN  anropuTM  LWUMGPOBaHNSA 1
umutosawmtel FOCT 34.12-2015 Marma B pexuve MGM ang tpadwmka (ansa sepcui 5.0):

Hubl (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-—

mgm

Hubl (cfg-crypto-trans) # mode transport
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Hubl (cfg-crypto-trans) #exit

Pexvm paboTtbl IPsec TyHHens gomkeH ObiTb TPaHCNOPTHBIM. B oTnMymne OT KpUNTOLLM30B BEPCUN
4.3 TyHHenbHbIN pexum IPsec B cueHapun DMVPN pgns kpuntowno3oB Bepcun 5.0 He
NOAAEPKUBAETCHA U HE MOXET BbITb MCNONb30BaH Aaxe npu otcyTcTBuM NAT.

2.3. Cospante ceTeBol object-group C MMEHeM SELF-IPV6 ans xpaHeHus B Hem WAN agpecos

KpunToL1to3a C Uerbio JanbHenwero ero ucnosnb3oBaHus B ACL.:

Hubl (config) # object-group v6-network SELF-IPVG6

Hubl (config-vénetwork-group) #description IP on WAN interface
Hubl (config-vonetwork-group) # host 2001:db8::100:100:100:2
Hubl (config-vé6network-group) #exit

(
(
(
(

2.4. Cospante cnucok pgoctyna (ACL) ans IPv6 Tpadwuka, KOTOPbIA HYXHO 3alumwaTtb Mexay

LieHTparibHbIM 0UCOM U hunranamu:

Hubl (config) # ipv6 access-list IPSEC DMVPN_ IPV6

Hubl (config-ipvé-acl) # remark special DMVPN filter

Hubl (config-ipvé-acl) # permit gre object-group SELF-IPV6 each
Hubl (config-ipvé6-acl) #exit

Hubl (confiqg) #

MpumeyaHne - KnoyeBoe CnoBO each MO3BONSET CTpouTb y3kue IPsec TyHHenu gns moboro
agpeca HasHadeHus. Agpec HasHadeHuss 6epetca m3 IP 3aronoBka GRE naketa, B KOTOPOM

Haxoauntca NBMA agpec kpuntowusosa.

2.5. Cospganite auMHamuyeckytlo kpunTto-kapty (Mma DMAP_IPV6, pasgen 1) u npuBsxute eé K

ctatnyeckon (ums VPN_IPV6, pasgen 1):

Hubl (config) # crypto dynamic-map DMAP IPV6 1
Hubl (config-crypto-map) # match ipv6é address IPSEC DMVPN IPV6

Hubl (config-crypto-map) # set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

(
(
( )
Hubl (config-crypto-map) # set isakmp-profile ALGS PROFILE
Hubl (config-crypto-map) # set security-association mss-fix out
Hubl ( ) # set pre-fragmentation
Hubl (config-crypto-map) # set dead-connection history off
Hubl (config-crypto-map) #exit

(

(

config-crypto-map

Hubl (config) #crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP_IPV6

Hubl (confiqg) #

2.6. [lpukpenute CO30aHHYt0 cTaTU4eckyto KPUNTO-KapTy K  BHellHemy

TenGigabitEthernet0/0:

Hubl (config) #interface TenGigabitEthernet0/0
Hubl (config-if) #crypto map VPN _IPV6
Hubl (config-if) #exit

MogpobHas HacTpowka C onMcaHMeMm KoMaHg npusegeHa B 6a3oBom cLeHapuu.

Hactpouka nonutuku obpadbotku COC (CRL)

nHTepdency

B uensix 6e3onacHOCT HacTOSATENbHO PEKOMEHOYETCS BKIOYaTb NPOBEPKY CMUCKOB OT3biBa CEpTUGMKATOB.

PasHocTHble cnucku oTo3BaHHbIX cepTudukatoB (delta CRL) He nogaepxumBatoTcs.

Bkntounte npoBepky COC n HacTponTe aBTOMaTU4ECKylo 3arpy3Kky M umnopTtupoBaHue B 6asy lpogykta

cnucka 0To3BaHHbIX cepTudukaToB ¢ HTTP cepsepa CRL_distribution_point.

MogpobHasa HacTpowka ¢ onMcaHMeM KoMaHg npuBeadeHa B 6a3oBoM cueHapun.

© 2003-2025 S-Terra CSP
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HacTpoiika mexceTeBOro 3kpaHa

HacTtpolika mexceTeBoro akpaHa ocyLLecTBnaTCa ua cisco-like koHconu.

1.

2.

Cospavite ACL ¢ MeHeM FW_OUTPUT WAN IPV6 Ana ucxogswero ¢ WAN nHtepdeic IPv6 Tpaduka:

Cnuncok goctyna gns mcxoadiwlero Tpaduka gormkeH 6noknpoBaTh OTKPLITLIM TpauK M3 3aluLLaeMomn
nogcetn kpuntowrn3a 2001:db8::192:168:100:0/112 B 3awMuiaemble noacetu  unmanos
2001:db8::192:168:1:0/112 1 2001:db8::192:168:2:0/112 (cumTaem, 4To TpaduK 3aLumuLLaeMbix noaceTemn
[OImKeH obsizaTenbHO WKdpoBaThCs), a Takke HesawmndpoBaHHbIi GRE.

Hubl (config) # ipv6 access-list FW_OUTPUT_WAN_IPV6

Hubl (config-ipvé-acl) #permit icmp any any nd-ns

Hubl (config-ipvé-acl) #permit icmp any any nd-na

Hubl (config-ipv6-acl) #deny gre any any

Hubl (config-ipv6-acl) # permit ipvé object-group SELF-IPV6 any
Hubl (config-ipvé-acl) # exit

Cospavite ACL ¢ MeHeM FW_INPUT WAN IPV6 Ansa sxogswero Ha WAN nHTepdeinc IPv6 Tpaduka:

Hubl (config)# ipv6 access-list FW INPUT WAN IPV6

Hubl (config-ipvé6-acl) #permit icmp any any nd-ns

Hubl (config-ipvé6-acl) #permit icmp any any nd-na

Hubl (config-ipvé-acl) #permit udp any object-group SELF-IPV6 eq isakmp

Hubl (config-ipvé-acl) #permit udp any object-group SELF-IPV6 eqg non500-isakmp
Hubl (config-ipvé-acl) #permit icmp any object-group SELF-IPV6
Hubl (config-ipv6-acl) #permit esp any object-group SELF-IPV6
Hubl (config-ipvé-acl) # exit

MpumeyaHne - Cnucok goctyna aonsd Bxoaswero Tpadwvka paspeluaet naketbl coobuweHnin NS n NA
npotokona Neighbor Discovery (nogpobHee cmotpu n. 4.1.2.1 B “O6wasa nornka pabotsl”), BxoasLme
nakeTbl npotokonos IKE, ESP, ICMP, a octanbHble 6nokupyeT TOMbKO ANd criyyas, Korga KpynToLLo3
ABMNSETCH OTBETYMKOM BnepBble. ECnv KpunToLwnio3 SBnseTcs MHULUMaTOPOM MM OTBETYMKOM B pamKax
paHee co34aHHOW ceccuu, TO OTBETHbIE NakeThbl OyayT pa3peLleHbl, Tak Kak CorfiacHo anroputmMy paboThbl
stateful counbTpaunn aMHamuyeckne paspeluarolive npasuna Gonee NPUOPUTETHBI YEM CTaTUYECKME.
Stateful dounbTpaums OygeT HacTpoeHa ganee B AaHHOM pasfene. [duHamudeckue npasuna stateful
dunbTpaumm B cisco-like koHconn HE oToGpaxaloTcs, mx MOXHO NMOCMOTPETb NP MOMOLUM YTUIUTHI
fwconn mgr C NnapameTpoMm show.

Cospgante ACL c umeHamy FIREWALL OUT 1 FIREWALL IN Anf 3anpeta ucxodsiiero u sxogstiero IPv4
Tpaduka Ha WAN uHTepdence:

Hubl (config) #ip access-list extended FIREWALL OUT
Hubl (config-ext-nacl) #deny ip any any

Hubl (config-ext-nacl) #exit

Hubl (config) #ip access-list extended FIREWALL IN
Hubl (config-ext-nacl) #deny ip any any

Hubl (config-ext-nacl) #exit

(
(
(
(
(
(

4. CospganTe npaBuna uHcnekTupoBaHua Bcero TCP u UDP Tpadwmka M 3aganTe Heobxogumoe

MakcuMarsibHO€e KOfM4eCTBO CECCUM:

Hubl (config) #ip inspect tcp sessions-max 256000
Hubl (config) #ip inspect udp sessions-max 65536
Hubl (config) #ipv6 inspect name INSPECT tcp
)

(
(
(
Hubl (config) #ipv6 inspect name INSPECT tcp

5. TpukpenuTe CNMCKM OOCTYyNa W NpaBuia MHCNEKTMPOBAaHWS Ha BHELLUHWUIA UHTepdelic:

Hubl (config) #interface TenGigabitEthernet0/0
Hubl (config-if) #ipv6 access-group FW _OUTPUT WAN IPV6 out
Hubl (config-if) #ipv6 access-group FW_ INPUT WAN IPV6 in
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Hubl (config-if) #ip access-group FIREWALL IN in
Hubl (config-if) #ip access-group FIREWALL OUT out
Hub1 ( ) #ipv6 inspect INSPECT out

Hubl (config-if) #exit

config-if

HOD,pOGHaH HaCTPOVIKa C onncaHmem KomaHpg npueeneHa B 0asoBom cueHapun.

Hactponka mGRE-untepdenca

‘ Ha ueHTpanbHbIX Wn3ax 4ormKHO 6biTb No ogHoMy MGRE-uHTepdeiicy.

1. Hactporiku mGRE nHTepgencos ocyliecTBnstoTcs ns linux bash, ytobsl nonacte B linux bash BeinonHute
cnepytowyto komaHay B CLI pasrpaHnyeHuns goctyna (MpeaBapuTenbHO HY)XXHO BbIATU M3 KOHCOMN CisCO-
like):

Hubl#exit
administrator@Hubl] system

Entering system shell...
root@Hubl: ~#

2. Cospawnte pann /etc/network/interfaces.d/mgre0 n gobaBbTe B HErO CriedyHoLlee COOAEPKNMOE;

‘ Nmst MGRE-nHTepdelica OOMKHO COOTBETCTBOBaThL WabnoHy: mgreN, rae N — uenoe y1cno.

auto mgre0

iface mgreO inet6 static

address 2001:db8::10:10:10:100/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipbgre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Mpn HEOGXOAMMOCTU UCMONb30BaTb SBHO 3aaHHY NpUBA3KY U3MYECKOro agpeca Ans OTnpaBKu
naketoB MGRE-TyHHensi He gonyckaeTtcst ucnone3oBaTk dev 6e3 local B kKommaHze ip tunnel.

Mpumep npaBunbHOM KOMaHAbI:

pre-up ip tunnel add mgre0 mode ip6gre key 1 ttl 64 tos inherit dev eth0 local 2001:db8::100:100:100:2

3. MNogHumnte MGRE-uHTepdelic:

root@Hubl:~# ifup mgrel

4. Y6eautech, 4To MGRE-uHTEepdenc cosgaH ¢ HyXXHbIMW NapaMmeTpamu:
root@Hubl:~# ip -6 tunnel show mgrel

mgrel: gre/ipvé remote :: local :: encaplimit 4 hoplimit 64 tclass inherit flowlabel
0x00000 (flowinfo 0x00000000) key 1

root@Hubl:~# ip -6 address show dev mgre0

7: mgre0@NONE: <MULTICAST,UP,LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group
default glen 10000
inet6 2001:db8::10:10:10:100/112 scope global
valid 1ft forever preferred 1ft forever
inet6 feB80::7f00:1/64 scope host
valid 1ft forever preferred 1ft forever
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Hactponka NHRP

Hactporiku NHRP uHTepdencos ocyuiectensatoTca us linux bash B cnegytollen nocnegoBaTenbHOCTH:

1. lMpuBegute hann /etc/opennhrp/opennhrp.conf K BUAY:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
non-caching

MpumeyaHune — [onyCTumbIN Anana3oH 3HaYeHna holding-time — ot 30 go 150 cekyHa. MNMoapobHoe
onncaHve napameTpa holding-time M OrpaHuMyeHust Mo €ro M3MeHeHutio npueBegeHo B basoBom
cueHapum DMVPN IPv4 B pa3gene OnucaHue napameTpa holding-time.

2. [obasbTe cepsuc OpenNHRP B aBTO3arpysky 1 3anyctuTe ero:
root@Hubl:~# systemctl enable opennhrp

Created symlink /etc/systemd/system/multi-user.target.wants/opennhrp.service ->
/1lib/systemd/system/opennhrp.service.

root@Hubl:~# systemctl start opennhrp

Hactponka BGP

OuHamnyeckan mapLupyTM3auma HacTpanBaeTcs Yepes KoHcornb cepeuca FRR.
1. [oGaebTe cepBuc FRR B aBTO3arpysky un 3anycrtute ero:
root@Hubl:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with
/lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable frr

Created symlink /etc/systemd/system/multi-user.target.wants/frr.service =
/lib/systemd/system/frr.service.

root@Hubl:~# systemctl start frr

2. Bowigute B KoHcomnb cepBuca FRR, ons atoro HyxHo 13 linux bash HabpaTtb crnegytowyto komaHay:

root@Hubl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl#

3. Hactponte BGP (cm. onucaHue http://docs.frrouting.orq):

Hubl# configure terminal

3.1. Cospavite route-map FROM-HUB1-OUT, koTopas OydeT MeHATb local-preference pAns
MapLUpyTOB, KoTopble Hubl nonyvaet n3 aBTOHOMHOWN cucTtembl 65001
(2001:db8::192:168:100:0/112) 1 peTpaHCnNUpyeT B KPUNTOLLMO3bI (hunmnanos:

Hubl (config) # route-map FROM-HUB1-OUT permit 1

Hubl (config-route-map) # set local-preference 100
Hubl (config-route-map) # exit

MpumeyaHune - route-map OymeT M3MeHATb cTaTtudeckun npuopuTeT (local-preference) Ans
00bABMNSIEMbIX MapLIpyTOB MMM MapLUPYTOB, MOfydYeHHbIX No €BGP u He OygeT BnvATb Ha
local-preference MapLpPYTOB, NONy4YeHHbIX OT Spoke-oB. MogpobHee — cmoTpu B HGaszoBoM
cueHapun DMVPN [Pv4.
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3.2. CospanTte route-map SET-NEXTHOP, KOoTopas OyadeT ycTaHaBnMBaTb Ooree BbICOKUA MpuopuTeT
rnobanbHbix IPV6 agpecoB Ans mMapLupyToB no cpaBHeHuto ¢ link-local agpecamn anga atux xe
MapLUpyTOB, €Cnu Ans mMapLlipyta ogHOBPEMEHHO nocTynaloT u rnobaneHele u link-local agpeca
IPv6 agpeca maplpyTtusatopa next-hop:

Hubl (config) # route-map SET-NEXTHOP permit 1
Hubl (config-route-map) # set ipv6 next-hop prefer-global
Hubl (config-route-map) # exit

3.3. Bknouute npouecc npotokona BGP gns aBToHoMHon cuctembl 65000 1 nepengute B pexxum ero
KOHGOMryprMpoBaHUs:

Hubl (config) # router bgp 65000
3.4. YcTtaHoBWUTE MAeHTUMMKATOP MapLupyTu3aTopa:

Hubl (config-router) # bgp router-id 10.10.10.100

3.5. Bkmounte normposaHue nM3MeHeHus ctaTyca (Hanpumep, up, down n gpyrne) BGP cocepa B
XypHane paboThbl:

Hubl (config-router) # bgp log-neighbor-changes
3.6. OtkntounTe obasatenbHoe Hannune BGP dunnbTpos ang obmeHa mapwpytamu no eBGP ceccui:

Hubl (config-router) # no bgp ebgp-requires-policy
MpumeyaHne - KomaHga bgp ebgp-requires-policy BKMHOYEHA Mo ymonuyaHuiwo u Tpebyet
Hanuune uUnbTpoB Npu paboTe ¢ eBGP coceasmn. B HacTosieM cueHapuu oTknodeHue ebgp-

requires-policy npon3BognTCa C LEenblo ynpoLwieHns KoHdurypuposaHus. NMogpobHee — cmoTpu B
6asosom cueHapun DMVPN IPv4.

3.7. YcraHoBuTe Tanmepsbl keepalive u hold time gna BGP cocegei:
Hubl (config-router) # timers bgp 3 9

MpumeyaHune - [JaHHble HACTPOMKM MPOM3BOAATCH C LEenbl yCckopeHus cxogmmoctn iBGP n no
cornacoBaHuto ¢ NponssognTenem MoryT U3MEHATLCS.

3.8. Cospgante rpynny spokes-ibgp ¢ Homepom aBToHOMHOWM cuctembl 65000 ons BGP cocenewn ns mgre
noAaceTu (KpUNTOLLI30B hmnmanos):

Hubl (config-router) # neighbor spokes-ibgp peer-group

Hubl (config-router) # neighbor spokes-ibgp remote-as 65000

Hubl (config-router)# bgp listen range 2001:db8::10:10:10:0/112 peer-group spokes-
ibgp

3.9. WNameHuTe mMakcumanbHoe konudectBO BGP cocepeit, koTopble MOryT MOOKMIOYUTLCA K
KpunToLuno3y no BGP ogHoBpeMeHHO:

Hubl (config-router) # bgp listen limit 5000

3.10. HobaebTe bgp cocena 2001:db8::192:168:255:1 ¢ HOMEPOM aBTOHOMHOWM cuctembl 65001:
Hubl (config-router) # neighbor 2001:db8::192:168:255:1 remote-as 65001

3.11. Bkrounte nepechbiriky MapLipyToB AN rpynnbl spokes-ibgp:

Hubl (config-router) # address-family ipv6 unicast
Hubl (config-router-af) # neighbor spokes-ibgp route-reflector-client

3.12. BkmounTe nameHeHne nexthop agpeca ans mapLipyToB, nony4eHHbix no eBGP, Ha agpec Hubl:
Hubl (config-router-af) # neighbor spokes-ibgp next-hop-self

MpumeyaHne - YToObl M3MeHATb next-hop agpeca mMapLIpyTOB, MOMYy4YeHHbIX Mo iIBGP, MOXHO
MCnonb3oBaTbh KOMaHOy «neighbor spokes—-ibgp next-hop-self force». B aTtom cny4vae
Tpaduk mexay unmanamm yaet ngtm yepes ueHTp (AHanor nepson ¢asel DMVPN).

© 2003-2025 S-Terra CSP 16



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

3.13. lNpumeHuTe route-map FROM-HUB1-OUT Ha OTMpaBlfieHHble MapLipyTbl K cocegsam K3 rpynnbl
spokes-ibgp:

Hubl (config-router-af) # neighbor spokes-ibgp route-map FROM-HUB1-OUT out

MpumeyaHne - [Ons paHHOro cueHapuss local-preference ©Oyger wu3MeHEH Ans
peTpaHcnupyemoro MmapupyTa go 2001:db8::192:168:100:0/112.

3.14. lNpumeHute route-map SET-NEXTHOP AN MapLipyToB, MOCTynawLWMx OT coceden u3 rpynnbl
spokes-1ibgp (Spoke’oB) 1 3aTem peTpaHCcnMpyeMbix Apyrm coceasiM U3 rpynnbl spokes—-ibgp:
Hubl (config-router-af) # neighbor spokes-ibgp route-map SET-NEXTHOP in
3.15. CoxpaHuTe N3MeHeHus:

Hubl (config-router-af) # end
Hubl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Warning: /etc/frr/frr.conf.sav unlink failed
Integrated configuration saved to /etc/frr/frr.conf
[OK]

B MNpwunoxeHun npeacTasneHbl TEKCTbI KOHUrypaumi gnsa kpuntownosa Hubl:

e TeKCT KoHconu cisco-like;

o Copepxumoe /etc/network/interfaces.d/mgre0;
e Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf.

HacTtponka yctponcrtea Hub2

HacTtpoiika yctponctea Hub2 ocyuwiectsnsetrca aHanormyHo yctponctey Hubl ¢ y4eTom COOTBETCTBYHOLLUX
IP-agpecoB (cm. PucyHok 1). B HacTpoiikax FRR 3HayeHne local-preference AOIMKHO ObiTb paBHO 75.

3HauyeHne MGRE key Ha Hubl n Ha Hub2 gomxHbl coBnagaTte. HO gormkeH oTnuyatbcs oT 3HavyeHus mGRE
key Ha Hub3 n Hub4.

B MpunoxeHun npeactaBneHbl TEKCTbl KOHUIypauui anga kpuntowuntosa Hub2:

e TEKCT KoHconu cisco-like;

o Copgepxumoe /etc/network/interfaces.d/mgre0;
o Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copgepxumoe /etc/frr/frr.conft.

HacTtponka yctponcrtea Hub3

HacTtpoiika yctponctea Hub3 ocylwiectsnseTca aHanormyHo yctponctey Hubl ¢ y4eTomM COOTBETCTBYHOLLUX
IP-agpecoB (cm. PucyHok 1). B HacTpoiikax FRR 3HayeHne local-preference AOIMKHO ObiTb paBHO 50.

3HauyeHne MGRE key Ha Hub3 1 Ha Hub4 gomxHbl coBnagaTtb. HO gomkeH oTnuyaTtbes oT 3HavyeHua mGRE
key Ha Hubl1 n Hub2.

B MpunoxeHun npeactaBneHbl TEKCTbI KOHUrypaumi anga kpuntowuntosa Hub3:

e TEKCT KOHcomnu cisco-like;

o Copepxumoe /etc/network/interfaces.d/mgre0;
o Copepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf.
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Hactponka yctponctsa Hub4

HacTtpoiika yctponctea Hub4 ocyuiectsnsetrca aHanormyHo yctponctey Hubl ¢ y4eTom COOTBETCTBYHOLLUX
IP-agpecos (cm. PucyHok 1). B HacTpoiikax FRR 3HayeHne local-preference AOMKHO ObiTb paBHO 25.

3HauvenHne MGRE key Ha Hub3 1 Ha Hub4 gomxHbl coBnagaTb. Ho gormkeH otnuyatbes oT 3Ha4YeHns MGRE
key Ha Hubl n Hub2.

B MpunoxeHun npeactaBneHbl TEKCTbI KOHUIypaumi anga kpuntowuntosa Hub4:

e TeKCT KoHconu cisco-like;

e Copgepxummoe /etc/network/interfaces.d/mgre0;
e Copepxumoe /etc/opennhrp/opennhrp.conf;

e Copgepxumoe /etc/frr/frr.conf.

Hactpouka yctponcrtea Spoke1-n1

HacTtpovika MOXeT OCyLeCTBNATLCA M yganeHHo (no SSH), HO UCKNIYUTENbHO MO AOBEPEHHOMY KaHarny
cBsA3n. [loBEpEHHbIM KaHaNoM CBSA3M MOXET CUMTaTbCH KaHan B npegenax KOHTPONMpyemMon 30Hbl B Criyvae
OTCYTCTBMS B HeMm HapywuTtens (B Hawem npumepe 3170 nogcetn 2001:db8::192:168:100:0/112,
2001:db8::192:168:1:0/112, 2001:db8::192:168:2:0/112). [JoBEepeHHbIM KaHarom CBA3WM Takke cuymTaeTcs
KaHan, 3aluLLEHHbIN Npy NoMoLLKM npoTokona IPsec.

HavyanbHble HacTponkn, HacTporku PKI, HacTponka naponen gocTtyna K KoHconu cisco-like, HacTpoika
CETEBbIX MapamMeTpoB, HACTPOMKa WndpoBaHMs, HacTporika nonutukn obpabotkn COC (CRL) n HacTpolika
MEXCETEBOro 3KpaHa OCYLLECTBMSIETCA aHanornyHo ycTtpornctsy Hubl c yyeTom cooTtBeTcTByHOLWMX |P-
appecos (cMm. PucyHok 1).

Hactponka mGRE-uHTepcencos

Ha cdunuanbHbix wno3ax JomkHO ObiTb No ABa MGRE-uHTepderica (no ABa Ha kaxabl LeHTparbHbIN
LUM03).

1. Hactporikn mMGRE nHTepdeicoB ocyuiectenstoTcs m3 linux bash, ytobel nonacts B linux bash BeinonHuTe
cnegyowyto komaHay B CLI pasrpaHmdeHuns goctyna (npegsapuTenbHO HYXKHO BbIATU U3 KOHCOMNW CiSCo-
like):

Spokel-nl#exit
administrator@Spokel-nl] system

Entering system shell...
root@Spokel-nl:~#

2. Cospavite cbann /etc/network/interfaces.d/mgre0 n gobaBbTe B HEFO CrieayloLlee cogepXmmoe:

Nmst mMGRE-uHTepdeiica AOMmMKHO COOTBETCTBOBaThL WabnoHy: mgreN, rae N — Luenoe y1cro.

auto mgrel

iface mgre0 inet6 static

address 2001:db8::10:10:10:100/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ip6gre key 1 ttl 64 tos inherit
pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO
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3. Cospante cann /etc/network/interfaces.d/mgrel n gobaBbTe B HErO cnefyoLlee cogepXumMoe:

Nmst mMGRE-uHTepdeiica AOMKHO COOTBETCTBOBAThL WabnoHy: mgreN, rae N — Luernoe y1cro.

auto mgrel

iface mgrel inet6 static

address 2001:db8::10:10:20:1/112

pre-up ip link del mgrel 2> /dev/null || true

pre-up ip tunnel add mgrel mode ipb6bgre key 2 ttl 64 tos inherit
pre-up ip link set mgrel mtu 1400

pre-up ip link set mgrel multicast on

post-up ethtool -K mgrel tx-checksumming off > /dev/null
post-down ip link del mgrel

4. MogHummnte MGRE-uHTEepdeNnc:

root@Spokel-nl:~# ifup mgre0
root@Spokel-nl:~# ifup mgrel

5. Y6eautech, 4To MGRE-uHTEepdenc cosgaH ¢ HyXXHbIMW napaMmeTpamu:
root@Spokel-nl:~# ip -6 tunnel show mgreO

mgreO: gre/ipv6 remote :: local :: encaplimit 4 hoplimit 64 tclass inherit flowlabel
0x00000 (flowinfo 0x00000000) key 1

root@Spokel-nl:~# ip -6 tunnel show mgrel

mgrel: gre/ipv6 remote :: local :: encaplimit 4 hoplimit 64 tclass inherit flowlabel
0x00000 (flowinfo 0x00000000) key 2

root@Spokel-nl:~# ip -6 address show dev mgre0

7: mgre0@NONE: <MULTICAST,UP,LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group
default glen 10000
inet6 2001:db8::10:10:10:1/112 scope global
valid 1ft forever preferred 1ft forever
inet6 fe80::7f00:1/64 scope host
valid 1ft forever preferred 1ft forever

root@Spokel-nl:~# ip -6 address show dev mgrel

8: mgrel@NONE: <MULTICAST,UP,LOWER UP> mtu 1400 gdisc noqueue state UNKNOWN group
default glen 10000
inet6 2001:db8::10:10:20:1/112 scope global
valid 1ft forever preferred 1ft forever
inet6 fe80::7f00:1/64 scope host
valid 1ft forever preferred 1ft forever

Hactpoika NHRP

Hactporika NHRP ocywectensatoTcsa us linux bash.

1. MNpuBegute hann /etc/opennhrp/opennhrp.conf K BUAY

Macka B HacTpoikax opennhrp gormkHa coBnagaTb C Mackon Ha mgre uHTepdence.

interface mgre0

map 2001:db8::10:10:10:100/112 2001:db8::172:16:100:2 register
map 2001:db8::10:10:10:200/112 2001:db8::172:16:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching

interface mgrel
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map 2001:db8::10:10:20:100/112 2001:db8::172:17:100:2 register
map 2001:db8::10:10:20:200/112 2001:db8::172:17:101:2 register
multicast nhs

holding-time 90

cisco-authentication secret

non-caching

MpumeyaHne — B 6onbwmx DMVPN ceTsx, cogepxalumx 6omnee COTHU YCTPOWCTB, MOXET HabntoaaTbes
NoBbILLIEHME HarpyskM Ha Kpuntownosbl LieHTpanbHoro oduca nocrne notepu CBA3WM CO BCEMU UMK
fbonbwKnHCTBOM (bunmanos, Hanpumep, M3-3a OTka3a npoBamgepa. B atom cnyyae kpunToLwwo3bl
dunnanosB MoryT HanpaenaTb Registration Request Ha Hub npakTnyeckn ogHOBpeMeEHHO co3faBasi MUK
Harpysku Ha Hero. [1ns noBbILLEHWUS paBHOMEPHOCTU pacnpeaeneHnsi No BpemMeHu 3anpocos Registration
Request oT dunmanbHbIX KpUMNTOLLNIO30B BBEAEH NapaMeTp reregister-time — BpeMsa OO Hayana
nepepeructpaumm Spoke Ha Hub nocne notepu cBs3uM mexagy Humu. [lpumep HacTpoek ¢
MCcnonb3oBaHNEM reregister-time:

interface mgre0

map 2001:db8::10:10:10:100/112 2001:db8::172:16:100:2 register reregister-time 60
map 2001:db8::10:10:10:200/112 2001:db8::172:16:101:2 register reregister-time 45-
75

multicast nhs

holding-time 90

cisco-authentication secret

non-caching

Mo ymonuyaHuio Bpemsi nepepernctpauun 6epétca ns ananasona 60-180 cekyHa.
MoapobHee — cmoTpu B 6azoBoM cueHapum DMVPN IPv4.
2. [obaebTe cepuc OpenNHRP B aBTO3arpy3ky 1 3anyctuTe ero:;
root@Spokel-nl:~# systemctl enable opennhrp

Created symlink /etc/systemd/system/multi-user.target.wants/opennhrp.service ->
/lib/systemd/system/opennhrp.service.

root@Spokel-nl:~# systemctl start opennhrp

3. Yepes HekoTOpoe BpeMms nposepbTe, YTo mexay Spokel-nl un ueHTpanbHbIMK KpunTowsodamu Hubl,
Hub2, Hub3, Hub4 nogHsanucb IPsec TyHHenu (ecnu TYHHEeNW He NOAHANUCH — NPOBEPbTE HACTPOWNKM
cetu/IPsec/Firewall/NHRP, nor-cpannsel /var/log/cspvpngate.log¥ /var/log/syslog):

root@Spokel-nl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 26 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 9276 7976

2 27 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 10308 8840
3 28 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 7728 6680
4 29 (2001:dpb8::100:100:1:2,4500)-(2001:db8::172:16:100:2,4500) active 3600 3224

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 615 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 183020
190588

2 617 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 133288
138832

3 618 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 50952
53044

4 619 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 36080
37576
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Hactponka BGP

OuHamnyeckas mapLupyTM3auma HacTpanBaeTCsl Yepes KOHcomnb cepBuca FRR.

1. [oGaebTe cepBuc FRR B aBTO3arpysky 1 3anycrture ero:
root@Spokel-nl:~# systemctl enable frr

Synchronizing state of frr.service with SysV service script with /lib/system/system-—
sysv-install.
Executing: /lib/system/system-sysv-install enable frr

root@Spokel-nl:~# systemctl start frr

2. Bongute B koHconb cepBuca FRR, ans aToro Hy»xHo u3 linux bash HabpaTb crnegytoLyo kKoMmaHay:

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

3. [obasbte MapwpyT 2001:db8::192:168:100:0/112 uyepes VIP agpec (2001:db8::192:168:1:20) c
auctaHumen 240:

Spokel-nl#configure terminal
Spokel-nl (config)# ipv6 route 2001:db8::192:168:100:0/112 2001:db8::192:168:1:20
240

MpumevaHus:

e B DMVPN IPv6 B oTnnyne ot 6asosoro cueHapusd DMVPN IPv4 mapLipyTbl OMKHbI YKa3blBaTb
He Ha knacTepHbi agpec VRRP, a Ha agpec LAN-nHTepderica CMEXHOro yCTpomcTaa.

e [laHHbI MappyT ByaeT ycTaHaBnMBaTbCA B CUCTEMY Ha pe3epBHOW Hode knactepa VRRP gns
obecneyeHnss BO3MOXHOCTM onpoca ee LAN uHTepdenica us nogcetn LleHTpaneHoro oduca,
Hanpumep, C Uenblo LUeHTpanusoBaHHOro cbopa AuarHOCTU4YecKoW MHdopMauumn u3
LleHTpansHoro oguca. NogpobHee — cmoTpu B 6asosom cueHapun DMVPN IPv4,

4. Hactponte BGP (cm. onucaHue http://docs.frrouting.orq):

4.1. Cospgante route-map TO-HUB1-OUT, TO-HUB2-QUT, TO-HUB3-OUT, TO-HUB4-OUT. [aHHble
route-map 6yget MeHATb local-preference AN MapLIpyTOB, aHOHCUPYEMble (huUnManom B
CTOPOHY KpunTownto3oB LieHTpanbHoro ocguca (2001:db8::192:168:1:0/112):

Spokel-nl (config) # route-map TO-HUB1-OUT permit 1

Spokel-nl (config-route-map) #set local-preference 100

Spokel-nl (config-route-map) ffexit

Spokel-nl (config) #route-map TO-HUB2-OUT permit 1

Spokel-nl (config-route-map) #set local-preference 75

Spokel-nl (config-route-map) #exit

Spokel-nl (config) #route-map TO-HUB3-OUT permit 1

Spokel-nl (config-route-map) #set local-preference 50

Spokel-nl (config-route-map) ffexit

Spokel-nl (config) #route-map TO-HUB4-OUT permit 1

Spokel-nl (config-route-map) #set local-preference 25

Spokel-nl (config-route-map) ffexit
MprmeyaHue - Ha KpynToLwno3ax BCex ocTanbHbIX hunmManax MapLipyT 4o 3allimiiaemMomn nogceTu
Spokel-nl, nonyyeHHbI Yepe3 Hubl, Gyger vmeTb HanbomnbluM NpUOpUTET, @ MapLipyT Oo
3awmuiaemon nogcetn Spokel-nl, nonydeHHblr 4Yepe3 Hub4, OypeTr vMMeTb HauMEHbLUWNA

npuopuTeT.

4.2. BknwouuTe npouecc npotokona BGP ana aBToHoMHon cuctembl 65000 1 nepengute B pexum ero
KOHOUIypMpOBaHUSI:
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4.3.

4.4,

4.5,

4.6.

4.7.

4.8.

4.9.

Spokel-nl (config) #router bgp 65000

YcTaHoBUTe MaeHTUUKaTOp MapLupyTusaropa:

Spokel-nl (config-router) #bgp router-id 192.168.1.10

BkniounTe norvpoBaHWe n3MeHeHus ctatyca (Hanpumep, up, down un gpyrue) BGP cocena B
XypHane paboThbi:

Spokel-nl (config-router) #bgp log-neighbor-changes

YcraHoBute Tanmepsbl keepalive u holdtime gns BGP cocepa:

Spokel-nl (config-router) #timers bgp 3 9

Hob6aBbTe MGRE-agpeca Hub-oB B kauectBe BGP cocegenn ¢ HOMEpPOM aBTOHOMHOW CUCTEMBbI
65000 n ycTaHOBMTE BpeMs MOBTOPHOW NonbITkM NocTpoeHns BGP coceactea B 30 cekyHA:

Spokel-nl (config-router) #neighbor 2001:db8::10:10:10:100 remote-as 65000
Spokel-nl (config-router) #neighbor 2001:db8::10:10:10:100 timers connect 30
Spokel-nl (config-router) #neighbor 2001:db8::10:10:20:100 remote-as 65000
Spokel-nl (config-router) #neighbor 2001:db8::10:10:20:100 timers connect 30
Spokel-nl (config-router) #neighbor 2001:db8::10:10:10:100 remote-as 65000
Spokel-nl (config-router) #neighbor 2001:db8::10:10:20:100 timers connect 30
Spokel-nl (config-router) #neighbor 2001:db8::10:10:20:200 remote-as 65000
Spokel-nl (config-router) #neighbor 2001:db8::10:10:20:200 timers connect 30

BkntounTe aHOHCUpOBaHWE MapLupyTa Ao 3awuiiaemon nogcetn dGunuana Net:

Spokel-nl (config-router) #address-family ipvé unicast
Spokel-nlSpokel-nl (config-router-af) #network 2001:db8::192:168:1:0/112

lMpumeHuTe route-map K coceasim:

Spokel-nl (config-router—-af) #neighbor 2001:db8::10:10:10:100 activate

Spokel-nl (config-router—-af) #neighbor 2001:db8::10:10:10:100 route-map TO-HUB1-OUT
out

Spokel-nl (config-router-af)# neighbor 2001:db8::10:10:10:200 activate

Spokel-nl (config-router-af) #neighbor 2001:db8::10:10:10:200 route-map TO-HUB2-OUT
out

Spokel-nl (config-router-af) # neighbor 2001:db8::10:10:20:100 activate

Spokel-nl (config-router—-af) #neighbor 2001:db8::10:10:20:100 route-map TO-HUB3-OUT
out

Spokel-nl (config-router-af)# neighbor 2001:db8::10:10:20:200 activate

Spokel-nl (config-router-af) #neighbor 2001:db8::10:10:20:200 route-map TO-HUB4-OUT
out

CoxpaHuTte n3mMeHeHus:

Spokel-nl (config-router-af) #end
Spokel-nl (config-router)# exit
Spokel-nl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf [OK]
[OK]

Hactponka VRRP

B otnnume ot Bepcun 4.3 B Bepcun 5.0 3HaumTenbHas Yactb HacTpoek VRRP nepeHeceHa B cisco-like
KOHCOIb. Ho HacTpoWkKa VRRP KOHPUrypaLoHHOro danna
/etc/keepalived/notify common.conf ocyuiecTenaercs us linux bash.

© 2003-2025 S-Terra CSP 22



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

1. Coxpanute Konumto danna /etc/keepalived/notify common.conf B
/etc/keepalived/notify common.conf.backup " npueegute dann
/etc/keepalived/notify common.conf K Buay:

FHAHHF AR AR AR specific to DMVPN scenario
B i

# Flag indicate that DMVPN scenario is using on clustered spokes.

# Used to mange BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes it STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="true"

### IBGP specific options ###
# Internal routing protocol for DMVPN (IBGP or OSPF).
DMVPN INTERNAL ROUTING PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
DMVPN LOCALl ASN="65000"

# BGP neighbors (separated by space) which must be shutted down if VRRP node transit
to BACKUP of FAULT state,

# and no shutted down if VRRP node transit to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN BGP NEIGHBORS="2001:db8::10:10:10:100 2001:dpb8::10:10:10:200
2001:db8::10:10:20:100 2001:db8::10:10:20:200"

KoHdurypaumoHHbin - ann  /etc/keepalived/notify common.conf ynpasnseT CKPUNTOM
/etc/keepalived/scripts/notify common. Jlorvka cnegywowlas: ecnvm Hoga nepexoauT B
coctosHne BACKUP wunu FAULT, 10 BGP nupuvHr ¢ uUeHTpanbHbIMKM  KpUNTOLLIIO3aMuU
(2001:db8::10:10:10:100, 2001:db8::10:10:10:200, 2001:db8::10:10:20:100, 2001:db8::10:10:20:200)
BblkMovaeTca. Ecnm Hoga nepexogut B coctosHne MASTER, 10 BGP nupuHr ¢ UeHTpanbHbiMK
KpUNTOLLS03aMM BKITOMAETCS.

N3meHeHne napametpos DMVPN B aine /etc/keepalived/notify common.conf nocne
HacTpowku keepalived (B npouecce pa6oThl):

Mpn HEOBXOAMMOCTU N3MEHEHMS MapamMeTPOB CeayerT:

1) MNepesanyctntb FRR ¢ noMoLubio koMaHabl "systemctl restart frr" (3TO AeNCTBUE 3arpysuT
KOHUrypauuio, kKotopasi cootBeTcTByeT coctosHuio MASTER). BAXKHO: nocne nepesanycka FRR
MOXET BO3HUKHYTb acCMMeTpu4Has MaplpyTusauusd. I3TO CBA3aHO C TeM, YTO YCTPOWCTBO B
coctosHun BACKUP nnn FAULT 6yget yyactBoBaTh B 06mMeHe BGP mapLupytamu;

2) NameHuTb Tpebyembie HacTponkn FRR, koTopble cooTBeTCcTBYET cocTosAHMI0 MASTER,;

3) CoxpaHuTb HacTporkn FRR (komaHga write).

4) Mocne HacTponkn FRR TpebyeTca usameHnTb cooTBeTcTBylowme napametpsl DMVPN B chavine
/etc/keepalived/notify common.conf.

5) Onga yctponcTts, Haxogswmxcs B coctosHu BACKUP unu FAULT, cnegyeTt nepesanycTuTb CepBUC
keepalived, 4TOBbI NPUMEHNTL HACTPOWKM U3 banna /etc/keepalived/notify common.conf.
Ons yctponctea B coctosHun MASTER HacTpowkn nNpuMMEHSAOTCS Mnocrne nepexoja B COCTOsiHUE
BACKUP nnn FAULT.

Ecnn 6bina ponyuweHa owwnbka B dhavine /etc/keepalived/notify common.conf B 4acTu
DMVPN (Hanpumep, HOMep aBTOHOMHOW cucTembl unu IP-agpec BGP nupa He coBnagaet c
HacTponkamm FRR), 10 npu nepexoge Hogbl B coctosiHne BACKUP wunm FAULT B norax
/var/log/cspvpngate.log NosABUTCA coobleHne "VRRP notify common script: ERROR:
can not set shutdown on neighbor". MNocne ncnpaenexHus ownbok B daine JoCTaTovHO
nepesanyctuTtb cepauc keepalived.

2. OcrtanbHble HacTponku VRRP ocyuwecteBnswoTcs u3 cisco-like koHconmu kpuntowntosa. Bknwounte
ucnonb3oBaHue vrrp v3:
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Spokel-nl# configure terminal
Spokel-nl (config)# fhrp version vrrp v3

Bkniounte sanyck obuero ckpunt-cpaina (/etc/keepalived/scripts/notify common)

nepexoge VRRP vHcTaHca mexgy COCTOAHUSAMMU:

Spokel-nl (config)# vrrp notify common
Cospgavite npaBuno SLA (no ymonyaHuto ans IPv6):

Spokel-nl (config) #vrrp track sla check isp link ipvé6
YKaxunTe ueneBble XOCTbl ANs1 TPOBEPKN CBA3MN:

Spokel-nl (vrrp-track-sla)# host 2001:db8::172:16:1:1
Spokel-nl (vrrp-track-sla)# host 2001:db8::172:16:101:15

Ykaxunte pexum SLA Ha npoBepky ¢ nomoubio ICMP:

Spokel-nl (vrrp-track-sla)# mode icmp-echo

3apanite ycrnoBue yCcrnewHOCTN NpoBEepKKn, Kak AOCTYMNHOCTb ntoboro n3 YKa3aHHOIo XoCToB:

Spokel-nl (vrrp-track-sla)# reachability any

Bapante nHTepdeiic, ¢ KoToporo byayT otnpaenaTecst ICMP:

Spokel-nl (vrrp-track-sla)# source TenGigabitEthernet0/0

3apaviTe KonmM4ecTBo A0oNyCTUMbIX HEYCNEeLHbIX NOMbITOK NPOBEPKN OOCTYMNMHOCTU XOCTOB:

Spokel-nl (vrrp-track-sla)# fall 15

3apaniTe KonmM4ecTBO HEOOXOANMbIX YCNeLWHbIX MOnNbITOK NPOBEPKN OOCTYNMHOCTU XOCTOB:

Spokel-nl (vrrp-track-sla)# rise 10
B3apganTe Bpems OXxugaHus NpoBepKn AOCTYMHOCTH XOCTa:
Spokel-nl (vrrp-track-sla)# timeout 2
MHTepBan mexay nposBepkaMy AOCTYNHOCTU XOCTa:

Spokel-nl (vrrp-track-sla)# interval 3
Spokel-nl (vrrp-track-sla)# exit

Bkntounte VRRP Ha BHyTpeHHeM nHTepdence (cosgaeT VRRP nHcTaHc):

Spokel-nl (config)# interface TenGigabitEthernet0/1
Spokel-nl (config-if)# vrrp 1 address-family ipv6
Spokel-nl (config-if-vrrp) #

3apanTe knacTepHbin IPV6 agpec:
Spokel-nl (config-if-vrrp)# address 2001:db8::192:168:1:1/112
YcTtaHoBUTE MHTepBan oTnpasBku advertisement-coobLueHWIA:
Spokel-nl (config-if-vrrp)# timers advertise 3
YcTtaHoBUTE MHTepBan oTnpasBky gratuitous ARP-coobLieHus:
Spokel-nl (config-if-vrrp)# timers garp 5
MpukpenuTe K MHTEepdency SLA npasuno:
Spokel-nl (config-if-vrrp)# track sla check isp link
BkniounTe oTcnexmBaHue BHELWHEro nHTepdenca:
Spokel-nl (config-if-vrrp)# track interface TenGigabitEthernet0/0

OTtkniovnTte preempt mode:

Spokel-nl (config-if-vrrp) # no preempt

npu
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20. YctaHosute npuoputeT ans VRRP nHcTaHca:

Spokel-nl (config-if-vrrp)# priority 100
Spokel-nl (config-if-vrrp) #end

21. Y6egutecb, 4YTO Hopa nepewna B cocTtodHne MASTER. Ona atoro Bonaute B cisco-like koHconb
KpUNTOLLN03a 1 NOCMOTpUTE HacTponkn VRRP:

Spokel-nl#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Master IPv6

22. YbeguTech, YTO OOCTYMEH OOUH U3 XOCTOB YKa3aHHbIX B SLA:

Spokel-nl#show vrrp sla check isp link

Rule name: check isp link

Result: Success

Hostname State Last checked at
2001:db8::172:16:1:1 reachable 2024-05-28109:23:25.032
2001:db8::172:16:101:15 unknown None

MpumeyaHue - N3-3a Toro, 4YTO NPOBEPSAETCA AOCTYNHOCTL MOBOro xocTa, Nocrne nonyyYeHus oTBeTa
0T 2001:db8::172:16:1:1 npoBepKa BTOPOro XocTa He NPONUCXOaWT.

23. YbepuTech, 4TO Ha BHyTpeHHeM nHTepdence ethl nossuncs knactepHein VIP-agpec:
root@Spokel-nl:~# ip -6 address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gdisc mg state UP group default
glen 10000
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet6 2001:db8::192:168:1:1/112 scope global nodad
valid 1ft forever preferred 1ft forever
inet6 2001:db8::192:168:1:10/112 scope global
valid 1ft forever preferred 1ft forever
inet6 fe80::2ced:3dfa:e90c:8b5f/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

B MNpunoxeHun npeacTasneHbl TEKCTbI KOHUIrypaumi Ansa kpuntownosa Spokel-nl:

e TEKCT KOHcomnu cisco-like;

o Copepxumoe /etc/network/interfaces.d/mgre0;
o Copgepxumoe /etc/network/interfaces.d/mgrel;
e Copgepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/frr/frr.conf;

e Copgepxumoe /etc/opennhrp/opennhrp.conf;

o Copepxumoe /etc/keepalived/keepalived.conf.

Hactponka yctponcrtea Spoke1-n2

HacTtporika ycTtponctBa Spokel-n2 ocylecTBNAeTCsa aHanorM4yHo YCTpoucTBy Spokel-nl ¢ ydeTom
cooTBeTcTBYOLWMNX IP-agpecoB (cM. PucyHok 1).

3HaueHwue bgp router-id y pesepBHON HOAbI AOMKHO OTNNYATLCA OT 3HAYEHUS1 OCHOBHOW HoAbl (Spokel-nl).
3HaueHnue priority B VRRP y pe3epBHO HOAbl AOMKHO ObiTb MEHbLUE, YEM Y OCHOBHOM HOAbI.
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B MpunoxeHuu npeacTaBneHbl TEKCTbI KOHUIypaumin ansa kpuntolunosa Spokel-nl:

e  TeKCT koHconu cisco-like;

e Copepxumoe /etc/network/interfaces.d/mgre0;
o Copepxumoe /etc/network/interfaces.d/mgrel;
e Copepxumoe /etc/opennhrp/opennhrp.conf;

e Copgepxumoe /etc/frr/frr.conf;

e Copepxumoe /etc/opennhrp/opennhrp.conf;

e Copgepxummoe /etc/keepalived/keepalived.conf.

Hactponka yctponctea Spoke2

HacTpovika MOXeT OCyllecTBNATbLCA M yaaneHHo (no SSH), HO UCKMIOYUTENbHO MO LOBEPEHHOMY KaHarmy
cBA3n. [loBepeHHbIM KaHarnoMm CBA3N MOXET CUMTaTbCs KaHan B npeaenax KOHTPONMpyeMOn 30HbI B Cnyvae
OTCYTCTBMS B HeM HapywuTens (B Hawem npumepe 3to noacetn 2001:db8::192:168:100:0/112,
2001:db8::192:168:1:0/112, 2001:db8::192:168:2:0/112). [loBEepeHHbIM KaHanoM CBS3M TaKke cuyuTaeTcs
KaHan, 3awmeHHbIn Npy noMoLum npoTtokona IPsec.

HavanbHble HacTpowiku, HacTpoviku PKI, HacTpovika nmaponen goctyna K KoHconu cisco-like, HacTporika
nonutnkn obpabotkm COC (CRL), HacTporka MeXCeTeBOro 3kpaHa, HacTponka MGRE-uHTepdencos,
HacTpoika NHRP u HacTtponka BGP ocyuwectBnseTca aHanormyHo yctponctsy Spokel-nl ¢ ydeTom
cooTBeTcTBYtoWwmx IP-agpecoB (cm. PucyHok 1). Hactponikm VRRP Ha Spoke2 He BbINOMAHAKOTCS.
CoOoTBETCTBETCTBEHHO B HacTponkax BGP He HyHO fobasnaTe mappyT yepes VIP agpec.

M3-3a oTCcyTCTBMSA MaplpyTa Mo ymondaHuio o Hactporkm multiwvan, COC He Gyget 3arpyxeH B 6asy
lMpoaykTa BO BpeMsi HAcCTporkn nonutukmn obpabotkn COC (CRL).

HacTpouka ceTeBbIX napameTpoB

M3meHeHne cocTosHuA nHTepdencoB 1 HasHavyeHue IP agpecos B cisco-like koHconn npumeHsaTCa cpasy
nocne BBoAa COOTBETCTBYOLMX KOMaHA. [onntuka 6e3onacHOCTU NPUMEHSAIOTCS Nocne Bbixoga U3 pexuma
KOHUMrypmpoBaHus.

1. TlpoBepbTe BKMOYEHaA N MapLUpyTMU3aums IPv6, BbIMOMHMB CrieayoLLyo KOMaHay:
root@sterragate:~# sysctl net.ipvé6.conf.all.forwarding

net.ipvé6.conf.all.forwarding = 1

MapLIprTI/I3aU,VIF| OOJMKHa ObiTb BKMOYEHA npun nHUUnannsaumm KpuntoLusro3a. npl/l HeO6XOﬂ,VIMOCTVI
MapupyTtunsauma IPv6 MOXeT ObITb BKJ1HO4YEHa nosaHee 3anncbro HaCTpO|7|KV|
net.ipvé6.conf.all.forwarding=1 B dann /etc/sysctl.d/02-
sterra internet settings.conf c nocrneaywLen nepesarpy3kon KpUnToLLo3a.

2. 3apawviTe umsa ycTpouncTaa:

sterragate (config) #hostname Spoke2

3. Bkmounte WAN 1 LAN nHtepdencel n Hactpoute IP agpec Ha WAN n LAN nHTepdeincax B COOTBETCTBUN
CO CXeMon cTeHAa:

Spoke2 (config) #interface TenGigabitEthernet0/0

Spoke2 (config-if) # no ip address

Spoke2 (config-if) # ipvé address 2001:db8::172:16:2:2/112
Spoke2 (config-if) # no shutdown

Spoke2 (config-if) #interface TenGigabitEthernet0/1

Spoke2 (config-if) # no ip address

Spoke2 (config-if) # ipv6 address 2001:db8::172:16:2:2/112
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Spoke2 (config-if) # no shutdown
Spoke2 (config-if
# no ip address

)
)
)
)

finterface TenGigabitEthernet0/2

Spoke2 (config-if) # ipv6 address 2001:db8::192:168:2:1/112

Spoke2 (config-if) # no shutdown

(
(
Spoke2 (config-if
(
(
Spoke2 (config) #end

MprmMeYaHne — MapLUpyT Mo ymMon4yaHuio 6yaeT nobaeneH ¢ nomoLlbio ceperca multiwan.

4. Paspeluunte IPv6 Tpadvk HE3aBUCMMO OT HanuM4usl CNCKOB AOCTYMNa Ha UHTepdericax:

Spoke2 (config) #ipv6 default filtering permit

MpumeyaHune — OnucaHue koMaHabl ipv6e default filtering deny|permit NPpUBELEHO B CLLEHApPUK
«OpraHunzaums 3aluULLEHHOr0 B3anMOOEeNCTBUA MEXAY noaceTaMu LieHTpansHoro oguca u unmanos

nocpegcteom IPsec VPN TyHHens (npoTtokon IPv6)».

5. TpoBepbTe gocTynHocTb Core-router no oooum WAN mHTepdericam:

Spoke2#ping 2001:db8::172:16:2:1

PING 2001:db8::172:16:2:1(2001:db8::172:16:2:1)
108 bytes from 2001:db8::172:16:2:1: icmp seqg=1
108 bytes from 2001:db8::172:16:2:1: icmp seq=2
108 bytes from 2001:db8::172:16:2:1: icmp seq=3
108 bytes from 2001:db8::172:16:2:1: icmp seq=4
108 bytes from 2001:db8::172:16:2:1: icmp seq=5

2001:db8::172:16:2:1 ping statistics ---
5 packets transmitted, 5 received,

rtt min/avg/max/mdev =

Spoke2#ping 2001:db8::172:17:2:1

PING 2001:db8::172:17:2:1(2001:db8::172:17:2:1)
108 bytes from 2001:db8::172:17:2:1: icmp seqg=1
108 bytes from 2001:db8::172:17:2:1: icmp seq=2
108 bytes from 2001:db8::172:17:2:1: icmp seq=3
108 bytes from 2001:db8::172:17:2:1: icmp seq=4
108 bytes from 2001:db8::172:17:2:1: icmp seqg=5

--— 2001:db8::172:17:2:1 ping statistics ---
5 packets transmitted, 5 received,

rtt min/avg/max/mdev =

HacTtpouka wudposaHus

0% packet loss,
0.268/0.698/2.160/0.733 ms

0% packet loss,
0.249/0.469/1.187/0.361 ms

100 data bytes
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=2.16 ms
time=0.268
time=0.465
time=0.303
time=0.298

ms
ms
ms
ms

time 4065ms

100 data bytes
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=1.19 ms
time=0.275
time=0.267
time=0.249
time=0.369

ms
ms
ms
ms

time 4077ms

HacTtpolika wndpoBaHMa OCYLLECTBNSETCA aHaNormM4yHo ycTponcTey Spokel-nl ¢ y4eTOM COOTBETCTBYHOLLUX
IP-agpecoB (cM. PucyHok 1) n Hanmuma asyx WAN mHTepdericoB y Spoke2. B otnvymne ot 6a30Boro cueHapus
DMVPN IPv4, B jaHHOM cueHapum IPv6 agpeca aByx WAN nHTepdericoB Spoke2 pa3HeceHbl B BE object -
group C UMeHaMn SELF-ISP1-IPV6 U SELF-ISP2-IPV6. Hannuume OBYX object-group B AaHHOM
cueHapum no ogHomy WAN IPv6 agpecy B kaxgonm He saBndetcsa obssaTenbHbiM U NPUHUMMIMANbHBIM
otnmumem ot 6asoeoro cueHapus DMVPN IPv4. [pu HeobxoaumocTM M LenecoobpasHOCTM MOXET
MCMNoJib30BaThCA 04HA object-group € ABYyMA WAN agpecamu ¢ COOTBETCTBYHOLLMMU U3MEHEHUA B OPYrnX

yacTax cisco-like koHdurypauum.

HacTtpoiiku wndpoBaHMs OCYLLIECTBAKOTCA U3 Cisco-like koHCoNM kpunToLo3a.

1. MapameTpsbl IKE BbiNnONHMTE aHanornyHo ycrponcteam Hubl n Spokel-n1l.

2. [lMapameTpsl IPsec:

2.1.
Tpadumka:

OTkntounTe obHoBreHWe krtoya IPsec SA No JOCTMKEHUIO onpeaenieHHoro obbema nepegaHHoro
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2.2.

2.3.

2.4,

2.5.

Spoke2 (config) # crypto ipsec security-association lifetime kilobytes unlimited

Coszpavite IPsec TpaHcopm, 3agalolmnin  KOMOMHUPOBAHHBLIN  anropuTM  LWMAPOBaHUA U
ummTosawwmTtel FOCT 34.12-2015 Marma B pexume MGM gnsa tpaduka (ans sepcun 5.0):

Spoke2 (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-
magma-mgm

Spoke2 (cfg-crypto-trans) # mode transport

Spoke2 (cfg-crypto-trans) #exit

Pexum paboThbl IPsec TyHHenst fomkeH ObiTb TPAHCNOPTHLIM. B 0Tnnymne OT KpMNTOLLMO30B BEPCUU
4.3 TyHHenbHbIi pexum IPsec B cueHapuum DMVPN agna kpuntownos3oB Bepcun 5.0 He
noaaepXXuBaeTcs U He MOXET ObITb UCNONb30BaH aaxe npu otcytcTaun NAT.

Cospanite ceteBble object-group C MMeHamu SELF-ISP1-IPV6 UM SELF-ISP2-IPV6 aAnd
XpaHeHMs B KaXXAOM U3 HMX ogHoro u3 asyx WAN agpecoB KpMMTOLU03a C LEeNbto AanbHENLWero
ero ucrnosnb3oBaHna B ACL:

Spoke2 (config) #object-group vé-network SELF-ISP1-IPV6

Spoke2 (config-vénetwork-group) # description IP on WAN interface for ISPl

Spoke2 (config-vénetwork—group) # host 2001:db8::172:16:2:2

Spoke2 (config-vénetwork—group) # exit

Spoke2 (config) #object-group vé-network SELF-ISP2-IPV6

Spoke2 (config-vénetwork—group) # description IP on WAN interface for ISP2

Spoke?2 (config-vénetwork-group) # host 2001:db8::172:17:2:2

Spoke2 (config-véenetwork—-group) # exit
Cospante gBa cnucka goctyna (ACL) gnsa IPv6 Tpadmka, KOTOPbIA HYXHO 3awmatb Mexay
dunanom Ne2 n cMexHbiMy cunmuanamm (LeHTpanbHbeiM ocprucom u comnuanom Net):

Spoke2 (config)# ipv6 access-list IPSEC DMVPN ISPl IPV6

Spoke?2 (config-ipvé-acl)# remark special DMVPN filter for ISPl

Spoke2 (config-ipvé-acl)# permit gre object-group SELF-ISP1-IPV6 each
Spoke2 (config-ipvo-acl) #exit

Spoke2 (config)# ipv6 access-list IPSEC _DMVPN ISP2 IPV6

Spoke2 (config-ipvé-acl)# remark special DMVPN filter for ISP2

Spoke2 (config-ipvé-acl) # permit gre object-group SELF-ISP2-IPV6 each
Spoke?2 (config-ipvé-acl) #exit

Spoke?2 (config) #

MpumeyaHwme - KnoyeBoe CnoBo each NO3BOMSET CTPOUTL y3kue IPsec TyHHenu gnsa noboro agpeca
Ha3HauyeHus. Agpec HasHauyeHust 6epetca u3 IP 3aronoska GRE naketa, B KoTopoM HaxoguTtcs NBMA
agpec KpunToLunto3a.

Cospgante  guHamuyeckue  Kpunto-kapTel  (MMeHa  DMAP ISP1 IPV6, pasgen 1 nu
DMAP ISP1 IPV6, pasgen 1) M NPUBSXUTE MX K COOTBETCTBYHOLUM CTaTU4ecKuMm (MMeHa
VPN ISPl IPV6, pasgen 1 u VPN ISP2 IPV6, pasgen 1):

Spoke?2 (config) # crypto dynamic-map DMAP ISPl IPV6 1

Spoke?2 (config-crypto-map) # match ipvé address IPSEC DMVPN ISPl IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

Spoke2 (config-crypto-map
Spoke2 (config-crypto-map
set security-association mss-fix out

) #
)
Spoke2 (config-crypto-map)
Spoke2 (config-crypto-map)

)

(

(

(

( #

( #

( # set pre-fragmentation

Spoke2 (config-crypto-map) # set dead-connection history off

Spoke?2 (config-crypto-map) #exit

Spoke?2 (config) #crypto map VPN ISPl IPV6 1 ipsec-isakmp dynamic DMAP ISPl IPV6

Spoke2 (config) # crypto dynamic-map DMAP_ ISP2 IPV6 1

Spoke2 (config-crypto-map) # match ipvé address IPSEC DMVPN ISP2 IPV6

Spoke2 (config-crypto-map) # set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

Spoke?2 (config-crypto-map) # set isakmp-profile ALGS PROFILE
( )

Spoke2 (config-crypto-map) # set security-association mss-fix out
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2.6.

Spoke2 (config-crypto-map) # set pre-fragmentation

Spoke2 (config-crypto-map) # set dead-connection history off

Spoke?2 (config-crypto-map) #exit

Spoke2 (confiqg) #crypto map VPN ISP2 IPV6 1 ipsec-isakmp dynamic DMAP ISP2 IPV6
Spoke2 (config) #

MNpukpenute cosgaHHble CTaTUyeckMe KpunTo-kapTbl VPN ISP1 IPV6 M VPN _ISP2 IPV6 K
BHELWHUM MHTepdencam TenGigabitEthernet0/0 N TenGigabitEthernet0/1:

Spoke?2 (config) #interface TenGigabitEthernet0/0
Spoke2 (config-if) #crypto map VPN ISPl IPV6
Spoke2 (config-if) #fexit

Spoke?2 (config) #interface TenGigabitEthernet0/1
Spoke?2 (config-if) #crypto map VPN _ISP2 IPV6
Spoke2 (config-if) #fexit

MoppobHas HacTpownka ¢ onucaHMeM KomaHg npuBeaeHa B 6a3oBoM cueHapun.

Hactpouka multiwan

Hactpoiika ocyuiectnstoTcs 13 linux bash. MNMogpobHoe onucaHne napameTpoB NPUBEAEHO B CLeHapum
«Pe3epBupoBaHye KaHanoB CBA3W Npy NomoLLmM naketa «multiwany» (npotokon IPv6)».

1. MNpwueegute pavn /etc/multiwan/config.yaml K BuAy:

config format version: 1
links params:
links:
- name: ISPl
check:
hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:16:2:1
source address: 2001:db8::172:16:2:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
iface name: eth0
prio: 300
routes:
ipv6:
networks:
= 38/0
nexthop: 2001:db8::172:16:2:1
source address: 2001:db8::172:16:2:2
watch foreign routes: true
- name: ISP2
check:
hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
= 2001 scloEg gll7281 78231
source address: 2001:db8::172:17:2:2
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method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
iface name: ethl
prio: 200
routes:
ipv6:
networks:
= 88/0
nexthop: 2001:db8::172:17:2:1
source address: 2001:db8::172:17:2:2
watch foreign routes: True

3aBepLueHue HacTpomnku Spoke2

1. Tlocne HacTpowkuK 3anycTuTe cepBUC multiwan, a Takke AoOaBbTE €ro B aBTO3arpys3Ky:

root@Spoke2:~# systemctl start multiwan.service

root@Spoke2:~# systemctl enable multiwan.service
2. TlocmoTpeTb nor paboTbl cepBMca MOXHO B dpawnne /var/log/cspvpngate.log:
root@Spoke2:~# tail -n 1000 /var/log/cspvpngate.log | grep multiwan

2024-05-28T10:58:10.042075+03:00 Spoke2 multiwan: INFO: Starting multiwan...
2024-05-28T10:58:11.421765+03:00 Spoke2 multiwan: INFO: NAT translations table has
been cleared.

2024-05-28T10:58:12.438633+03:00 Spoke2 multiwan: INFO: LSP was reloaded.
2024-05-28T10:58:12.445774+03:00 Spoke2 multiwan: INFO: Used interface "ethO".
Nexthop "2001:db8::172:16:2:1".

3. TpoBepbTe, 4TO fOBaBNEHbI MapLUPYThl 0ObABMEHbI B HACTPOMKAaX multiwan:
root@Spoke2:~# ip -6 route show proto multiwan

default via 2001:db8::172:16:2:1 dev ethO src 2001:db8::172:16:2:2 metric 700 pref
medium

4. TposepbTe uTo MapLpyT Ao IP agpeca HTTP cepeepa CRL_distribution_point B cucteme:
root@Spoke2:~# ip -6 route get 2001:db8::172:16:101:15

2001:db8::172:16:101:15 from :: via 2001:db8::172:16:2:1 dev eth0 proto multiwan src
2001:db8::172:16:2:2 metric 700 pref medium

5. Ecnu Bcé HacTpoeHo BepHO, TO Nepe3arpysuTe cepBuc getcrls anga s3arpysku COC B 6a3sy lMpoaykra:
root@Spoke2:~# systemctl restart getcrls.service

6. BbinonHuTe npoBepky cTatyca cepTudmukatos B 6ase Npogykra:
root@Spoke2:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA
2 State: Active C=RU, L=Zelenograd, O0O=S-Terra CSP,0U=RnD, CN=Spoke2

B MNpunoxeHun npeacTaBneHbl TEKCTbI KOHUIypaumi Ans Kpuntowno3sa Spoke2:

e TeKCT KoHconu cisco-like;
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e Copgepxmmoe /etc/network/interfaces.d/mgre0;
o Copepxumoe /etc/network/interfaces.d/mgrel;
e Copepxumoe /etc/opennhrp/opennhrp.conf;

e Copgepxumoe /etc/frr/frr.conf;

e Copepxumoe /etc/multiwan/multiwan.yaml
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MpoBepka paboOTOCNOCOOHOCTM CTEHAA

MpoBepka paboTocnocobHOCTM CTEHAA NPOBOAUTCH B TPEX COCTOSAHUSAX:

1. Bce y3nbl B LeHTparnbHOM oduce n gounmanax gyHKLMOHUPYIOT U UCMPaBHbI.

2. ﬂpo6nema Ha OCHOBHOM KpunTowsito3e B LeHTpalibHOM CKbMCGZOTKa3 LEeHTpalribHOro Kpuntowsaa,
OTKa3 BHELLHEro ceTeBoro MHTepd)eVlca.

3. ﬂpo6nema Ha OCHOBHOW HOAOe KrnacTtepa B(pMﬂMaﬂeZOTKa3 OCHOBHOWN HOObI Knactepa, HeOCTYMNHOCTb

NHTepHeT-npoBaiigepa, HEAOCTYNHOCTb cepBuca opennhrp.

Bce y3nbl B LeHTpanbLHOM oduce u punuanax hyHKLMOHUPYIOT K
UcnpaBHbI

1. Y6egutecb, YTO KpMNTOLLMIO3 BTOPOro hunuana paboTtaeT Yepes OCHOBHOW MHTEPdENC:

root@Spoke2:~# mwan mgr show --links status

Link: 1

Name: ISPl

Interface: ethO

Priority: 300

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: None

IPv6 hosts: "2001:db8::172:16:101:15",

Link: 2

Name: ISP2

Interface: ethl

Priority: 200

State: reachable

Active: False

Hosts reachability: any

IPv4 hosts: None

IPv6 hosts: "2001:db8::172:16:101:15",

BugHo, 4To akTMBHBIM MHTEPgEencom aenaetca ethO.

"2001:db8::172:16:2:1"

"2001:db8::172:17:2:1"

2. YbepuTecb, YTO Ha LEeHTparbHbIX KpMNTOLUMNO3aX YCTaHOBMEHbl IPSec-TyHHenu co Bcemu cunmanbHbIMU
KpunTowno3amu, 4ns atoro B linux bash BeinonHuTe crnegytowyo komaHay:

root@Hubl:~# sa _mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num
114
25
36

IPse
Num
114
25
3 6
4 7
3924
5 8

Conn-id (Local Addr,Port) - (Remote Addr, Port)

State Sent Rcvd

(2001:db8::100:100:100:2,4500)-(2001:db8::172:16:2:2,4500) active 2488 2520
(2001:db8::100:100:100:2,4500)-(2001:db8::172:16:1:2,4500) active 2456 2432
(2001:db8::100:100:100:2,4500) - (2001 :db8::172:17:1:2,4500) active 1992 2032

c connections:

Conn-id (Local Addr, Port) - (Remote Addr,Port)

(2001:db8::100:100:100:2, *

Protocol Action Type Sent Rcvd

(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 0 4500

)_
(2001:db8::100:100:100:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 3076 0
)_

(2001:db8::100:100:100:2, *

(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 292 284
(2001:db8::100:100:100:2,*)-(2001:db8::172:16:1:2,*)

47 ESP nat-t-trans 2840

(2001:db8::100:100:100:2,*)-(2001:db8::172:17:1:2,*) 47 ESP nat-t-trans 528 352
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root@Hub2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

11 (2001:db8::100:100:101:2,4500)-(2001:db8::172:17:1:2,4500) active 1992 2032
2 2 (2001:db8::100:100:101:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032
3 3 (2001:db8::100:100:101:2,4500)-(2001:db8::172:16:2:2,4500) active 1992 2024

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (2001:db8::100:100:101:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 264 176
2 2 (2001:db8::100:100:101:2,*)-(2001:db8::172:17:1:2,*) 47 ESP nat-t-trans 264 352
3 3 (2001:db8::100:100:101:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 1604
1844

root@Hub3:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 1 (2001:db8::100:101:100:2,4500)-(2001:db8::172:17:1:2,4500) active 1992 2032
2 2 (2001:db8::100:101:100:2,4500)-(2001:db8::172:16:2:2,4500) active 1992 2024
3 3 (2001:db8::100:101:100:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (2001:db8::100:101:100:2,*)-(2001:db8::172:17:1:2,*) 47 ESP nat-t-trans 792 528
2 2 (2001:db8::100:101:100:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 6028
4264

3 3 (2001:db8::100:101:100:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 5624
5432

root@Hub4:~# sa_mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

11 (2001:db8::100:101:101:2,4500)-(2001:db8::172:16:2:2,4500) active 1992 2024
2 2 (2001:db8::100:101:101:2,4500)-(2001:db8::172:17:1:2,4500) active 1992 2032
3 3 (2001:db8::100:101:101:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (2001:db8::100:101:101:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 7156

7164
2 2 (2001:db8::100:101:101:2,*)-(2001:db8::172:17:1:2,*) 47 ESP nat-t-trans 1056
1084
3 3 (2001:db8::100:101:101:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 7664
7300

BnaHo, 4TO Ha KaXKOOM LLeHTpanbHOM KPUMTOLLII03Ee YCTAaHOBMEHO Mo Tpu IPsec-TyHHens — aBa ¢ Hogamu
knactepa B nepsom cunuane (IP-agpeca 2001:db8::1172:16:1:2, 2001:db8::172:17:1:2) n TpeTtuin ¢
KpunTowno3oM Bo BTopom dunmane (IP-agpec: 2001:db8::172:16:2:2). CTpoka «ESP nat-t-trans»
CBUAETENbCTBYET O TOM, YTO IPSec-TyHHenb paboTaeT B TpaHCNoOpTHOM pexnme yepe3 NAT. CocTosiHue,
Korga oguH IPsec-TyHHenb oTobpaxaeTcs kak ABa IPsec-TyHHens (0AvH Ansa BXxoaswero Tpadvka, apyron
ANsi UCXOLSALLEr0) ABMNsieTCA HopMarbHbIM. Tak e COCTOsIHUE, Koraa npoucxoauTt gybnupoBaHue 3anucu
IPsec-TyHHeNs 1 CHETYUKM MEHSAIOTCS TONbKO Y NOCneaHen 3anncu, aBnseTcs HopMarnbHbIM.
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3. Ybeoutechb, YTO Ha LUEHTpanbHbIX Kpuntowwno3dax npotokon NHRP BepHO oTobpaxkaeT uHdopMauuio o

dunmanbHbIX KpUNTOLLMK3aXx, ANns 3Toro B linux bash BeinonHuTe cneayoLyo KoMmaHay:
root@Hubl:~# opennhrpctl show

Status: ok

Interface: mgrel

Type: local

Protocol-Address: ff02::1:££f00:0/128
Alias-Address: 2001:db8::10:10:10:100
Flags: up

Interface: mgrel

Type: local

Protocol-Address: 2001:db8::10:10:10:100/128
Flags: up

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:2/128
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: up

Expires-In: 1:13

Interface: mgrel

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up

Expires-In: 1:12

Interface: mgrel

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:1/128
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 1:11

root@Hub2:~# opennhrpctl show

Status: ok

Interface: mgre0

Type: local

Protocol-Address: ff02::1:££f00:0/128
Alias-Address: 2001:db8::10:10:10:200
Flags: up

Interface: mgre0

Type: local

Protocol-Address: 2001:db8::10:10:10:200/128
Flags: up

Interface: mgrel

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up
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Expires-In: 0:59

Interface: mgrel

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:1/128
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 0:59

Interface: mgrel

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:2/128
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: up

Expires-In: 0:59

root@Hub3:~# opennhrpctl show

Status: ok

Interface: mgrel

Type: local

Protocol-Address: ff02::1:££f00:0/128
Alias-Address: 2001:db8::10:10:20:100
Flags: up

Interface: mgre0

Type: local

Protocol-Address: 2001:db8::10:10:20:100/128
Flags: up

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:1/128
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 1:29

Interface: mgrel

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up

Expires-In: 1:26

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:2/128
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: up

Expires-In: 1:25

root@Hub4:~# opennhrpctl show

Status: ok

Interface: mgre0
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Type: local

Protocol-Address: ££f02::1:££f00:0/128
Alias-Address: 2001:db8::10:10:20:200
Flags: up

Interface: mgre0

Type: local

Protocol-Address: 2001:db8::10:10:20:200/128
Flags: up

Interface: mgrel

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up

Expires-In: 1:06

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:1/128
NBMA-Address: 2001:db8::172:16:1:2
NBMA-NAT-OA-Address: 2001:db8::100:100:1:2
Flags: up

Expires-In: 1:01

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:2/128
NBMA-Address: 2001:db8::172:17:1:2
NBMA-NAT-OA-Address: 2001:db8::100:101:1:2
Flags: up

Expires-In: 0:59

BuaHo, 4TO Ha Kaxgom UueHTpanbHOM KpunTowsode npotokon NHRP  koppekTHo oToGpaxaet
UHOpMaUMo O dunManbHbIX KPUNTOLWM3ax (3anuMcum C NOMETKOW «Type: dynamic»), @ MMEHHO
MGRE-agpec (Protocol-Address) cootBetctByeT NBMA [P-agpecy (NBMA-Address). Takke
npaBunbHO oTobpaxaeTca uHdopMauus 06 ucxogHom IP-agpece [0 BbINOMHEHMSA Mpoueaypbl
TpaHcnsaumm (NBMA-NAT-OA-Address) ANA TEX KPUMTOLLIIO30B, KOTOPbIE HAXOAATCS 3@ YCTPOMUCTBaAMM,
BbINONHAOLWNMN PYHKLUMU NAT.

4. Ybepgutecb, YTO Ha UEHTparbHbIX KpunToww3ax nogcucrema ip neighbor agpa OC Linux KoppekTHO
oTobpaxaeT nHdopmaumio o mannuHre mGRE-agpeca B8 NBMA-agpec dounmnanbHbIX KpUATOLLIMO30B, 415
aToro B linux bash BeinonHMTe cneayoLLyo KOMaHAay:

root@Hubl:~# ip -6 neighbor show

2001:db8::10:10:10:2 dev mgre0 lladdr 2001:db8::172:17:1:2 REACHABLE
2001:db8::100:100:100:1 dev eth0 lladdr 00:50:56:9e:60:c0 router REACHABLE
2001:db8::192:168:255:1 dev ethl lladdr 00:50:56:9e:17:06 router REACHABLE
fe80::250:56ff:fe%e:60c0 dev eth0 lladdr 00:50:56:9e:60:c0 router REACHABLE
2001:db8::10:10:10:1 dev mgre0 lladdr 2001:db8::172:16:1:2 REACHABLE
2001:db8::10:10:10:3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE

root@Hub2:~# ip -6 neighbor show

fe80::250:56ff:fe%e:874a dev eth0 lladdr 00:50:56:9e:87:4a router REACHABLE
2001:db8::192:168:255:1 dev ethl lladdr 00:50:56:9e:17:06 REACHABLE
2001:db8::10:10:10:3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE
2001:db8::10:10:10:1 dev mgre0 lladdr 2001:db8::172:16:1:2 REACHABLE
2001:db8::100:100:101:1 dev ethO lladdr 00:50:56:9e:87:4a router REACHABLE
2001:db8::10:10:10:2 dev mgre0 lladdr 2001:db8::172:17:1:2 REACHABLE
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root@Hub3:~# ip -6 neighbor show
2001:db8::192:168:255:1 dev ethl lladdr 00:50:56:9e:17:06 router REACHABLE
2001:db8::10:10:20:3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE
fe80::250:56ff:fe%e:6cdd dev eth0 lladdr 00:50:56:9e:6c:dd router REACHABRLE
2001:db8::10:10:20:1 dev mgre0 lladdr 2001:db8::172:16:1:2 REACHABLE
2001:db8::100:101:100:1 dev eth0 lladdr 00:50:56:9e:6c:dd router DELAY
2001:db8::10:10:20:2 dev mgre0 lladdr 2001:db8::172:17:1:2 REACHABLE
root@Hub4:~# ip -6 neighbor show
2001:db8::10:10:20:1 dev mgre0 lladdr 2001:db8::172:16:1:2 REACHABLE
2001:db8::100:101:101:1 dev eth0 lladdr 00:50:56:9e:81:21 router REACHABLE
2001:db8::10:10:20:2 dev mgre0 lladdr 2001:db8::172:17:1:2 STALE
2001:db8::192:168:255:1 dev ethl lladdr 00:50:56:9e:17:06 router REACHABLE
2001:db8::10:10:20:3 dev mgre0 lladdr 2001:db8::172:16:2:2 REACHABLE
fe80::250:56ff:fe%e:8121 dev ethO lladdr 00:50:56:9e:81:21 router REACHABLE

BugHo, 4TO Ha Kaxgom UeHTpanbHOM KpunTowno3de wmannuHr mMGRE-agpeca B NBMA-agpec

@MﬂMaﬂbHHXKpMﬂTowﬂw3OBBbm0ﬂHeHBepHO

5. YbeauTtecb, YTO Ha LEHTpanbHbIX KPUNTOLUSO3ax KOPPEKTHO paboTaeT npotokon BGP, ansa artoro
3anaguTe B linux bash BbinonHuTe crneayowme KOMaHab!:

root@Hubl:~# vtysh

Hello,

this is FRRouting (version 9.0.2).

Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.10.10.100, local AS number 65000 vrf-id O
BGP table version 0

RIB entries 0, using 0 bytes of memory

Peers 3,

using 61 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

*2001:db8::10:10:10:1 4 65000 634 636 0 0 0 00:31:30
0 0 N/A

*2001:db8::10:10:10:3 4 65000 634 636 0 0 0 00:31:28
0 0 N/A

2001:db8::192:168:255:1 4 65001 639 637 0 0 0 00:31:31
0 0 N/A

Total number of neighbors 3

* - dynamic neighbor

2 dynamic neighbor(s), limit 5000

Hubl# show ipv6 route bgp

Codes: K

B>*

VvV th < O

2001:

00:31:29

kernel route, C - connected, S - static, R - RIPng,

OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

VNC, V - VNC-Direct, A - Babel, F - PBR,

OpenFabric,

selected route, * - FIB route, g - queued, r - rejected, b - backup
trapped, o - offload failure

db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:10:1, mgre0, weight 1,
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B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:10:3, mgrel, weight 1,
00:31:27

B>* 2001:db8::192:168:100:0/112 [20/0] wvia feB80::250:56ff:fe%9e:1706, ethl, weight
1, 00:31:30

root@Hub2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hub2# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.10.10.200, local AS number 65000 vrf-id O
BGP table version 0

RIB entries 0, using 0 bytes of memory

Peers 3, using 61 KiB of memory

Peer groups 1, using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

*2001:db8::10:10:10:1 4 65000 560 562 0 0 0 00:27:45
0 0 N/A

*2001:db8::10:10:10:3 4 65000 563 565 0 0 0 00:27:55
0 0 N/A

2001:db8::192:168:255:1 4 65001 568 569 0 0 0 00:28:09
0 0 N/A

Total number of neighbors 3
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000

Hub2# show ipv6 route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,
O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,
v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f - OpenFabric,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t - trapped, o - offload failure

B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:10:1, mgre0, weight 1,

00:27:44

B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:10:3, mgre0, weight 1,
00:27:54

B>* 2001:db8::192:168:100:0/112 [20/0] via fe80::250:56ff:fe%e:1706, ethl, weight
1, 00:28:08

root@Hub3:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hub3# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 10.10.20.100, local AS number 65000 vrf-id O
BGP table version 0

RIB entries 0, using 0 bytes of memory
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Peers 3,

Peer groups 1,

us

ing 61 KiB of memory
using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc
*2001:db8::10:10:20:1 4 65000 630 632 0 0 0 00:31:16
0 0 N/A
*2001:db8::10:10:20:3 4 65000 631 633 0 0 0 00:31:19
0 0 N/A
2001:db8::192:168:255:1 4 65001 632 634 0 0 0 00:31:21
0 0 N/A
Total number of neighbors 3
* - dynamic neighbor
2 dynamic neighbor(s), limit 5000
Hub3# show ipv6 route bgp
Codes: K - kernel route, C - connected, S - static, R - RIPng,

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup

t - trapped, o - offload failure
B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:20:1, mgreO, weight 1,
00:31:15
B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:20:3, mgre0, weight 1,
00:31:18
B>* 2001:db8::192:168:100:0/112 [20/0] via fe80::250:56ff:fe%9e:1706, ethl, weight
1, 00:31:20

root@Hub4:~# vtysh

Hello, this is FRRouting

Hub4# show ip bgp summary

IPv4 Unicast Summary (VRF default):
BGP router identifier 10.10.20.200,
BGP table version 0

RIB entries 0,

Peers 3, using 61 KiB of memory

(version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro,

using 0 bytes of memory

et al.

local AS number 65000 vrf-id O

Peer groups 1,

using 64 bytes of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd PfxSnt Desc

*2001:db8::10:10:20:1 4 65000 629 631 0 0 0 00:31:13
0 0 N/A

*2001:db8::10:10:20:3 4 65000 627 629 0 0 0 00:31:08
0 0 N/A

2001:db8::192:168:255:1 4 65001 631 632 0 0 0 00:31:17
0 0 N/A

Total number of neighbors 3

* — dynamic neighbor

2 dynamic neighbor(s), limit 5000

Hub44# show ipv6 route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,
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O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:20:1, mgre0, weight 1,
00:31:12

B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:20:3, mgrel, weight 1,
00:31:06

B>* 2001:db8::192:168:100:0/112 [20/0] wvia feB80::250:56ff:fe%9e:1706, ethl, weight
1, 00:31:16

BrnaHo, 4TO Ha KaXgoM LeHTpanbHOM KpuUMTOwW3e no npoTtokony BGP ycrtaHoBneHo cocedcTBO C
OCHOBHOW HofoM knactepa B ounuane Ne1, ¢ kpuntowsito3om B punuane Ne2 n poytepom Int-router-Hub.
CocencTtBo ¢ pe3epBHOM Hogow knactepa B ununane Ne1 oTcyTcTBYeT, kak n TpebyeTcsa (Hoaa, koTopas
HaxoguTcsa B coctosHum BACKUP/FAULT He yyacteyeT B BGP).

MapwpyTtbl o dunuanbHbix noaceten (2001:db8::192:168:1:0/112 n 2001:db8::192:168:2:0/112) B
Tabnvue mapLupyTmM3auumn NnpucyTCTBYHOT, a Takke Ao 2001:db8::192:168:100:0/112.

Y6eauntech, YTO OCHOBHas HoAa knacTtepa B unuvane Ne1 Haxogutcsa B coctosHum MASTER, ansa atoro
B linux bash BbinonHWTE cnegyoLmne KOMaHabl:

root@Spokel-nl:~# ip -6 address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP group default
glen 10000
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet6 2001:db8::192:168:1:1/112 scope global nodad
valid 1ft forever preferred 1ft forever
inet6 2001:db8::192:168:1:10/112 scope global
valid 1ft forever preferred 1ft forever
inet6 fe80::9c0c:6078:£99b:188b/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

root@Spokel-nl:~# tcpdump -i ethl -n -c 4 ip6 proto 112

tcpdump: verbose output suppressed, use -v([v]... for full protocol decode
listening on ethl, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
08:01:26.992795 IP6 fe80::9c0c:6078:£f99b:188b > ff02::12: VRRPv3, Advertisement,
vrid 1, prio 100, intvl 300cs, length 24

08:01:29.992986 IP6 fe80::9c0c:6078:£f99b:188b > ff02::12: VRRPv3, Advertisement,
vrid 1, prio 100, intvl 300cs, length 24

08:01:32.993273 IP6 fe80::9c0c:6078:£990:188b > f££f02::12: VRRPv3, Advertisement,
vrid 1, prio 100, intvl 300cs, length 24

08:01:35.993462 IP6 fe80::9c0c:6078:£f99b:188b > f£ff02::12: VRRPv3, Advertisement,
vrid 1, prio 100, intvl 300cs, length 24

4 packets captured

4 packets received by filter

0 packets dropped by kernel

BugHo, 4to Ha BHyTpeHHeM uHTepdperice ethl umetotcs agpec 2001:db8::192:168:1:10, Ha3HaYeHHbIN
uHTepdpency, VIP-agpec 2001:db8::192:168:1:1 u link-local agpec fe80::9c0c:6078:f99b:188b , a Takke ¢
AaHHoro uHtepdenca (c IP-agpeca fe80::9c0c:6078:f99b:188b) oTchinatotcs VRRP nakeTbl.

Takxke B cisco-like kOHCOMM KpUNTOLLMIO3a MOXHO yBUAEeTb cocTosiHne VRRP:
Spokel-nl#show vrrp

Spokel-nl#show vrrp
Interface VRID State AddrFamily
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TenGigabitEthernet0/1 1

Master

IPV6

7. Yb6eputech, UTO Ha pe3epBHOM Hoae eCcTb MaplpyT Ao 2001:db8::192:168:100:0/112 yepes IPv6 agpec
LAN-uHTepdgenca 0OCHOBHOW HOAbI.

root@Spokel-n2:~# ip -6 route show

2001:db8::10:10:10:0/112 dev mgrel
2001:db8::10:10:20:0/112 dev mgrel
2001:db8::100:101:1:0/112 dev eth0
2001:db8::192:168:1:0/112 dev ethl
2001:db8:

metric 20 pref medium

fe80::/64 dev

fe80::/64 dev

fe80::/64 dev

fe80::/64 dev

prot
prot
prot
prot

o kernel metric

o kernel metric
o kernel metric

o kernel metric

eth0 proto kernel metric 256 pref medium
ethl proto kernel metric 256 pref medium

256 pref
256 pref
256 pref
256 pref
:192:168:100:0/112 nhid 12 via 2001:db8::192:168:1:10 dev ethl proto static

mgre0 proto kernel metric 256 pref medium
mgrel proto kernel metric 256 pref medium

medium
medium
medium
medium

default via 2001:db8::100:101:1:1 dev eth0 proto st policy metric 1024 pref medium

8. Yb6epguTecs,

3awmumuaemMblx nogceten punuanos Yyepes Hubl.

root@Int-routerl-Hub:~# ip -6 route show

2001:db8::
metric 20

2001

metric 20

2001
2001
fe80
fe80
fe80

:db8:

:db8:
:db8:
::/64
::/64
::/64

:192
:192

YTO Ha BHYTPEHHEM MapLUpyTM3aTOpe UEHTpanbHOro odmca ecTb MapLiTpThbl

o

192:168:1:0/112 nhid 86 via fe80::8e81:3589:20al:9ab0 dev ensl1l92 proto bgp

pref medium

pref medium

dev

dev
dev

:192:168:2:0/112 nhid 86 via fe80::8e81:3589:20al:9ab0 dev ensl192 proto bgp

:168:100:0/112 dev ens224 proto kernel metric 256 pref medium
:168:255:0/112 dev ensl92 proto kernel metric 256 pref medium
ensl92 proto kernel metric 256 pref medium
ens224 proto kernel metric 256 pref medium
ens256 proto kernel metric 256 pref medium

9. Yb6epuTecb, 4TO NpPUCYTCTBYET TpaduK Mexay 3awmiaemMsim nogcetammu dunmana Ne1 n ueHTpansHoro
oduca. [ns atoro sanyctmte ping C ycTponctBa Host-b-spokel Ha yctponctBo Host-b-hub n
yAOCTOBEPbLTECH B NPOXOXAEHUN NaKEeTOB:

root@Host-b-spokel:

PING 2001:db8

64 bytes from
64 bytes from
64 bytes from
64 bytes from

::192:168:100:100 (2001 :db8:
2001:db8::192:168:100:100:
2001:db8::192:168:100:100:
2001:db8::192:168:100:100:
2001:db8::192:168:100:100:

icmp seg=1
icmp seq=2
icmp_ seq=3
icmp seqg=4

——— 2001:db8::192:168:100:100 ping statistics ---

4 packets transmitted,
rtt min/avg/max/mdev =

4 received,

0% packet loss,
1.993/2.410/3.173/0.466 ms

:192:168:100:100)

ttl=61
ttl=61
ttl=61
ttl=61

~# ping -6 2001:db8::192:168:100:100 -c 4

56 data bytes

time=2.40 ms

.07
.17
- 99

time=2
time=3
time=1

ms
ms
ms

time 3004ms

10. Y6eoutecb, YTO 3alUULLIEHHOE COEAVMHEHWE Mexdy OCHOBHOM Hopol knactepa B cdunuane Nel u
KpunTowmno3om B dunuane Ne2 ycnewHo CTpouTcd, NS 9TOro 3anyctute ping C yCTpPOMCTBA
Host-b-spokel Ha ycTponcTBo Host-b-spoke2 u npoBepbTe Hanuumne IPsec-TyHHeNnsa Ha OCHOBHOW Hopde
knactepa B comnunane Ne1:

root@Host-b-spokel:

PING 2001:db8
64 bytes from
64 bytes from
64 bytes from
64 bytes from

—-—- 2001:db8::192:168:2:

::192:168:2:100(2001:
2001:db8::192:168:2
2001:db8::192:168:2
2001:db8::192:168:2:
2001:db8::192:168:2

db8:

:100:
:100:

100:

:100:

:192:168:2:100)
ttl=
ttl=
icmp seq=3 ttl=
ttl=

icmp seg=1
icmp seqg=2

icmp seqg=4

100 ping statistics ---

56
61
62
62
62

~# ping -6 2001:db8::192:168:2:100 -c 4

data bytes

time=4.17 ms
time=1040 ms
time=8.27 ms
time=1.75 ms
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4 packets transmitted, 4 received, 0% packet loss, time 3035ms
rtt min/avg/max/mdev = 1.748/263.487/1039.757/448.185 ms, pipe 2

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 7 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2032 1992

8 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992
9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992

10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2032 1992
15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

oS W N

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 106 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 58612
60920

2 107 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 58436
59292

3 108 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 58436
54084

4 109 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 59312
52836

5 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 348 348

BuaHo, 4To nakeTbl ycnewHo gownun ot Host-b-spokel o Host-b-spoke2, a Takke noctpowuncs IPsec-
TYHHEeNb Mexay OCHOBHOW HOAon knacTtepa B pununane Ne1 u kpunTtowsno3om B dunmane Ne2.

[pobnema Ha KpuNTOWKO3aX B LEHTPanbHOM oduce

CmopenupyemM nooyepEaHbii 0TKas BHELLHEro ceTeBoro uHTepderica ethO Ha KpynToLwwno3ax LeHTpanbHoro
oduca Hubl, Hub2 n Hub3 1 npoBepum paboTocnocobHOCTL CTEHAA.

1. TllepeBeguTte BHeWHUN ceTeBon MHTEpdenc ethO Ha kpunTownio3e Hubl B coctosaHne DOWN, ang atoro
B linux bash BbInoNHWUTE cneyoLLyo KOMaHAYy:

root@Hubl:~# ip -6 link set dev ethO down

2. TlMopoxgute HekoTOpoe Bpems 1 ybeanTecb B TOM, YTO HA OCHOBHOW HoAe knacTtepa B ununane Ne1 n Ha
kpuntownto3e B unuane Ne2 |IPsec-TyHHenb ¢ Hubl otcytcTByeT. MapLupyThl B 3awjuiaemble nogcetm
AoCTyrnHbl Yepe3 MGRE-uHTepdenc mgre0. MapLupyT o 3awmiaemyo noacetb LieHTpanbHoro oguca
pocTynHa Yyepe3 mMGRE-agpec Hub2. [1nsa atoro B linux bash BbinonHute cnegytowmne kKoMaHabi:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 8 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992
2 9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
3 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2032 1992
4 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 106 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 95148
98948

2 107 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 94880
97320
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3 108 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 94880
82872
4 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 348 348

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ipv6 route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:2:0/112 [200/0] via 2001:db8::10:10:10:3, mgreO, weight 1,
00:01:51

B>* 2001:db8::192:168:100:0/112 [200/0] via 2001:db8::10:10:10:200, mgreO, weight
1, 00:01:51

root@Spoke2:~# sa mgr show

ISAKMP sessions: 1 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 20 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 6688 5816
2 21 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 6172 5384
3 22 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:101:2,4500) active 5140 4520
4 24 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 138 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 118620

121432

2 139 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 96364
98364

3 140 (2001:db8::172:16:2:2,%*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 47000
59236

4 141 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 348 348

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ipvé route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:10:1, mgre0, weight 1,
00:03:52
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B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:10:200, mgreO, weight
1, 00:03:52

3. YbBepgutech, YTO XoauT TpaduKk Mexay 3alimiaemsim nogcetamum unuana Ne1 u yeHTpaneHoro oduca,
ANs 3TOro 3anycTute ping ¢ yctponctea Host-b-spokel Ha ycTporicTBo Host-b-hub 1 yoocTtoBepbTech B
NPOXOXOEHUN NAKETOB:

root@Host-b-spokel:~# ping -6 2001:db8::192:168:100:100 -c 4

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data bytes
64 bytes from 2001:db8::192:168:100:100: icmp seg=1 ttl=61 time=2.90 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=2 ttl=61 time=2.28 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=3 ttl=61 time=2.83 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=4 ttl=61 time=2.57 ms

—-—- 2001:db8::192:168:100:100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 2.283/2.645/2.900/0.242 ms

4. Ybeautecb, YTO 3alUMLIEHHOE COeAMHEHME MeXOy OCHOBHOW Hogow knactepa B dwunuane Nel wu
KpunTtowno3oM B dpunmane Ne2 ycnewHo CTpouTcs, AnS 3TOro 3anyctute ping C YCTPOMCTBA
Host-b-spokel Ha ycTponcTtBo Host-b-spoke2 n npoBepbTe Hanuune IPsec-TyHHensi Ha OCHOBHOW HoAe
Knactepa B comnunane Ne1:

root@Host-b-spokel:~# ping -6 2001:db8::192:168:2:100 -c 4

PING 2001:db8::192:168:2:100(2001:db8::192:168:2:100) 56 data bytes

64 bytes from 2001:db8::192:168:2:100: icmp seg=1 ttl=61 time=3.59 ms
64 bytes from 2001:db8::192:168:2:100: icmp seg=2 ttl=62 time=1.76 ms
64 bytes from 2001:db8::192:168:2:100: icmp seqg=3 ttl=62 time=2.21 ms
64 bytes from 2001:db8::192:168:2:100: icmp seg=4 ttl=62 time=1.63 ms

—-—- 2001:db8::192:168:2:100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 1.632/2.296/3.589/0.776 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 8 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992
2 9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
3 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2032 1992
4 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 106 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 126388

131904
2 107 (2001:db8::100:100:1:2,*)~-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 124240
127824
3108 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 124240
107328

4 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 696 696

BugHo, 4TO 3awWmuleHHOe coeauHeHWe Mexay OCHOBHOW Hopou knactepa B dunuane Nel u
Kpuntowno3oM B ounuane Ne2 ycrnewHo nocTponsocs.

5. [llepeBeanTte BHeLWHMI ceTeBon MHTepdenc ethO Ha kpunTownto3de Hub2 B coctosHne DOWN, ona atoro
B linux bash BbINONHWUTE cneyoLLyo KOMaHAy:

root@Hub2:~# ip -6 link set dev ethO down
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6. [llogoxauTe HekoTopoe Bpems 1 ybeautecb B TOM, YTO Ha OCHOBHOW Hofe knacTtepa B unuane Ne1 u Ha
KpunToLwnto3e B counuane Ne2 IPsec-TyHHenb ¢ Hub2 oTcyTcTByeT. MapLipyThl B 3aliMaemMble NOACETH
[OCTynHbl Yepe3 MGRE-uHTepdenc mgrel. MapwpyT 0o 3awimuiaemMyo NnoaceTb LeHTpanbHoro oguca
pocTynHa Yyepe3 mMGRE-agpec Hub3. [Insa atoro B linux bash BbinonHute cnegytowmne kKoMaHabi:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
2 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2032 1992
3 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 107 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 138444
142644

2 108 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 138444
120468

3 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 696 696

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ipvé route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,
O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,
v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f - OpenFabric,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:20:3, mgrel, weight 1,
00:01:33

B>* 2001:db8::192:168:100:0/112 [200/0] via 2001:db8::10:10:20:100, mgrel, weight
1, 00:01:33

root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 20 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 7204 6248
2 21 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 6172 5384
3 24 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 140 (2001:db8::172:16:2:2,*)~-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 81976
106940

2 141 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 696 696
3 142 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 2608
2696

root@Spoke2:~# vtysh
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Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ipv6é route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:20:1, mgrel, weight 1,
00:02:21

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:20:100, mgrel, weight
1, 00:02:21

7. Yb6eputech, UTO XO0AUT Tpaduk Mexay 3alimiaemslm nogcetamm counuana Ne1 n ueHTpaneHoro oguca,
ANs 3TOro 3anycTute ping ¢ yctponctea Host-b-spokel Ha ycTporicTBo Host-b-hub 1 yooctoBepbTech B
NPOXOXAEHUN NaKETOB:

root@Host-b-spokel:~# ping -6 2001:db8::192:168:100:100 -c 4

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data bytes
64 bytes from 2001:db8::192:168:100:100: icmp seg=1 ttl=61 time=2.36 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=2 ttl=61 time=1.78 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=3 ttl=61 time=2.10 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=4 ttl=61 time=2.19 ms

—-—- 2001:db8::192:168:100:100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.777/2.108/2.363/0.213 ms

8. YbeauTecb, 4YTO 3alMLIEHHOE COEAMHEHME MEXAy OCHOBHOW Hogow knactepa B dwunuane Nel u
Kpuntowno3oM B unnane Ne2 dyHKUMOHMPYET UCMpaBHO, AN 3TOro 3anycTute ping C YCTPOMCTBA
Host-b-spokel Ha ycTponcTtBo Host-b-spoke2 n npoBepbTe Hanuumne IPsec-TyHHensi Ha OCHOBHOW HoAe
knactepa B comnunane Ne1:

root@Host-b-spokel:~# ping -6 2001:db8::192:168:2:100 -c 4

PING 2001:db8::192:168:2:100(2001:db8::192:168:2:100) 56 data bytes
64 bytes from 2001:db8::192:168:2:100: icmp seg=1 ttl=61 time=2.77 ms

64 bytes from 2001:db8::192:168:2:100: icmp seg=2 ttl=62 time=2.00 ms
64 bytes from 2001:db8::192:168:2:100: icmp seqg=3 ttl=62 time=1.81 ms
64 bytes from 2001:db8::192:168:2:100: icmp seg=4 ttl=62 time=1.73 ms

-—— 2001:db8::192:168:2:100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 1.731/2.077/2.770/0.411 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2548 2424
2 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
3 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
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10.

1 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 1044

1044
2 112 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 43344
53716
3 113 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 24332
17048

Tak kak TYHHEIb ObIn oo npoBefeHuns TecTa, TO Nocsie OTnpaBku NakeTos ¢ nomoLbio PING yBenuumnuch
CYETYMKM OoTnpaBkK U NMOJTy4eHNA B TYHHENe.

MepeBeaute BHelwHMIA ceTeBon nHTepdenc ethO Ha kpuntowntose Hub3 B cocTosiHne DOWN, ans aToro
B linux bash BbInonHWUTE cnegytoLlyo KOMaHAy:

root@Hub3:~# ip -6 link set dev eth0 down

Mopoxaute HekOTOpoe Bpems 1 ybeautecb B TOM, YTO HA OCHOBHOW Hoge kractepa B ununane Ne1 n Ha
Kpuntownto3se B unuane Ne2 IPsec-TyHHenb ¢ Hub3 otcyTcTByeT. MapLupyThl B 3awjuwiaemble noacetm
JocTynHbl Yeped MGRE-nHTepdenc mgrel. MapwpyT Ao 3awmiiaemMyo NoaceTh LieHTpanbHOro oguca
pocTynHa yepe3 mMGRE-agpec Hub4. [1nsa atoro B linux bash BeinonHute cnegytowmne koMaHabi:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd

1 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
2 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 1044
1044

2 112 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 54828
73828

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ipv6 route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,
O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup

t

- trapped, o - offload failure

B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:20:3, mgrel, weight 1,
00:02:38

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:20:200, mgrel, weight
1, 00:02:38

root@Spoke2:~# sa mgr show

ISAKMP sessions: 1 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 20 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 7204 6248
2 24 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032
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IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 141 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-

t-trans 1044 1044

2 142 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 84332

86368

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ip route bgp

Codes: - kernel route, C - connected, S - static, R - RIPng,

- OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

- OpenFabric,

- selected route, * - FIB route, g - queued, r - rejected, b - backup

K
0
v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f
>
t

- trapped, o - offload failure

B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:20:1,
00:03:56

mgrel, weight 1,

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:20:200, mgrel, weight

1, 00:03:56

11. Y6egutechb, 4To X0auUT Tpadmk Mexay 3alimwaemMbim nogcetamu dpunmana Ne1 n ueHTpansHoro ogwuca,

ANa 3TOro 3anycTute ping ¢ yctponctea Host-b-spokel Ha ycTporcTtBo Host-b-hub
NPOXOXAEHUN NAKETOB:

root@Host-b-spokel:~# ping -6 2001:db8::192:168:100:100 -c 4

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data
64 bytes from 2001:db8::192:168:100:100: icmp seg=1 ttl=61 time=2.
64 bytes from 2001:db8::192:168:100:100: icmp seg=2 ttl=61 time=2.
64 bytes from 2001:db8::192:168:100:100: icmp seg=3 ttl=61 time=3.
64 bytes from 2001:db8::192:168:100:100: icmp seg=4 ttl=61 time=3.

-—- 2001:db8::192:168:100:100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 2.267/2.904/3.743/0.550 ms

12. Y6egutecb, 4TO 3alUMLUEHHOe coeAuMHeHVWe Mexay OCHOBHOW HOAoWM knacTepa
Kpuntowno3oM B dununane Ne2 dyHKUMOHMPYET UCNpaBHO, AN 3TOro 3anyctute

N yooctoBepbTeCh B

bytes
60 ms
27 ms
01 ms
74 ms

B cunuane Nel wu
ping C yCcTpoucTtea

Host-b-spokel Ha ycTponcTBo Host-b-spoke2 n npoBepbTe Hanmumne IPsec-TyHHeNsa Ha OCHOBHOW Hope

knactepa B comnunane Ne1:
root@Host-b-spokel:~# ping -6 2001:db8::192:168:2:100 -c 4

PING 2001:db8::192:168:2:100(2001:db8::192:168:2:100) 56 data byte
64 bytes from 2001:db8::192:168:2:100: icmp seg=1 ttl=61 time=16.8
64 bytes from 2001:db8::192:168:2:100: icmp seg=2 ttl=62 time=1.55
64 bytes from 2001:db8::192:168:2:100: icmp seqg=3 ttl=62 time=1.30
64 bytes from 2001:db8::192:168:2:100: icmp seg=4 ttl=62 time=1.83

—-—- 2001:db8::192:168:2:100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3005ms
rtt min/avg/max/mdev = 1.302/5.361/16.758/6.582 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 2 initiated, 0 responded

S
ms

ms
ms
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13.

14.

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
2 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 1392
1392

2 112 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 65268
91340

Tak kak TYHHEIb ObIn oo npoBefeHuns TecTa, TO Nocsie OTnpaBku NakeTos ¢ nomoLbio PING yBenuumnucb
CYETYMKM OoTnpaBkKK U NMOJTy4eHNA B TYHHENE.

MepeBeante BHewHUI ceTeBon nHTepdenc ethO Ha kpunTownto3e Hub3 B coctoaHne UP, ansa atoro B
linux bash BeinonNHUTE cneayoLyo KOMaHAay:

root@Hub3:~# ip -6 link set dev eth0 up

Mopoxante HekoTopoe BpeMs (40 NATU MUHYT) 1 y6eautecb B TOM, YTO HA OCHOBHOW HOZe Knactepa B
dunmane Ne1l u Ha kpuntownio3e B cdunuane Ne2 |IPsec-TyHHene ¢ Hub3 cosgaH. MapwpyTbl B
3almiiaemMble noaceTn AOCTyNHbl Yepe3d MGRE-nHTepdenc mgrel. MapwpyT 40 3awuLiaemyto NnoaceTb
LeHTpanbHoro odgwmuca pgoctynHa uvepe3 MGRE-agpec Hub3. Ona atoro B linux bash BeinonHute
cnegyioLne KOMaHabl:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 1 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
2 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

3 136 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 110 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 1392

1392

2 112 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 74564
107660

3 114 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 5552
6004

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ipv6 route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:20:3, mgrel, weight 1,
00:02:20
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B>* 2001:db8::192:168:100:0/112 [200/0] via 2001:db8::10:10:20:100, mgrel, weight
1, 00:02:20

root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 20 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 7204 6248
2 24 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 1992 2032

3 129 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 2024 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 141 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 1392 1392
2 142 (2001:db8::172:16:2:2,*)—-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 117532
120664

3 144 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 12136
19152

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ipvé route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:20:1, mgrel, weight 1,
00:03:35

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:20:100, mgrel, weight
1, 00:04:45

15. NepeBeanTte BHelwwHNN ceTeBon MHTepdenc ethO Ha kpunTownose Hub2 B coctoaHmve UP, ang atoro B
linux bash BeinonHUTE cnegytoLLyo kKOMaHay:

root@Hub2:~# ip -6 link set dev eth0 up

16. NopgoxanTte HekoTopoe BpeMs (40 NATM MUHYT) U ybeauTecb B TOM, YTO HA OCHOBHOW HOZe Knactepa B
dunmane Ne1l u Ha kpuntownto3e B dunuane Ne2 |IPsec-TyHHenb ¢ Hub2 cosgaH. MapwpyTbl B
3alymuiaemMble NogceTn AoCTyMHbl Yepe3d MGRE-nHTepdenc mgre0. MapwpyT 4o 3awuiiaemyto NoaceTb
LeHTpanbHoro odwmca poctynHa uyepe3 MGRE-agpec Hub2. Onga atoro B linux bash BbinonHute
cnegyowmne KomaHabl:

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2548 2424
2 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424

3 136 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
4 151 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992

IPsec connections:
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Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1112 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 104080
154564

2 114 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 50608
49968

3 115 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 21508
19876

4 116 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 0 O

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ipvé route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,
O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,
v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f - OpenFabric,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:2:0/112 [200/0] via 2001:db8::10:10:10:3, mgre0, weight 1,
00:04:36

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:10:200, mgreO, weight
1, 00:04:36

root@Spoke2:~# sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 20 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500) active 7720 6680
2 24 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:1:2,4500) active 2424 2548

3 129 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500) active 2024 1992
4 149 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:101:2,4500) active 2024 1992

IPsec connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd

1 144 (2001:db8::172:16:2:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 83792
105128

2 145 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 61392
82920

3 146 (2001:db8::172:16:2:2,*)~-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 63372
64692

4 147 (2001:db8::172:16:2:2,*)-(2001:db8::172:16:1:2,*) 47 ESP nat-t-trans 0 0

root@Spoke2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spoke2# show ipvé route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,
O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

>

- selected route, * - FIB route, g - queued, r - rejected, b - backup
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t - trapped, o - offload failure

B>* 2001:db8::192:168:1:0/112 [200/0] via 2001:db8::10:10:10:1, mgreO, weight 1,
00:17:00

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:10:200, mgreO, weight
1, 00:19:23

17. MNepeBeguTe BHELHWI ceTeBoW UHTepdelc ethO Ha kpunTownto3e Hubl B cocTtosiHue UP, gnsi aToro B
linux bash BbinonHUTE cnegytowyto kKOMaHAay:

root@Hubl:~# ip -6 link set dev eth0O up

18. MNopgoxanTte HekoTopoe BpeMs (40 NATM MUHYT) U ybeauTecb B TOM, YTO HA OCHOBHOW HOZe Knactepa B
dunuane Ne1l u Ha kpuntownto3e B dunuane Ne2 |IPsec-TyHHenb ¢ Hubl cosgaH. MapuwpyTbl B
3almuaemMble NoaceTn AOCTyMHbl Yepe3d MGRE-nHTepdenc mgre0. MapwpyT 40 3awuiiaemyto NnoaceTb
LeHTpanbHoro odpmca poctynHa depe3 MGRE-agpec Hubl. Ona storo B linux bash BbinonHute
crnegyowmne KomaHabl:

root@Spokel-nl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 3064 2856

2 15 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2548 2424

3 136 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
4 151 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992
5 182 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 114 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 111336
109888

2 115 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 85032
62828

3 116 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 0 0

4 117 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 52904
33936

5 118 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 176
264

root@Spokel-nl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-nl# show ipv6 route bgp

Codes: K - kernel route, C - connected, S - static, R - RIPng,

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,

v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t

- trapped, o - offload failure

B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:10:3, mgre0, weight 1,
00:20:22

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:10:100, mgreO, weight
1, 00:00:34

root@Spoke2:~# sa mgr show
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ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id

1 20 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:101:2,4500)
2 24 (2001:db8::172:16:2:2,4500)-(2001:db8:

3 129 (2001:db8::172:16:2:2,4500)-(2001:db8::172:17:100:2,4500)
4 149 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:101:2,4500)
5 181 (2001:db8::172:16:2:2,4500)-(2001:db8::172:16:100:2,4500)

IPsec connections:
Num Conn-id

1 144 (2001:db8::172:16:2:2,*)-(2001:db8::
119324

2 145 (2001:db8::172:16:2:2,*)-(2001:db8::
99424

3 146 (2001:db8::172:16:2:2,*)-(2001:db8:

81168

4 147 (2001:db8::172:16:2:2,*)-(2001:db8::
5 148 (2001:db8::172:16:2:2,*)-(2001:db8::

root@Spoke2:~# vtysh

(Local Addr,Port)- (Remote Addr, Port)

(Local Addr,Port)-(Remote Addr, Port)

2l 72:21 7310152, *)

State Sent Rcvd

active 7720 6680
active 2424 2548
active 2024 1992
active 2024 1992
active 2024 1992

:172:16:1:2,4500)

Protocol Action Type Sent Rcvd
172:17:100:2,*) 47 ESP nat-t-trans 100240

172:16:101:2,*) 47 ESP nat-t-trans 78212
47 ESP nat-t-trans 79560

172:16:1:2,*) 47 ESP nat-t-trans 0 0
172:16:100:2,*) 47 ESP nat-t-trans 176 220

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
Spoke2# show ipv6 route bgp
Codes: K - kernel route, C - connected, S - static, R - RIPng,
O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,
v - VNC, V - VNC-Direct, A - Babel, F - PBR,
f - OpenFabric,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t - trapped, o - offload failure
B>* 2001:db8::192:168:1:0/112 [200/0] wvia 2001:db8::10:10:10:1, mgre0, weight 1,
00:00:28
B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:10:100, mgreO, weight
1, 00:00:28

BugHo, 4TO B criyyae oTkasa BHeELUHero ceteBoro mHrepdpenca ethO Ha kpuntowntsax Hubl, Hub2 un
Hub3 B uUeHTpanbHOM odumce AMHAMUYECKOE MOCTPOEHME 3alUULLEHHbIX COEeOMHEHUA MpoLoImKaeT

dYHKUMOHNpPOBAaTS,
KpWNTOLLNIO30B.

3aumulaemMada noaceTb

19. Npu BOCCTaAHOBIIEHWM BHELLUHEro CeTeBOro uHTepde
lMpoBepky ¢ nonHbIM oTkrtoyeHnem Hubl, Hub2, Hub3

LeHTpanbHoro odwuca [ocTynHa C  ununanbHbIX

nca ethO Bce Takke KOpPpPEKTHO oTpabaTbiBaerT.
MOBTOPMTE MO aHamNormu.

[poOnema Ha OCHOBHOMW HOAE KnacTepa B hunuane

CmopenupyeMm MornHbli OTKa3 OCHOBHOW HoAbl knactepa B ¢unvane Nel, a Takke oTka3 VIHTepHeT-

npoeaigepa 1 nposepumM paboTocnocobHOCTb CTeHAa.

1. TllonHbIA OTKa3 OCHOBHOM HOAbI knacTepa B ounnane Ne1.

1.1. BbIKMOUYUTE OCHOBHYIO HOAY, ANdA 3Toro B linux b
root@Spokel-nl:~# poweroff

1.2.

ash BbinonHuTe crneyrulyto KoMmaHay:

Y6eauntech, YTO pe3epBHas Hoda nepeluna B coctosiHne MASTER, ans atoro nposepbTe Hanu4yme

VIP apgpeca Ha BHyTpeHHeM uHTepdence un coctossHne VRRP B cisco-like koHconu kpunToLuntosa:
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1.3.

root@Spokel-n2:~# ip -6 address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gdisc mg state UP group default

glen 10000
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1

inet6 2001:db8::192:168:1:1/112 scope global nodad

valid 1ft forever preferred 1ft forever
inet6 2001:db8::192:168:1:20/112 scope global
valid 1ft forever preferred 1ft forever

inet6 feB80::d249:9ced:28a8:9a84/64 scope link stable-privacy

valid 1ft forever preferred 1ft forever

Spokel-n2#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Master IPv6

BugHo, u4TO KknactepHbin VIP-agpec (2001:db8::192:168:1:1) npuCyTCTBYEeT Ha BHYTPEHHEM

uHtepdence ethl n VRRP Haxoagutcsa B coctosHum MASTER.

Y6eaunTech, 4TO Ha pe3epBHON HoAe No NpoTokony BGP ycTaHOBNEHO COCEACTBO C LeHTpanbHbIMU
KpMNTOLIN03aMM M MOMyYeHbl MaplipyThl B 3awuwaemble noacetu, Ans atoro B linux bash

BbIMOJTHUTE cneyrouwmne KomaHabl:

root@Spokel-n2:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel-n2# show ip bgp summary

IPv4 Unicast Summary (VRF default):

BGP router identifier 192.168.1.20, local AS number 65000 vrf-id 0

BGP table version O
RIB entries 0, using O bytes of memory
Peers 4, using 82 KiB of memory

Neighbor v AS MsgRcvd MsgSent
State/PfxRcd PfxSnt Desc

2001:db8::10:10:10:100 4 65000 72 69
0 0 N/A

2001:db8::10:10:10:200 4 65000 72 69
0 0 N/A

2001:db8::10:10:20:100 4 65000 72 69
0 0 N/A

2001:db8::10:10:20:200 4 65000 72 69
0 0 N/A

Total number of neighbors 4

Spokel-n2# show ipv6 route bgp

TblVer InQ OutQ Up/Down
0 0 0 00:03:13
0 0 0 00:03:12
0 0 0 00:03:12

0 0 0 00:03:12

Codes: K - kernel route, C - connected, S - static, R - RIPng,

r - rejected, b - backup

O - OSPFv3, I - IS-IS, B - BGP, N - NHRP, T - Table,
v - VNC, V - VNC-Direct, A - Babel, F - PBR,

f - OpenFabric,

> - selected route, * - FIB route, g - queued,

t

- trapped, o - offload failure
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1.4.

1.5.

B>* 2001:db8::192:168:2:0/112 [200/0] wvia 2001:db8::10:10:10:3, mgreO, weight 1,
00:03:52

B>* 2001:db8::192:168:100:0/112 [200/0] wvia 2001:db8::10:10:10:100, mgre0, weight
1, 00:03:52

Y6eautech, 4YTO 3alUMLEHHOE COeQUHEHNE MEXOy pe3epBHON Hodow knacTepa B cdounuane Nel un
KpunTowno3om B dunuane Ne2 ycnewHo CTpouTCs, ANnA 3TOro 3anyctute ping C yCTpowucTea
Host-b-spokel Ha ycTponcTso Host-b-spoke2 u nposepbTe Hanuune IPsec-TyHHeNsa Ha pe3epBHOM
Hoae knactepa B counuane Ne1:

root@Host-b-spokel:~# ping -6 2001:db8::192:168:2:100 -c 4

PING 2001:db8::192:168:2:100(2001:db8::192:168:2:100) 56 data bytes

64 bytes from 2001:db8::192:168:2:100: icmp seg=1 ttl=61 time=4.00 ms
64 bytes from 2001:db8::192:168:2:100: icmp seg=2 ttl=62 time=708 ms
64 bytes from 2001:db8::192:168:2:100: icmp seg=3 ttl=62 time=2.22 ms
64 bytes from 2001:db8::192:168:2:100: icmp seg=4 ttl=62 time=1.65 ms

—-—- 2001:db8::192:168:2:100 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 1.645/178.854/707.554/305.246 ms

root@Spokel-n2:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 111 (2001:db8::100:101:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992

2 112 (2001:db8::100:101:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2032 1992
3 115 (2001:db8::100:101:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
4 116 (2001:db8::100:101:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2032 1992
5 119 (2001:db8::100:101:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 12 (2001:db8::100:101:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 21700
22680

2 13 (2001:db8::100:101:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 22068
17156

3 14 (2001:db8::100:101:1:2,*)~-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 21500
22476

4 15 (2001:db8::100:101:1:2,*)~-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 21332
22564

5 16 (2001:db8::100:101:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 348 348

3anyctuTe OCHOBHyI HOZy KnacTtepa, OOXOUTECb ee MOMHOM 3arpy3ku 1 ybeauTechb, Y4TO OHa
nepewna B coctosiHne BACKUP (ocHoBHasi Hoga He nepexBatut ponb MASTER, Tak kak B
HacTponkax VRRP cTtouT onumsa nopreempt), Ans 3Toro nposepbte oTcytcTBme VIP agpeca Ha
BHYTpeHHeM uHTepdence, n coctoaHne VRRP B cisco-like koHconu kpunToLwuntosa:

root@Spokel-nl:~# ip -6 address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP, LOWER UP> mtu 1500 gdisc mg state UP group default
glen 1000
link/ether 00:50:56:9e:82:c4 brd ff:ff:ff:ff:ff:ff
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet 192.168.1.10/24 brd 192.168.1.255 scope global ethl
valid 1ft forever preferred 1ft forever
inet6 fe80::250:56ff:fe%e:82c4/64 scope link
valid 1ft forever preferred 1ft forever
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Spokel-nl#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Backup IPv6

BungHo, 4TO B Criyyae nosiHOro oTkasa OCHOBHOWM HOoAbl knacTtepa ponb MASTER Ha cebsi 6epeT pesepBHas
HoAa u ycnewHo obpabaTbiBaeT Tpaduk.

2. Ortkas NHTepHeT-npoBaraepa.

2.1. Ytob6bl cMopgenupoBaTh oTka3 VHTepHeT-npoBariaepa 3abnokupyem ICMP nakeTbl OT pe3epBHOM
HOAObl KnacTtepa (npegnonaraeTtcsl, YTO pes3epBHas Hoda HaxoauTtes B coctosHum MASTER, a
ocHoBHas B BACKUP) Ha poytepe Core_router, gna atoro B linux bash BeinonHuTe cnegytoLyto
KomaHay:

root@Core-router:~# ipé6tables -A INPUT -s 2001:db8::172:17:1:2 -p icmpv6 -j DROP
2.2. Yb6eputech, UTO pe3epBHas HoAa KnacTepa nepeluna B coctosiHme FAULT, anga aToro coctosiHue
VRRP B cisco-like koHCOnM KpunTOLNIO3a:
Spokel-n2#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Fault IPv6

2.3. Yb6eputech, 4TO OCHOBHas HoAa knacTtepa nepewuna B coctoaHme MASTER, gns atoro B linux bash
BbINOSTHUTE CrieayIoLLYI0 KOMaHAay:
Spokel-nl#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Master 1IPvo6

2.4. YpanuTe Ha poyTepe Core_router npaeuna, 6nokupytowmne ICMP gobaBneHHble paHee, Ans 3Toro
B linux bash BbinonHuTEe cneaytoLyto KoMaHay:

root@Core-router:~# ipétables -D INPUT -s 2001:db8::172:17:1:2 -p icmpv6 -j DROP

2.5. YbeguTecnb, YTO pe3epBHasi Hoaa knacTtepa nepewuna B coctostiue BACKUP, ans atoro B linux bash
BbINOMHMTE CNEeyoLLYy0 KOMaHay:
Spokel-n2#show vrrp

Interface VRID State AddrFamily

TenGigabitEthernet0/1 1 Backup IPv6

Mpn oTkase WHTepHeT-npoBangepa Hoda knacTtepa nepexoaut B coctosiHue FAULT, a B cnyvae
BoccTaHoBneHus 8 BACKUP.

OTka3 uHTepHeT-NnpoBangepa BToporo hunmana

1. Yrtobbl cmopenvpoBaTb oTka3 WHTepHeT-npoBavigepa 3abnoknpyem ICMP nakeTbl OT OCHOBHOTMO
uHTepdenca Ha poyTepe Core_router, Ansa sToro B linux bash BbINoNHUTE cneayoLyo KOMaHay:

root@Core-router:~# ipétables -A INPUT -s 2001:db8::172:16:2:2 -p icmpv6 -j DROP

2. [MpoBepbTe COCTOSIHUE MNUHKOB:
root@Spoke2:~# mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
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State:

Active: False
Hosts reachabi
IPv4 hosts:
IPv6 hosts:

Link: 2
Name:

"o

ISP2
Interface:
Priority: 200
State:
Active: True

Hosts reachabi
IPv4 hosts:

IPv6 hosts: "2

unreachable

lity: any

None

001:db8::172:16:101:15", "2001:db8

ethl

reachable

lity: any

None

001:db8::172:16:101:15", "2001:db8::

172:16:2:1"

172:17:2:1"

BugHo, 4TO XOCTblI CTanm HeAoCTYNHbl Yepe3 OCHOBHOM MHTepdeinc (ethO) m akTMBHbIM CTan BTOPOM

nHTepdelic (ethl).

Y6eauTecb, 4TO 3alUULEHHOE coeduHeHWe MeXdy OCHOBHOW Hoaoi knactepa B dunuvane Nel u

KpunTtowno3oM B dunmane Ne2 ycnewHo CTpouTcs, Ans 3TOro 3anyctute ping C YCTPOMCTBA
Host-b-spokel Ha ycTponcTtBo Host-b-spoke2 un npoBepbTe Hanuune IPsec-TyHHensi Ha OCHOBHOW HoAe

Knactepa B comnnane Ne1:

root@Host-b-spokel

PING 2001:db8::192:168:2:100(2001:db8::192:168:2:100)
64 bytes from 2001:db8::192:168:2:100: icmp seg=1 ttl=
64 bytes from 2001:db8::192:168:2:100: icmp seg=2 ttl=
64 bytes from 2001:db8::192:168:2:100: icmp seg=3 ttl=
64 bytes from 2001:db8::192:168:2:100: icmp seg=4 ttl=
—-—- 2001:db8::192:168:2:100 ping statistics ---

4 packets transmitted,

:~# ping -6 2001:db8::192:168:2:100

4 received, 0% packet loss,

-c 4

56
61
62
62
62

data bytes

time=3.53 ms
time=473 ms
time=1.60 ms
time=1.91 ms

time 3005ms
1.598/120.134/473.498/204.015 ms

rtt min/avg/max/mdev
root@Spokel-nl:~# sa mgr show

ISAKMP sessions: 0 initiated,

0 responded

ISAKMP connections:

Num Conn-id (Local

1 7 (2001:db8::100
2 8 (2001:db8::100
3 9 (2001:db8::100
4 10
5 16

IPsec connections:

Num Conn-id (Local

1 9 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2,*)
66068

2 10 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*)
74360

3 11 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2, *)
47616

4 12 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:101:2,*)
74244

5 13 (2001:db8::100:100:1:2,*)-(2001:db8::

Addr, Port) - (Remote Addr, Port) State
:100:1:2,4500)-(2001:db8::172:16:100
:100:1:2,4500) - (2001:db8::172:16:101
:100:1:2,4500) - (2001:db8::172:17:100

(2001:db8::100:100:1:2,4500) - (2001 :db8::172:17:101:2,4500)
(2001:db8::100:100:1:2,4500)-(2001:db8::172:17:2:2,4500)

Addr, Port) - (Remote Addr, Port)

Sent Rcvd

:2,4500) active 2032 1992
:2,4500) active 2032 1992
:2,4500) active 2032 1992
active 2032 1992
active 2032 1992

Protocol Action Type Sent Rcvd
47 ESP nat-t-trans 70328

47 ESP nat-t-trans 71232

47 ESP nat-t-trans 71116

47 ESP nat-t-trans 71116

172:17:2:2,*) 47 ESP nat-t-trans 348 348

4. TlpoBepbTe NpaBunbHOCTL onpeaeneHns NBMA agpeca kpuntownto3a dunuana Ne2 B OpenNHRP Ha
CMEXHbIX eMy YCTPOUCTBaX:

root@Hubl:~# opennhrpctl show nbma 2001:db8::172:16:2:2
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root@Hubl:~# opennhrpctl show nbma 2001:db8::172:17:2:2

root@Hub?2:~# opennhrpctl show nbma 2001:db8::172:16:2:2

root@Hub2:~# opennhrpctl show nbma 2001:db8::172:17:2:2

root@Hub3:~# opennhrpctl show nbma 2001:db8::172:16:2:2

root@Hub3:~# opennhrpctl show nbma 2001:db8::172:17:2:2

root@Hub4:~# opennhrpctl show nbma 2001:db8::172:16:2:2

root@Hub4:~# opennhrpctl show nbma 2001:db8::172:17:2:2

root@Spokel-nl:~# opennhrpctl show nbma 172.17.2.2

© 2003-2025 S-Terra CSP 58



Bepcus 5.0

UHcTpyKuns Pepakuus 2

Status: ok

Interface: mgrel
Type:
Protocol-Address:
NBMA-Address:
Flags:

cached

used up

Expires-In: 1:21

2001:db8::10:10:10:3/128
2001 :

db8::172:17:2:2

BugHo, uto BCe ycTponcTtea npasunsHo onpegenstioT NBMA agpec kpunTowwuntosa dgunuana Ne2.

Ypnanute Ha poyTtepe Core_router npasuna, 6nokmpytoiime ICMP, nobaBneHHble paHee, AN 3Toro B linux

bash BbINonHWTe cnegytoLLyto KOMaHay:

root@Core-router:~# ipé6tables -D INPUT -s 2001:db8::172:16:2:2 -p icmpv6 -j DROP

lMpoBepbTe COCTOSAHME FINHKOB:

root@Spoke2:~# mwan mgr show --links status

Link: 1
Name: ISPl
Interface:
Priority: 300

State:

Active: True

Hosts reachability:

IPv4 hosts:

IPv6 hosts:
Link: 2

Name: ISP2
Interface:
Priority: 200
State:

Active: False

Hosts reachability:

IPv4 hosts:
IPv6 hosts:

ethO

ethl

reachable

any

None
"2001:db8::172:16:101:15",

"2001:db8::172:16:2:1"

reachable

any

None
"2001:db8::172:16:101:15",

"2001:db8::172:17:2:1"

BugHo, 4TO XOCTbI CTanu AOCTYMNHbI Yepe3 ocHoBHOW uHTepdenc (eth0), n kaHan ceasm 1 (ISP1) ctan

AKTUBHbIM.

Y6eautecb, 4TO 3alUMLLEHHOE COEdMHEHWE MeXOy OCHOBHOW Hopoi knactepa B dunuane Nel u

KpunTowno3om B dunuane Ne2 ycnewHo CTpouTcd, NS 9TOro 3anyctute ping C yCTpPOMCTBA
Host-b-spokel Ha ycTponcTBo Host-b-spoke2 u npoBepbTe Hanuumne IPsec-TyHHeNnsa Ha OCHOBHOW Hopae

knactepa B comnunane Ne1:
root@Host-b-spokel:

PING 2001:db8
64 bytes
64 bytes
64 bytes
64 bytes

::192:
2001:
2001:
2001:
2001:

from
from
from
from

=== 2001z

db8::192:168:2:
4 packets transmitted,
rtt min/avg/max/mdev

~# ping -6 2001:db8::192:168:2:100 -c 4

168:2:100(2001:db8::192:168:2:100) 56 data bytes
db8::192:168:2:100: icmp seqg=1 ttl=61 time=3.97 ms
db8::192:168:2:100: icmp seg=2 ttl=62 time=210 ms
db8::192:168:2:100: icmp seg=3 ttl=62 time=1.64 ms
db8::192:168:2:100: icmp seqg=4 ttl=62 time=1.53 ms

100 ping statistics ---
4 received, 0% packet loss, time 3005ms
1.525/54.272/209.956/89.889 ms

root@Spokel-nl:~# sa mgr show

ISAKMP sessions: O

ISAKMP connections:

initiated, 0 responded
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Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

7 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:100:2,4500) active 2032 1992
8 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:101:2,4500) active 2032 1992
9 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:100:2,4500) active 2032 1992
10 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:101:2,4500) active 2032 1992
16 (2001:db8::100:100:1:2,4500)-(2001:db8::172:17:2:2,4500) active 2032 1992
17 (2001:db8::100:100:1:2,4500)-(2001:db8::172:16:2:2,4500) active 2032 1992

o U W N

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 9 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:100:2,*) 47 ESP nat-t-trans 119304
111920

2 10 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:101:2,*) 47 ESP nat-t-trans 119496
124704
3 11 (2001:db8::100:100:1:2,*)-(2001:db8::172:17:100:2,*) 47 ESP nat-t-trans 119148
78912

4 12 (2001:db8::100:100:1:2,*)—-(2001:db8::172:17:101:2,*) 47 ESP nat-t-trans 119148
124356

5 13 (2001:dpb8::100:100:1:2,*)-(2001:db8::172:17:2:2,*) 47 ESP nat-t-trans 696 696
6 14 (2001:db8::100:100:1:2,*)-(2001:db8::172:16:2:2,*) 47 ESP nat-t-trans 348 348

8. [MpoBepbTe npaBunbHOCTb onpeaeneHns NBMA agpeca kpuntowrntosa dunmana Ne2 B OpenNHRP Ha
CMEXHbIX eMYy YCTPOUCTBaX:

root@Hubl:~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok

root@Hubl:~# opennhrpctl show nbma 2001:db8::172:16:2:2
Status: ok

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up
Expires-In: 1:06

root@Hub2:~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok

root@Hub2:~# opennhrpctl show nbma 2001:db8::172:16:2:2
Status: ok

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:10:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up
Expires-In: 1:02

root@Hub3:~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok

root@Hub3:~# opennhrpctl show nbma 2001:db8::172:16:2:2

Status: ok
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Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up

Expires-In: 1:21

root@Hub4 :~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok

root@Hub4 :~# opennhrpctl show nbma 2001:db8::172:16:2:2

Status: ok

Interface: mgre0

Type: dynamic

Protocol-Address: 2001:db8::10:10:20:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: up

Expires-In: 0:59

root@Spokel-nl:~# opennhrpctl show nbma 2001:db8::172:17:2:2

Status: ok

root@Spokel-nl:~# opennhrpctl show nbma 2001:db8::172:16:2:2

Status: ok

Interface: mgre0

Type: cached

Protocol-Address: 2001:db8::10:10:10:3/128
NBMA-Address: 2001:db8::172:16:2:2

Flags: used up

Expires-In: 1:24

BugHo, 4To BCe ycTporcTBa npasurnbHO onpegensiooT NBMA agpec kpuntowno3a dunuana Ne2.
JononHuTenbHO BUAHO, YTO BCE KPUNTOLUMO3bl ONpefdensoT, 4YTo Kpuntowrnto3d dunuana Ne2 He
HaxoauTtca 3a NAT.
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[lononHeHue

banaHcupoBKa Harpy3kM OT (oMNManbHbIX KPUNTOLWIO30B Ha
LieHTPanbHble KpUNTOWNHO3bI

B paHHon rmaBse Gyaet onvcaHa HacTporika 6anaHCMPOBKM NAKeTOB OT hunuarnbHbIX KPUNTOLLMO30B Mexay
KpMNTOLUM03aMK1 LEeHTpanbHOro oduca.

Ha yctpoiictBe Int-router-Hub gorkHbl OTCyTCTBOBaTb route-map, perynupyrlolimMe npuopuTeT BXOAALMX
MapLlpyToB, nofy4deHHbix oT Hubl, Hub2, Hub3 u Hub4. B Takom cnyyae B Tabnvue MaplpyTusauum
Int-router-Hub 6yayT npucyTCcTBOBaTb MapLUPYThl, NOMyYeHHbIe OT Bcex Hub-oB.

Ha Bcex kpunTtownto3ax LeHTpanbHoro oduca TpebyeTtcs nameHuTb HacTponiku FRR. [danee nokasaHa
HacTpovika Hubl.

1. BonguTte B koHconb cepBuca FRR, anga atoro HyxHo 13 linux bash HabpaTb cneaytoLlyto KomaHay:
root@Hubl:~# vtysh

Hello, this is FRRouting (version 9.0.2).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl#

2. Tpebyetcsa yganutb route-map Buaa FROM-HUB1-OQUT Ha Hubl, Hub2, Hub3 n Hub4. lNocne aToro
KpUNTOLLMNtO3bl ounmanos 6yayT nony4atb MapLIpPyThl 40 3aLUMLLaEMbIX NOACETEN LieHTpanbHOro oguca
C OONHaKOBbIM MPUOPUTETOM:

Hubl# conf t

Hubl (config)# no route-map FROM-HUB1-OUT

Hubl (config) # router bgp 65000

Hubl (config-router) # address-family ipv6 unicast

Hubl (config-router-af)# no neighbor spokes-ibgp route-map FROM-HUB1-OUT out
Hubl (config-router-af)# end

3. CoxpaHute HacTponkun FRR:
Hubl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf
[OK]

Mocne HacTpoikn Ha ycTpowncTee Int-router-Hub gomkHO ObITe MO YeTbipe MapLIpyTa 40 3aLUMLLAEMbIX CETEN
dunnanos, a Ha KpunTowno3ax unmanos bydeT YeTbipe MapLipyTa A0 3allMLaemMon CeTU LeHTpanbHOro
oduca.

root@Int-router-Hub:~# ip -6 route

2001:db8::192:168:1:0/112 nhid 32 proto bgp metric 20 pref medium

nexthop via fe80::7a71:b970:bcld:568e dev ensl92 weight 1

nexthop via fe80::84:aalb:cc5a:b791 dev ensl92 weight 1

nexthop via fe80::££f6d:9a5b:7de3:eabb dev ensl92 weight 1

nexthop via fe80::854:defa:ac45:2175 dev ensl92 weight 1
2001:db8::192:168:2:0/112 nhid 32 proto bgp metric 20 pref medium

nexthop via fe80::7a71:b970:bcld:568e dev ensl92 weight 1

nexthop via fe80::84:aalb:cc5a:b791 dev ensl92 weight 1

nexthop via fe80::££f6d:9a5b:7de3:eabb dev ensl92 weight 1

nexthop via fe80::854:defa:ac45:2175 dev ensl92 weight 1
2001:db8::192:168:100:0/112 dev ens224 proto kernel metric 256 pref medium
2001:db8::192:168:255:0/112 dev ensl92 proto kernel metric 256 pref medium
fe80::/64 dev ensl92 proto kernel metric 256 pref medium
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fe80::/64 dev ens224 proto kernel metric 256 pref medium
fe80::/64 dev ens256 proto kernel metric 256 pref medium

root@Spokel-nl:~# ip -6 route

2001:db8::10:10:10:0/112 dev mgre0 proto kernel metric 256 pref medium
2001:db8::10:10:20:0/112 dev mgrel proto kernel metric 256 pref medium
2001:db8::100:100:1:0/112 dev ethO0 proto kernel metric 256 pref medium
2001:db8::192:168:1:0/112 dev ethl proto kernel metric 256 pref medium
2001:db8::192:168:2:0/112 nhid 19 wvia 2001:db8::10:10:10:3 dev mgre0 proto bgp
metric 20 pref medium
2001:db8::192:168:100:0/112 nhid 41 proto bgp metric 20 pref medium

nexthop via 2001:db8::10:10:10:100 dev mgre0 weight 1

nexthop via 2001:db8::10:10:10:200 dev mgre0 weight 1

nexthop via 2001:db8::10:10:20:100 dev mgrel weight 1

nexthop via 2001:db8::10:10:20:200 dev mgrel weight 1
fe80::/64 dev mgre0 proto kernel metric 256 pref medium
fe80::/64 dev mgrel proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev ethl proto kernel metric 256 pref medium
default via 2001:db8::100:100:1:1 dev eth0 proto st policy metric 1024 pref medium

root@Spoke2:~# ip -6 route

2001:db8::10:10:10:0/112 dev mgrel0 proto kernel metric 256 pref medium
2001:db8::10:10:20:0/112 dev mgrel proto kernel metric 256 pref medium
2001:db8::172:16:2:0/112 dev eth0 proto kernel metric 256 pref medium
2001:db8::172:17:2:0/112 dev ethl proto kernel metric 256 pref medium
2001:db8::192:168:1:0/112 nhid 344 via 2001:db8::10:10:10:1 dev mgre0 proto bgp
metric 20 pref medium
2001:db8::192:168:2:0/112 dev eth2 proto kernel metric 256 pref medium
2001:db8::192:168:100:0/112 nhid 836781 proto bgp metric 20 pref medium

nexthop via 2001:db8::10:10:10:100 dev mgre0 weight 1

nexthop via 2001:db8::10:10:10:200 dev mgre0 weight 1

nexthop via 2001:db8::10:10:20:100 dev mgrel weight 1

nexthop via 2001:db8::10:10:20:200 dev mgrel weight 1
fe80::/64 dev mgre(Q proto kernel metric 256 pref medium
fe80::/64 dev mgrel proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev ethl proto kernel metric 256 pref medium
fe80::/64 dev eth2 proto kernel metric 256 pref medium
default via 2001:db8::172:16:2:1 dev ethO proto multiwan src 2001:db8::172:16:2:2
metric 700 pref medium

OrpaHuyeHve nonocbl nponyckaHua (shaping) Ha mGRE
uHTepdpence.

B maHHOM paszgene 6ygeTt onvcaHo KOHUIypupoBaHMe orpaHMYeHus nonockl nponyckaHus go 100 Mout/c
CyMMapHO no BceM Tunam Tpaduka, n3 Hux 10 Ha UDP, 85 Ha TCP 1 5 Ha ocTanbHon Tpaduk.

MoapobHee 06 orpaHMYEHUsX NPWY HACTPOKMKe NOMOChl NPOMNYCKaHWA ONMcaHo B MHCTPyKumn «ObecneveHune
KayecTBa obcnyxuBanust ona Tpaduka (QoS)».

Ans ncknoveHuss cpabaTtbiBaHWA MexaHuM3ma 3allMTbl OT aTak BOCMPOM3BEAEHMS HA MPUHUMAIOLLEM
KPpMNTOLUMNIO3€e MpW MNeperpys3ke Mnorfocbl MPOMyckaHWs Ha nepefaroweM KpUnToLio3e peKkoMeHOyeTcs
oTKasaTtbcs oT shaping Ha WAN-uHTepderice n BoinonHATb ero O 3awwmndpoBaHns Tpaduka, Hanpumep, Ha
BHelwHeMm obopygnoBaHun (LAN-cermeHT) unu mGRE-uHTepderice (nogpobHee B pa3gene «OrpaHuyeHune
nonockl nponyckaHusi (shaping)» WHCTpykumn «O6GecneyeHne kadecTBa OOCNyXuBaHWS Ans Tpadwka

(QoS)»).
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MpumeyaHwue - CpabaTbiBaHWe MeXaHW3Ma 3aLUUThLl OT aTak BOCNPOM3BEAEHUS HA NPUEMHON CTOPOHE MOXHO
ANarHoCcTMpoBaTh Mo YBENUYEHUIO CHETUYMKA NOTepb «ipsec replay drops» B ytunute «kstat_show».

[nsa Hayana HyXHo mapkmnpoBaTb UDP 1 TCP Tpacduk. HacTpoika MapkupoBaHusi OCyLLECTBNSAETCS B CiSCO-
like KoHCOMnM KpunNTOLLNIO3a U OOJMPKHA MPOU3BOAUTBLCA Ha BHYTPEHHEM uHTepdence. B gaHHOM cueHapuu
MapkupoBaHue OyaeT npou3BOAUTBCH Ha uHTepdence mgrel. OpHako, KpunTowno3bl Bepcunm 5.0 He
No3BOMSAT HacTpamBaTb TyHHenbHble WHTepdpencol IPv6 4yepes cisco-like koHconb. B cBsisM c aTum
HeobxogmMo B linux bash go6aBuTb BO3MOXHOCTb MPMBA3KM Mgre-uHTepdgenca B cisco-like k cnmnckam
poctyna. [ing nobaBneHns BO3MOXHOCTU MPUBS3KM MQre BbINOMHMTE criedyowme ENCTBUS:

1. [o6aebTe GRE unTepdenc mgre0 B goann /etc/ifaliases.cf (BblaeneHo XunpHbIm):
root@Hubl:~# vim.tiny /etc/ifaliases.cf

interface (name="TenGigabitEthernet0/0" pattern="ethO")
interface (name="TenGigabitEthernet0/1" pattern="ethl")
interface (name="TenGigabitEthernet0/2" pattern="eth2")
interface (name="Tunnel0" pattern="mgre0")

interface (name="default" pattern="*")

e 3HayeHue napameTpa name OIPKHO ObITh 3agaHo B Buge TunnelN.
e 3HayeHMe MapameTpa pattern OOIPKHO COOTBETCTBOBaTb UMeHn GRE uHTepdelica B HoTauum
Linux.

KoHdurypnposaHne mgre-uHtepdgenca IPv6 n3 cisco-like koHconu He noggepXmBaeTca M LOSMKHO
BbINONHATLCA M3 linux bash. MNonbiTka HacTponkn mgre-uHTepdenca IPv6 ns cisco-like koHconu npuseget
K co3gaHunto mgre-uHtepderica IPv4 ¢ HacTpoeHHbIM agpecom IPv6.

2. TlepecunTtanTe KOHTpONbHYIO cymmy danna /etc/ifaliases.cf:

root@Hubl:~# integr mgr calc -f /etc/ifaliases.cf

SUCCESS: Operation was successful.
HacTtpoiika MmapknpoBaHus ocyLlecTBNaeTcd B cisco-like koHconu kpunToLuntosa:

1. CospaiiTe HeobxoONMble CMUCKX AOCTYNa, KOTOPbIE OMUCLIBAOT MapKUPyeMblii Tpaduk:

Hubl#conf t

Hubl (config) #ipv6 access-list SET DSCP_AF1l

Hubl (config-ipv6-acl) #permit tcp 2001:db8::192:168:100:0/112 any
Hubl (config-ipv6-acl) #ipv6 access-list SET DSCP AF12

Hubl (config-ipvé6-acl) #permit udp 2001:db8::192:168:100:0/112 any
Hubl (config-ipvé6-acl) #ipv6 access-list CLEAR DSCP

Hubl (config-ipvé6-acl) #deny tcp 2001:db8::192:168:100:0/112 any
Hubl (config-ipv6-acl) #deny udp 2001:db8::192:168:100:0/112 any
Hubl (config-ipvé-acl) #fpermit ipvé any any
Hubl (config-ipvé6-acl) #exit
Hubl (config) #

2. OnuuwwTe Knaccel Tpadunka Ha OCHOBE CMUCKOB AOCTYyNa:

Hubl (config) #class-map match-all CLEAR DSCP

Hubl (config-cmap) #match access-group name CLEAR DSCP
Hubl (config-cmap) #class-map match-all SET DSCP AF1l
Hubl (config-cmap) #match access-group name SET DSCP AF1l
Hubl (config-cmap) #class-map match-all SET DSCP_AF12
Hubl (config-cmap) #match access-group name SET DSCP AF12
Hubl (config-cmap) #exit

3. OnuwwuTte nonutuky anga Tpaduka (BeictaBneHne DSCP meTkn):
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Hubl (config) #policy-map DSCP_POLICY
Hubl (config-pmap) #class SET DSCP AF1l
Hubl (config-pmap-c) #set dscp afll

Hubl (config-pmap-c) #class SET DSCP_AF12
Hubl (config-pmap-c) #set dscp afl2

Hubl (config-pmap-c) #class CLEAR_ DSCP
Hubl (config-pmap-c) #set dscp default
Hubl (config-pmap-c) #exit

Hubl (config-pmap) #exit

Hubl (config) #

4. TlpuBspkMTe NONUTUKY AN Tpaduka K mgre nHTepdeincy Ha ucxoasilee HanpasneHue:

Hubl (config) #interface Tunnell
Hubl (config-if) #service-policy output DSCP_POLICY
Hubl (config-if) #end

HacTpolika orpaHuyeHusi Nonockl NponyckaHus ocylecTenseTcs u3 linux bash.

1. [oGasbTe cnepytollee cogepxunmoe B pann /etc/network/if-up.d/zshaper:

CkpunTbl U3 /etc/network/if-up.d/ BbIMOMHATCA B Nekcukorpadgpuyeckom nopsigke. CKpunt gomkeH
BbIMOSHATBLCSA NO3XKe st-virtual-if.

1.1.

#!/bin/bash

function enable shaper () {
# del root queue discipline
tc gdisc del dev SIFACE root || true

# add root queue discipline
tc gdisc add dev SIFACE root handle 1:0 htb default 4

# add root class
tc class add dev S$SIFACE parent 1:0 classid 1:1 htb rate 100mbit ceil 100mbit

# add sub classes

tc class add dev SIFACE parent 1:1 classid 1:2 htb rate 85mbit ceil 100mbit
tc class add dev SIFACE parent 1:1 classid 1:3 htb rate 10mbit ceil 100mbit
tc class add dev S$SIFACE parent 1:1 classid 1:4 htb rate Smbit ceil 100mbit

# add filters for traffic

tc filter add dev $IFACE parent 1:0 protocol ipvé prio 0 u32 match ip6 priority 0x28
Oxfc flowid 1:2

tc filter add dev $IFACE parent 1:0 protocol ipvé prio 0 u32 match ip6 priority 0x30
Oxfc flowid 1:3

}

if [[ SIFACE == "mgreO" ]]; then
enable shaper S$IFACE

fi

MNoacHeHus:

Yaanntb KOpHEBYIO AUCLMNIHY C HTepdenca:

tc gdisc del dev SIFACE root || true

Mpumevanune — lMpu BkNoYeHUn nHTepdenca c IPv6 agpecom Bknovaetcs anroputm Duplicate
Address Detection (DAD), koTopbin o6ecneumBaeT yHMKanbHOCTb IPv6 agpeca B npegenax cetu.
Mpun nonbITKe yaaneHns KOPHEBOW AMCUMMIUHBLI (KOMaHda tc qdisc del dev SIFACE root) B
nepuog pabotsl DAD BO3MOXHO nosiBneHne cooblieHmnin 06 owmnbkax cnegyoLlero Buaa:
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Error: Cannot delete gdisc with handle of zero.

[na 6e3ycrnoBHOro BLIMNOMHEHWUSI APYTMX KOMaHA CKpunTa Oaxe Npu BbIMNOMHEHWM KOMaHAbl tc
gqdisc del dev $IFACE root B nepuog paboTbl MexaHuama DAD no6asneHbl komaHabl | | true.

1.2. [JobGaBuTb nogkracc 4 no ymonyaHuio B KOPHEBYK AWCUUNNUHY MHTepdenca ¢ knaccom HTB
(Tpaduk, KOTOpbIV He nonan nog unbTPbl, HAaNPaBMSETCS B 3TOT KMNacc):

tc gdisc add dev SIFACE root handle 1:0 htb default 4

1.3.  OrpaHnunTb CKOPOCTb Ha HTepdence o 100 M6ut/c:

tc class add dev SIFACE parent 1:0 classid 1:1 htb rate 100mbit ceil 100mbit

1.4. Onpegenutb nogknaccel (1:2, 1:3, 1:4) n orpaHU4nTb B HUX CKOPOCTb:

tc class add dev S$SIFACE parent 1:1 classid 1:2 htb rate 85mbit ceil 100mbit
tc class add dev SIFACE parent 1:1 classid 1:3 htb rate 10mbit ceil 100mbit
tc class add dev S$SIFACE parent 1:1 classid 1:4 htb rate 5Smbit ceil 100mbit

1.5. [pn nomown bunbTPOB HanpasBuUTb TpaduK B HyXHble knacchl. [akeTbl ¢ meTkon AF11 (0Ox28)
AOMKHbI Nonagatb B knacc 1:2 (flowid 1:2). MakeTbl ¢ meTkon AF12 (0x30) gosmkHbl nonagaTb
B knacc 1:3 (flowid 1:3):

TpebyeTca ykasbiBaTb WeCTHagLaTepuyHoe 3HavyeHne ToS GanTta. [ins agBonyHoro 3HavyeHus DSCP
AobaBngalTCA OBa Hymns cnpaBa M NEepeBOAUTCS MOMyYeHHOEe 3HayeHue B LIeCTHaguaTepuyHoe
npencraeneHue:

e OBouYHOe npeactasneHne ana AF11 001010 -> 00101000 -> 0x28;

e [OBOMYHOe npeacTtasneHne ana AF12 001100 -> 00110000 -> 0x30.

tc filter add dev SIFACE parent 1:0 protocol ip prio 0 u32 match ip tos 0x28 Oxfc
flowid 1:2
tc filter add dev SIFACE parent 1:0 protocol ip prio 0 u32 match ip tos 0x30 Oxfc
flowid 1:3

1.6. B paHHOM cueHapumn shaping GyaeT npov3BOAUTLCS Ha BHYTPEHHEM uHTepdence mgre0 Ao
3awmndgpoBaHus Tpaduka.

2. [Jante cpanny /etc/network/if-up.d/zshaper NpaBa Ha NCNOSIHEHME

root@Hubl:~# chmod u+x /etc/network/if-up.d/zshaper

MpumevaHune - OaHHbin chann BygeT 3anyckaTbCAd aBTOMaTU4eCKM Mpu cTapTe CUCTEMbl BO Bpewms
KOHUrypmpoBaHus uHTepdenca mgre0 (a Takke Npu BbINONHEHUN KOMaHabl 1 fup mgre0).

3. lNpumeHuTe HacCTPOMKN OrpaHUYeHNst NoroCkl NPOMYCKaHNS:
root@Hubl:~# ifdown mgrel; ifup mgrel

Waiting for DAD... Done
Error: Cannot delete gdisc with handle of zero.

4. HOCMOTpeTb CTaTUCTUKY MOXHO Npuy NOMOLLN KOMaHA4:

root@Hubl:~# tc -s gdisc show dev mgre0
root@Hubl:~# tc -s filter show dev mgre0
root@Hubl:~# tc -s class show dev mgre0

MpumedvaHne - N3-3a orpaHnyeHns Nonockbl NPOMyCKaHusA B kstat show OyAyT pacTu Kak CHETUMKM tx
errors, TaK N KONMNYECTBO OT6p0meHHbM nakeToB (dropped) B tc -s qgdisc show dev mgre0
ﬂ,OﬂyCKElETCﬂ HebonbLIoe OTKIIOHEeHMe MexXxay Konm4ecTteoMm OT6pOLLIeHHbIX NakeToB U tx error.

Hactporiku gns gpyrux KpunToLwso3oB OyayT oTnmyatbCs KOMMYECTBOM UHTEPEENCOB M 3alimLiaemMon
noaceTbHo.
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MpunoxeHue

Yctponucteo Core-router

CeTeBble HaCTPOWKHK

Copepxumoe pavina /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information,

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Ext-router-Hubl

auto ensl92

iface ensl92 inet6 static

address 2001:db8::172:16:100:1/112

# To Ext-router—-Hub2

auto ens224

iface ens224 inet6 static

address 2001:db8::172:16:101:1/112

# To Ext-router-Hub3

auto ens256

iface ens256 inet6 static

address 2001:db8::172:17:100:1/112

# To Ext-router-Hub4

auto enslé6l

iface ensl6l inet6 static

address 2001:db8::172:17:101:1/112

# To Spoke2 (ISP1)

auto ensl93

iface ensl193 inet6 static
address 2001:db8::172:16:2:1/112

# To Spokel-n2

auto ens225

iface ens225 inet6 static
address 2001:db8::172:17:1:1/112

# To Spokel-nl

auto ens257

iface ens257 inet6 static
address 2001:db8::172:16:1:1/112

# To Spoke2 (ISP2)

auto ensl62

iface ensl62 inet6 static
address 2001:db8::172:17:2:1/112

# To VM Network
auto ensl94

see interfaces(5) .
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iface ensl194 inet dhcp

# For CDP.

auto ens224:0

iface ens224:0 inet6 static

address 2001:db8::172:16:101:15/112

Yctponctso Ext-router-Hub1

CeTeBble HaCTPOWKHM

Copepxumoe hanna /etc/network/interfaces:

This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Core-router

auto ensl92

iface ensl92 inet6 static

address 2001:db8::172:16:100:2/112
gateway 2001:db8::172:16:100:1

# To Hubl

auto ens224

iface ens224 inet6 static

address 2001:db8::100:100:100:1/112

Hactpouku iptables

Copepxunmoe canna /etc/iptables.rules:

EXTIF="ens192"

INTIF="ens224"

INET IP1="2001:db8::172:16:100:2"

IPSECGW="2001:db8::100:100:100:2"

### SNAT ###

ip6tables -t nat -A POSTROUTING -o S$EXTIF -j SNAT --to-source SINET IP1

### DNAT ##4#

# IKE/500

ipé6tables -t nat -A PREROUTING --dst S$SINET IP1 -p udp --dport 500 -j DNAT --to-
destination [$IPSECGW] :500

# NAT-T/4500

ipé6tables -t nat -A PREROUTING --dst SINET IP1 -p udp --dport 4500 -j DNAT --to-
destination [SIPSECGW] :4500

Yctponuctso Ext-router-Hub2

CeTeBble HAaCTPOWKU

Copepxumoe thanna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
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source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Core-router

auto ensl192

iface ensl92 inet6 static

address 2001:db8::172:16:101:2/112
gateway 2001:db8::172:16:101:1

# To Hub2

auto ens224

iface ens224 inet6 static

address 2001:db8::100:100:101:1/112

Hactpounku iptables

Copepxumoe hanna /etc/iptables.rules

EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:16:101:2"
IPSECGW="2001:db8::100:100:101:2"
### SNAT ###

ip6tables -t nat -A POSTROUTING -o $EXTIF -j SNAT --to-source SINET IP1

### DNAT ###
# IKE/500

ipé6tables -t nat -A PREROUTING --dst SINET IP1

destination [SIPSECGW] :500
# NAT-T/4500

--dport 500

-j DNAT --to-

ipétables -t nat -A PREROUTING --dst $INET IP1 -p udp --dport 4500 -j DNAT --to-

destination [$SIPSECGW] :4500

Yctponctso Ext-router-Hub3

CeTeBble HaCTPOWKHM

Copepxumoe danna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information,

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Core-router

auto ensl192

iface ensl92 inet6 static

address 2001:db8::172:17:100:2/112
gateway 2001:db8::172:17:100:1

# To Hub3
auto ens224
iface ens224 inet6 static

see interfaces(5) .
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address 2001:db8::100:101:100:1/112

Hactpounku iptables

Copepxumoe avina /etc/iptables.rules

EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:17:100:2"

IPSECGW="2001:db8::100:101:100:2"

### SNAT #i##

ip6tables -t nat -A POSTROUTING -o SEXTIF -j SNAT --to-source SINET IP1

### DNAT ##4#

# IKE/500

ipé6tables -t nat -A PREROUTING --dst SINET IP1 -p udp --dport 500 -j DNAT --to-
destination [S$SIPSECGW] :500

# NAT-T/4500

ip6tables -t nat -A PREROUTING --dst $INET IP1 -p udp --dport 4500 -j DNAT --to-
destination [$SIPSECGW] :4500

Yctpouncteo Ext-router-Hub4

CeTeBble HAaCTPOWKU

Copepxumoe avina /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Core-router

auto ensl92

iface ensl192 inet6 static

address 2001:db8::172:17:101:2/112
gateway 2001:db8::172:17:101:1

# To Hub4

auto ens224

iface ens224 inet6 static

address 2001:db8::100:101:101:1/112

Hactpounku iptables

Copepxumoe havna /etc/iptables.rules

EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:17:101:2"

IPSECGW="2001:db8::100:101:101:2"

##4# SNAT #4#4#

ip6tables -t nat —-A POSTROUTING -o SEXTIF -j SNAT --to-source SINET IP1

#4## DNAT ###

# IKE/500

ipé6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-
destination [S$SIPSECGW] :500
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# NAT-T/4500
ip6tables -t nat -A PREROUTING --dst $INET IP1 -p udp --dport 4500 -j DNAT --to-
destination [$SIPSECGW]:4500

Yctpoucteo Ext-router1-Spoke1

CeTeBble HaCTPOWKHM

Copepxumoe hanna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
# To Core-router

auto ensl92

iface ensl92 inet6 static
address 2001:db8::172:16:1:2/112
gateway 2001:db8::172:16:1:1

# To Spokel-nl

auto ens224

iface ens224 inet6 static

address 2001:db8::100:100:1:1/112

Hactpounku iptables

Copepxumoe dhanna /etc/iptables.rules:

EXTIF="ensl192"

INTIF="ens224"

INET IP1="2001:db8::172:16:1:2"

IPSECGW="2001:db8::100:100:1:2"

### SNAT ###

ipé6tables -t nat -A POSTROUTING -o $SEXTIF -j SNAT --to-source SINET IP1

### DNAT ###

# IKE/500

ip6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-
destination [SIPSECGW] :500

# NAT-T/4500

ipé6tables -t nat -A PREROUTING --dst SINET IP1 -p udp --dport 4500 -j DNAT --to-
destination [$SIPSECGW] :4500

YctpouncTteo Ext-router2-Spoke1

CeTeBble HAaCTPOWKU

Copepxumoe pavina /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
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auto 1lo
iface lo inet loopback

# The primary network interface
# To Core-router

auto ensl92

iface ensl92 inet6 static
address 2001:db8::172:17:1:2/112
gateway 2001:db8::172:17:1:1

# To Spokel-n2

auto ens224

iface ens224 inet6 static

address 2001:db8::100:101:1:1/112

Hactpounku iptables

Copepxumoe avina /etc/iptables.rules

EXTIF="ens192"

INTIF="ens224"

INET IP1="2001:db8::172:17:1:2"

IPSECGW="2001:db8::100:101:1:2"

### SNAT ###

ip6tables -t nat -A POSTROUTING -o $EXTIF -j SNAT --to-source SINET IP1

### DNAT ##4#

# IKE/500

ip6tables -t nat -A PREROUTING --dst S$INET IP1 -p udp --dport 500 -j DNAT --to-
destination [$IPSECGW] :500

# NAT-T/4500

ipé6tables -t nat -A PREROUTING --dst SINET IPl -p udp --dport 4500 -j DNAT --to-
destination [$SIPSECGW] :4500

Yctpouncteo Host-b-hub

CeTeBble HAaCTPOWKU

Copepxumoe davna /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

auto ensl92

iface ensl92 inet6 static

address 2001:db8::192:168:100:100/112
gateway 2001:db8::192:168:100:1

Yctpouncteo Host-b-spoke1

CeTeBble HAaCTPOWKU

Copepxumoe pavina /etc/network/interfaces:

# This file describes the network interfaces available on your system
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# and how to activate them. For more information, see interfaces(5).
source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto ensl192

iface ensl92 inet6 static

address 2001:db8::192:168:1:100/112
gateway 2001:db8::192:168:1:1

Yctpouncteo Host-b-spoke2

CeTeBble HaCTPOWKHM

Copepxumoe hanna /etc/network/interfaces:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
auto ensl92

iface ensl92 inet6 static

address 2001:db8::192:168:2:100/112
gateway 2001:db8::192:168:2:1

Yctpouncteo Int-router-Hub

CeTeBble HAaCTPOWKU

Copepxumoe davna /etc/network/interfaces

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).

source /etc/network/interfaces.d/*

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface

# To Hubs

auto ensl92

iface ensl92 inet6 static

address 2001:db8::192:168:255:1/112

# To LAN

auto ens224

iface ens224 inet6 static

address 2001:db8::192:168:100:1/112
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HacTpoikn guHammnyeckon mapLupyTusalum
HacTtpowiku cepeuca FRR (vtysh):
frr version 8.4.4
frr defaults traditional
hostname Int-routerl-Hub
log syslog informational
service integrated-vtysh-config
!
router bgp 65001
bgp router-id 192.168.255.1
bgp log-neighbor-changes
no bgp ebgp-requires-policy
no bgp suppress-duplicates
coalesce-time 1000
timers bgp 3 9
neighbor 2001:db8::192:168:255:10 remote-as 65000
neighbor 2001:db8::192:168:255:11 remote-as 65000
neighbor 2001:db8::192:168:255:20 remote-as 65000
neighbor 2001:db8::192:168:255:21 remote-as 65000
1
address-family ipv6 unicast
network 2001:db8::192:168:100:0/112
neighbor 2001:db8::192:168:255:10 activate
neighbor 2001:db8::192:168:255:10 route-map FROM-HUB1-IN in
neighbor 2001:db8::192:168:255:11 activate
neighbor 2001:db8::192:168:255:11 route-map FROM-HUB2-IN in
neighbor 2001:db8::192:168:255:20 activate
neighbor 2001:db8::192:168:255:20 route-map FROM-HUB3-IN in
neighbor 2001:db8::192:168:255:21 activate
neighbor 2001:db8::192:168:255:21 route-map FROM-HUB4-IN in
exit-address-family
exit
!
route-map FROM-HUB1-IN permit 1
set local-preference 100
exit
!
route-map FROM-HUB2-IN permit 1
set local-preference 75
exit
!
route-map FROM-HUB3-IN permit 1
set local-preference 50
exit
!
route-map FROM-HUB4-IN permit 1
set local-preference 25
exit
!
end
Yctponcteo Hub1
cisco-like koHCcONb
!
version 12.4
no service password-encryption
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|
crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3
username cscons privilege 15 secret 5 $6SRiWz4IVm$SgMp6sbpYnTfSUxuaJPZ9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWA9AZ/gCK70z . /
aaa new-model

!

!
hostname Hubl
enable secret 5 PCI9d7NSH1AyLrzuA3gRJIvQ==

!

!

!

!

|

|

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|

crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

|

object-group vé6-network SELF-IPV6

description IP on WAN interface

host 2001:db8::100:100:100:2

!

ip access-list extended FIREWALL OUT

deny ip any any

|

ip access-list extended FIREWALL IN

deny ip any any

!

ipv6 default filtering permit

|

ipv6 access-list FW_OUTPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any

|

ipv6 access-list FW_INPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
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permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
!
ipvé access-list IPSEC DMVPN IPV6
remark special DMVPN filter
permit gre object-group SELF-IPV6 each
!
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp
!
crypto dynamic-map DMAP IPV6 1
match ipvé address IPSEC DMVPN IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE
set security-association mss-fix out
set pre-fragmentation
set dead-connection history off
!
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
|
interface TenGigabitEthernet0/0
no ip address
ipv6 address 2001:db8::100:100:100:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW INPUT WAN IPV6 in
ipv6 access-group FW OUTPUT WAN IPV6 out
crypto map VPN IPV6
ipv6 inspect INSPECT out
!
interface TenGigabitEthernet0/1
no ip address
ipv6 address 2001:db8::192:168:255:10/112
|
interface TenGigabitEthernet0/2
no ip address
shutdown
!
|
1
ipvé route ::/0 2001:db8::100:100:100:1
|
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAFS83
quit

end

Hactpoinku mGRE

Copepxumoe avina /etc/network/interfaces.d/mgre0:
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auto mgre0

iface mgre0 inet6 static

address 2001:db8::10:10:10:100/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6gre key 1 ttl 64 tos inherit

pre-up ip link set mgreO mtu 1400
pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null

post-down ip link del mgreO

Hactponku NHRP

Copepxumoe avina /etc/opennhrp/opennhrp.conf:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
non-caching

Hactponku BGP

Copepxumoe avina /etc/frr/frr.conf:

frr version 9.0.2

frr defaults traditional
hostname Hubl

log syslog informational

service integrated-vtysh-config
|

router bgp 65000

bgp router-id 10.10.10.100

bgp log-neighbor-changes

no bgp ebgp-requires-policy
timers bgp 3 9

neighbor spokes-ibgp peer-group
neighbor spokes-ibgp remote-as 65000

neighbor 2001:db8::192:168:255:1 remote-as 65001

bgp listen limit 5000

bgp listen range 2001:db8::10:10:10:0/112 peer—-group spokes-ibgp

|
address-family ipv6 unicast

neighbor spokes-ibgp activate

neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self

neighbor spokes-ibgp route-map SET-NEXTHOP in

neighbor spokes-ibgp route-map FROM-HUB1-OUT out

neighbor 2001:db8::192:168:255:1 activate
exit-address-family

exit

!

route-map SET-NEXTHOP permit 1
set ipv6 next-hop prefer-global

exit

!

route-map FROM-HUB1-OUT permit 1
set local-preference 100

exit

!

end
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Yctponcteo Hub?2

cisco-like koHCONb

version 12.4

no service password-encryption

!
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

keepalive 3 3
keepalive retry-count 3

username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPZz9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9xNXzpRXWA9dAZ /gCK70z. /
aaa new-model

hostname Hub2
enable secret 5 PCO9d7N5H1AyLrzuA3qRJIVQ==

crypto isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping
set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

object-group v6-network SELF-IPV6
description IP on WAN interface

host 2001:db8

ip access-list
ip any

deny
|

ip access-list
ip any

deny
|

::100:100:101:2

extended FIREWALL OUT
any

extended FIREWALL IN
any

ipv6 default filtering permit

ipv6 access-list FW _OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na
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deny gre any any

permit ipv6 object-group SELF-IPV6 any

!
ipv6 access-list FW INPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6

permit esp any object-group SELF-IPV6

|
ipv6 access-list IPSEC DMVPN IPV6

remark special DMVPN filter

permit gre object-group SELF-IPV6 each

|

!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp

!
crypto dynamic-map DMAP IPV6 1

match ipvé address IPSEC DMVPN IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out

set pre-fragmentation

set dead-connection history off

|
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
|
interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:100:101:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN IPV6 in

ipv6 access-group FW OUTPUT WAN IPV6 out

crypto map VPN IPV6

ipv6 inspect INSPECT out

!

interface TenGigabitEthernet0/1

no ip address

ipv6 address 2001:db8::192:168:255:11/112

|

interface TenGigabitEthernet0/2

no ip address

shutdown

|

|

1

ipvé route ::/0 2001:db8::100:100:101:1

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83
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quit
|

end

Hactponkn mGRE

Copepxumoe cdanna /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgreO inet6 static

address 2001:db8::10:10:10:200/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ip6bgre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Hactponku NHRP

Copepxumoe davina /etc/opennhrp/opennhrp.conf:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
non-caching

Hactponku BGP

frr version 9.0.2
frr defaults traditional
hostname Hub2
log syslog informational
service integrated-vtysh-config
!
router bgp 65000
bgp router-id 10.10.10.200
bgp log-neighbor-changes
no bgp ebgp-requires-policy
timers bgp 3 9
neighbor spokes-ibgp peer-group
neighbor spokes-ibgp remote-as 65000
neighbor 2001:db8::192:168:255:1 remote-as 65001
bgp listen 1limit 5000
bgp listen range 2001:db8::10:10:10:0/112 peer—-group spokes-ibgp
|
address-family ipv6 unicast
neighbor spokes-ibgp activate
neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self
neighbor spokes-ibgp route-map SET-NEXTHOP in
neighbor spokes-ibgp route-map FROM-HUB2-OUT out
neighbor 2001:db8::192:168:255:1 activate
exit-address-family
exit
!
route-map SET-NEXTHOP permit 1
set ipv6 next-hop prefer-global
exit
!
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route-map FROM-HUB2-OUT permit 1
set local-preference 75

exit
|

end

Yctponucteo Hub3

cisco-like koHCONb

version 12.4

no service password-encryption

|
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3 3
keepalive retry-count 3

username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPz9UCqdyy8/x

heIEbSmbTEfMzmbQqepMD6R1b18vHTAFQt 94 9xNXzpRXWA9AZ /gCK70z . /

aaa new-model

hostname Hub3
enable secret 5 PC9d7N5H1AyLrzuA3qRJIVQ==

crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2

crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping
set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

mode transport

object-group v6-network SELF-IPV6
description IP on WAN interface
host 2001:db8::100:101:100:2

ip access-list
ip any

deny
|

ip access-list
ip any

deny

extended FIREWALL OUT
any

extended FIREWALL IN
any
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|
ipv6 default filtering permit

!
ipv6 access-list FW OUTPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipv6 object-group SELF-IPV6 any

|
ipv6 access-list FW INPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6

|
ipvé access-list IPSEC DMVPN IPV6

remark special DMVPN filter

permit gre object-group SELF-IPV6 each

!

!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp

!
crypto dynamic-map DMAP IPV6 1

match ipvé address IPSEC DMVPN IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out

set pre-fragmentation

set dead-connection history off

!
crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
|

interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:101:100:2/112
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN IPV6 in
ipv6 access-group FW OUTPUT WAN IPV6 out
crypto map VPN IPV6

ipv6 inspect INSPECT out

!

interface TenGigabitEthernet0/1

no ip address

ipv6 address 2001:db8::192:168:255:20/112
|

interface TenGigabitEthernet0/2

no ip address

shutdown

!

|

1

ipvé route ::/0 2001:db8::100:101:100:1

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
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crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit
|

end

Hactponku mGRE

Copepxunmoe cdanna /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgreO inet6 static

address 2001:db8::10:10:20:100/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6bgre key 2 ttl 64 tos inherit
pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgreO multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgre0

Hactponku NHRP

Copepxumoe davina /etc/opennhrp/opennhrp.conf:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
non-caching

Hactponku BGP

frr version 9.0.2

frr defaults traditional

hostname Hub3

log syslog informational

service integrated-vtysh-config

!

router bgp 65000

bgp router-id 10.10.20.100

bgp log-neighbor-changes

no bgp ebgp-requires-policy

timers bgp 3 9

neighbor spokes-ibgp peer-group

neighbor spokes-ibgp remote-as 65000

neighbor 2001:db8::192:168:255:1 remote-as 65001
bgp listen 1limit 5000

bgp listen range 2001:db8::10:10:20:0/112 peer-group spokes—-ibgp
|

address-family ipv6 unicast
neighbor spokes-ibgp activate
neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self
neighbor spokes-ibgp route-map SET-NEXTHOP in
neighbor spokes-ibgp route-map FROM-HUB3-OUT out
neighbor 2001:db8::192:168:255:1 activate
exit-address-family
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exit

!

route-map SET-NEXTHOP permit 1
set ipv6 next-hop prefer-global

exit

!

route-map FROM-HUB3-OUT permit 1
set local-preference 50

exit

|

end

Yctpouctso Hub4

cisco-like koHCONb

!
version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3

username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPz9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWA9dZ/gCK70z . /
aaa new-model

|

!

hostname Hub4

enable secret 5 PCY9d7N5H1AyLrzuA3gRJIvQ==

!

!

!

|

|

|

|

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|

crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

!

object-group v6-network SELF-IPV6

description IP on WAN interface

host 2001:db8::100:101:101:2
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|
ip access-list extended FIREWALL OUT

deny ip any any

|
ip access-list extended FIREWALL IN

deny ip any any

!
ipv6 default filtering permit

|
ipv6 access-list FW OUTPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipvé object-group SELF-IPV6 any

|

ipv6 access-list FW INPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6

|
ipv6 access-list IPSEC DMVPN IPV6

remark special DMVPN filter

permit gre object-group SELF-IPV6 each

!

|
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

!

crypto dynamic-map DMAP IPV6 1

match ipvé address IPSEC DMVPN IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out

set pre-fragmentation

set dead-connection history off

!

crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
|

interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:101:101:2/112
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN IPV6 in
ipv6 access-group FW OUTPUT WAN IPV6 out
crypto map VPN IPV6

ipv6 inspect INSPECT out

!

interface TenGigabitEthernet0/1

no ip address

ipv6 address 2001:db8::192:168:255:21/112
|

interface TenGigabitEthernet0/2

no ip address

shutdown
|
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|
!
ipv6 route ::/0 2001:db8::100:101:101:1
|
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
|

end

Hactponku mGRE

Copepxumoe avina /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgreO inet6 static

address 2001:db8::10:10:20:200/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ipb6bgre key 2 ttl 64 tos inherit
pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Hactpoikun NHRP

Copepxumoe danna /etc/opennhrp/opennhrp.conf:

interface mgre0

multicast dynamic
holding-time 90
cisco-authentication secret
non-caching

Hactponku BGP

frr version 9.0.2
frr defaults traditional
hostname Hub4
log syslog informational
service integrated-vtysh-config
!
router bgp 65000
bgp router-id 10.10.20.200
bgp log-neighbor-changes
no bgp ebgp-requires-policy
timers bgp 3 9
neighbor spokes-ibgp peer-group
neighbor spokes-ibgp remote-as 65000
neighbor 2001:db8::192:168:255:1 remote-as 65001
bgp listen limit 5000
bgp listen range 2001:db8::10:10:20:0/112 peer-group spokes-ibgp
|
address-family ipv6 unicast
neighbor spokes-ibgp activate
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neighbor spokes-ibgp route-reflector-client
neighbor spokes-ibgp next-hop-self
neighbor spokes-ibgp route-map SET-NEXTHOP in
neighbor spokes-ibgp route-map FROM-HUB4-OUT out
neighbor 2001:db8::192:168:255:1 activate
exit-address-family

exit

!

route-map SET-NEXTHOP permit 1

set ipv6 next-hop prefer-global

exit

!

route-map FROM-HUB4-OUT permit 1

set local-preference 25

exit

|

end

Yctponcteo Spoke1-n1

cisco-like koHCcONb

!
version 12.4
no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3 3

crypto isakmp keepalive retry-count 3
username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPz9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWAIAZ/gCK70z . /
aaa new-model

!

!

fhrp version vrrp v3
hostname Spokel-nl
enable secret 5 PCO9d7N5H1AyLrzuA3qRJIvQ==

!

!

!

|

|

|

|

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|

crypto isakmp profile ALGS PROFILE

match identity dn

set identity mapping

set policy 1
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crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

mode transport

object-group vé6-network SELF-IPVG6

description IP on WAN interface
host 2001:db8::100:100:1:2

ip access-list extended FIREWALL OUT

deny ip any any

ip access-list extended FIREWALL IN

deny ip any any

ipv6 default filtering permit

ipv6 access-list FW OUTPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipvé6 object-group SELF-IPV6 any

ipv6 access-list FW INPUT WAN IPV6

permit icmp any any nd-ns
permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp

permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6

ipv6 access-list IPSEC DMVPN IPV6

remark special DMVPN filter
permit gre object-group SELF-IPV6 each

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp

crypto dynamic-map DMAP IPV6 1

crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6

match ipvé address IPSEC DMVPN IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off

interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:100:1:2/112
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW_INPUT WAN IPV6 in
ipv6 access-group FW _OUTPUT WAN IPV6 out
crypto map VPN IPV6

ipv6 inspect INSPECT out

interface TenGigabitEthernet0/1
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no ip address
ipv6 address 2001:db8::192:168:1:10/112
vrrp 1 address-family ipv6
timers advertise 3
timers garp 5
no preempt
track sla check isp link
track interface TenGigabitEthernet0/0
address 2001:db8::192:168:1:1/112
exit-vrrp
|
interface TenGigabitEthernet0/2
no ip address
shutdown
|
|
1
ipv6 route ::/0 2001:db8::100:100:1:1
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15] /certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit

!

vrrp track sla check isp link ipvé6
host 2001:db8::172:16:1:1
host 2001:db8::172:16:101:15
mode icmp-echo

reachability any

source TenGigabitEthernet0/0
fall 15

rise 10

timeout 2

interval 3

!

vrrp notify common

end

Hactpoinku mGRE

Copepxumoe avna /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgreO inet6 static

address 2001:db8::10:10:10:1/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ip6gre key 1 ttl 64 tos inherit
pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO

Copepxumoe pavina /etc/network/interfaces.d/mgrel:

auto mgrel
iface mgrel inet6 static
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address 2001:db8::10:10:20:1/112
pre-up ip link del mgrel 2> /dev/null || true
pre-up ip tunnel add mgrel mode ipb6gre key 2 ttl 64 tos inherit
pre-up ip link set mgrel mtu 1400
pre-up ip link set mgrel multicast on
post-up ethtool -K mgrel tx-checksumming off > /dev/null
post-down ip link del mgrel
Hactpounkun NHRP
Copepxumoe danna /etc/opennhrp/opennhrp.conf:
interface mgre0
map 2001:db8::10:10:10:100/112 2001:db8::172:16:100:2 register
map 2001:db8::10:10:10:200/112 2001:db8::172:16:101:2 register
multicast nhs
holding-time 90
cisco-authentication secret
non-caching
interface mgrel
map 2001:db8::10:10:20:100/112 2001:db8::172:17:100:2 register
map 2001:db8::10:10:20:200/112 2001:db8::172:17:101:2 register
multicast nhs
holding-time 90
cisco-authentication secret
non-caching
Hactponku BGP
frr version 9.0.2
frr defaults traditional
hostname Spokel-nl
log syslog informational
service integrated-vtysh-config
|
ipv6 route 2001:db8::192:168:100:0/112 2001:db8::192:168:1:20 240
|
router bgp 65000
bgp router-id 192.168.1.10
bgp log-neighbor-changes
no bgp ebgp-requires-policy
timers bgp 3 9
neighbor 2001:db8::10:10:10:100 remote-as 65000
neighbor 2001:db8::10:10:10:100 timers connect 30
neighbor 2001:db8::10:10:10:200 remote-as 65000
neighbor 2001:db8::10:10:10:200 timers connect 30
neighbor 2001:db8::10:10:20:100 remote-as 65000
neighbor 2001:db8::10:10:20:100 timers connect 30
neighbor 2001:db8::10:10:20:200 remote-as 65000
neighbor 2001:db8::10:10:20:200 timers connect 30
|
address-family ipv6 unicast
network 2001:db8::192:168:1:0/112
neighbor 2001:db8::10:10:10:100 activate
neighbor 2001:db8::10:10:10:100 route-map TO-HUB1-OUT out
neighbor 2001:db8::10:10:10:200 activate
neighbor 2001:db8::10:10:10:200 route-map TO-HUB2-OUT out
neighbor 2001:db8::10:10:20:100 activate
neighbor 2001:db8::10:10:20:100 route-map TO-HUB3-OUT out
neighbor 2001:db8::10:10:20:200 activate
neighbor 2001:db8::10:10:20:200 route-map TO-HUB4-OUT out
© 2003-2025 S-Terra CSP 90



Bepcus 5.0 UHcTpyKuns Pepakumsa 2

exit-address-family

exit

!

route-map TO-HUB1-OUT permit 1
set local-preference 100

exit

!

route-map TO-HUB2-OUT permit 1
set local-preference 75

exit

!

route-map TO-HUB3-OUT permit 1
set local-preference 50

exit

!

route-map TO-HUB4-OUT permit 1
set local-preference 25

exit

!

Hactpoiku VRRP

Copnepxumoe haiina /etc/keepalived/notify common.conf:

i o o i specific to DMVPN scenario
Bl o o i i

# Flag indicate that DMVPN scenario is using on clustered spokes.

# Used to mange BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes it STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="true"

### IBGP specific options ###
# Internal routing protocol for DMVPN (IBGP or OSPF) .
DMVPN_INTERNAL_ROUTING_PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
DMVPN_LOCAl ASN="65000"

# BGP neighbors (separated by space) which must be shutted down if VRRP node transit
to BACKUP of FAULT state,

# and no shutted down if VRRP node transit to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN BGP NEIGHBORS="2001:db8::10:10:10:100 2001:db8::10:10:10:200
2001:db8::10:10:20:100 2001:db8::10:10:20:200"

Copepxumoe pavina /etc/keepalived/keepalived.conf:

global defs {
enable dbus
}
vrrp sync _group 0 {
notify "/etc/keepalived/scripts/notify common"
group {
ethl ipvée 1

}
vrrp_script check isp link {

script "/etc/keepalived/scripts/sla check --ip-version 6 --mode icmp-echo --hosts
2001:db8::172:16:1:1 2001:db8::172:16:101:15 --reachability any --source-iface ethO
--tos 0xB8 --data-size 56 --name check isp link"

fall 15

rise 10
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timeout 2

interval 3

}

vrrp instance ethl ipvé6 1 {

version 3

interface ethl

track interface {
ethO

}

virtual ipaddress {
2001:db8::192:168:1:1/112

}

nopreempt
priority 100
advert int 3

garp |

master refresh 5

virtual router id 1
track script ({
check isp link

}

Yctponcteo Spoke1-n2

cisco-like koHCONb

version 12.4

no service password-encryption

|
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy
isakmp identity dn
isakmp fragmentation

isakmp security-association lifetime delta 50

isakmp initiator-sessions-max 100
isakmp responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited

isakmp keepalive 3 3
isakmp keepalive retry-count 3

username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPz9UCqdyy8/x

heIEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9xNXZzpRXWA9dAZ /gCK70z . /

aaa new-model

fhrp version vrrp v3
hostname Spokel-n2

enable secret 5 PCY9d7N5H1AyLrzuA3gRJIvQ==

crypto

isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig

group vko2
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crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

!
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

|
object-group v6-network SELF-IPV6
description IP on WAN interface

host 2001:db8::100:101:1:2

!

ip access-list extended FIREWALL OUT
deny ip any any

|

ip access-list extended FIREWALL IN
deny ip any any

!

ipv6e default filtering permit

!

ipv6 access-list FW _OUTPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

deny gre any any

permit ipvé6 object-group SELF-IPV6 any
!

ipv6 access-list FW INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
!

ipv6 access-list IPSEC DMVPN IPV6
remark special DMVPN filter

permit gre object-group SELF-IPV6 each
|

|

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

|

crypto dynamic-map DMAP IPV6 1

match ipvé address IPSEC DMVPN_ IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE

set security-association mss-fix out
set pre-fragmentation

set dead-connection history off

!

crypto map VPN IPV6 1 ipsec-isakmp dynamic DMAP IPV6
|

interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::100:101:1:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW_INPUT WAN IPV6 in

ipv6 access-group FW _OUTPUT WAN IPV6 out
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crypto map VPN IPV6
ipv6 inspect INSPECT out
!
interface TenGigabitEthernet0/1
no ip address
ipv6 address 2001:db8::192:168:1:20/112
vrrp 1 address-family ipvo6
timers advertise 3
timers garp 5
no preempt
priority 50
track sla check isp link
track interface TenGigabitEthernet0/0
address 2001:db8::192:168:1:1/112
exit-vrrp
|
interface TenGigabitEthernet0/2
no ip address
shutdown
!
!
|
ipv6 route ::/0 2001:db8::100:101:1:1
|
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit

!

vrrp track sla check isp link ipvé6
host 2001:db8::172:17:1:1
host 2001:db8::172:16:101:15
mode icmp-echo

reachability any

source TenGigabitEthernet0/0
fall 15

rise 10

timeout 2

interval 3

!

vrrp notify common

end

Hactpoinku mGRE

Copepxumoe avna /etc/network/interfaces.d/mgre0:

auto mgre0

iface mgre0 inet6 static

address 2001:db8::10:10:10:2/112

pre-up ip link del mgreO 2> /dev/null || true

pre-up ip tunnel add mgre0 mode ip6gre key 1 ttl 64 tos inherit
pre-up ip link set mgre0 mtu 1400

pre-up ip link set mgre0 multicast on

post-up ethtool -K mgreO tx-checksumming off > /dev/null
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post-down ip link del mgreO

Copepxumoe avina /etc/network/interfaces.d/mgrel

auto mgrel

iface mgrel inet6 static

address 2001:db8::10:10:20:2/112
pre-up ip link del mgrel 2> /dev/
pre-up ip tunnel add mgrel mode i
pre-up ip link set mgrel mtu 1400
pre-up ip link set mgrel multicas

null || true
pbgre key 2 ttl 64 tos inherit

t on

post-up ethtool -K mgrel tx-checksumming off > /dev/null

post-down ip link del mgrel

Hactpoikun NHRP

Copepxumoe danna /etc/opennhrp/opennhrp.conf:

interface mgre0

map 2001:db8::10:10:10:100/112 2
map 2001:db8::10:10:10:200/112 2
multicast nhs

holding-time 90
cisco-authentication secret
non-caching
interface mgrel

map 2001:db8::10:10:20:100/112 2
map 2001:db8::10:10:20:200/112 2
multicast nhs

holding-time 90
cisco-authentication secret
non-caching

Hactponku BGP

frr version 9.0.2

frr defaults traditional

hostname Spokel-n2

log syslog outformational

service outtegrated-vtysh-config

!

ipvé route 2001:db8::192:168:100:

|

router bgp 65000

bgp router-id 192.168.1.20

bgp log-neighbor-changes

no bgp ebgp-requires-policy
timers bgp 3 9

neighbor 2001:db8::10:10:10:100
neighbor 2001:db8::10:10:10:100
neighbor 2001:db8::10:10:10:200
neighbor 2001:db8::10:10:10:200
neighbor 2001:db8::10:10:20:100
neighbor 2001:db8::10:10:20:100
neighbor 2001:db8::10:10:20:200
neighbor 2001:db8::10:10:20:200
|

address-family ipv6 unicast
network 2001:db8::192:168:1:0/1
neighbor 2001:db8::10:10:10:100
neighbor 2001:db8::10:10:10:100
neighbor 2001:db8::10:10:10:200

001:db8::172:16:100:2 register
001:db8::172:16:101:2 register

001:db8::172:17:100:2 register
001:db8::172:17:101:2 register

0/112 2001:db8::192:168:1:10 240

remote-as 65000
timers connect 30
remote-as 65000
timers connect 30
remote—-as 65000
timers connect 30
remote—-as 65000
timers connect 30

12

activate

route-map TO-HUB1-OUT out
activate
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neighbor 2001:db8::10:10:10:200 route-map TO-HUB2-OUT out
neighbor 2001:db8::10:10:20:100 activate
neighbor 2001:db8::10:10:20:100 route-map TO-HUB3-OUT out
neighbor 2001:db8::10:10:20:200 activate
neighbor 2001:db8::10:10:20:200 route-map TO-HUB4-OUT out
exit-address-family
exit
!
route-map TO-HUB1-OUT permit 1
set local-preference 100
exit
!
route-map TO-HUB2-OUT permit 1
set local-preference 75
exit
!
route-map TO-HUB3-OUT permit 1
set local-preference 50
exit
!
route-map TO-HUB4-OUT permit 1
set local-preference 25
exit
|

Hactpoiku VRRP

Copepxumoe haiina /etc/keepalived/notify common.conf:

igisszdtsadddsadddgdtadadddsdsaaA LA EEEEEEET specific to DMVPN scenario
S

# Flag indicate that DMVPN scenario is using on clustered spokes.

# Used to mange BGP neighbors shutdown state or OSPF interfaces passive mode when
VRRP node changes it STATE.

FLAG DMVPN SCENARIO ON CLUSTERED SPOKE="true"

### IBGP specific options f###
# Internal routing protocol for DMVPN (IBGP or OSPF).
DMVPN INTERNAL ROUTING PROTOCOL="IBGP"

# Local BGP AS Number. Set it if internal routing protocol is IBGP.
DMVPN_LOCAl ASN="65000"

# BGP neighbors (separated by space) which must be shutted down if VRRP node transit
to BACKUP of FAULT state,

# and no shutted down if VRRP node transit to MASTER state.

# Set it if internal routing protocol is IBGP.

DMVPN BGP NEIGHBORS="2001:db8::10:10:10:100 2001:db8::10:10:10:200
2001:db8::10:10:20:100 2001:db8::10:10:20:200"

Copepxumoe pavina /etc/keepalived/keepalived.conf:

global defs {
enable dbus
}
vrrp sync group 0 {
notify "/etc/keepalived/scripts/notify common"
group {
ethl ipvé 1

}

vrrp script check isp link {
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script "/etc/keepalived/scripts/sla check --ip-version 6 --mode icmp-echo —--hosts
2001:db8::172:17:1:1 2001:db8::172:16:101:15 --reachability any --source-iface ethO

--tos 0xB8 --data-size 56 --name check isp link"
fall 15
rise 10
timeout 2
interval 3
}
vrrp instance ethl ipvé6 1 {
version 3
interface ethl
track interface {
eth0
}
virtual ipaddress {
2001:db8::192:168:1:1/112
}
nopreempt
priority 50
advert int 3
garp master refresh 5
virtual router id 1
track script {
check isp link

}

Yctpouncteo Spoke2

cisco-like koHCcONb

!
version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited

crypto isakmp keepalive 3 3
crypto isakmp keepalive retry-count 3

username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuaJPz9UCqdyy8/x

heIEbSmbTEfMzmbQqepMD6R1b1 8vHTAFQt 94 9xNXzpRXWA9AZ /gCK70z . /

aaa new-model

|

!

hostname Spoke2

enable secret 5 PC9d7N5SH1AyLrzuA3gRJIvQ==
|

|

|

|

|

|

!

crypto isakmp policy 1
encr magma
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hash stribog-256
authentication gost-sig

group vko2

crypto isakmp profile ALGS PROFILE
match identity dn

set identity mapping

set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
mode transport

object-group v6-network SELF-ISP1-IPV6
description IP on WAN interface for ISPl
host 2001:db8::172:16:2:2

object-group v6-network SELF-ISP2-IPV6
description IP on WAN interface for ISP2
host 2001:db8::172:17:2:2

ip access-list extended FIREWALL OUT

deny
l§

ip any any

ip access-list extended FIREWALL IN

deny
!

ip any any

ipv6 default filtering permit

ipv6 access-list FW OUTPUT WAN ISPl IPV6

permit
permit
deny

permit
!

icmp any any nd-ns

icmp any any nd-na

gre any any

ipv6 object-group SELF-ISP1-IPV6 any

ipv6 access-list FW INPUT WAN ISPl IPV6

permit
permit
permit
permit
permit

permit
|

icmp any any nd-ns

icmp any any nd-na

udp any object-group SELF-ISP1-IPV6 eq isakmp

udp any object-group SELF-ISP1-IPV6 eq non500-isakmp
icmp any object-group SELF-ISP1-IPV6

esp any object-group SELF-ISP1-IPVG6

ipv6 access-list FW_OUTPUT WAN ISP2 IPV6

permit
permit
deny

permit
!

icmp any any nd-ns

icmp any any nd-na

gre any any

ipv6 object-group SELF-ISP2-IPV6 any

ipv6 access-list FW_INPUT WAN ISP2 IPV6

permit
permit
permit
permit
permit

permit
|

icmp any any nd-ns

icmp any any nd-na

udp any object-group SELF-ISP2-IPV6 eq isakmp

udp any object-group SELF-ISP2-IPV6 eq non500-isakmp
icmp any object-group SELF-ISP2-IPV6

esp any object-group SELF-ISP2-IPV6

ipv6 access-list IPSEC DMVPN ISPl IPV6
remark special DMVPN filter for ISPl

permit
!

gre object-group SELF-ISP1-IPV6 each

ipv6 access-list IPSEC DMVPN ISP2 IPV6
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remark special DMVPN filter for ISP2
permit gre object-group SELF-ISP2-IPV6 each
!
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp
|
crypto dynamic-map DMAP ISP1 IPV6 1
match ipv6 address IPSEC DMVPN ISPl IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE
set security-association mss-fix out
set pre-fragmentation
set dead-connection history off
!
crypto dynamic-map DMAP ISP2 IPV6 1
match ipv6 address IPSEC DMVPN ISP2 IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ALGS PROFILE
set security-association mss-fix out
set pre-fragmentation
set dead-connection history off
!
crypto map VPN ISPl IPV6 1 ipsec-isakmp dynamic DMAP ISPl IPV6
!
crypto map VPN ISP2 IPV6 2 ipsec-isakmp dynamic DMAP ISP2 IPV6
|
interface TenGigabitEthernet0/0
no ip address
ipv6 address 2001:db8::172:16:2:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW INPUT WAN ISP1 IPV6 in
ipv6 access-group FW OUTPUT WAN ISP1 IPV6 out
crypto map VPN ISPl IPV6
ipv6 inspect INSPECT out
!
interface TenGigabitEthernet0/1
no ip address
ipv6 address 2001:db8::172:17:2:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW INPUT WAN ISP2 IPV6 in
ipv6 access-group FW _OUTPUT WAN ISP2 IPV6 out
crypto map VPN ISP2 IPV6
ipv6 inspect INSPECT out
|
interface TenGigabitEthernet0/2
no ip address
ipv6 address 2001:db8::192:168:2:1/112
!
interface TenGigabitEthernet0/3
no ip address
shutdown

crypto pki trustpoint s-terra technological trustpoint
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revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
AD4F8901771632E0AOAF83
quit
!
end
Hactponkn mGRE
Copepxunmoe cdanna /etc/network/interfaces.d/mgre0:
auto mgre0
iface mgre0 inet6 static
address 2001:db8::10:10:10:3/112
pre-up ip link del mgreO 2> /dev/null || true
pre-up ip tunnel add mgre0 mode ip6bgre key 1 ttl 64 tos inherit
pre-up ip link set mgreO mtu 1400
pre-up ip link set mgreO multicast on
post-up ethtool -K mgreO tx-checksumming off > /dev/null
post-down ip link del mgreO
Copepxumoe avina /etc/network/interfaces.d/mgrel:
auto mgrel
iface mgrel inet6 static
address 2001:db8::10:10:20:3/112
pre-up ip link del mgrel 2> /dev/null || true
pre-up ip tunnel add mgrel mode ipb6bgre key 2 ttl 64 tos inherit
pre-up ip link set mgrel mtu 1400
pre-up ip link set mgrel multicast on
post-up ethtool -K mgrel tx-checksumming off > /dev/null
post-down ip link del mgrel
Hactponku NHRP
Copepxumoe dhavina /etc/opennhrp/opennhrp.conf:
interface mgre0
map 2001:db8::10:10:10:100/112 2001:db8::172:16:100:2 register
map 2001:db8::10:10:10:200/112 2001:db8::172:16:101:2 register
multicast nhs
holding-time 90
cisco-authentication secret
non-caching
interface mgrel
map 2001:db8::10:10:20:100/112 2001:db8::172:17:100:2 register
map 2001:db8::10:10:20:200/112 2001:db8::172:17:101:2 register
multicast nhs
holding-time 90
cisco-authentication secret
non-caching
Hactponku BGP
frr version 9.0.2
frr defaults traditional
hostname Spoke2
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log syslog informational
service integrated-vtysh-config
!
router bgp 65000
bgp router-id 192.168.2.1
bgp log-neighbor-changes
no bgp ebgp-requires-policy
timers bgp 3 9
neighbor 2001:db8::10:10:10:100 remote-as 65000
neighbor 2001:db8::10:10:10:100 timers connect 30
neighbor 2001:db8::10:10:10:200 remote-as 65000
neighbor 2001:db8::10:10:10:200 timers connect 30
neighbor 2001:db8::10:10:20:100 remote-as 65000
neighbor 2001:db8::10:10:20:100 timers connect 30
neighbor 2001:db8::10:10:20:200 remote-as 65000
neighbor 2001:db8::10:10:20:200 timers connect 30
|
address-family ipv6 unicast
network 2001:db8::192:168:2:0/112
neighbor 2001:db8::10:10:10:100 activate
neighbor 2001:db8::10:10:10:100 route-map TO-HUB1l-OUT out
neighbor 2001:db8::10:10:10:200 activate
neighbor 2001:db8::10:10:10:200 route-map TO-HUB2-OUT out
neighbor 2001:db8::10:10:20:100 activate
neighbor 2001:db8::10:10:20:100 route-map TO-HUB3-OUT out
neighbor 2001:db8::10:10:20:200 activate
neighbor 2001:db8::10:10:20:200 route-map TO-HUB4-OUT out
exit-address-family
exit
!
route-map TO-HUB1-OUT permit 1
set local-preference 100
exit
!
route-map TO-HUB2-OUT permit 1
set local-preference 75
exit
!
route-map TO-HUB3-OUT permit 1
set local-preference 50
exit
!
route-map TO-HUB4-OUT permit 1
set local-preference 25
exit
!
Hactponku multiwan
config format version: 1
links params:
links:
- name: ISPl
check:
hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:16:2:1
source address: 2001:db8::172:16:2:2
method:
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