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[TocTpoeHne OoTKa3oycToOM4YMBOro
peweHua Ha 6a3e npotokorna VRRP ¢
pe3epBUpPOBaHMEM KaHanoB CBA3U

HacTtosawun JOKyMEHT cooepXXuT onncaHme cnocoba CoOBMECTHOro UCMonb3oBaHust [poaykToB KoMnaHum
00O «C-Teppa Cn3clln» n MNMpoayKkToB TPETbUX NPON3BOANTENEN.

OO0 «C-Teppa Culclln» ocyLlecTBnsieT COMPOBOXAEHNE HACTOSILLEro CLueHapusi B 4acTu HacTpoek
MpogykToB KoMnaHun. YNoMnHaHWe HaMMeHOBaHWU, MPOAYKTOB, TOPrOBbIX MapOK TPETbMX OpraHn3auumn
WCKITHOUNTENBHO HepopMarnbHO 1 He SIBMSieTCS NoaAepKKoW, pekoMmeHaaumen nmbo peknamon. OO0 «C-
Teppa Cudclln» He HeceT Kakon-NMMOO OTBETCTBEHHOCTU B OTHOLWEHUM paboTocnocobHocTn un
ucnonb3oBaHns 3Tux [NpoaykToB. [JOKyMEHT MMeeT cTaTyC BCMOMOraTtenbHOro matepuarna, KOTOpbIi
MOXeT OblTb MCNONb30BaH TEXHOMOMMYECKMMM MapTHEPaMK, KOMMAHUSMU-MHTErpaTopamu, npu
pa3paboTke COOCTBEHHbIX peLleHUN.

PeweHusn, paspabotaHHble Ha 6ase [daHHOrO cueHapwsi, MOryT MNPUMEHATbCS B  OEWCTBYHOLUMX
ceTax/cuctemax TOMbKO NOCre TECTOBOW U/MMN OMbITHON 3KCMyaTauumn.

BBeaeHue

[aHHbI cueHapuin onucbiBaeT HacTpowky KpunTtowso3oB «C-Teppa Lno3» ans obecneyeHus
DOe3onacHoro B3avMOAENCTBUA Mexay 3alluiaemMbiMy NMOACETSIMU LieHTpanbHOro odguca n dunuana.
Bawmwaemble noacetm B LAN cermeHTe u HepgoBepeHHble nogceth B WAN cermeHte — IPv4.
O6GecneyeHne 6e3onacHoOro B3aMMOAENCTBUA OOCTUraetcsl nytem LWMpPOBaHUA M TYHHENMPOBAHWUS
Tpaduka ¢ NpMMeHeHneM OTe4eCTBEHHbIX oTpacneBbix ctaHaapTos TOCT un npoTtokona IPsec.

MapTHepbl no IPsec, B HacTosWeM [JOKYMEHTe — KpUNTOWMo3bl, Ans ayTeHTudukaumm OyayT
ucnonb3oBatb cepTudukatel B popmate x509. B kavecTtBe kpunTtonpoBamgepa byaoer mcnonb3oBaHa
Kpuntorpadudeckaa 6ubnuoteka, paspaboraHHas komnaHuen «C-Teppa Cwu3cllun». KpunTtowniossl B
LueHTpansHom ocuce u cpunuane sepcum 5.0.

Ons «C-Teppa LUnto3» Bepcun 5.0 OygeT HAaCTPOEHO MEXKCETEBOE 3IKPAHMPOBAHWE C MPUMEHEHUEM
cTatmyeckux cnuckos goctyna (ACL) u nakeTHOM ounbTpaunm ¢ KOHTpPoNeM COCTOsSHUSA ceccui (stateful,
aHanor CBAC B Cisco I0S) ansa npotokonos TCP n UDP.

Ons 0TKa30yCTOl7I‘-WIBOCTI/I LLntos3oB NCMNoJb3yeTCHd NPOTOKOI VRRP, ona pesepBupoBaHA KaHarnoB CBSA3U
ncnonb3dyeTcd cepBMc multiwan.

KpaTtkoe onucaHue cepsuca multiwan

CepBnC multiwan npegHasHavyeH ANs pesepBuMpoBaHus kKaHanos cBa3n (MHTepHeT-npoBangepos) B
pexnme akTUBHbIA/PEe3epPBHbLIN.

CepBnc multiwan KOH(Urypupyetcs yepes pann /etc/multiwan/config.yaml.

[ocTynHOCTb KaHana onpegenseTcs nNo 40CTYNHOCTU 3a4aHHbIX XOCTOB NocpeacTsom npoTtokona ICMP. B
3aBMCUMOCTM OT pexunma, JOCTYMHOCTb KaHana onpeaenseTcsa no A0CTYNHOCTU OAHOrO U BCEX XOCTOB.

CepBMC multiwan CYMTaET KaHan HepaboToCnoCOOHLIM MK PaboTOCNOCOOHbLIM, ecnu kaHan Obin
HeJOCTYMEeH U JOCTYMNeH HECKONbKO MPOBEPOK Moapsia coOTBETCTBEHHO. CepBUC multiwan cuyMTaet
COCTOsIHME KaHara Heu3BeCTHbIM, ECIM CO CTapTa CepBuca KaHan He onpeaenun CBOK AOCTYMHOCTb.

Ecnu ycTaHoBneHo onpeneneHne AOCTYMHOCTU KaHana no BCEM XOCTaM, TO CEPBUC multiwan cynTaeT
KaHan HepaBGoTOCMNOCOGHbLIM, ECrn MPU KaxKOon npoBepke XOoTa Gbl 0AUH XOCT Gbin HegocTyneH. Ecnu
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YCTaHOBIEHO onpeAeneHne AOCTYNHOCTY kaHana no Niobomy XOCTy, TO cepBUC multiwan cYATAET KaHan
HepaboTOCMNOCOBHbLIM, ECNW MPY KaxkaoMn NpoBepKe BblNi HEQOCTYMHbI BCE XOCThI.

CepBuC NepeKoYUT Ha Apyro paboToCNOCOBHbIN KaHamn B CrneayroLwmx crnyyasx:
1) Tekywuin aKTUBHbIN KaHan HepaboTocnocobeH.

2) Ecnv BKoYeH pexum preempt 1 ecTb paboTocnocobHbIN kaHan ¢ GonbLIMM NPUOPUTETOM.

OrpaHuyeHusa n ocobeHHocTn cepBrca multiwan

1. CepBuC multiwan MOXeT pe3epBupoBaTb NPOU3BOMbHbIE MAPLLPYThI;

2. MapuwpyTbl OpyrMx cepBUCOB OO TOW e MOACEeTU, YTO 3adaHbl B cepBucCe multiwan, MOMyT GbiTb
yaaneHsbl, eCnv HaxoaaTca B TOW e Tabnuue MapLipyTUsauum;

3. [lpu nepekntoyeHnn kaHana aBToMaTUYECKN NPoOUCXoanT odncTka Tekywmnx ISAKMP/IPsec TyHHenen,
nepesarpyska LSP u ounctka Tabnuusl TpaHcenaumn NAT.

4. Kaxabl KaHan cBsi3u nposepsieTcs OTAEeNbHO. [na NpoBepKU OAOCTYMHOCTU KaHaroB UCMOMNb3yTCA
ICMP 3anpocbl. Ons ICMP 3anpocoB cepBuca multiwan WCMNOMb3YHOTCA OTAEMbHblE Tabnuvubl
mMapwpyTtusauun. JanHble Tabnuubl ByayT cogepxaTb MaplipyTbl MO YMOMYaHUIO Yepe3 aapec
cnegytowero nepexoga u 6yagyT ounwaTbCst OT MOCTOPOHHUX MapLLUPYTOB.

5. Reverse path filtering gomkeH 6biTb OTKNtOYEH. [ns NpoBepkM AOCTYNMHOCTU XOCTOB UCMOJSIb3YHTCS
CcODCTBEHHbIE TabnWubl OTNWYHbIE OT OCHOBHOW Tabnuubl MapLipyTusauuu. o3ToMy npoBepKu
AOCTYNHOCTK ByayT Heyaa4HbIMM NpW BKItOYEHHOM reverse path filtering.

Mo ymonuyaHuio gaHHbIM NapamMeTp OTKMYeH Ha kpuntowno3dax «C-Teppa Wno3» OC Debian 12
knaccbl 3awmuTtbl KC1, KC2 1 KC3.

Mpumep npoBepkn cocToaHna reverse path filtering Ha nHTepdence etho:
root@Hub:~# cat /proc/sys/net/ipv4/conf/eth0/rp filter
0

Honb B BbIBOAE KOMaHAbl 03Ha4YaeT, 4To reverse path filtering oTkntodeH.

NpeaBapuTenbHble TpeboBaHMUS

TpeboBaHUA K MaTepuanbHO-TEXHUYECKOMY 00ecneyeHuto

[na nepeHoca 3anpocoB 1 cepTUdUKaTOB MexXAy KPUMTOLUM3aMyM U LEHTPOM BbiMyCKa CcepTudnKaTos
Tpebyetca USB Flash HakonuTens.

TpeboBaHuA K KBanumrKauum agMUMHUCTpaTopa

AOMUHUCTpaATOp OO0MmMKeH o6nagaTb OOLWMPHLIMK 3HAHUSIMM B 0GnacTM CeTeBOW WHAOPMALMOHHOMN
©esonacHocTn, MMeTb OMbIT paboTbl C aHanorMyHbiM 06OpPyAOBaHMEM/NPOrpaMMHbBIM ObecneYveHnem,
3HaTb M NOHUMaTbL cneaytowme TexHonorum u npotokonsl: PKI, IPsec, NAT, Firewall, routing, switching.

AOMUHMCTPATOP AOMMKeH ObiTb O3HakoMneH ¢ 6a3oBbiM cueHapuem «OpraHusaums 3alyweHHOro
B3aMMOAENCTBUA Mexay noaceTsaMn ueHTpanbHoro oduca u dunuanos nocpeactsom IPsec VPN
TyHHens», «Pe3epBmpoBaHne kaHanoB cBs3u npu nomowm cepsuca MultiWAN» n «ocTpoeHne knactepa
Ha 6a3e npotokona VRRP ¢ HacTpovikon npu nomowm CLI».

TpeboBaHuA K UH(pPaCTPYKType

1. TpeboBaHus K yCTponcTBaMm.

1.1. «C-Teppa LUnto3».
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1.1.1 VYctponctea «C-Teppa LWnto3» [omkHbl OblTb UHULMANM3NPOBaHbl (NogpobHee Ha
http://doc.s-terra.ru  pasgen C-Teppa L3 -> C-Teppa L3 <eepcus> ->
«Moakntouenne MAK n nHnunanusaums C-Teppa LLUno3 Ha BbIMUCIIMTENBHBIX CUCTEMAX
apxuTekTypbl Intel x86-64»).

B «C-Teppa Wno3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb NPONTU MHULMANU3aLmo Yepes
nHTepdenc ynpaeneHusa (management) no SSH, aaHHasa npouenypa U ee orpaHM4eHus
onucaHbl B AOKYMeHTaL MM 1 Ha nopTane https://doc.s-terra.ru.

1.2. LUeHTp Bbinycka cepTudmkaTos.

1.2.1 [omkeH BbITb HACTPOEH LIEHTP BbiMycka cepTUDUKATOB (YOOCTOBEPSIIOWLMIA LEHTP, Aanee
YLl) ans IPsec. Yctponcteo ¢ umeHem Certification_authority Ha cxeme.

1.2.2 [ns Bbinycka LMMPOBbLIX cepTUMKaToB A0MycKaeTCa Ucnonb3oBaHne BcTpoeHHoro B OC
Windows Server 2016 (Mnu HOBee) YOOCTOBEPSAIOLLEro LEHTpa COBMECTHO C
ceptudmumnpoBaHHbim CK3U «Kpuntollpo» CSP 5.0 R2 (unu HoBee).

1.2.3 [ns TecToBbIX Lenen MOXHO ucnonb3oBatb TectoBbii YL ot «Kpuntollpo» (Beb-
nHTepdenc: https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp).

KaTteropmyeckn 3anpeweHo wucnonb3oBaHue TectoBoro YL ot «Kpuntollpo» B
npou3BoacTBeHHOW (6oeBOW) akcnnyaTauumu, Tak Kak B OaHHOM Cllydae OTCyTCTByeT
BO3MOXHOCTb KOHTPONMpPOBaTb MPOLECC BbiNycka CepTU(MKaTOB M, COOTBETCTBEHHO,
npouenypy ayTeHTudurKaumm.

1.3. HTTP cepBep Ana pacnpocTpaHeHUsi Cnncka OTO3BaHHbIX CePTUUNKATOB.

1.3.1 ®yHkumoHupytowmii HTTP cepBep A4nd pacnpocTpaHEHUst CrMcKa OTO3BaHHbIX
ceptndukatoB (COC). YctponctBo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnin no
006BEKTUBHBIM MpU4MHam ucnonb3oBaHne COC He npefcTaBnsieTcs BO3MOXHBIM UMK He
Tpebyetcs, To npoBepky COC wmoxHo oTkmountb B CLI «C-Teppa LWnwo3» (npwu
cob6noaeHnM Npaeun Nonb3oBaHus).

[ocTaBka HOBOro CrnMcka OTO3BaHHbIX CepTUPUKATOB C yOOCTOBEPSAIOLWEro LeHTpa Ha
HTTP cepBep gomkHa NpoucxoouTb 3abraroBpeMEHHO, OO UCTEYEHUs CpoKa OEencTBuUS
npeablayLuero crnmcka.

2. TpebGoBaHuA k CETEBOMY B3aMMOAEWCTBUIO.

2.1. Mexgy ycTponctBamm cTeHaa JoSpkHa 6bITb ob6ecneveHa |P CBA3HOCTb.
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Cxema B3aumoaencTBus

LleHTpanbHbIN ocduc

Host-b-hub

i _aj MoAcHeHuA K cxeme:

-
J
100 - y «C-Teppa Wnrozn
) 192.168.100.0/24 Certification_authority e
Int-switch-Hub1 ® Poyrep na 6ase
0C Debian 12

VIP: 192.168.100.1/24
- Ynpaenaemein
e

20(TGi02) KOoMMYyTaTOp

A0(TGi0/2)

Hub-n2 MepcoHansHbLIA
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A0 (TGOS 20 (TGioN)
s UeHTp BeINycka
cepmdrKaToB

VIP: 172.16.100.2/24 VIP:172.17.100.2/24

HTTP cepeep ana
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cepMpHKaToB
172.16.100.0/24 172.17.100.0/24
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(IPsec)
Dn
(HepoBEepEeHHBIA CErmeHT)
Du nopgk

(noBepeHHBIA cermeHT)

_| 172.16.5°0/24

2(TGio)
Spoke

ATGI0/M)
192.168.1.0/24
100

Host-b-spoke

Punuan

PucyHok 1. Obasn cxema

O6wasn normka paboTbl

1. PasmelleHune yCTpOnCTB.

1.1. B ueHTpanbHOM ocuce pasmeLLaloTcs: LeHTp Bbinycka cepTudukatos (Certification_authority),
kpunTtowmno3bl «C-Teppa Wno3» (Hub-n1 n Hub-n2) Bepcun 5.0 n nepcoHanbHbIN KOMNbIOTEP
(Host-b-hub).
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1.2. B dwmnuane pasmewatorca: kpuntownod «C-Teppa LWnwo3» (Spoke) Bepcun 5.0 un
nepcoHanbHbIN KoMmnbtoTep (Host-b-spoke).

1.3. B HekoHTponupyemoM cermeHTe (cuHee obnako Ha cxeme) pasmewatotcs: HTTP cepeep ans
pacnpocTpaHeHust Ccrnucka oOTo3BaHHbIX cepTudmkatoB (CRL_distribution_point) n 3
MapupyTusartopa (ISP1, ISP2 n Router).

2. OTKa3oyCTOWYMBOCTb.

Kpuntowntossl Hub-n1 n Hub-n2 06beanHA0TCA B 0TKa30yCTOMYUBBIN KNacTep, paboTatoLmi Ha 6ase
npotokona VRRP B pexume Master/Backup. 3a peanmsauuto npotokona VRRP otBeuaet 10
«keepalived». Kpuntowntossl Hub-n1 1 Hub-n2 asnatTca Hogamu knacTtepa.

KoHdurypaumsa mexagy Hogamu Knactepa He CUHXPOHU3npyeTcs. [Npu nameHeHnn HacTpoek Ha OOHOM Hoae
HY>KHO BbINOMHWTBL @HaNOMMYHble HAaCTPOWKN Ha Apyron. OTnv4mMe mMexay HacTporKamu B mpuopuTeTax u
OTCNEeXMBaeMbIX UHTepdencax.

Hopa, Haxoaswasca B coctoaHum Master, Bnageet VIP agpecamn B JOBEPEHHOM U HEAOBEPEHHOM
CermMeHTax u, COOTBETCTBEHHO, obpabaTbiBaeT Tpaduk. Hoga, Haxoaswasacsa B coctosiHum Backup
unun Fault, He Bnageet VIP agpecamu.

Mo ymon4yanuto Bce VRRP nHTepdencsbl CUHXPOHU3NPOBaHbI B rpyrnny HOMEpP HOSb.
CoOTBETCTBEHHO, OJHOBPEMEHHO MEHSIIOT CBOE COCTOsIHME (OaHHOe noeefeHue otnmyaetcs ot Cisco
108, roe no ymonyanuto VRRP nHTEepdenchl He CUHXPOHMU3UPOBaHbI).

OGHapyxeHue oTkasa npoucxoauT 6narogaps cnyxebHbim naketam npotokona VRRP (VRRP
Advertisement messages). CnyxebHble NnakeTbl OTNPaBNAKTCA TONbKO HOOON, Haxo4sLeNcs B
cocTosiHum Master (agpec UCTOYHMKa NakeToB — ocHOBHOM IP agpec Ha nHTepdelice, rae BKNOYEH
VRRP; IP agpec Ha3HaueHus - 224.0.0.18). Ecnu pe3sepBHas Hoga B cocTositHum Backup nepecraet
nomnyyaTb Ha BCEX CUHXPOHM3NPOBaHHbIX nHTepdencax naketel VRRP Advertisement messages ot
OCHOBHOW HOAb! UNK NonyYaeT NakeTbl C MEHbLUMM NPUOPUTETOM, TO OHa 3axBaTbiBaeT ponb Master.

Ha Hogax ecTb MapLIpyT Mo YMOM4aHuio Yepes aapec 4OBEPEHHOro cerMeHTa apyro Hoapl (ans
AOCTyna pe3epBHON HOAbI B CETb MHTEPHET). MeTpuka AaHHOro MapLipyTa AomkHa ObiTb GonbLue,
Yyem MeTpuKa MapLipyToB, 4o0GaBNSEeMbIX C MOMOLBI0 multiwan.

KnacTtep obpabaTtbiBaeT criegytoLme Tunbl OTKa30B:

OTKIMIOYEHME NUTaHNs;
BbIXO[ M3 CTPOS annapaTHoi NnaTdopmbl;

0TKa3 CeTeBOro nopTta Ha annapaTtHoit nnatdopme;

0TKa3 CeTeBOro nopta Ha KOMMyTaLWOHHOM 060pyA0BaHUK;

oTKa3 cepBuca vpngate, obecneymBaioLlero noctpoeHune IPsec TyHHenein.

3a pe3epBnpOBaHUA KaHANOB CBS3M OTBEYAET CepBUC multiwan. multiwan JobGaBnsaeT maplpyT
no ymonyaxuto 4yepes ISP1 unu ISP2. Bbibop 3aBUCUT OT JOCTYNHOCTU KaHanoB. Ecnu kaHan yepes
ISP1 HepocTyneH, TO NnepekntoyaeTcst Ha paboTty yepes ISP2, ecnu oH gocTyneH. Ecnm multiwan
paboTaeT Ha kaHane yepes ISP2 n kaHan yepes ISP1 cTtaHOBUTCA AOCTYNEH, TO multiwan
nepeknoynTcs Ha paboTy vepes ISP1, ecnu BKkNoYeH preempt pexum.

[ns npoBepku AOCTYMHOCTN KaHanoB ncnosnb3aytTtes ICMP 3anpocsl. [ins Kaxaoro npoBepsemMoro
XOCTa 1 ANnd Kaxgoro nHtepderica cosgaérca csoé npasuno ana ICMP 3anpoca. nsa kaxagoro
KaHana co3gaéTtca cBos Tabnuvua ¢ MapLpyTom no ymonyaHuto yepes ISP1 unu yepes ISP2 ¢
ykasaHuewm src agpeca. [laHHas Tabnuua bygeTt cogepxkatb TOMbKO MapLUPYT MO YMOMYaHuio, BCe
ocTarnbHble MapLpyTbl U3 Tabnuy anga kaHanoe OyayT yaaneHsi.

[na mapwpyToB ykasbiBaeTcs src agpec: VIP agpec uHtepgenca. Ecnn Hoga nepexoguT B
coctosiHme BACKUP/FAULT, To mapLpyToB He ByaeT B Tabnuue mapLupyTm3aumm.

B cnyyae oTkasa oboux kaHanoB CBA3M NpeanoniaraeTcs, YTo oHWM OyayT HeOOCTYMNHblI U Ha pe3epBHON
Hoge. [MoaToMy nepeknoyeHne Ha HEE He BbIMOJSHAETCA.

3. lMopgkntoyeHune k cetn NHTepHeT.
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B paHHOM cueHapuu ona amynauum cetu MIHTepHeT Mcnonb3yloTcs MaplupyTtmnsatopsl ISP1, ISP2 u
Router.

MoakntoueHne k cetn MIHTepHeT Ha ycTponcTeax «C-Teppa LUnto3» 6yaeTt cuntatbes ycnewHbIM, ecriv
no npotokony ICMP (unun «ping») ©ynet goctyneH HTTP cepBep Ansi pacnpocTpaHeHusi crucka
OTO3BaHHbIX  CepTudmKaToB (yctponctBo ~ CRL_distribution_point  Ha cxeme). U3-3a
OTKa30yCTOMYMBOCTU pe3epBHas Hoda Knacrtepa OOiKHa UMeTb AOCTyn K ceTu WHTepHeT 4yepes
OCHOBHYI0 HOZY.

3.1. Kpuntowno3bl Hub-nl n Hub-n2 nogkniovatoTcss Kk cetu MHTEpHET ¢ noMoLlbl cepBuca
multiwan. OCHOBHOV MapLUpyT MO YMON4YaHMIO Yepe3 MaplupytusaTop ISP1. Pe3epBHbIN
MapLUpyT N0 yMON4aHuoo Yepes mapLupytusartop ISP2.

3.2.  Kpuntownto3 Spoke nogkntoyaetca k ceTu IHTepHET C NOMOLLbIO CTaTUYECKON MapLUpyTUu3auum
(MapLupyT no ymonuyaHuio Yepes mapLupytmnsartop Router).

4. TMapameTpbl WwWndppoBaHus IPsec.

Becb IPv4 Tpadmk mexgy noacetamm LeHTpansHoro odwuca (192.168.100.0/24) n dwununana
(192.168.1.0/24) 3awmwaetrca c ucnonb3oBaHuem anroputmoB FOCT w npotokona IPsec B
TYHHESNIbHOM peXxume.

MHnummpoBaTh 3allMLLEHHOE COoednHeHMEe MOXeT Kak Tpadumk uM3 noacetm 192.168.1.0/24 B
192.168.100.0/24 (13 dunmnana B LEHTP), Tak n HAOOOPOT, N3 LieHTpa B ounuan.

4.1. MapameTpbl npotokona IKE ana sepcum 5.0:

e AyTeHTudumkauma npy noMmowm undpoBbIX cepTudukartos, anroputm nognnucu — FOCT P
34.10-2012 (kntoy 256 6uT);

e Anroputm wncppoBaHus — FTOCT P 34.12-2015 Marma (kntoy 256 6uT);

e Anroputm BbluucneHus xeww-pyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (kntoy 256 6uT);

e Anroputm BblpaboTkm oOuwero knw4da (aHamor anroputMa [duddu-XennmaHa) -
VKO_GOSTR3410_2012_256 (kntoy 256 6uT).

4.2. TlMapameTpbl npoTokona ESP gnsa Bepcun 5.0:

KomMBWMHMPOBaHHLIN anroput™m LWKMEPOBAHNS U MMUTO3aLWUTbI (KOHTPOSMb LENOCTHOCTU) —
FOCT P 34.12-2015 Marma B pexume MGM (knto4 256 6uT).

5. TMapameTpbl MEXCETEBOIO 3KPAHNPOBAHWS.
[na nakeToB, KOTOPbIE HE 3alMLaloTCs IPsec npyMeHsiioTCa cneaytolime npasuna hunbTpaumu:
5.1. Ha LAN nHTepdencax IPv4 Tpadunk He KOHTPONMPYeETCA.
5.2.  Ha LAN uHTepdericax IPv6 Tpaduk 3abnokmposaH.
5.3. Ha WAN uHTepdencax paspeLleH Bxoasawmm IPv4 Tpaduk:
5.3.1 Tlpotokon UDP noptbl 500 1 4500 — ansa IKE n NAT-Traversal (ESP in UDP).

5.3.2 Tpotokon ICMP — gnsa npoBepku OOCTYMHOCTM KPUMTOLLMO3a U paboTbl MexaHu3ma
PathMTUd.

5.3.3 TlpoTtokon ESP (Homep 50) — ansa pabotsl IPsec.
5.3.4 Multicast VRRP (Homep 112) — ana VRRP.

5.3.5 Becb TCP 1 UDP Tpadwmk, 4ns KOTOporo ectb Ucxogsiliee coeguHeHne (3To guHammyeckme
npaBwna, KoTopble co3gatTcsa npu nomowwm stateful puneTpaumm).

5.4. Ha WAN uHTepdericax IPv6 Tpaduk 3abnokmpoBaH.
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5.5. Ha WAN wuHTepcencax MHCNEKTUPYIOTCA BCE MUCXOAdLLMe foKamnbHble WU TpaH3uTHble |Pv4
coeanHeHua ansa npotokonoB TCP m UDP. Ha ocHoBe pe3ynbTaTOB WHCMEKTUPOBAHUS
ocylecTBnseTcs punbTpaums BXoasLero Tpaduka ¢ y4eTom cocTosiHus ceccum (stateful).

Hactponka cteHga

Hactpowka yctponctea Host-b-hub

1. HactpownTe IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM mHTepdece.

n

Bapante mapLupyT no ymonyaHuto yepes 192.168.100.1.

w

Paspewunte npuem n otnpasky ICMP nakeTtoB (ecnv 3abnokupoBaHo).

Hactponka yctponcrtea Host-b-spoke

1. Hactpownte IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM mHTEpheice.

n

3apganite MapLpyT No ymonyaHuto Yyepes 192.168.1.1.

w

Paspelwunte npuem n otnpasky ICMP nakeToB (ecnv 3abnokuposaHo).

Hactpouka yctpounctsa ISP1

Hactpowite IP agpec — 172.16.255.1 n macky — 255.255.255.0 Ha ceTeBoM nHTepdence ens192.
Hactpoute IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence ens224.

3agante mapLupyT no ymon4yaHuo vyepes 172.16.255.2.

A

Paspelwmnte npoxoxgeHue IP Tpaduka (ecnu 3abnoknposaHo).

Hactpouka yctpounctsa ISP2

Hactpouite IP agpec — 172.17.255.1 n macky — 255.255.255.0 Ha ceTeBoM uHTEpdence ensl9?2.
Hactpoute IP agpec — 172.17.100.1 n macky — 255.255.255.0 Ha ceTeBOM uHTepdence ens224.

3apganTe mapLUpyT no ymonyaHuio vyepes 172.17.255.2.

A w0 d P

Paspelumnte npoxoxaeHue IP Tpadmka (ecnu 3abnoknpoBaHo).

Hactpowka yctponctea Router

Hactpoute IP agpec — 172.16.255.2 n macky — 255.255.255.0 Ha ceTeBOM uHTepdence ensl9?2.
Hactpoute IP agpec — 172.17.255.2 n macky — 255.255.255.0 Ha ceTeBOM uHTepdence ens224.
Hactpowite IP agpec — 172.16.1.1 1 macky — 255.255.255.0 Ha ceTeBoM uHTepcbelice ens256.
Bapante mappyT go cetn 172.16.100.0/24 yepes3 172.16.255.1.

Bapante mapwpyT go cetn 172.17.100.0/24 yepes3 172.17.255.1.

© o & w0 dhPF

PaspeLwumnte npoxoxgeHue IP Tpaduka (ecnu 3abnoknposaHo).

Hactponka yctpoucrtsa Hub-n1

HacTtporika MoXeT ocyLLecTBnATLCA 1 yaaneHHo (no SSH), HO UCKMIUYUTENBHO MO JOBEPEHHOMY KaHany
cBs3U. [loBepeHHbIM KaHaNoM CBA3M MOXET CYMTaTbCH KaHar B npedernax KOHTPONMpyeMow 30HbI B Criyyae
OTCYTCTBMS B HeM Hapywwutens (B Hawem npumepe ato noacetn 192.168.100.0/24, 192.168.1.0/24.
[loBepeHHbIM KaHanoMm CBA3M Takke CYMTaAeTCs KaHan, 3allMLLeHHbIM Npy noMoLLmn npoTokona IPsec.
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HayanbHble HaCTPOMNKK

[ata n BpeMs Ha Bcex Kpuntownto3ax u YL gormkHbl ObiTb OOVHAKOBLI, TaK Kak And ayTeHTudukaummn
NCNOMb3ylTCH LMdpPOoBbIe CepTUdUKaThl, B KOTOPbIX 3adhMKCMPOBaHbI AaTa 1 BPEMSsI HaYana nx 4encTeums
N OKOH4YaHus. Takke OfMHAKoBble JaTta W Bpems Ha Bcel WHpacTpyKkType obrnerdalT MoucK
HeucnpaBHOCTEN No nor-gannam.

Boiigute B CLI pasrpaHmyeHus gocTtyna (nonb3oBaTterflb M Naporib Mo YMON4YaHuto: administrator, s-
terra) YyCTaHOBUTE MpPaBWIbHbLIA TUM TepMUHana W Tpebyemyl LWMPUHY, CMEeHUTe napofnb Ans
nonb3oBaTtensd administrator.

Mepengute B linux bash koHconb, ycTaHOBMTE Naponb AN NONb3oBaTens root, NPaBUMbHOE BpeMs U
BPEMEHHYIO 30HY.

|_|0D,p06HaFI HaCTPOVIKa C onncaHmem KomaHg npueeaeHa B 6a3oBoMm cueHapun.

Hactponku PKI (3anpocki u ceptudukatbi)

MpoaoykT He noagepxuBaeT pasHocTHble (delta) cnucku oOT3bIBa cepTucumkaToB, TOMNbKO ©Gas3oBble.
YuutbiBanTe 310 Npu Boibope nunu passeptbiBaHnn YLL.

Ons ayteHTndunkaumm naptTHepoB no IPsec MoXHO ncnonb3oBaTh LNMPOBLIE CePTUMDUNKATLI, BbIMYLLEHHbIE
npu nomouymn ceptudnumposaHHoro CK3W, nnm npeasaputensHo pacnpegeneHHble KNioYvmn, Co3aaHHbIE 1
BBeAEHHbIe B COOTBETCTBMM C NpaBunamm none3osaHmsa CK3W (noseunuce B Bepcun 5.0).

CreHepupyiTe 3anpoc Ha cepTUdMKaT KPUNTOLLM03a U COXpaHUTe 3TOT 3anpoc B dann Ha USB Flash
HakonuTene. [loctaBbTe dhann ¢ 3anpocom Ha YL u BbinycTute no Hemy ceptudmkat. Ceptudukar
KpunToLunto3a BMecTe ¢ cepTudmkatom YL, goctaBbTe Ha W03 1 MMnopTupyinTe nx B 6a3sy Npoaykra.

I'Iop,po6Ha;| HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B ©a3oBoM cueHapun.
Hactpoika naponen goctyna K kKoHconu cisco-like

Bongute B cisco-like koHCONb M cMeHUTEe Naponb ANd Nonb3oBaTens cscons (Maposib MO YMOMYaHMIO:
csp) 1 naponb Ha enable (naponb No ymonyaHuio: csp).

I'Iop,po6Ha$| HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B 6a3oBoMm cueHapuu.

HacTpouka ceTeBbIX napameTposB

M3meHeHune cocToaHnsa nHTepdencoB 1 HasHadeHne |P agpecos B cisco-like koHConM npumMeHsatoTca cpasy
nocre BBOAA COOTBETCTBYHLUMX KOMaHA. onuTuka 6e30nacHOCTM NPUMEHSAOTCA NOcne Bbixoda K3
pexuma KOH(pUrypmupoBaHus.

1. 3apaiiTe UMsa yCTpOWCTBA:
sterragate (config) #hostname Hub-nl

2. Bkmounte WAN u LAN nHTepdericel n HacTponuTe IP agpec Ha WAN nHTepdernce B COOTBETCTBUN

CO CXeMoM cTeHAa:

Hub-nl (config) #interface TenGigabitEthernet0/0

Hub-nl (config-if)# ip address 172.16.100.10 255.255.255.0
Hub-nl (config-if)# no shutdown

Hub-nl (config-if) #interface TenGigabitEthernet0/1

Hub-nl (config-if)# ip address 172.17.100.10 255.255.255.0
Hub-nl (config-if)# no shutdown

Hub-nl (config-if) #interface TenGigabitEthernet0/2

Hub-nl (config-if)# ip address 192.168.100.10 255.255.255.0
Hub-nl (config-if)# no shutdown

Hub-nl (config-if) #exit

2003-2026 «C-Teppa Cudcllun» 8




Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepnakumsa 1

MoppobHas HacTpowka ¢ onucaHMeM KomaHg npuseaeHa B 6a3oBoOM cueHapun.

Hactponka wundpoBaHus

1. MapameTpsl IKE.

1.1.

1.2.

1.3.

1.4.

1.5.

3apavite obwue napameTpsl IKE:

Hub-nl (config) #crypto isakmp identity dn

Hub-nl (config) #crypto isakmp keepalive 3 2

Hub-nl (config) #crypto isakmp keepalive retry-count 5
Hub-nl
Hub-nl
Hub-nl (config) #crypto isakmp initiator-sessions-max 100

config) #crypto isakmp fragmentation

config) #crypto isakmp security-association lifetime delta 50
Hub-nl (config) #crypto isakmp responder-sessions-max 100
Hub-nl (config) #crypto isakmp responder-sessions-max 100

( )
( )
( )
( )
( )
( )
( )
( )

Cospgavite nonutuky 1, onucbiBatoLLyto anroputMel IKE TyHHenNst onsi COBMECTMMOCTHU C BEPCUEN
5.0:

Hub-nl (config) #crypto isakmp policy 1

Hub-nl (config-isakmp) # encr magma

Hub-nl (config-isakmp) # hash stribog-256

Hub-nl (config-isakmp)# authentication gost-sig
Hub-nl (config-isakmp) # group vko2

OnumoHanbHO: co3ganTe nonNUTUKY 2, onucbiBawowy anroputmbl IKE TyHHens Aans
COBMECTMMOCTM C Bepcuen 4.3:

Hub-nl (config) #crypto isakmp policy 2

Hub-nl (config-isakmp) # encryption gost

Hub-nl (config-isakmp) # hash gost341112-256-tc26
Hub-nl (config-isakmp) # authentication gost-sig
Hub-nl (config-isakmp)# group vko2

Hub-nl (config-isakmp) # exit

Cospavite npodpunb HacTpoek ISAKMP (anroputm IKE) nog wmeHem NEW ALGS Ans
COBMECTMMOCTU ¢ Bepcuen 5.0, yTobbl Aanee ero NpuKpennTb K COOTBETCTBYIOLLEMY pasgeny
KpUNTO-KapThbI:
Hub-nl
Hub-nl

Hub-nl
Hub-nl

config) #crypto isakmp profile NEW ALGS
conf-isa-prof) #fmatch identity dn
conf-isa-prof) #set identity mapping
conf-isa-prof) #set policy 1

OnumoHanbHO: Ans COBMECTMMOCTU C Bepcumen 4.3 cosgante npocdunb Hactpoek ISAKMP
(anropuTm IKE) noa umeHem OLD_ALGS, 4TOBbl Aanee ero npukpenuTb K COOTBETCTBYHOLLEMY
pasgeny KpunTo-KapTbl:

Hub-nl (config) #crypto isakmp profile OLD ALGS
Hub-nl (conf-isa-prof) #match identity dn
Hub-nl (conf-isa-prof) #set identity mapping

(
(
(
Hub-nl (conf-isa-prof) #set policy 2

2. [lMapameTpsl IPsec.

2.1.

2.2.

Otkntounte o6HOBNeHne kmoda IPsec SA NO  OOCTWXKEHWMIO oOnpefereHHoro obbema
nepegaHHoro Tpacdwuka:

Hub-nl (config) # crypto ipsec security-association lifetime kilobytes unlimited

Cospante |Psec TpaHcdopM, 3agalowmm KOMOVMHUPOBAHHBLIA anroputMm WWUAPOBaHUSA 1
umutosawmtel FOCT 34.12-2015 Marma B pexvnmve MGM and tpadwuka (ansa sepcui 5.0):

Hub-nl (config) # crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-
magma-mgm
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2.3.

2.4,

2.5.

Hub-nl (cfg-crypto-trans) #exit

OnuuoHanebHO: ans  coBMectumocTn ¢ 4.3 cosgauvte IPsec TpaHcdopm, 3agatowimi
KOMOUHMPOBAHHbLIA anroputMm WndpoBaHns 1 umuto3awwmTtbl Ha 6ase TOCT 28147-89 ons
Tpacduika:

Hub-nl (config)# crypto ipsec transform-set GOST_ENCRYPT AND INTEGRITY esp-

gost281l47-4m-imit
Hub-nl (cfg-crypto-trans) ffexit

Cospavite cnucok goctyna (ACL) gns IPv4 Tpadwmka, KOTOPbI HYXXHO 3aliuwiatbe Mexay
LeHTpanbHbIM 0hnCoOM 1 unuanom:

Hub-nl (config) #ip access-list extended IPSEC ACL HUB AND SPOKE

Hub-nl (config-ext-nacl) #permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255
Hub-nl (config-ext-nacl) #exit

Hub-nl (config) #

Cospavite kpunto-kapty (Mms VPN_ISP1, pasgen 1) ans noctpoeHusi IPsec TyHHens yepes
nposangepa ISP1:

Hub-nl (config) #crypto map VPN ISP1 1 ipsec-isakmp

Hub-nl (config-crypto-map) #match address IPSEC_ACL HUB_ AND SPOKE

Hub-nl (config-crypto-map) #set transform-set MAGMA GOST_ ENCRYPT AND INTEGRITY
Hub-nl (config-crypto-map) #set local-address 172.16.100.2

YkaszaHue nokanbHOro agpeca ChyXuT Afs OTNpaBkv LIMEPOBAHHOIO Tpadmka C agpecom
MHTepdenca TenGigabitEthernet0/0.

2.6.

2.7.

Hub-nl (config-crypto-map) #set peer 172.16.1.2

Hub-nl (config-crypto-map) #set isakmp-profile NEW ALGS

Hub-nl (config-crypto-map) #set dead-connection history off
Hub-nl (config-crypto-map) #set pre-fragmentation

Hub-nl (config-crypto-map) #set security-association mss-fix out
Hub-nl (config-crypto-map) #exit

OnuuoHanbHO: ANnsi COBMECTUMOCTM C 4.3 WCnomnb3ynTe KPUNTOKapTy CO CreayrLwumMm
napameTpamu:

Hub-nl (config) #crypto map VPN ISP1 1 ipsec-isakmp

Hub-nl (config-crypto-map) #match address IPSEC_ACL HUB AND SPOKE

Hub-nl (config-crypto-map) #set transform-set GOST ENCRYPT AND INTEGRITY

Hub-nl (config-crypto-map) #set local-address 172.16.100.2

Hub-nl (config-crypto-map) #set peer 172.16.1.2

Hub-nl (config-crypto-map) #set isakmp-profile OLD ALGS

Hub-nl (config-crypto-map) #set dead-connection history off

Hub-nl (config-crypto-map) #set pre-fragmentation

Hub-nl (config-crypto-map) #set security-association mss-fix out

Hub-nl (config-crypto-map) ffexit
Cospavite kpunto-kapTty (umsa VPN_ISP2, pasgen 1) ang noctpoeHus IPsec TyHHens yepes
nposangepa ISP2:

Hub-nl (config) #crypto map VPN _ISP2 1 ipsec-isakmp
Hub-nl (config-crypto-map) #match address IPSEC_ACL HUB AND SPOKE
Hub-nl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

(
(
(
Hub-nl (config-crypto-map) #set local-address 172.17.100.2

YKasaHue nokanbHOro agpeca ChyXuT A7 OTNpaBku LWM@POBAHHOIO Tpadmka C agpecom
uHTepdenca TenGigabitEthernet0/1.

Hub-nl (config-crypto-map) #set peer 172.16.1.2
Hub-nl (config-crypto-map) #set isakmp-profile NEW ALGS
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Hub-nl (config-crypto-map) #set dead-connection history off
Hub-nl (config-crypto-map
Hub-nl (config-crypto-map

Hub-nl (config-crypto-map

#set pre-fragmentation
#set security-association mss-fix out

(
(
(
(

fexit

2.8. OnuuoHanbHO: AN COBMECTUMOCTM C 4.3 UCMoSb3yinTe KPUNTOKApTy CO Ccreaylommin
napameTpamu:

Hub-nl (config) #crypto map VPN ISP2 1 ipsec-isakmp
Hub-nl (config-crypto-map) #match address IPSEC_ACL HUB_AND SPOKE
Hub-nl (config-crypto-map) #set transform-set GOST_ ENCRYPT AND INTEGRITY
Hub-nl (config-crypto-map) #set local-address 172.17.100.2
Hub-nl (config-crypto-map) #set peer 172.16.1.2
Hub-nl (config-crypto-map) #set isakmp-profile OLD ALGS
(
(
(
(

Hub-nl (config-crypto-map) #set pre-fragmentation
Hub-nl (config-crypto-map) #set security-association mss-fix out

)
)
)
)
Hub-nl (config-crypto-map) #set dead-connection history off
)
)
Hub-nl (config-crypto-map) fexit

3. TlpukpenuTe co3gaHHble KPUNTO-KapTbl K BHELWHUM UHTepdencam TenGigabitEthernet0/0 w
TenGigabitEthernet0/1:

Hub-nl (config) #interface TenGigabitEthernet0/0
Hub-nl (config-if) #crypto map VPN ISPl

Hub-nl (config-if) #interface TenGigabitEthernet0/1
Hub-nl (config-if) #crypto map VPN_ISP2

Hub-nl (config-if) #exit

4. TlpyMmeHuTe BBEAEHHbIE HACTPOWNKN:

Hub-nl (config) #end

MoppobHas HacTpownka C onMcaHneMm KoMmaHzg npuseaeHa B 6a3oBom cLeHapuu.

Hactpo#nka nonutuku o6pabotku COC (CRL)

B uenax ©6e3onacHOCTM HACTOATENbHO pPEKOMEHOYeTCA BKMOYaTb MPOBEPKY CMAMCKOB OT3biBa
cepTudukatoB. PasHOCTHbIE cnUckn 0To3BaHHbIX cepTudukaToB (delta CRL) He nogaepxumBatoTcs.

BkntounTte nposepky COC n HacTponTe aBTOMaTUYECKYIO 3arpy3ky 1 nMmnoptupoBaHue B 6a3sy NpoaykTa
cnucka oTo3BaHHbIX cepTudukaTos ¢ HTTP cepsepa CRL_distribution_point.

MogpobHas HacTpowka C onMcaHMeM KoMaHg npusegeHa B 6a3oBom cLeHapuu.

MN3-3a oTcyTcTBMA MapwpyTta no ymonyaHuio COC OygeT He 3arpyxkeH B 6a3y [Npogykta. NpoBepka
OCYLLECTBUTCA MOCIe HAaCTPONKM cepBuca multiwan.

Hactponka mexceTeBoro akpaHa

HacTtpolika mexceTeBoro akpaHa ocyLlecTBnseTcs ua cisco-like koHconu.

Mo ymonyaHmio Ha Bcex ceTeBbIX MHTepdercax IPv6 Tpadumk 3abnokmpoBaH — KOmaHaa ipv6e default
filtering deny, ecnun Tpebyetcsa paspewuntb IPV6 Tpaduk, TO HY>XHO BbIMOMHUTbL KOMaHgy ipv6
default filtering permit 1 ganee yxe cunbTpoBaTb IPV6 Tpaduk no aHanoruu c IPv4.

1. Cospanite ceTeBOM object-group C UMeHeM SELF Ana xpaHeHunda B Hem WAN apgpecos
KpUATOLLSIO3a C LieNbio JanbHenwero ero ncnons3osaHns B ACL:

Hub-nl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Hub-nl (config) #object-gro
Hub-nl (config-network-gro
Hub-nl (config-network-gro

Hub-nl (config-network-gro
Hub-nl (config-network-gro

(
(
(
Hub-nl (config-network-gro
(
(
Hub-nl (config-network-gro

up network SELF
up) # remark WAN T
up) # host 172.16.
up) # host 172.17.
up) # host 172.16.
up) # host 172.17.
) #

up) #exit

P
100.2
100.2
100.10
100.10

2. Cospavite ACL ¢ umeHem FIREWALL IN Ansa sxogswero Ha WAN nHTepdenc Tpaduka:

Hub-nl (config) #ip access-list extended FIREWALL IN

(
Hub-nl (config-ext-nacl) #
Hub-nl (config-ext-nacl) #
Hub-nl (config-ext-nacl) #
Hub-nl (config-ext-nacl) #
Hub-nl (config-ext-nacl) #
Hub-nl (config-ext-nacl) #

permit udp any ob
permit udp any ob

ject-group SELF eq 500
ject-group SELF eq 4500

permit icmp any object-group SELF

permit esp any ob
permit vrrp any h
exit

ject-group SELF
ost 224.0.0.18

3. Cospante npaBuna uHcnektupoBaHuss Bcero TCP u UDP Tpadwuka u 3againite Heobxogumoe
MaKkcuMMarnbHoe KONM4ecTBO CeCCUN:

Hub-nl (config) #ip inspect

Hub-nl (config) #ip inspect

( )
Hub-nl (config) #ip inspect
( )
Hub-nl (config) #ip inspect

4. TpukpenuTe npaeuna MEXCETEBOro

name INSPECT tcp
name INSPECT udp
tcp sessions-max
udp sessions-max

256000
65536

3KpaHnpoBaHu4A Ha WAN

TenGigabitEthernet0/0 U TenGigabitEthernet0/1:

Hub-nl (config)# interface TenGigabitEthernet 0/0

Hub-nl (config-if)# ip access-group FIREWALL IN in

Hub-nl (config-if)# ip ins

pect INSPECT out

Hub-nl (config)# interface TenGigabitEthernet 0/1
Hub-nl (config-if)# ip access-group FIREWALL IN in

Hub-nl (config-if)# ip ins

(
(
(
Hub-nl (config-if) #exit
(
(
(
Hub-nl (config-if) #exit

5. TlNpumeHuTe HacTPOMKK:

Hub (config-if) #end

pect INSPECT out

MogpobHas HacTpowka C onMcaHMeMm KoMaHg npusegeHa B 6a30BOM cLeHapuu.

Hactpouka VRRP

UHTepdelchl

1. Hactponkn VRRP ocylwectenaoTcs u3 cisco-like koHconu wrnos3a. HactponTte KOHurypupoBaHue

TpeTben Bepcumn VRRP.

Hub-nl (config) # fhrp vers

ion vrrp v3

2. Bkniounte VRRP Ha TenGigabitEthernet0/0 (cosgaeT VRRP MHCTaHC):

Hub-nl (config) # interface TenGigabitEthernet 0/0
Hub-nl (config-if)# vrrp 1 address-family ipv4

Hub-nl (config-if-vrrp) #

3. 3apanTte knactepHbii IP agpec:

Hub-nl (config-if-vrrp)# address 172.16.100.2 255.255.255.0

4. BbIKNOUYUTE OTCNEXMBAHME COCTOSHMSA MHTep(beﬁca:

Hub-nl (config-if-vrrp)# no track interface primary

5. YcTtaHoBWUTE MHTepBan oTnpaeBku advertisement-coobLLeHWIA:

Hub-nl (config-if-vrrp)# t

imers advertise 3
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6.

Hub-nl (config-if-vrrp)# timers garp 5

7. YctaHosute npuoputeT ans VRRP unHcTaHca:
Hub-nl (config-if-vrrp)# priority 100
Hub-nl (config-if-vrrp) # exit

8.

kaxxgoro VRRP ID n cBon knactepHbIi agpec:

YcTaHoBUTe MHTepBan oTnpasku gratuitous ARP-coobLleHus:

AHanormyHo BkntounMTte VRRP Ha TenGigabitEthernet0/1 M TenGigabitEthernet0/2. Y

Hub-nl (config-if)# interface TenGigabitEthernet 0/1

Hub-nl (config-if)# vrrp 2 address-family ipv4

Hub-nl (config-if-vrrp)# address 172.17.100.2
Hub-nl (config-if-vrrp) #
Hub-nl (config-if-vrrp)# timers advertise 3
Hub-nl (config-if-vrrp)# timers garp 5

Hub-nl (config-if-vrrp) # priority 100

exit

255.255.255.0

no track interface primary

Hub-nl (config-if) # interface TenGigabitEthernet 0/2

Hub-nl (config-if)# vrrp 3 address-family ipv4
address 192.168.100.1 255.255.255.0
no track interface primary

Hub-nl (config-if-vrrp) #
Hub-nl (config-if-vrrp) #
Hub-nl (config-if-vrrp timers advertise 3

(
(
(
(
(
(
(
Hub-nl (config-if-vrrp) #
(
(
(
(
(
( timers garp 5
(

)

) #
Hub-nl (config-if-vrrp) #

) #

Hub-nl (config-if-vrrp priority 100

9. [ns TenGigabitEthernet(0/2 BKMOYUTE OTCMEXMBAHUE BHELIHMX MHTepdercoB ¢ BecoM -40.
HaHHbIN Bec OyaeT yMeHbluaTb npuopuTeT Hoabl Ha 40 npu nepexode BHELWIHEro MHtepdenca B

coctosiHne DOWN:

MprOPUTET N3MEHWUTCH TONBKO AN NAKETOB, OTNPABMEHHbIX C TenGigabitEthernet 0/2. NS M3ameHeHus
npuopuTeTa Ha APYrux MHTepdeiica, creayeT Takke BKITIOUYUTb OTCREXMBaHME MHTEPKECOB C BECOM.

Hub-nl (config-if-vrrp)# track interface TenGigabitEthernet0/0 weight -40

Hub-nl
Hub-nl
Hub-nl (config-if)# exit

config-if-vrrp) # exit

(
(
(
(

config-if-vrrp)# track interface TenGigabitEthernet0/1 weight -40

Mpn oTkase opHoro MHTepdperica npuopuTeT Hoabl cTaHeT 60, Npu oTkase BTOporo uHtepcdperca 20.

MpropuTeT He MoOXeT cTaTb HUXe 1 n Gonblue 255.

10. YcTaHoBMTEe MapLupyT no ymonyaHuio ¢ MeTpukon 1001 uyepes agpec BHyTpeHHero uHTepdenca
apyron Hoabl. [JaHHaa meTpuka 6onblue, Yem MeTpuka multiwan MapwpyToB. B cnyyae nepexoaa
Hoabl B cocTosiHne BACKUP/FAILT poctyn B MHTepHeT ByaeT nponcxoanTtb Yepes Hogy B COCTOSIHUM

MASTER:

Hub-nl (config)# ip route 0.0.0.0 0.0.0.0 192.

Hub-nl (config) # end

11. Y6egutech, 4TO HOoOa nepewrna B coctosiHue MASTER.
LUH03a M nocMoTpuTe HacTponkn VRRP:

Hub-nl#show vrrp

Interface VRID State

TenGigabitEthernet0/0 1 Master
TenGigabitEthernet0/1 2 Master
TenGigabitEthernet0/2 3 Master

168.100.20 1001

[Ons atoro BonmauTte B cisco-like koHconb

AddrFamily
IPv4
IPv4
IPv4

12. Y6egutecb, 4TO Ha MHTepdericax NoABMICS KnacTepHbin VIP-agpec:

Hub-nl#run ip address show dev ethO

2003-2026 «C-Teppa Cudcllun»

13




Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepnakumsa 1

2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP group
default glen 1000
link/ether 00:50:56:9e:da:3d brd ff:ff:ff:ff:ff:ff
altname enp3s0
altname ensl60
altname TenGigabitEthernetO O
inet 172.16.100.10/24 brd 172.16.100.255 scope global ethO
valid 1ft forever preferred 1ft forever
inet 172.16.100.2/24 scope global secondary eth0:900
valid 1ft forever preferred 1ft forever

Hub-nl#run ip address show dev ethl

3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP group
default glen 1000
link/ether 00:50:56:9e:ee:35 brd ff:ff:ff:ff:ff:ff
altname enpllsO
altname ensl92
altname TenGigabitEthernetO 1
inet 172.17.100.10/24 brd 172.17.100.255 scope global ethl
valid 1ft forever preferred 1ft forever
inet 172.17.100.2/24 scope global secondary ethl:900
valid 1ft forever preferred 1ft forever

Hub-nl#run ip address show dev eth?2

4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state UP group
default glen 1000
link/ether 00:50:56:9e:78:4a brd ff:ff:ff:ff:ff:ff
altname enpl9s0
altname ens224
altname TenGigabitEthernet( 2
inet 192.168.100.10/24 brd 192.168.100.255 scope global eth2
valid 1ft forever preferred 1ft forever
inet 192.168.100.1/24 scope global secondary eth2:900
valid 1ft forever preferred 1ft forever

Hactpouka cepBuca multiwan

MpK KOHGUIypUpoBaHuK cepauca multiwan Hy)HO 06A3aTenbLHO cobnioaaTh cneaylowve npaesuna:

1)
2)
3)

4)
5)

6)

KoHdurypaumoHHbIn dann gormkeH 6biTb doopmata YAML.

Bepcusa dpopmaTta koHdUrypaumoHHoro canna gormkHbl bbiTb 1.

O6sA3aTenbHO OOMKHbLI ObITh ykasaHbl kak MUHUMYM [Ba kaHana CBS3W, NPUOPUTET KaHana CBA3w,
MapLUpyTbl U XOCTbl 41151 NPOBEPKMU.

MpropuTeThl KAHANOB CBA3U OOIMKHbI OTNNYATHLCS.

Kaxabin KaHan CBA3n OOIKeH cogepxaTb Ha3BaHue nHTepdelca,
NPUOPUTET KaHamna CBs3n, MapLUpyThl, aApec crneayLlero nepexoaa 1 XocTbl Ans NpoOBEPKU.

Ona kaxxgon |P Bepcumn xocTa Anst NpoBEPKM A0MKEH ObiTb Yka3aH COOTBETCTBYOWMN |P Bepcum agpec
cnegytoLlero nepexoaa.

HacTtpoiika cepBuca multiwan ocywecTtenstotcs us linux bash, ytobel nonactb B linux bash BeinonHuTe
cnepytowyto komaHay B CLI pasrpaHuyeHuns goctyna (NpeaBapuTenbHO HYXXHO BbINTU U3 KOHCOMU CisCo-
like):

Hub-nl#exit
administrator@Hub-nl] system

Entering system shell...
root@Hub-nl:~#
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Hactporika multiwan ocyuwectBngetca 4yepe3d daun /etc/multiwan/config.yaml. [lpuBegute
KOHGMrypaLmMoHHbIV balnn K cneayolemy suay:

Ecnu B xocTax ykasaHbl domain-name, To MexaHuW3aM watch rule AOMKEH GblTb BKMIOYEH.
Mpwn pacnonoxeHny napameTpa He B CBOEN CeKLMK, 3HaYeHne napameTpa 6yaeT NpourHopnpoBaHo.

config format version: 1
links params:
links:
- name: ISPl
iface name: eth0
prio: 300
routes:
ipvéd:
networks:
- 0.0.0.0/0
nexthop: 172.16.100.1
source address: 172.16.100.2
watch foreign routes: false
watch self routes: true
check:
hosts reachability: any
ipvé:
hosts:

- 172.16.101.15
- 172.16.1.2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
watch rules: true
- name: ISP2
iface name: ethl
prio: 200
routes:
ipvéd:
networks:
- 0.0.0.0/0
nexthop: 172.17.100.1
source address: 172.17.100.2
watch foreign routes: false
watch self routes: true
check:
hosts reachability: any
ipvé:
hosts:
- 172.16.1.2
- 172.16.1.1
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
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tos: 184
watch rules: true

BapgatoTca napameTpbl 4na ABYX KaHanoB ¢ umeHamu ISP1 n ISP2. [ing ISP1 3agaértca nHrepdenc ethO,
ans ISP2 nHtepdenic ethl. KaHan yepes ISP1 nmeet npmnoputet 300. KaHan vyepes ISP2 umeeT npuoputet
200. KaHan yepes ISP1 cuntaetcs bonee npuopUTETHLIM.

Mpn pabote 4epe3 kaHan ISP1 Gymetr pobGaBnAaATbcs MaplwpyT no ymonyvanuto (0.0.0.0/0) 4depes
172.16.100.1 ¢ agpecom otnpaButens 172.16.100.2 ¢ meTtpukon 700. MNMpu paboTte 4epes kaHan ISP2
OypeTt pobaBnsaATbCA MapLwpyT No ymonyanuto vyepes 172.17.100.1 ¢ agpecom otnpasutens 172.17.100.2
¢ meTpukon 800. Pacyét meTpukm ocHoBbiBaeTcs OT npuoputeta M paBeH 1000 MUHYC 3HayeHue
npuopwuTeTa.

U ang paboTtbl Yepes kaHan ISP1, n anga pabotbl Yepes kaHan ISP2:

. BKMNIOYEH MexXaHW3M OTCNneXuBaHus MapLupyToB mutliwan. OTKNOYEHO OTCNEXuBaHUe U
yAaneHne BHeWHNX MapLlpyToB No YMOJTYaHUIO;

e [s1 NPOBEPKM AOCTYNHOCTU kKaHanoB ucnonb3ytoT IP agpec HTTP cepeepa CRL_distribution_point
1 BHewHun IP agpec Spoke. KaHan cunTtaeTcs paboTatowmm, ecnm nonyyYeH oTBeT OT Ntoboro
XOCTa;

e AN nposepku ucnonbaytoT ICMP. Bpems oxugaHusa ICMP oteeTa 100 MunnucekyHapl (max_rtt).
Bpemsa oxugaHuna 3 cekyHabl Mexagy nonbiTkom nonyynts ICMP oTBeT OT nocrnegHero xocra u
nosTopHon otnpaskon ICMP 3anpoca nepBomy xocTy (interval). Ecnu kanan HegocTyneH v 6bin
nonydeH ICMP oTBeT, To Bpemsi Mexay nonbitkamu 1 cekyHaa (restore interval). Ecrin 10
pas nogpsA KaHan cuyuTancd HepaboTawwum, TO KaHanm CYuMTaeTcs  HedOCTYMHbIM
(failure count). Ecnn 10 pa3 noapsg kaHan cuutanca paboTtarolyMm, TO KaHan cyuTaertcs
AOCTYNHbIM (restore count). BKNOYEH MexaHW3M OTCMEXWMBaHWA MapLUpyTOB W Npasun
MapLLpyTU3aumm, paccumTaHHbix Ha ICMP 3anpockl (watch rules).

OrpaHquH na ncnonb3oBaHUA NapamMeTpoB:

e Ecnn oba «kaHana oka3blBalOTCA HEAOCTYMHbI WM NpUM 3TOM BKIOYEH nNapameTp
clear routes if all links unreachable, Ha HOJEe aBTOMATU4YECKN yAANAOTCA BCE
MapLUpPYyTbl, yCTAaHOBIIEHHbIE CEPBUCOM multiwan. B Takom criyyae nakeTsl OTNpaBAaTCsA Ha
pes3epBHY0 Hoay M OyayT OTOpOLUEHbI MO NpuynHe npesbiweHns TTL.

e Ecnu BknoveH napametp watch foreign routes, MaplpyTbl, Ao6aBneHHbIe ApyruMu
cepBucamu byayT yaaneHsl. na ctabunbHoi paboTtel VRRP pekomeHayeTcs ncnonb3oBaTb
watch self routes: true, @ watch foreign routes OCTaBnsATb B 3HaYeHWUN
false, 4TOObI He 3aTparmBaTb MapLLPYThl, yCTaHoBMeHHble camum VRRP.

MogpobHasa HacTporika ¢ oNMcCaHWeEM KOMaHg npuBefeHa B cueHapumn «Pe3epBUpoBaHMe KaHanoB CBSA3M
npu nomoLum cepsuca multiwAN».

Hactponka TpaHcnauum agpecoB MCTOYHUKA (source NAT)

Hactpowika source NAT ocyulectBnsieTcs npu HeobxogumocTn goctyna B VIHTepHeT pesepBHOWN Hope
knactepa. TpaHcnauusa agpecoB MCTOYHMKA ocyLlecTBnseTcsa B knactepHel VIP agpec 172.16.100.2 ang
Tpadhuka, BbIXOASALWEro C BHEWHero nHrepdgenca TenGigabitEthernet(0/0, KOTOPbIA COOTBETCTBYET
eth0. TpaHcnauua agpecoB MCTOYHUKA ocyllecTBnseTcs B krnactepHbln VIP agpec 172.17.100.2 ana
Tpaduka, BbIXOASLLEro ¢ BHELIHero uHtepgenca TenGigabitEthernet(0/1, KOTOPbIN COOTBETCTBYET
ethl. CooTBeTCTBME MexXOy MMEHeM UHTepdenca B HoTauum cisco-like n linux MoXHO nocMoTpeTb B
Ganne /etc/ifaliases.cft.

BaxHo:
1) nopsigok obpaboTkm nakeToB: cHavana source NAT, notom IPsec (3awndpoBaHue);
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2) ecnn TpebyeTtca mcnonb3oBaTtb MeTkM (marks) B iptables, TO Ha KPUNTOLUMIO3E 3anpeLleHo
U3MeHsiTb cTaplume 16 OUT 3Ha4YeHUs METKW, Tak Kak OHWM MUCMOMb3YITCH AN BHYTPEHHUX HYX[
Mpogykta. [Ona paboTbl C MeTkamu ucnonb3yWte mMacky (nogpobHee CM. [OKYMEHT
«McnonbsoBaHue iptables Ha wntosey).

1. Hactporka source NAT ocywectensaotTca u3 linux bash. TNocmoTpute copepxmMmoe KapTbl
WHTepdencoB U Hangute WuHTepdenc B HoTauum linux ana  BHewWwHero uMHTepdelica
TenGigabitEthernet0/0:

root@Hub-nl:~# cat /etc/ifaliases.cf

interface (name="TenGigabitEthernet0/0" pattern="eth0"
name="TenGigabitEthernet0/1" pattern="ethl"

( )
interface ( )
interface (name="TenGigabitEthernet0/2" pattern="eth2")

( )
(

interface (name="TenGigabitEthernet0/3" pattern="eth3"
interface (name="default" pattern="*")
BuaHo, 4yTO UHTepdency TenGigabitEthernet0/0 COOTBETCTBYET etho,

TenGigabitEthernet(0/1 cOOTBETCTBYET ethl.

2. OumcTuTe HacCTpOWKM iptables:
root@Hub-nl:~# netfilter-persistent flush

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ip4tables
flush

3. [HobaBbTe aBe Lenoyku B Tadbnmuy NAT:

root@Hub-nl:~# iptables -N NO_ SOURCE NAT -t nat
root@Hub-nl:~# iptables -N SOURCE NAT -t nat

B uenouky NO_SOURCE_NAT 6yaeT HanpaBnaTbcs Tpadumk, ANsi KOTOPOro He HYXHO aenaTtb source
NAT. B uenouky SOURCE_NAT 0ygeT HanpaBnatbcs Tpaduk, Anst KOTOPOro HyXXHO AenaTtb source
NAT.

4. [obaebTe npaBuna B uUenovyky POSTROUTING pgns nepeHanpaBfieHusi MakeToB B LEMNOYKM
NO_SOURCE_NAT, SOURCE_NAT:

root@Hub-nl:~# iptables -I POSTROUTING -t nat -j NO_SOURCE NAT -m comment --
comment 'pass traffic to chain to bypass source NAT'

root@Hub-nl:~# iptables -A POSTROUTING -t nat -j SOURCE NAT -m comment --comment
'pass traffic to chain to do source NAT'

Jlornka cnepyrowasn: Bce naketbl M3 uenodykn POSTROUTING cHavana HanpasnsoTCs B LIEMOYKY
NO_SOURCE_NAT, B koTOpOW onpeaenseTca Tpaduk, Ans KOTOPOro He HYyXHo AenaTb source NAT.
Mocne Toro kak Tpadwuk ObIN onpefdeneH, oH NpekpaliaeT cBok obpaboTky (aevictBue ACCEPT) n,
COOTBETCTBEHHO, He nonagaet B uenodyky SOURCE_NAT. To ectb B uenodyky SOURCE_NAT
nonagaet Bce, YTo He «oTcesanocb» B Lenodke NO_SOURCE_NAT.

5. [HobaBbTe iptables npaBuna B uenodky NO_SOURCE_NAT ans Tpadwuka, Ans KOTOPOro He HYXXHO
penatb source NAT:

5.1. Bebikntouute source NAT ans nokanbHbix IKE/ESP/NAT-T nakeToB:

root@Hub-nl:~# iptables -t nat -A NO SOURCE NAT -m mark --mark
0x8000000/0x8000000 -j ACCEPT -m comment --comment 'local IKE packets'
root@Hub-nl:~# iptables -t nat -A NO SOURCE NAT -m mark --mark
0x40000000/0x40000000 -j ACCEPT -m comment --comment 'local ESP/NAT-T packets'

MeTkun 0x8000000 1 0x40000000 aBnsitoTCA BHYTpEeHHUMU MeTkamu [NpoaykTa Ang nokanbHbiX IKE
n ESP/NAT-T nakeToB COOTBETCTBEHHO.

5.2. Bsikniounte source NAT ans naketos npotokona VRPP:
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7.

9.

root@Hub-nl:~# iptables -t nat -A NO SOURCE NAT -p 112 -j ACCEPT -m comment --
comment 'local VRRP packets'

5.3. Bobikniounte source NAT anga Tpadumka, KOTOpbIM OOMMKEH WngpoBaThCs:

root@Hub-nl:~# iptables -t nat -A NO SOURCE NAT -s 192.168.100.0/24 -d
192.168.1.0/24 -3 ACCEPT -m comment --comment 'traffic which must be protected
by IPsec'

[obaBbTe iptables npaBuna B uenodyky SOURCE_NAT ansa Tpadumka vepes ethO, ana kotoporo
HY>XHO genaTtb source NAT:

6.1. Bkntounte source NAT gnst TpaHauTHoro IPsec Tpadwmka, mcnonbaytowero noptel 500/4500
npotokona UDP:

root@Hub-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 500 -o eth0O -j SNAT
--to-source 172.16.100.2:40500-40540 -m comment --comment 'transit IKE packets'
root@Hub-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o eth0 -j SNAT
-—to-source 172.16.100.2:44500-44540 -m comment --comment 'transit ESP/NAT-T
packets'

Henb3s, 4Ttobbl TpaH3uTHbIN IPsec Tpadwuk ncnone3osan Te xe source UDP noptel (500/4500),
yTo M [NpoaykT, Tak kak B 3ToM cryyae MNpoaykT 6yaeT cuntatb BXOAsLME TpaH3uTHble IPsec
nakeTbl 3a CBOW.

6.2. Bknioumte source NAT ans Tpadwuka n3 nogcetn 192.168.100.0/24:

root@Hub-nl:~# iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o eth0 -j SNAT
--to-source 172.16.100.2

[obaBbTe iptables npaBuna B uenoyky SOURCE_NAT ansa Tpadmka yepes ethl, ana kotoporo
HY>XHO genaTtb source NAT:

7.1. Bkmtounte source NAT ans TpaHauTHoro IPsec Tpadwmka, mcnonbaytowero noptel 500/4500
npotokona UDP:

root@Hub-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 500 -o ethl -j SNAT
--to-source 172.17.100.2:40500-40540 -m comment --comment 'transit IKE packets'
root@Hub-nl:~# iptables -t nat -A SOURCE NAT -p udp --sport 4500 -o ethl -j SNAT
--to-source 172.17.100.2:44500-44540 -m comment --comment 'transit ESP/NAT-T
packets'

Henb3s, 4Ttobbl TpaH3uTHLIN IPsec Tpadwuk ncnone3osan Te xe source UDP noptol (500/4500),
yTo M lMpoaykT, Tak kak B aTom cny4vae [Npoaykt byget cuntaTe BXOAALME TpaH3uTHble IPsec
nakeTbl 32 CBOW.

7.2. Bknrouute source NAT ansa tpaduka na nogcetn 192.168.100.0/24:

root@Hub-nl:~# iptables -t nat -A SOURCE NAT -s 192.168.100.0/24 -o ethl -3j SNAT
--to-source 172.17.100.2

Coxpannte  pgobaBneHHble  iptables npaBuna (NpaBuna  coxpaHsioTcd B dawnn
/etc/iptables/rules.v4):

root@Hub-nl:~# netfilter-persistent save

run-parts: executing /usr/share/netfilter-persistent/plugins.d/15-ipd4tables save

HobaBbTe cepBUC netfilter-persistent.service B aBTo3anyck, 4TobObl NpaBuna iptables
NMPUMEHANTNCb BO BpeEMA CTapTa KPUNTOLLIHO3a:

root@Hub-nl:~# systemctl enable netfilter-persistent.service

Synchronizing state of netfilter-persistent.service with SysV service script with
/1lib/systemd/systemd-sysv-install.
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Executing: /lib/systemd/systemd-sysv-install enable netfilter-persistent
10. Onsa npocmoTpa Tekylimx NAT npasun BOCNonb3ynTecb KOMaHOoN:

root@Hub-nl:~# iptables -L -n -v -t nat
11. Oina npocmoTpa TekyLen Tabnuubl NAT TpaHCnauun BOCNOMNb3yWTECh KOMaHOOM:

root@Hub-nl:~# conntrack -L

3aBepLieHne HacTponku Hub-n1

1. TMocne HacTpoViKK 3anyCcTUTe CepBUC multiwan, a Takke AoGaBbTE €ro B aBTO3arpy3Ky:

root@Hub:~# systemctl start multiwan.service

root@Hub:~# systemctl enable multiwan.service
2. [locmoTpeTb nor paboTbl cepBuca MoXHoO B dhanne /var/log/cspvpngate.log:

root@Hub:~# tail -n 1000 /var/log/cspvpngate.log | grep multiwan

2023-12-04T15:10:14.853421+03:00 Hub-nl multiwan: INFO: Starting multiwan...
2023-12-04T715:10:15.908671+03:00 Hub-nl multiwan: INFO: NAT translations table
has been cleared.

2023-12-04T15:10:16.923643+03:00 Hub-nl multiwan: INFO: LSP was reloaded.
2023-12-04T15:10:16.930806+03:00 Hub-nl multiwan: INFO: Used interface "ethO".
Nexthop "172.16.100.1".

3. TpoBepbTe, 4To fobaBneHbl MapLpyTbl 06bABMEHbI B HACTPOMKaxX multiwan:
root@Hub:~# ip route show proto multiwan
default via 172.16.100.1 dev eth0O src 172.16.100.2 metric 700

4. TpoBepbTe 4TO MapwpyT Ao IP agpeca HTTP cepsepa CRL_distribution_point B cucteme:

root@Hub:~# ip route get 172.16.101.15

172.16.101.15 via 172.16.100.1 dev ethO src 172.16.100.2 uid O
cache

5. Ecnu BCE HacTpoeHO BEPHO, TO Nepesarpy3nTe cepBuc getcrls ansa 3arpysku COC B 6a3y NpoaykTa:
root@Hub:~# systemctl restart getcrls.service

6. BeinonHuTe npoBepky cTatyca cepTudmnkatos B 6ase Npogykra:
root@Hub nl:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, 0O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA
2 State: Active C=RU, L=Zelenograd, O0O=S-Terra CSP,OU=RnD, CN=Hub-nl

B MNpunoxeHun npeacTaBneHbl TEKCTbI KOHUIrypaumi Ans kpuntowntosa Hub-nl:

e TeKCT KoHconu cisco-like;
e TekcT LSP;
e Copepxumoe /etc/multiwan/config.yaml.

Hactpouka kpunTtownto3a Hub-n2

Hactporika kpuntownto3a Hub-n2 npoussogutcs no aHanormn ¢ Hub-nl. B HacTtpoukax VRRP gns
BHYTPEHHEero uHtepdgenca He OTCNeXMBalTCA BHELLIHWUE UHTepPdeNChbl.

B MpunoxeHun npeactaBneHbl TEKCTbl KOHUrypaumi anga kpuntowuntosa Hub-n2:

e TeKCT KoHconu cisco-like;

e TekcT LSP;
e Copepxumoe /etc/multiwan/config.yaml.
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Hactponka kpuntownto3sa Spoke

HacTpolika kpuntowwstosa Spoke nponssoautcs no aHanorum ¢ Hub-nl 6e3 HacTtpoek VRRP, multiwan u
TpaHcnsumMM agpecoB. B cratuyeckon kpuntokapTe OOMMKHO ObiTh yka3aHO ABa napTHepa no IPsec
COEONHEHMIO:

Spoke (config) #crypto map VPN 1 ipsec-isakmp

Spoke (config-crypto-map) #match address IPSEC ACL HUB AND SPOKE

Spoke (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Spoke (config-crypto-map) #set isakmp-profile NEW ALGS

Spoke (config-crypto-map) #set security-association mss-fix out

Spoke (config-crypto-map) #set peer 172.16.100.2

Spoke (config-crypto-map) #set peer 172.17.100.2

Spoke (config-crypto-map) #set pre-fragmentation

Spoke (config-crypto-map) #set dead-connection history off

B MpunoxeHun npeactaBneHbl TEKCTbl KOHUIypaLnii AN KpuntoLumnto3a Spoke:

e TeKCT KoHconu cisco-like;
e TekcT LSP.

MpoBepka paboTOoCNOCOOHOCTU CTEHAA

MpoBepKy paGoTOCNOCOGHOCTU HY>KHO BbIMOJHATL NOCHE 3aBepLUEHNst HACTPOKN BCEX YCTPOWCTB CTeHAa.

MpoBepka IP cBA3HOCTH

1. TlposepbTe, 4TO € KpunTownto3os Hub-n1, Hub-n2 n Spoke no ICMP gocTynHbI Wnto3bl N0 YMOMYaHUIo
(ISP1 n ISP2 gns Hub-nl n Hub-n2, Router ana Spoke). [lns aToro BbINOMAHUTE KOMaHAy ping U3
cisco-like KOHCONM KPMMTOLLO30B.

Hub-nl#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seg=1 ttl=64 time=0.438 ms
108 bytes from 172.16.100. icmp seg=2 ttl=64 time=0.465 ms
108 bytes from 172.16.100. icmp seqg=3 ttl=64 time=0.362 ms
108 bytes from 172.16.100.
108 bytes from 172.16.100.

icmp seqg=4 ttl=64 time=0.472 ms
icmp seg=5 ttl=64 time=0.301 ms

-—-172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4079ms
rtt min/avg/max/mdev = 0.301/0.407/0.472/0.066 ms

Hub-nl#ping 172.17.100.1

PING 172.17.100.1 (172.17.100.1) 100(128) bytes of data.

108 bytes from 172.17.100.1: icmp seg=1 ttl=64 time=0.540 ms
108 bytes from 172.17.100.1: icmp seg=2 ttl=64 time=0.278 ms
108 bytes from 172.17.100.1: icmp seg=3 ttl=64 time=1.06 ms
108 bytes from 172.17.100.1: icmp seg=4 ttl=64 time=0.680 ms
108 bytes from 172.17.100.1: icmp seg=5 ttl=64 time=0.625 ms

---172.17.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4032ms
rtt min/avg/max/mdev = 0.278/0.637/1.063/0.253 ms

Hub-n2#ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.
108 bytes from 172.16.100.1: icmp seg=1 ttl=64 time=0.723 ms
108 bytes from 172.16.100.1: icmp seg=2 ttl=64 time=0.461 ms
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108
108
108

172.16.100.1:
172.16.100.1:
172.16.100.1:

bytes from
bytes from
bytes from

172.16.100.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss,

rtt min/avg/max/mdev = 0.289/0.415/0.723/0.166 ms
Hub-n2#ping 172.17.100.1

PING 172.17.100.1 (172.17.100.1) 100(128) bytes of data.
108 bytes from 172.17.100.1: icmp seg=1 ttl=64 time=0.443
108 bytes from 172.17.100.1: icmp seg=2 ttl=64 time=0.328
108 bytes from 172.17.100.1: icmp seg=3 ttl=64 time=0.392
108 bytes from 172.17.100.1: icmp seg=4 ttl=64 time=0.299
108 bytes from 172.17.100.1: icmp seg=5 ttl=64 time=0.417
--- 172.17.100.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss,

rtt min/avg/max/mdev = 0.299/0.375/0.443/0.054 ms
Spoke#ping 172.16.1.1

PING 172.16.1.1 (172.16.1.1) 100(128) bytes of data.

108 bytes from 172.16.1.1: icmp seg=1 ttl=64 time=1.11 ms

108 bytes from 172.16.1.1: icmp seg=2 ttl=64 time=0.503 ms

108 bytes from 172.16.1.1: icmp seg=3 ttl=64 time=0.366 ms

108 bytes from 172.16.1.1: icmp seg=4 ttl=64 time=0.448 ms

108 bytes from 172.16.1.1: icmp seg=5 ttl=64 time=0.283 ms

--—- 172.16.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4062ms

rtt min/avg/max/mdev = 0.283/0.541/1.107/0.292 ms

icmp seg=3 ttl=64 time=0.300 ms
icmp seg=4 ttl=64 time=0.289 ms
icmp seg=5 ttl=64 time=0.302 ms

time 4085ms

ms
ms
ms
ms
ms

time 4085ms

BuaHo, uto yctporictBa ISP1 n ISP2 goctynHo no ICMP ¢ Hub-n1 b Hub-n2, a yctpoicteo Router co

Spoke.

2. TlpoBepbTe, 4TO C 3awmuwaembix ycTtpoucts Host-b-hub n Host-b-spoke poctynHbl no ICMP
cooTtBeTcTBYOWME kpuntowntodbl (Hub-nl n Hub-n2 gna Host-b-hub, Spoke ans Host-b-spoke),
KOTOpbI€ MOryT SABNATLCSA LUM30M MO yMOn4aHuto. [1nis 3Toro BeINONHWUTE KOMaHAy ping u3 linux bash

KOHCONN 3awuniaeMblX yCTpOVlCTB.
root@Host-b-hub:~# ping 192.168.100.1 -c 5

PING 192.168.100.1 (192.168.100.1) 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp seg=1 ttl=63 time=1119 ms
64 bytes from 192.168.100.1: icmp seqg=2 ttl=63 time=132 ms
64 bytes from 192.168.100.1: icmp seqg=3 ttl=63 time=1.45 ms
64 bytes from 192.168.100.1: icmp seg=4 ttl=63 time=1.12 ms
64 bytes from 192.168.100.1: icmp seg=5 ttl=63 time=1.19 ms

---192.168.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = 1.121/250.955/1119.290/437.0

root@Host-b-hub:~# ping 192.168.100.10 -c 5

time 4016ms
98 ms,

PING 192.168.100.10 (192.168.100.10) 56(84) bytes of data.

64 bytes from 192.168.100.10: icmp seg=1 ttl=63 time=0.894 ms
64 bytes from 192.168.100.10: icmp seg=2 ttl=63 time=1.56 ms
64 bytes from 192.168.100.10: icmp seg=3 ttl=63 time=1.00 ms
64 bytes from 192.168.100.10: icmp seg=4 ttl=63 time=1.07 ms
64 bytes from 192.168.100.10: icmp seg=5 ttl=63 time=1.29 ms

pipe 2
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---192.168.100.10 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

0% packet loss,
0.894/1.161/1.557/0.235 ms

root@Host-b-hub:~# ping 192.168.100.20 -c 5

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.20

from
from
from
from
from

192.
192.
192.
192.
192.

168.
168.
168.
168.
168.

(192.168
100.
100.
100.
100.
100.

20:
20:
20:
20:
20:

100.20)
icmp seqg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seg=5

56 (84)

ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

--—-192.168.100.20 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev

5 received,

root@Host-b-spoke:~# ping

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.1
from
from
from
from
from

.1«
192.
192.
192.
192.
192.

192

168.
168.
168.
168.
168.

.168

I T e

o e e

.1.1)
odl g

192.168.1.1

56 (84)
icmp seqg=1
icmp seq=2
icmp seq=3
icmp seqg=4
icmp seg=5

--- 192.168.1.1 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev

5 received,

-c 5

bytes

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

0% packet loss,
1.125/1.324/1.664/0.187 ms

time 4007ms

time=1.
time=1.
time=1.
time=1.
time=1.

time

of data.

time=0.
time=0.
time=0.
time=0.
time=0.

0% packet loss,
0.220/0.261/0.294/0.031 ms

286
220
225
281
294

time

bytes of data.

66
13
35
29
19

4006ms

ms
ms
ms
ms
ms

4006ms

ms
ms
ms
ms
ms

BuaHo, uto ¢ Host-b-hub goctynHbel no ICMP kpuntowntosbl Hub-n1 n Hub-n2 n agpec mapwpyta no
ymonuanuto. C Host-b-hub goctyneH no ICMP kpunTownto3 Spoke.

3. [poBepbTe, UTo € KpMnToLw o308 Hub-n1 n Hub-n2 goctynen no ICMP kpunTownto3 Spoke. [inga aToro
BbINOSIHUTE KOMaHAY ping M3 Cisco-like KOHCONM KPMMTOLLMO30B.

Hub-nl#ping 172.16.1.2

PING 172.16.1.2

108
108
108
108
108

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

172.
172.
172.

172

172.

(172.16.
16.
16.
16.
RGP
16.

i1,

o e e

.2)

100 (128)
icmp seg=1
icmp seqg=2
icmp seg=3
icmp seg=4
icmp seg=5

172.16.1.2 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev

Hub-n2#ping 172.16.1.

PING 172.16.1.2

108
108
108
108
108

BugHo, uto ¢ kpuntowno3sos Hub-n1 n Hub-n2 goctyneH no ICMP kpuntowwnto3s Spoke.

4. TpoBepbTe HanMumMe MapLLUpPYyTOB Yepe3 OCHOBHOW MHTepdEeNnCc Ha OCHOBHOW Hoae

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

(1
172

172.
172.

172

172.

T2

1
RGP
16.
16.
SINCE
16.

2

Y e e

5 received,

.2)

100 (128)
icmp seg=1
icmp seqg=2
icmp seg=3
icmp seqg=4
icmp seg=5

172.16.1.2 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev

5 received,

bytes

ttl=62
ttl=62
ttl=62
ttl=62
ttl=62

bytes

ttl=61
ttl=61
ttl=61
ttl=61
ttl=61

of data.

time=0.
time=0.
time=0.
time=0.
time=1.

0% packet loss,
0.748/0.916/1.213/0.161 ms

748
931
887
803
21

time 4004ms

of data.

time=1.
time=1.
time=1.
time=1.
time=1.

0% packet loss,
1.017/1.150/1.475/0.168 ms

11
02
48
13
02

time 4005ms

ms
ms

ms
ms

ms
ms
ms
ms
ms
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Hub-nl#run ip route show proto multiwan

default via 172.16.100.1 dev ethO src 172.16.100.2 metric 700

Mposepka PKI

1. TlpoBepbTe, UTO Ha KpunTowno3ax Hub-n1, Hub-n2 n Spoke COC nmnopTtuposaH B 6a3y NpoaykTa.

[N 3TOro BbINOMHUTE KOMaHAy run cert mgr show U3 CiSCOo-like KOHCONW KPUNTOLLINIO30B.
Hub-nl#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root

CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hub-nl
3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Hub-n2#run cert mgr show

Found 2 certificates. Found 1 CRL.
1 Status: local C=RU, L=Zelenograd, 0O=S-Terra CSP,0U=RnD, CN=Hub-n2

2 Status: trusted C=RU,L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root

CA
3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spoke#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD, CN=S-Terra CSP Test Root

CA
2 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Spoke
3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BuaHo, 4to Ha kpunTownto3dax Hub-n1, Hub-n2 n Spoke COC umnopTtuposaH B 6a3y lNpoaykra. Ecnu
3TOro He npPousoLNo, TO MpoBepbTe hain XypHana (komaHaa run grep getcrls daemon
/var/log/cspvpngate.log) W, NpU HeOOXOAMMOCTW, Mepe3anycTuTe CEepBUC aBTOMAaTMYECKON

3arpyskn COC (komaHga run systemctl restart getcrls.service).

2. TlpoepbTe, uTo Ha kpuntowrtosax Hub-nl, Hub-n2 n Spoke ctaTyc Bcex ceptudukatos Active. [ins

3TOro BbIMOSHUTE KOMaHAy run cert mgr check U3 Cisco-like KOHCONW KPUNTOLLIMIO30B.

Hub-nl#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root

CA
2 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,OU=RnD, CN=Hub-nl

Hub-n2#run cert mgr check

1 State: Active C=RU, L=Zelenograd, 0O=S-Terra CSP,0U=RnD, CN=Hub-n2

2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root

CA

Spoke#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root

CA
2 State: Active C=RU, L=Zelenograd, 0=S-Terra CSP,OU=RnD, CN=Spoke

BugHo, 4to Ha kpuntowno3ax Hub-nl, Hub-n2 n Spoke ctatyc Bcex cepTudpumkato Active. Ecnu
cratyc Inactive, To npoBepbTe 3arpyxeH nm COC B 6a3y NpoaykTa n NpaBUbHOCTb YCTAHOBKM AaThbl

N BPEMEHM.
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[poBepKka NOCTPOEHUA 3aLUULIEHHOrO COeAWHEHUs Mexay
noacetamu Hub-n1 n Spoke

1. ViHMumumpyriTe NOCTpOEHUE 3alUULLLEHHOMO COeAMHEeHNA Mexay kpuntownodamu Hub-nl un Spoke npu
nomowmn ICMP Tpadwuka, nocbinaemoro ¢ ycrtponctea Host-b-spoke Ha Host-b-hub (MoxHO wn
HaobopoT). [Ina 3TOro BbINOMHWUTE KOMaHAY ping M3 linux bash koHconu 3alymiiaemMoro ycTponcTea
Host-b-spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seg=1 ttl=62 time=403 ms
64 bytes from 192.168.100.100: icmp seg=2 ttl=62 time=28.5 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=62 time=2.14 ms
64 bytes from 192.168.100.100: icmp seg=4 ttl=62 time=1.65 ms
64 bytes from 192.168.100.100: icmp seqg=5 ttl=62 time=2.14 ms

--- 192.168.100.100 ping statistics —---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 1.645/87.499/403.100/158.133 ms

2. TlpoBepbTe, UYTO Ha kpunToLwnto3ax Hub-nl n Spoke yctaHoBMneHO 3alumuleHHoe IPsec coeguHeHue.
[ns aTOro BLINOMHUTE KOMaHAy run sa mgr show U3 CiSCOo-like KOHCONM KPUNTOLLIMIO30B.

Hub-nl#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.100.2,500)-(172.16.1.2,500) active 1936 1968

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
440 440

Hub-n2#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.1.2,500)-(172.16.100.2,500) active 1968 1936

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn
440 440

BugHo, uTto Ha KpunTownto3ax Hub-n1 1 Spoke yctaHoBneHo 3awmieHHoe IPsec coeamHeHune yepes
OCHOBHOW kaHan. Ecnu aTtoro He mpousowwno, To nposepbTe ¢ann XypHana (komMaHga run less
/var/log/cspvpngate.log). NMpn HEOBXOANMMOCTM yBENUYLTE YPOBEHL NIOMMPOBaHMSA (KOMaHaa
logging trap debugging B KOHCONMM cisco-like) n 3aHOBO WHMUMMPYWTE 3aLUMLLEHHOE
coefuHeHue.
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MpoBepka COCTOAHMSA KaHaNOB CBA3M

I'IpOBepre C NomoLLbio cpeacTB multiwan COCTOAHME KaHaNOB CBA3N:
Hub-nl#run /opt/multiwan/mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: reachable
Active: True
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None
Link: 2
Name: ISP2
Interface: ethl
Priority: 200
State: reachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None

BuaHo, 4TO nepBbI kaHan cBa3K, yepes ethO ¢ npuoputetom 300 gocTyneH. ABnAeTcs akTUBHbBIM.
[oCTynHOCTb XOCTOM MpOBEPSIETCA AOCTYMHOCTBIO Moboro xocta u 3agaHel IPv4 xocTtbl. BTopown
KaHan cBa3un, Yepes ethl ¢ npuoputetom 200 gocTyneH. SABnseTcsa HeakTUBHbIM. [JOCTYMHOCTb XOCTOM
npoBepsieTCcsl 4OCTYNHOCThLIO NoOoro xocta v 3agaHsbl IPv4 xocThl.

MpoBepka paboTOCNOCOGHOCTU NPU OTKa3e OCHOBHOrO KaHana
CBA3MN.

CTouT BbIOENUTb, YTO KaHas CBSI3W onpeaensieTcs kak BbiIbopom HoAbl, Tak U BbIGOPOM MapLupyTM3aTopa
WHTepHeT-NpoBaiaepa.

CuunTaem, YTO OCHOBHOW KaHan cBsA3n ncnone3syet ISP1.

1. [Onsa aMynaumm oTkasa OCHOBHOMO KaHana CBS3W OTKNIOYMM MHTepdeinc ¢ nogcetbio 172.16.100.0/24
Ha ISP1. [insa sToro BbiNONHUTE kKOMaHAy ifdown U3 linux bash koHconu ycTpoincTea ISP1.

root@ISPl:~# ip a

1: lo: <LOOPBACK,UP, LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ensl92: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fqg codel state UP
group default glen 1000
link/ether 00:50:56:9e:6d:1b brd ff:ff:ff:ff:ff:ff
altname enpllsO
inet 172.16.255.1/24 brd 172.16.255.255 scope global ensl192
valid 1ft forever preferred 1ft forever
inet6 fe80::250:56ff:fef%e:6d1b/64 scope link
valid 1ft forever preferred 1ft forever
3: ens224: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fg codel state UP
group default glen 1000
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link/ether 00:50:56:9e:£fd:17 brd ff:ff:ff:ff:ff:ff

altname enpl9s0

inet 172.16.100.1/24 brd 172.16.100.255 scope global ens224
valid 1ft forever preferred 1ft forever

inet6 fe80::250:56ff:fef%e:fd17/64 scope link
valid 1ft forever preferred 1ft forever

root@ISPl:~# ifdown ens224

2. TMopoxgute noka nepeknioumTca paboTa multiwan Yepes pesepBHbI kaHan. [1poBepbTe Hanu4uve
MapLUpyTOB Yepes pe3epBHbIN UHTepdenc.

Hub-nl#run ip route show proto multiwan

default via 172.17.100.1 dev ethl src 172.17.100.2 metric 800

3. Tlyctute Tpadmk ¢ yctponctBa Host-b-spoke Ha yctporctBo Host-b-hub. [Ona atoro BbinonHuTe
KomaHay ping m3 linux bash koHconu 3awmiaemoro yctponctea Host-b-spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 30

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seq=19 ttl=62 time=10029 ms
64 bytes from 192.168.100.100: icmp seqg=20 ttl=62 time=9005 ms
64 bytes from 192.168.100.100: icmp seg=21 ttl=62 time=7981 ms
64 bytes from 192.168.100.100: icmp seqg=22 ttl=62 time=6957 ms
64 bytes from 192.168.100.100: icmp seqg=23 ttl=62 time=5933 ms
64 bytes from 192.168.100.100: icmp seq=24 ttl=62 time=4909 ms
64 bytes from 192.168.100.100: icmp seq=25 ttl=62 time=3885 ms
64 bytes from 192.168.100.100: icmp seq=26 ttl=62 time=2861 ms
64 bytes from 192.168.100.100: icmp seqg=29 ttl=62 time=1.32 ms
64 bytes from 192.168.100.100: icmp seq=30 ttl=62 time=1.16 ms

--- 192.168.100.100 ping statistics —---
30 packets transmitted, 10 received, 66.6667% packet loss, time 29632ms
rtt min/avg/max/mdev = 1.159/5156.007/10028.635/3323.677 ms, pipe 10

Takoe noBeAeHne cBa3aHHO ¢ HacTpourkamu DPD.

4. TpoBepbTe, 4TO Ha KpunTowwmno3ax Hub-nl n Spoke yctaHoBneHo 3awmuieHHoe IPsec coeanHeHue.
[ns aTOro BbINOMHUTE KOMaHAy run sa mgr show U3 CiSCo-like KOHCONM KPUNTOLLIMIO30B.

Hub-nl#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 19 (172.17.100.2,500)-(172.16.1.2,500) active 1936 1968

IPsec connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
1 8 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
880 880

Spoke#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 15 (172.16.1.2,500)-(172.17.100.2,500) active 1968 1936

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
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1 8 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn
880 880

BugHo, uto Ha kpunTowntodax Hub-nl n Spoke yctaHoBneHo 3awyumiieHHoe IPsec coeanHeHmne Yepes
pes3epBHbIV kaHan. Ecny aToro He npom3owso, To NnpoBepbTe (hann XypHana (komaHga run less
/var/log/cspvpngate.log). [Npun HEOGXOAMMOCTU yBENMMYbTE YPOBEHb NOMMPOBaHUA (KOMaHaa
logging trap debugging B KOHCOMM Cisco-like) n 3aHOBO MHULMUPYINTE 3aLUULLIEHHOE COEANHEHME.

5. [poBepbTe ¢ NOMOLLBIO CPeAcTB multiwan COCTOSIHNE KaHANOB CBA3W:
Hub-nl#run /opt/multiwan/mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: unreachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None
Link: 2
Name: ISP2
Interface: ethl
Priority: 200
State: reachable
Active: True
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None

BugHo, 4to nepBbii kKaHan cBA3n, 4vepe3 ethO ¢ npuoputetom 300 HegocTyneH M SABMsiETCS
HeakTuBHbIM. BTopo kaHan cBa3un, yepes ethl ¢ npmoputetom 200 OCTYNEH U ABNSETCHA aKTUBHbLIM.

6. Bkntounte nHTepdelic ¢c nogceTbio 172.16.100.0/24 Ha ISP1.

root@ISPl:~# ifup ens224

7. TlopoxauTe noka nepeknoyutcs pabota multiwan 4Yepe3 OCHOBHOW kaHan. [MpoBepbTe Hanuuune
MapLUpyTOB Yepes pe3epBHbIN HTepdenc.

Hub-nl#run ip route show proto multiwan

default via 172.16.100.1 dev ethO src 172.16.100.2 metric 700

8. Tlyctute Tpadmk ¢ ycTtpownctBa Host-b-spoke Ha yctpornctBo Host-b-hub. Onsa atoro BbinonHuTe
KomaHay ping m3 linux bash koHconu sawmwaemoro yctporncTtea Host-b-spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 30

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.

64 bytes from 192.168.100.100: icmp seq=20 ttl=62 time=10789 ms
64 bytes from 192.168.100.100: icmp seq=21 ttl=62 time=9767 ms
64 bytes from 192.168.100.100: icmp seq=22 ttl=62 time=8743 ms
64 bytes from 192.168.100.100: icmp seq=23 ttl=62 time=7719 ms
64 bytes from 192.168.100.100: icmp seq=24 ttl=62 time=6695 ms
64 bytes from 192.168.100.100: icmp seq=25 ttl=62 time=5671 ms
64 bytes from 192.168.100.100: icmp seqg=26 ttl=62 time=4647 ms
64 bytes from 192.168.100.100: icmp seqg=27 ttl=62 time=3623 ms

--- 192.168.100.100 ping statistics —---
30 packets transmitted, 8 received, 73.3333% packet loss, time 29702ms
rtt min/avg/max/mdev = 3623.275/7206.919/10788.680/2345.757 ms, pipe 11
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9. TpoBepbTe, YTO Ha KpunToLuNto3ax Hub-nl n Spoke ycTtaHoBneHo 3aluuMieHHoe IPsec coegnHeHue.

[ina aTOro BLINOMHUTE KOMAHAY run sa mgr show U3 CiSCO-like KOHCONW KPUMTOLLNIO30B.

Hub-nl#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 27 (172.16.100.2,500)-(172.16.1.2,500) active 1936 1968

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 9 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,%*) *

704 704
Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

117 (172.16.1.2,500)-(172.16.100.2,500) active 1968 1936

IPsec connections:

ESP tunn

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 9 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,%*) *

704 704

ESP tunn

BuaHo, yto Ha kpunTowwnto3dax Hub-nl n Spoke yctaHoBneHo 3awmeHHoe IPsec coeanHeHne yepes
OCHOBHOW kaHan. Ecnn atoro He npousowrno, To npoeepbTe dann XypHana (KomMaHga run less
/var/log/cspvpngate.log). [lpy HEOGXOAMMOCTU YBENUYbTE YPOBEHL NOrMPOBaHMA (KOMaHga
logging trap debugging B KOHCOMNM Cisco-like) n 3aHOBO MHNLMNPYINTE 3aLLULLIEHHOE COEAUHEHNE.

10. MNMpoBepbTe ¢ NOMOLLBIO CPeACTB multiwan COCTOSHNE KAHANOB CBA3MN:
Hub-nl#run /opt/multiwan/mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: reachable
Active: True
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None
Link: 2
Name: ISP2
Interface: ethl
Priority: 200
State: reachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None

BugHo, 4To nepBbi kKaHan cBA3un, Yepes ethO ¢ npuoputetom 300 OOCTYNEH M CHOBA CTan akTUBHbBIM.

BTopoii kaHan cBA3u, Yyepes ethl ¢ npuoputetom 200 AOCTYNEH U ABNAETCA HEAKTUBHbIM.
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MpoBepka paboOTOCNOCOOHOCTM NPU OTKA3e OCHOBHOWN HOAbI.

OTka3 OCHOBHOM HOAbl MOXeT ObiTb BbI3BaH Kak OTKa3OM WHTepdenca, Tak U OTKa3oB MHTepdencoB
KOMMYTaTOpOB, CBSA3aHHbIX C OCHOBHOW HOOOW.

1. Y6eoutecb, YTO OCHOBHasi Hoga Hub-n1 HaxoguTcs B coctosiHMM Master, a pesepBHas Hub-n2 B
Backup, onst aToro BbINOMHWTE CreayoLmMe KoMaHabl U3 KOHconu cisco-like:

Hub-nl#show vrrp

Interface

AddrFamily

TenGigabitEthernet0/0
TenGigabitEthernet(/1
TenGigabitEthernet0/2

Hub-n2#show vrrp

Interface

IPv4
IPv4
IPv4

AddrFamily

TenGigabitEthernet0/0
TenGigabitEthernet0/1
TenGigabitEthernet(/2

VRID State
1 Master
2 Master
3 Master
VRID State
1 Backup
2 Backup
3 Backup

IPv4
IPv4
IPv4

2. [Onga smynsummn oTKasa OCHOBHOW HOAbl OTKIIOYMM OTCREXMBAEMbIN MHTEPAENC OCHOBHOW HOAbI UMX
MO>XHO OTKIMIOUYNTL CeTEBbIE Kabenu oT OTCrnexXuBaembIX NHTePdEencos:

Hub-nl#run ifdown ethO

3. Yb6eautecb, 4TO OCHOBHas Hoaa nepewna B coctodHve Fault. [lna 9Toro noCMOTPUTE HACTPOMKK

VRRP:
Hub-nl#show vrrp

Interface

AddrFamily

TenGigabitEthernet0/0
TenGigabitEthernet0/1
TenGigabitEthernet0/2

VRID State
1 Fault
2 Fault
3 Fault

IPv4
IPv4
IPv4

Ecnu Bbl OTKMNOUMNM kabenu BMeCTO OTKITHYEHUS MHTepdenca, nHTepdencel nepenayT B COCTOSAHME

Backup
Hub-nl#show vrrp

Interface

AddrFamily

TenGigabitEthernet0/0
TenGigabitEthernet0/1
TenGigabitEthernet0/2

VRID State

1 Backup
2 Backup
3 Backup

IPv4
IPv4
IPv4

4. Y6egwuTecb, UTO pe3epBHasi Hoda nepeLuna B cocTosiHue Master:

Hub-n2#show vrrp

Interface

AddrFamily

TenGigabitEthernet0/0
TenGigabitEthernet0/1
TenGigabitEthernet0/2

VRID State

1 Master
2 Master
3 Master

IPv4
IPv4
IPv4

5. Yb6epgutech, YTO multiwan MapLUPYTOB HA OCHOBHOM Hub-nl HoZe HeT, HO NOSIBUNUCL Ha pe3epBHOM

Hub-n2 Hopge:

Hub-nl#run ip route show proto multiwan

Hub-nl#

2003-2026 «C-Teppa Cudcllun» 29



Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepnakumsa 1

Hub-n2#run ip route show proto multiwan

default via 172.16.100.1 dev ethO src 172.16.100.2 metric 700

5. TlpoBepbTe, 4TO € KpUNTOLLMO30B Hub-n1 n Hub-n2 goctynex no ICMP kpunTownto3 Spoke. [inga atoro
BbINONTHUTE KOMaHAY ping M3 Cisco-like KOHCONM KPMNTOLLIMHO30B.

Hub-nl#ping 172.16.1.2

PING 172.16.1.2 (172.16.
108 bytes from 172.16.1.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

1.2) 100(128) bytes of data.

2: icmp seg=1 ttl=62 time=0.637 ms
2: icmp seg=2 ttl=62 time=0.764 ms
.2: icmp seg=3 ttl=62 time=0.695 ms
2: icmp seg=4 ttl=62 time=0.912 ms
2: icmp seg=5 ttl=62 time=0.958 ms

o e e

--- 172.16.1.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4019ms
rtt min/avg/max/mdev = 0.637/0.793/0.958/0.123 ms

Hub-n2#ping 172.16.1.2

PING 172.16.1.2 (172.16.
108 bytes from 172.16.1.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

1.2) 100(128) bytes of data.

2: icmp seg=1 ttl=62 time=1.20 ms
2: icmp seg=2 ttl=62 time=1.09 ms
.2: icmp seg=3 ttl=62 time=1.23 ms
2: icmp seg=4 ttl=62 time=1.28 ms
2: icmp seg=5 ttl=62 time=1.08 ms

[ = T =

--- 172.16.1.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 1.084/1.174/1.278/0.077 ms

BugHo, uto ¢ kpuntowno3dos Hub-n1 n Hub-n2 goctyneH no ICMP kpuntowrnto3 Spoke.

6. [llyctute Tpacdumk c ycrpornctBa Host-b-spoke Ha ycTponctBo Host-b-hub. [Ons atoro BbeinonHute
KomMaHAay ping 13 linux bash koHconu 3awumwaemoro ycrponctasa Host-b-spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.

64 bytes from 192.168.100.100: icmp seqg=1 ttl=62 time=1015 ms
64 bytes from 192.168.100.100: icmp seq=2 ttl=62 time=23.1 ms
64 bytes from 192.168.100.100: icmp seq=3 ttl=62 time=2.46 ms
64 bytes from 192.168.100.100: icmp seqg=4 ttl=62 time=1.60 ms
64 bytes from 192.168.100.100: icmp seqg=5 ttl=62 time=1.92 ms

---192.168.100.100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4020ms
rtt min/avg/max/mdev = 1.600/208.759/1014.718/403.062 ms

7. TposepbTe, 4TO Ha KpunTowsto3ax Hub-n2 n Spoke ycTtaHoBneHo 3awuwieHHoe IPsec coegnHeHune.
[ns aTOro BbINOMHUTE KOMaHAy run sa mgr show U3 CiSCo-like KOHCONM KPUNTOLLIMIO30B.

Hub-n2#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.100.2,500)-(172.16.1.2,500) active 2312 2428

IPsec connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
1 2 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
440 440
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Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
14 (172.16.1.2,500)-(172.16.100.2,500) active 2428 2312

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 3 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn
440 440

BugHo, uto Ha kpunTowntodax Hub-n2 n Spoke yctaHoBneHo 3awmiieHHoe IPsec coeanHeHmne Yepes
OCHOBHOW KaHan. Ecnu aToro He npousoLwno, To nposepbTe ¢ann xypHana (komMaHga run less
/var/log/cspvpngate.log). [Npn HEOBXO0ANMOCTU yBenuubTe YpPOBEHb NOrMpoBaHus (komMaHgaa
logging trap debugging B KOHCOMNM Cisco-like) n 3aHOBO MHULMUPYINTE 3aLUULLIEHHOE COEaNHEHME.

8. HDOBepre C NOMOLLbIO cpeacTB multiwan COCTOAHME KaHarOB CBA3U:

Hub-nl#run mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: unreachable
Active: True
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None
Link: 2
Name: ISP2
Interface: ethl
Priority: 200
State: unreachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None

Hub-n2#run mwan mgr show --links status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: reachable
Active: True
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None
Link: 2
Name: ISP2
Interface: ethl
Priority: 200
State: reachable
Active: False
Hosts reachability: any
IPv4 hosts: "172.16.101.15", "172.16.1.2"
IPv6 hosts: None

2003-2026 «C-Teppa Cudcllun» 31



Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepnakumsa 1

10.

11.

BugHo, uTo nepBbI kKaHan cB4a3u, Yepes ethO ¢ npuoputeTom 300 AOCTYNEH U ABNAETCH aKTUBHbIM.
BTopoii kaHan cBsA3un, yepes ethl ¢ npmoputetom 200 TOXE AOCTYMNEH.

BbinonHuTe npoBepky paboTocnocoBGHOCTM MpU OTKase OCHOBHOrO kaHama cBasn gns Hub-n2.
MoBeaeHune ana Hub-n2 gomkHo ObITb aHanornyHbiM nosegeHno Hub-nl.

BoccTaHoBuTte OCHOBHYKO HOAY BKIT1HO4YMB BHELLHWUN VIHTep(beVIC OCHOBHOWM HOObl WK NOAKNH4YMNB
ceTeBble kKabenn oT MHTepdENCOB TenGigabitEthernet0/0 N TenGigabitEthernet0/0:

Hub-nl#run ifup ethO

Y6eanTtech, YTO OCHOBHas HoAa nepeluna B coctodaHue Master. [ns atoro nocmoTpuTte HaCTPOVIKVI
VRRP:

Hub-nl#show vrrp

Interface VRID State AddrFamily
TenGigabitEthernet0/0 1 Master IPv4
TenGigabitEthernet0/1 2 Master IPv4
TenGigabitEthernet0/2 3 Master IPv4

12. Y6eauTtech, YTO pe3epBHasl Hofa nepeluna B coctosiHue Backup:

Hub-n2#show vrrp

Interface VRID State AddrFamily
TenGigabitEthernet0/0 1 Backup IPv4
TenGigabitEthernet0/1 2 Backup IPv4
TenGigabitEthernet0/2 3 Backup IPv4

13. Y6eauTech, YTo multiwan MapLUPYTOB Ha pe3epBHO Hub-n2 Hoae HeT, HO MOSIBUMUCH Ha OCHOBHOM

Hub-n1l Hopge:

Hub-nl#run ip route show proto multiwan
default via 172.16.100.1 dev ethO src 172.16.100.2 metric 700
Hub-n2#run ip route show proto multiwan

Hub-n2#

14. MNposepbTe, 4To € KpunTowmosos Hub-n1 n Hub-n2 goctynex no ICMP kpuntownto3 Spoke. [ns aToro

BbINOMTHUTE KOMaHAY ping M3 cisco-like KOHCONM KPMNTOLLIMHO30B.

Hub-nl#ping 172.16.1.2

PING 172.16.1.2 (172.16.
108 bytes from 172.16.1.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

1.2) 100(128) bytes of data.

2: icmp seg=1 ttl=62 time=0.637 ms
2: icmp seg=2 ttl=62 time=0.764 ms
.2: icmp_seg=3 ttl=62 time=0.695 ms
2: icmp seg=4 ttl=62 time=0.912 ms
2: icmp seg=5 ttl=62 time=0.958 ms

o e e

--- 172.16.1.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4019ms
rtt min/avg/max/mdev = 0.637/0.793/0.958/0.123 ms

Hub-n2#ping 172.16.1.2

PING 172.16.1.2 (172.16.
108 bytes from 172.16.1.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.
108 bytes from 172.16.

1.2) 100(128) bytes of data.

2: icmp seg=1 ttl=62 time=1.20 ms
2: icmp seg=2 ttl=62 time=1.09 ms
.2: icmp seg=3 ttl=62 time=1.23 ms
2: icmp seg=4 ttl=62 time=1.28 ms
2: icmp seg=5 ttl=62 time=1.08 ms

o e e
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--- 172.16.1.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 1.084/1.174/1.278/0.077 ms

BugHo, uto ¢ kpuntowno3dos Hub-n1 n Hub-n2 goctyneH no ICMP kpuntowwnto3 Spoke.

15. MNMyctute Tpaduk ¢ yctponctea Host-b-spoke Ha ycTpownctBo Host-b-hub. [Ona storo BbinonHute
KomaHay ping m3 linux bash koHconu sawmiaemoro yctponctea Host-b-spoke.

root@Host-b-spoke:~# ping 192.168.100.100 -c 5

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seg=1 ttl=62 time=211 ms
64 bytes from 192.168.100.100: icmp seqg=2 ttl=62 time=23.9 ms
64 bytes from 192.168.100.100: icmp seqg=3 ttl=62 time=1.95 ms
64 bytes from 192.168.100.100: icmp seqgq=4 ttl=62 time=2.19 ms
64 bytes from 192.168.100.100: icmp seqg=5 ttl=62 time=1.67 ms

--—-192.168.100.100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 1.674/48.131/210.999/81.875 ms

16. MNMpoBepbTe, UTO Ha kpunTowsto3ax Hub-nl n Spoke ycTtaHoBNeHO 3alumileHHoe IPsec coeguHeHue.
[ns aTOro BLINOMHUTE KOMaHAy run sa mgr show U3 CiSCOo-like KOHCONM KPUNTOLLIMIO30B.

Hub-nl#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.100.2,500)-(172.16.1.2,500) active 1936 1968

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.100.0-192.168.100.255,*)-(192.168.1.0-192.168.1.255,*) * ESP tunn
440 440

Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
16 (172.16.1.2,500)-(172.16.100.2,500) active 1968 1936

IPsec connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
1 5 (192.168.1.0-192.168.1.255,*)-(192.168.100.0-192.168.100.255,*) * ESP tunn
440 440

BuaHo, 4To Ha kpuntownosax Hub-nl n Spoke yctaHoBneHo 3awuieHHoe IPsec coeguHeHne vyepes
OCHOBHOW KaHan. Ecnu aToro He npousowno, To nposepbTe ¢ann XxypHana (komMaHga run less
/var/log/cspvpngate.log). Npn HEOBXOANMOCTU yBenuYbTE YPOBEHb NOrMpoBaHust (kOMaHga
logging trap debugging B KOHCOMNM Cisco-like) n 3aHOBO MHULMUPYITE 3aLLULLIEHHOE COEANHEHME.

2003-2026 «C-Teppa Cn3cllu» 33



Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepnakumsa 1

MpunoxeHue

KoHdurypaumsa kpuntowntosa Hub-n1

1. KoHdpurypaums cisco-like:

!

version 12.4

no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3

crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6StHtg8SR6St3CWE6uUdI6L/ARr9jQowUYR7WELOW
Z21x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1aTRi20E1IR4wtMXT10
aaa new-model

|

!

fhrp version vrrp v3

hostname Hub-nl

enable secret 5 PCO9d7N5H1AyLrzuA3qRJIVQ==
|

|

|

!

!

!

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

!

crypto isakmp policy 2

encr gost

hash gost341112-256-tc26

authentication gost-sig

group vko2

!

crypto isakmp profile NEW ALGS

match identity dn

set identity mapping

set policy 1

|

crypto isakmp profile OLD ALGS

match identity dn

set identity mapping

set policy 2

|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-4m-imit
|
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object-group network SELF
description IP on WAN interfaces
host 172.16.100.10

host 172.17.100.10

host 172.16.100.2

host 172.17.100.2

ip access-list extended IPSEC ACL HUB AND SPOKE

permit
|

ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255

ip access-list extended FIREWALL IN

permit
permit
permit
permit

permit
|

udp any object-group SELF eqg isakmp

udp any object-group SELF eqg non500-isakmp
icmp any object-group SELF

esp any object-group SELF

vrrp any host 224.0.0.18

ipv6e default filtering deny

ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

crypto map VPN ISPl 1 ipsec-isakmp

match address IPSEC ACL HUB AND SPOKE

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set local-address 172.16.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off

crypto map VPN ISP2 1 ipsec-isakmp

match address IPSEC ACL HUB AND SPOKE

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set local-address 172.17.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off

interface TenGigabitEthernet0/0

ip address 172.16.100.10 255.255.255.0
ip access-group FIREWALL IN in

crypto map VPN ISP1

ip inspect INSPECT out

vrrp 1 address-family ipv4

timers advertise 3

timers garp 5

no track interface primary

address 172.16.100.2 255.255.255.0
exit-vrrp

interface TenGigabitEthernet0/1

ip address 172.17.100.10 255.255.255.0
ip access-group FIREWALL IN in

crypto map VPN ISP2
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ip inspect INSPECT out
vrrp 2 address-family ipv4
timers advertise 3
timers garp 5
no track interface primary
address 172.17.100.2 255.255.255.0
exit-vrrp
|
interface TenGigabitEthernet0/2
ip address 192.168.100.10 255.255.255.0
vrrp 3 address-family ipv4
timers advertise 3
timers garp 5
track interface TenGigabitEthernet0/0 weight -40
track interface TenGigabitEthernet0/1 weight -40
address 192.168.100.1 255.255.255.0
exit-vrrp
!
interface TenGigabitEthernet0/3
no ip address
shutdown
|
|
ip route 0.0.0.0 0.0.0.0 192.168.100.20 1001
!
|
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

E34EE9640D905032C1F1E3B4491257D5

quit
!
end

2. KoHdurypauusa LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Feb 8 09:16:53 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Thu Feb 8 09:16:53 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 192.168.100.20
Metric = 1001
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FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

IKETransform crypto:isakmp:policy:2
(

CipherAlg = "G2814789CPRO1-K256-CBC-65534"

HashAlg "GR341112 256TC26-65128"
GroupID = VKO2 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(

CipherAlg*

LifetimeSeconds 3600

FilterChain FilterChain:FIREWALL IN (

Filters = Filter (
DestinationIP = 172.16.100.10
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FIREWALL IN"

),

Filter (
DestinationIP = 172.17.100.10
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FIREWALL IN"

"GR341215M-K288-MGM-33"
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))
FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) ’
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) ’
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPvé6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN ISP1:1
(
2003-2026 «C-Teppa Cudcllun» 40



Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepnakumsa 1

IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2

DPDRetries = 5

Priority =10

IKERule IKERule:VPN ISP2:1

(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2

DPDRetries =5

Priority = 20

IPsecAction IPsecAction:VPN ISP1:1
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP1:1

IPsecAction IPsecAction:VPN ISP2:1
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.17.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP2:1

FilterChain IPsecPolicy:VPN ISPl (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

),
Filter (
SourceIP = 192.168.100.0/24
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DestinationIP = 192.168.1.0/24
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP1:1 >
LogEventID = "IPsec:Protect:VPN ISP1:1:IPSEC ACL HUB AND SPOKE"

FilterChain IPsecPolicy:VPN ISP2 (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

),

Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP2:1 >
LogEventID = "IPsec:Protect:VPN ISP2:1:IPSEC ACL HUB AND SPOKE"

NetworkInterface (
LogicalName = "TenGigabitEthernetO/0"
InputFilter = FilterChain:FIREWALL IN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN ISPl

NetworkInterface (
LogicalName = "TenGigabitEthernetO/1"
InputFilter = FilterChain:FIREWALL IN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN ISP2

NetworkInterface (
LogicalName = "TenGigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

NetworkInterface (
LogicalName = "TenGigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

)

3. Copepxumoe panna /etc/multiwan/config.yaml:

config format version: 1
links params:
links:
- name: ISPl
check:
hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
- 172.16.1.2

2003-2026 «C-Teppa Cudcllun»

42



Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepnakumsa 1

source address: 172.16.100.2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
watch rules: true
iface name: eth0
prio: 300
routes:
ipvéd:
networks:
- 0.0.0.0/0
nexthop: 172.16.100.1
source address: 172.16.100.2
watch foreign routes: false
watch self routes: true
- name: ISP2
check:
hosts reachability: any
ipvé:
hosts:
- 172.16.101.15
= 172,16.1.2
source_ address: 172.17.100.2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
watch rules: true
iface name: ethl
prio: 200
routes:
ipvéd:
networks:
- 0.0.0.0/0
nexthop: 172.17.100.1
source address: 172.17.100.2
watch foreign routes: false
watch self routes: true

KoHdurypauus kpuntowntosa Hub-n2

1. KoHdurypauums cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
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crypto
crypto
crypto
crypto

isakmp responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited
isakmp keepalive 3

isakmp keepalive retry-count 5

username cscons privilege 15 secret 5 $6StHtg8SR6St3CWE6uUdI6L/ARr9jQowUYR7WELOW
Z1x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1laTRi20E1IR4wtMXT10

aaa new-model

fhrp version vrrp v3

hostname Hub-n2
enable secret 5 PCO9d7N5H1AyLrzuA3qRJIVQ==

crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp policy 2
encr gost
hash gost341112-256-tc26
authentication gost-sig

group vko2

crypto isakmp profile NEW ALGS
match identity dn
set identity mapping

set policy 1

crypto isakmp profile OLD ALGS
match identity dn
set identity mapping

set policy 2

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

crypto ipsec transform-set GOST ENCRYPT AND INTEGRITY esp-gost28147-4m-imit

object-group network SELF
description IP on WAN interfaces

host 172.16.
host 172.17.

host 172.16

host 172.17.

100.20
100.20

.100.2

100.2

ip access-list extended IPSEC ACL HUB AND SPOKE
permit ip 192.168.100.0 0.0.0.255 192.168.1.0 0.0.0.255

ip access-list extended FIREWALL IN
udp any object-group SELF eqg isakmp
udp any object-group SELF eq non500-isakmp

permit
permit
permit
permit
permit

icmp

any object-group SELF

esp any object-group SELF

vVIrp

any host 224.0.0.18
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!
ipv6 default filtering deny
!
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp
|
crypto map VPN ISPl 1 ipsec-isakmp
match address IPSEC ACL HUB AND SPOKE
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out
set local-address 172.16.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off
!
crypto map VPN ISP2 1 ipsec-isakmp
match address IPSEC ACL HUB AND SPOKE
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out
set local-address 172.17.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off
|
interface TenGigabitEthernet0/0

ip address 172.16.100.20 255.255.255.0
ip access-group FIREWALL IN in

crypto map VPN ISP1

ip inspect INSPECT out

vrrp 1 address-family ipv4

timers advertise 3

timers garp 5

priority 50

no track interface primary

address 172.16.100.2 255.255.255.0

exit-vrrp
|
interface TenGigabitEthernet0/1

ip address 172.17.100.20 255.255.255.0
ip access-group FIREWALL IN in

crypto map VPN ISP2

ip inspect INSPECT out

vrrp 2 address-family ipv4

timers advertise 3

timers garp 5

priority 50

no track interface primary

address 172.17.100.2 255.255.255.0

exit-vrrp
!
interface TenGigabitEthernet0/2

ip address 192.168.100.20 255.255.255.0
vrrp 3 address-family ipv4

timers advertise 3

timers garp 5

priority 50
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address 192.168.100.1 255.255.255.0
exit-vrrp
!
interface TenGigabitEthernet0/3
no ip address
shutdown
!
!
ip route 0.0.0.0 0.0.0.0 192.168.100.10 1001
|
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
3082024C308201FBA00302010202102B6E3351FD6EB2AD48200203CB5BA14130

E34EE9640D905032C1F1E3B4491257D5

quit
l§

end

2. KoHdurypaums LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Feb 8 09:21:58 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Thu Feb 8 09:21:58 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 192.168.100.10
Metric = 1001

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
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UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

IKETransform crypto:isakmp:policy:2

(

CipherAlg = "G2814789CPRO1-K256-CBC-65534"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain

:FIREWALL IN (

Filters = Filter (

),

DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 500

Action = PASS

LogEventID = "FIREWALL IN"

Filter (

),

DestinationIP = 172.17.100.20
ProtocolID = 17
DestinationPort = 500

Action = PASS

LogEventID = "FIREWALL IN"

Filter (

)y

DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FIREWALL IN"

Filter (

DestinationIP = 172.17.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS

LogEventID = "FIREWALL IN"
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LogEventID = "Inspect:INSPECT:udp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPv6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW_ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN ISP1:1
(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority =10
)
IKERule IKERule:VPN ISP2:1
(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.17.100.2
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Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS

DPDIdleDuration =

DPDRetries =

3
DPDResponseDuration = 2
5
2

Priority =

IPsecAction IPsecAction:VPN ISP1:1

(

TunnelingParameters = TunnelEntry (

)

LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP1:1

IPsecAction IPsecAction:VPN ISP2:1

(

TunnelingParameters = TunnelEntry (

)

LocalIPAddress = 172.17.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP2:1

FilterChain IPsecPolicy:VPN ISPl (
Filters = Filter (

),

ProtocolID = 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (

SourceIP = 192.168.100.0/24

DestinationIP = 192.168.1.0/24

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP1:1 >
LogEventID = "IPsec:Protect:VPN ISP1:1:IPSEC ACL HUB AND SPOKE"

FilterChain IPsecPolicy:VPN ISP2 (
Filters = Filter (

),

ProtocolID = 17

SourcePort = 500, 4500

Action = PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

Filter (
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SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN ISP2:1 >

LogEventID = "IPsec:Protect:VPN ISP2:1:IPSEC ACL HUB AND SPOKE"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"
InputFilter = FilterChain:FIREWALL IN

OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN ISPl

NetworkInterface (
LogicalName = "TenGigabitEthernet0/1"
InputFilter = FilterChain:FIREWALL IN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN ISP2

NetworkInterface (
LogicalName = "TenGigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

NetworkInterface (
LogicalName = "TenGigabitEthernet0/3"
InputFilter = IPv6Default
OutputFilter = IPvé6Default

)

3. Copepxumoe panna /etc/multiwan/config.yaml

config format version: 1
links params:
links:
- name: ISPl
check:
hosts reachability: any
ipvéd:
hosts:
- 172.16.101.15
- 172.16.1.2
source address: 172.16.100.2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
watch rules: true
iface name: eth0
prio: 300
routes:
ipvé:
networks:
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- 0.0.0.0/0
nexthop: 172

.16.100.1

source address: 172.16.100.2
watch foreign routes: false
watch self routes: true

- name: ISP2
check:

hosts reachability: any

ipv4:
hosts:

- 172.16.101.15

= 172.16.1.2

source address: 172.17.100.2

method:
icmp:
max rtt:

100

interval: 3

restore interval: 1
restore count: 10

failure count: 10

tos: 184

watch rules: true

iface name: ethl
prio: 200
routes:
ipvéd:
networks:
- 0.0.0.0/0
nexthop: 172.

17.100.1

source address: 172.17.100.2
watch foreign routes: false

watch self routes: true

KoHdurypauus kpuntowntosa Spoke

1. KoHdurypauums cisco-like:
!

version 12.4

no service password-encryption

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentati

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-s
crypto isakmp responder-s

crypto ipsec security-association lifetime kilobytes unlimited

crypto isakmp keepalive 3

on

essions-max 100
essions-max 100

crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6StHtg8SR6St3CWE6uUdI6L/ARr9jQowUYR7WELOW

Z1x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1aTRi20E1R4wtMXT10

aaa new-model

l}

!

hostname Spoke

enable secret 5 PC9d7N5HI
|

|

|

AyLrzuA3gqRJIvQ==
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|
!
!
crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2
|
crypto isakmp profile NEW ALGS
match identity dn
set identity mapping
set policy 1
!

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

|
object-group network SELF

description IP on WAN interfaces

host 172.16.1.2

!

ip access-list extended IPSEC ACL HUB AND SPOKE

permit ip 192.168.1.0 0.0.0.255 192.168.100.0 0.0.0.255

|
ip access-list extended FIREWALL IN
permit udp any object-group SELF eqg isakmp

permit udp any object-group SELF eqg non500-isakmp

permit icmp any object-group SELF
permit esp any object-group SELF
|

ipv6 default filtering deny

|

!

ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto map VPN 1 ipsec-isakmp
match address IPSEC_ACL HUB AND SPOKE

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile NEW ALGS

set security-association mss-fix out
set peer 172.16.100.2

set peer 172.17.100.2

set pre-fragmentation

set dead-connection history off

!

interface TenGigabitEthernet0/0

ip address 172.16.1.2 255.255.255.0
ip access-group FIREWALL IN in
crypto map VPN

ip inspect INSPECT out

!

interface TenGigabitEthernet0/1

ip address 192.168.1.1 255.255.255.0
|

interface TenGigabitEthernet0/2

no ip address

shutdown

!

!
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ip route 0.0.0.0 0.0.0.0 172.16.1.1
|
g
crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330
quit
!
end
2. KoHdurypauusa LSP:
# This is automatically generated LSP
#
# Conversion Date/Time: Thu Feb 8 09:21:58 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Thu Feb 8 09:21:58 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (
Destination = 0.0.0.0/0
Gateway = 192.168.100.10
Metric = 1001
)
)
FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536
)
IKETransform crypto:isakmp:policy:1
(
CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
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GroupID = VKO2 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

IKETransform crypto:isakmp:policy:2
(

CipherAlg = "G2814789CPRO1-K256-CBC-65534"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FIREWALL IN (

Filters = Filter (
DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FIREWALL_IN"

) ’

Filter (
DestinationIP = 172.17.100.20
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FIREWALL_IN"

),

Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FIREWALL_IN"

),

Filter (
DestinationIP = 172.17.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FIREWALL_IN"

)

Filter (
DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FIREWALL IN"

) 4

Filter (
DestinationIP = 172.17.100.20

2003-2026 «C-Teppa Cn3cllu» 56



Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepakuwns 1

2003-2026 «C-Teppa Cudcln»




Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepakuwns 1

2003-2026 «C-Teppa Cudcln»




Bepcus 5.0 Mpumep ncnonb3oBaHus Pepnakuusa 1
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPvé6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN ISP1:1
(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries =5
Priority = 10
)
IKERule IKERule:VPN ISP2:1
(
IKEPeerIPFilter = 172.16.1.2
IKELocalIPFilter = 172.17.100.2
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries =5
Priority = 20
)
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IPsecAction IPsecAction:VPN ISP1:1
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.16.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP1l:1

IPsecAction IPsecAction:VPN ISP2:1
(

TunnelingParameters = TunnelEntry (
LocalIPAddress = 172.17.100.2
PeerAddress = 172.16.1.2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP2:1

FilterChain IPsecPolicy:VPN ISP1 (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) ’
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN ISP1:1 >
LogEventID = "IPsec:Protect:VPN ISP1:1:IPSEC ACL HUB AND SPOKE"

FilterChain IPsecPolicy:VPN ISP2 (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)
Filter (
SourceIP = 192.168.100.0/24
DestinationIP = 192.168.1.0/24
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN ISP2:1 >
LogEventID = "IPsec:Protect:VPN ISP2:1:IPSEC ACL HUB AND SPOKE"

NetworkInterface (
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