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OpraHunsauus 3awWmLeHHOoro
B3anMoOenCcTBUA MeXAay noaceTamm
LeHTpanbHoro odwuca n ounmanos
nocpeacteoM IPsec VPN TyHHens
(npotokon IPv6)

HacToswun aokyMeHT cogepxmT onucaHme cnocoba coBMeCTHOro ncnons3osanus MNMpoaykros komnaHum OO0
«C-Teppa Cudcln» n MNpoayKkToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3cln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLErO CLieHapums B YacTu HacTpoek MNpoaykTos
KomnaHuu. YnomMuHaHme HanMeHOBaHWN, NPOAYKTOB, TOProBbIX MApOK TPETbUX OpraHu3auui UCKIKYMTENBHO
HecbopMarnbHO N He sIBNsieTCs nogAepkkon, pekomengaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-NMOO OTBETCTBEHHOCTM B OTHOLUEHUM PabOTOCMOCOOHOCTM M MCMOMb30BaHWA 3TUX [1poayKTOB.
[oKyMeHT umMeeT cTaTyc BCnomoraTenbHOro Mmatepumana, KoTopbii MOXET OblTb MCNOMb30BaH TEXHONOMMYECKMU
napTHepamu, KOMNaHUSAMU-MHTerpaTopamu, Npm paspaboTke COBCTBEHHbIX peLLEHU.

PeweHus, paspaboTaHHble Ha 6a3e gaHHOro cLeHapus, MOryT NPUMEHSTLCA B OEMCTBYHOLIUX CceTax/cncremax
TOMbKO MOCIe TECTOBOW U/UNK ONbITHOW 3KCNyaTaumm.

BBeaeHue

[aHHbIN cueHapuii onucbIBaeT HACTpoWKy kpuntownto3oB «C-Teppa LUnto3» ans obecneyeHnss 6e3onacHoro
B3aUMOAEWNCTBUST MeXAy 3aluaemMbiMM NoACeTsIMU LeHTpanbHoro odgumca v AByx dwunuanos (moaceTu
dvnuanom mexgy cobon B3ammogencTsoBaTb He MoryT). 3awmwaemble nogcetm B LAN cermeHTe u
HegoBepeHHble noacetn B WAN cermeHTe — IPv6. ObecneveHne 6esonacHoro B3aMMOA4ENCTBMSA JOCTUraeTcs
nyTem WM@POBaHMA N TYHHENUPOBaHUA Tpaduka C NpUMMEHEHMEM OTeYeCTBEHHbIX OTpacneBbIX CTaHOapToB
FOCT u npotokona IPsec.

MapTHepbl nNo IPsec, B HACTOAWEM OOKYMEHTE — KPUMNTOLUMIO3bI, ANSA ayTeHTudukauum 6yayt Mcnonb3oBaThb
cepTndukaTtel B cbopmarte x509. B kadecTBe KpuntonpoBawgepa OydeT vcnonb3oBaHa Kpuntorpadudeckas
6ubnuoteka, paspaboTaHHas komnaHuen «C-Teppa Cnudclny. Kpuntowntossl B ueHTpansHom oduce, punuvane
Ne 1 n dpunmnane Ne 2 sBepcum 5.0.

Ons «C-Teppa Wnto3» Bepcun 5.0 BygeT HACTPOEHO MeXCeTEBOE SKPaAHMPOBaHUE C NPUMEHEHNEM CTaTUYECKNX
cnuckos goctyna (ACL) n nakeTHoW punbTpauumn ¢ KOHTponem coctoaHus ceccun (stateful, aHanor CBAC B Cisco
I0S) onsa npotokonos TCP n UDP.

NpenBapuTenbHble TpeboBaHus
TpeboBaHMA K MaTepuanbHO-TEXHUYECKOMY obecneyeHuto

Ons nepeHoca 3anpocoB M cepTUUKATOB MEXAY KPUMTOLLM3aMu WM LEHTPOM BbiMyCka CcepTUdUKaTOB
Tpebyetcsa USB Flash HakonuTens.

TpeboBaHuA K KBanumrKauum agMMHUCTpaTopa

AOMuHMCTpaTop [JorkeH obnagatb OOWWMPHBIMKM - 3HaHUSIMM B 0o6nactu ceTeBoWi  MHAOPMALMOHHOWM
6esonacHoCTW, MMEeTb ONbIT paboTkl C aHaNornMyHelM 0bopygoBaHueM/nporpaMmMHbIM obecneyeHmem, 3HaTb U
noHMMaThb creayolime TexHonorum n npotokonbl: PKI, IPsec, NAT, Firewall, routing, switching.

AOMUHUCTPATOP OOMKeH ObiTb O3HAKOMMEH cO cueHapuem «OpraHu3aunsi 3alULLIEHHOrO B3anMOAENCTBUS
MeXxay MoAceTsiMM LeHTpanbHoro ocmca u mnmnanos nocpencteom IPsec VPN TyHHens (npotokon IPv4)».
[anee no TekcTy OH OyaeT Ha3biBaTbCA 6A30BbIM CLIEHAPUEM.
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TpeboBaHUA K UHPaACTPYKType

1. TpeboBaHus K yCTpONCTBaM.

1.1. «C-Teppa LUnto3».

111

Yctporctea «C-Teppa Wnto3» gomkHel 66iTb MHUMLMaNU3npoBaHbl (noapobHee Ha http://doc.s-
terra.ru pasgen C-Teppa Wnw3 -> C-Teppa LUnw3 <eepcusi> -> «[MogknioyeHve [MAK un
nHnumnanusaums C-Teppa LLUnto3 Ha BbIMMCUTENBHBIX CUCTEMAaX apxXUTekTypbl Intel x86-64»).

B «C-Teppa LUnto3» Bepcum 5.0 nosiBMnacb BO3MOXHOCTb MPOWTU MHULMANM3auuio Yepes
uHTepdenc ynpaeneHus (management) no SSH, naHHas npouenypa u ee orpaHMYeHNs onNncaHbl
B AOKyMeHTaumn 1 Ha nopTtane https://doc.s-terra.ru.

1.2. LeHTp BbINycKa cepTndmKaToB.

121

122

123

[lormkeH ObITb HAaCTPOEH LIEHTP Bbinycka cepTudmkaToB (YOOCTOBEPSIOWMIA LEHTP, Aanee YLI)
ansa IPsec. YctponcTteo ¢ umeHem Certification_authority Ha cxeme.

Ons Bbinycka uUMdPOBLIX CepTUdMKaTOB AonyckaeTcss ucnornb3oBaHne BcTpoeHHoro B OC
Windows Server 2016 (uwnn HOBee) YOOCTOBEPSIOLWEro  LEeHTpa COBMECTHO C
ceptnduymnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

[ns TectoBbIX Lenen MOXHO ncnomnb3oBatb TecToBbi YL, ot «Kpuntollpo» (Beb6-uHTepderic:
https://testqost2012.cryptopro.ru/certsrv/certrgxt.asp), nubo ytunuty ca-tool, BxoasiLyto B coctaB
naketa auxiliary-tools (nakeT auxiliary-tools npegHasHayeH anst yctaHoBku Ha «C-Teppa LUnto3»
5.0, gokymeHTaums Ha ca-tool npvBegeHa B WHCTpykuumn «LleHTp Bbinycka TecTtoBbix MOCT
cepTudukatoB And IPsecy», gOKyMeHTauuo 1 nakeT MOXHO 3arpy3utb Ha noptane https://doc.s-
terra.ru).

Kateropmyeckn 3anpeweHo ucnonb3oBaHume TectoBoro YL ot «Kpuntollpo» B
Npon3BOACTBEHHOW (DOEBOI) 3KCMyaTauun, Tak Kak B JaHHOM CIlydae OTCYTCTBYET BO3MOXHOCTb
KOHTpONMpoBaTb MpOLEcC Bbinycka CcepTMUKAaTOB U, COOTBETCTBEHHO, MNpoUeaypy
ayTeHTudmKaumm.

1.3. HTTP cepBep ansa pacnpocTpaHeHus CnmMcka 0TO3BaHHbIX CEPTUEMKATOB.

131

dyHKkumoHupytowmn HTTP cepsep Ans pacnpoCTpaHEHUs Cnucka OTO3BaHHbLIX CePTUUKATOB
(COC). YctporctBo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnn no 06GBbEKTUBHbBIM
npuunHam ucnonb3oBaHne COC He npeacTaBnseTcd BO3MOXHbIM WM He TpebyeTcd, TO
npoepky COC wmoxHo oTkntounte B CLI «C-Teppa LWnwo3» (npu cobniogeHun npasun
Nonb30BaHus).

[locTtaBka HOBOro cnucka OTO3BaHHbIX CepTUUMKATOB C yaocToBepsiowero ueHtpa Ha HTTP
cepBep AOIMKHA NPOMCXOAWTL 3abnaroBpeMeHHO, 4O UCTEYEHUS] CpOKa OeNCTBUSA NpeablayLLEero
cnucka.

2. TpeboBaHus k CETEBOMY B3aMOENCTBIIO.

2.1. Mexgy ycTponctBammu cTeHaa JormkHa 6biTe obecneveHa |P cBA3HOCTb.
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O6was noruka paboThbl

1. Pa3smellyeHune yCTpOonCTB.

1.1. B ueHTpanbHOM oOdmce pasMellalTcs: LeHTp Bbinycka ceptudumkaTtoB (Certification_authority),
kpunTtownto3 «C-Teppa Wnto3» (Hubl) Bepcun 5.0 n nepcoHanbHbI kKomnbtoTep (Host-b-hubl).

1.2. B dwmnmnane Ne 1 pasmewatorcs: kpuntowno3d «C-Teppa LWnwo3» (Spokel) Bepcum 5.0 un
nepcoHarnbHbIn koMnbtoTep (Host-b-spokel).

1.3. B dwmnmnane Ne 2 pasmelwatorcs: kpuntowno3d «C-Teppa LWnwo3» (Spoke2) Bepcum 5.0 un
nepcoHanbHbI KoMmnbioTep (Host-b-spoke?2).

1.4. B HeKOHTpPONMMPyeMOM cermeHte (CMHee o0Onako Ha cxeme) pasmellatotcsi: HTTP cepBep gns
pacnpocTpaHeHust cnmcka oTo3BaHHbIX cepTudmkaTtoB (CRL_distribution_point), mapwpytmnsatop
(Routerl).

2. [MogknioyeHune k cetn NHTepHer.
B npaHHOM cueHapum gns amynsauumn cetn MIHTepHeT ncnonb3yoTca MmaplupyTtusaTop Routerl.

MopkntoueHne k cetn NHTepHeT Ha ycTporicTBax «C-Teppa LUnto3» 6ygeT cumtatbes yCneLHbIM, ecnm no
npotokony ICMP (nnn «ping») 6yaet poctyneH HTTP cepBep Ansa pacnpoCTpaHEHUsA CnmMcKka OTO3BaHHbIX
cepTndukaToB (yctporctso CRL_distribution_point Ha cxeme).

2.1. Kpuntowno3 Hub1 nogkniovaetca k cetu VHTepHET C MOMOLLbIO CTaTUYECKON MapLlpyTu3aumm
(MapLwpyT No ymonyaHuto Yyepes mapLupytmsaTtop Routerl).

2.2. Kpuntownto3 Spokel noaknoyaetcs kK ceTu VHTEpHET C MOMOLLbIO CTaTUYeCKON MapLupyTM3auum
(MapLLpyT No ymomn4yaHuio Yepes MapLipyTusaTop Routerl).

2.3. Kpuntownio3 Spoke2 nogkntovaetca kK cetu MHTepHET C NMOMOLLbI CTaTUYECKOW MapLupyTu3aumm
(MapLwpyT No ymonyaHuo Yyepes mapLupytmsaTtop Routerl).

3. [MapameTtpsbl wWngposaHua IPsec.

Becb IPv6 Tpaduk mexagy nogceTamu ueHTpansHoro ocuca (2001:db8::192:168:100:0/112) n cdunuanos
(2001:db8::192:168:1:0/112, 2001:db8::192:168:2:0/112) 3awmwiaeTcd C WCMNOMbL30BAHMEM anropuTMOB
FOCT u npoTtokona IPsec B TyHHenbHOM IPv6 pexume.

VHuumMmpoBaTth 3alluuleHHOe coeauHeHue Mexay kpuntowno3amn Hub1 n Spoke1 moxeTt Tpaduk u3
nogcetn dwunmana (2001:db8::192:168:1:0/112) B noacetb ueHTpa (2001:db8::192:168:100:0/112) wu
HaobopoT 13 ueHTpa B hunuman.

VHuumMmpoBaTth 3alluuleHHOe coeanHeHue Mexay kpuntowno3amm Hub1 n Spoke2 moxet Tpaduk u3
nogcetn dwunmnana (2001:db8::192:168:2:0/112) B noaceTb ueHTpa (2001:db8::192:168:100:0/112) wu
HaobopoT 13 ueHTpa B hunuman.

3.1. TMapameTpsbl npoTtokona IKE:

e AyTeHTudMKaLMA NPy NOMOLLN LMPOBLIX cepTudukaTtos, anroputm nognmcu — FOCT P 34.10-2012
(kntoy 256 6uT);

e Anroputm wudcppoaHua — FTOCT P 34.12-2015 Marma (kntoy 256 6uT);

e Anroputm BblumcneHns xew-yHkummn — FOCT P 34.11-2012 TK26 Ctpubor (kntoy 256 6uT);

e Anroputm  BblpaboTkm  obwero knwya  (aHanor  anroputMa  Oudpdu-Xennmana) -
VKO_GOSTR3410_2012_256 (kntoy 256 6mT).

3.2. TNapameTpbl npoTtokona ESP:

e KomBWHMpOBaHHLIN anropuTM WNEPOBAHNS U UMUTO3aWNUTLI (KOHTPOnb LenocTtHoct) — FTOCT P
34.12-2015 Marma B pexume MGM (kntoy 256 6uT).

4. TMapameTpbl MEXCETEBOrO 3KPAHNPOBAHWS.
[nsa nakeToB, KOTOpblE He 3alumLiatoTes IPsec npuMmeHsloTes criegyowme npasuna ounbTpaumm:
4.1. [Ona «C-Teppa Wno3» Bepcun 5.0:

4.1.1 Ha LAN unHTepeincax IPv6 Tpauk He KOHTponupyeTcs.
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4.1.2 Ha LAN uHTepdeiicax IPv4 Tpaduk He 3abrioknpoBaH. NMpu HeobxogumocTu Tpaduk IPv4 moxeT
ObITb 3abnokMpoBaH no aHanorum ¢ GrokupoBkon Tpadmka IPv4d Ha WAN uHTepdelice B
HaCTOsILLLEM CLieHapuK.

4.1.3 Ha WAN uHTepdencax paspeLueH sxoaswmn IPv6 Tpaduk:

4.13.1

4.1.3.2
4.1.3.3

4.1.3.4
4.1.3.5

MakeTbl coobweHnnn Neighbor Solicitation (NS) n Neighbor Advertisement (NA) npotokona
Neighbor Discovery (ND). Pa3speweHne npuema coobuieHnii ND-NS Heobxogmmo anis
oBHapyXeHns KpUnToLumo3a CMeXHbIM ceTeBbiM 0bopyaoBaHuem (Router1 B HacToswem
CLieHapuvm) B cny4vae, ecnv MHMLMaTopoMm obMeHa AaHHbIMU ABMSETCS HEe CaM KpUNTOLLII03,
a napTHep. MNMprnem coobweHnn ND-NA paspeluaetcs ans cnydasi, korga coobueHne ND-NS
nocbINaeTca KpUNTOLUMO30M, KOTOPbIN MHUUMPYET OBMEeH [aHHbIMM C napTHepoM, a
cmexHoe ceteBoe obopygosaHue nocbinaet ND-NA c link-local agpeca IPv6.

MpoTtokon UDP nopTtbl 500 1 4500 — anga IKE n NAT-Traversal (ESP in UDP).

Mpotokon ICMP — ana npoBepku AOCTYMHOCTW KpunTowmo3a M paboTbl MexaHusma
PathMTUd.

Mpotokon ESP (Homep 50) — onsa paboTsl IPsec.

Becb TCP n UDP Tpaduk, ons KoToporo ectb Ucxogsiiee coeguHeHmne (3To AMHaMmn4yeckmne
npaswna, KoTopble co3gatTcs npu nomowm stateful punstpaumm).

4.1.4 Ha WAN uHTepdericax Becb IPv4 Tpadmk 3abnokmposaH — BXOOALLMIA N UCXOAALLNNA.

415 Ha WAN wuHTepcencax MHCNEKTUPYIOTCA BCE WCXOAsILLUME JfOoKanbHble W TpaH3uTHble IPV6
coeguHenma ana npotokonos TCP u UDP. Ha ocHoBe pe3ynbTaTtoB WMHCMEKTMPOBAaHWSA
ocyuecTsnseTca unsTpauns Bxoasiero Tpadmka ¢ y4eToM COCTOAHMSA ceccum (Stateful).

Hactpouka cTeHpa

Hactpowka yctponcrtea Router1

A w0 DR

Hactporite IP agpec n macky — 2001:db8::172:16:1:1/112 Ha ceTeBOM UHTepdence ens256.
Hactpovite IP agpec 1 macky — 2001:db8::172:16:100:1/112 Ha ceTeBOM MHTepderice ens192.
Hactpovite IP agpec 1 macky — 2001:db8::172:16:2:1/112 Ha ceTeBOM nHTEpdhence ens224.

PaspelwwunTe npoxoxaeHue IP Tpaduka (ecnn 3abnokMpoBaHo).

Hactponka yctponctea Host-b-hub1

w nhoE

Hactpovite IP agpec n macky 2001:db8::192:168:100:100/112 Ha ceTeBOM MHTepelice.
3aparite mapLpyT no ymonyaHuio yepes 2001:db8::192:168:100:1.

PaspelwwmTe npuem n otnpaeky ICMP nakeTtoB (ecnu 3a6rokMpoBaHo).

Hactpoika yctpounctea Host-h-spoke1

1. Hactpowte IP agpec n macky 2001:db8::192:168:1:100/112 Ha ceTeBOM MHTepence.

w N

3aparite mapwpyT no ymonyaHuio yepes 2001:db8::192:168:1:1.

PaspelwwmTe npuem n otnpaeky ICMP nakeTtoB (ecnu 3a6rokMpoBaHo).

Hactponka yctpoucrtea Host-b-spoke2

1. Hactpowte IP agpec n macky 2001:db8::192:168:2:100/112 Ha ceTeBOM nHTepdeince.

w N

3aparite mapwpyT no ymonyaHuto yepes 2001:db8::192:168:2:1.

Pa3spewwunte npuem n otnpaeky ICMP nakeTtoB (ecnv 3abnokMpoBaHo).
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Hactponka kpunrtowntosza Hub1

HacTpoitka 6yaeT npoucxoauTb noKanbHO NPY NOMOLLM KOHCOMNBbHOTO NMOAKITHOYEHUS.

HacTtporika MOXeT ocyLLecTBAATbLCA U yaaneHHo (no SSH), HoO ucknunTensHO NoO JOBEPEHHOMY KaHarny CBA3M.
[loBepeHHbIM KaHaNoM CBSA3N MOXET CHMTATbCA KaHan B npeaeniax KOHTPONMpPyeMom 30HbI B Criydae OTCYyTCTBUS
B HEM HapywuTens (B HaweMm npumepe a1o noaceTb 2001:db8::192:168:100:0/112 ans ueHTpanbHoro oduca,
nogcetb 2001:db8::192:168:1:0/112 ansa dwnmnana Ne 1 1 2001:db8::192:168:2:0/112 ans dunumana Ne 2).
[loBepeHHbIM KaHaNoM CBSI3N TaKKe CUNTAETCH KaHarl, 3alluLLIEHHbIA Mpu noMoLum npoTtokona IPsec (Hanpumep,
rnocrne HacTpolkM WwudpoBaHMa  Mexay nogcetbio  2001:db8::192:168:100:0/112 wn  noacetamu
2001:db8::192:168:1:0/112, 2001:db8::192:168:2:0/112 pa3spelLaeTcs BbIMOMHATL HACTPOMKY KPUTOLLO30B
Spokel n Spoke2 n3 nogcetn 2001:db8::192:168:100:0/112 ueHTpaneHOro ocuca).

HavanbHble HaCTPONKM

Hata n Bpemsi Ha Bcex kpunTowro3ax W YL gomkHbl ObiTb OAWMHAKOBLI, TakK Kak AN ayTeHTudumkaumm
ncnonb3yTca LUMdpoBblie cepTudurkaTbl, B KOTOPbIX 3addMKCUPOBaHbl AaTta M BPeEMsi Havana ux OEenCTBUs 1
OKOHYaHus. Takke oguHaKoBble AaTa U BpeMs Ha BCcen MHAPACTPyKType obneryatoT noMck HencnpaBHOCTEN NO
nor-cbannam.

Bovigute B CLI pasrpaHuyenns goctyna (nonb3oBaTtenb U Naporsib N0 yMOMNYaHuio: administrator, s-terra)
yCTaHOBWTE MpaBWIbHBIN TUM TepMuHana u Tpebyemylo LWMPUHY, CMEeHUTe naponb Afs nofb3oBaTens
administrator.

Mepengute B linux bash koHconb, ycTaHOBUTE Maponb ANA MNONb3oBaTend root, MpaBUfbHOE BPEMS U
BPEMEHHYIO 30HY.

I'Iop,po6Ha;| HaCTpOVIKa C onncaHnemM KomaHg npmeeaeHa B ©as3oBom cueHapun.

Hactponku PKI (3anpocbl 1 ceptudmkathbl)

MpoaykT He noaaepXuBaeT pasHOCTHbIe (delta) cnmcku oT3biBa cepTudmnkaTos, Tonbko 6a3oBbie. YuuTbiBanTe
37O Npw Bbibope nnu passepTbiBaHUN YLL.

[na ayteHTudukaumm naptHepos rno IPsec MOXHO ncnonb3oBaTth LMAPOBbLIE cepTuduKaTsl, BbiNyLEHHbIE Mpu
nomoLum ceptuduumposaHHoro CK3W, unu npeasapuTtensHo pacnpeneneHHble Kodu, Co3faHHble U BBeAEHHbIE
B COOTBETCTBUM C Npasunamu nonb3osaHua CK3U (nossunuce B Bepcuun 5.0).

CreHepupyiTe 3anpoc Ha cepTudMKaT KPUMNTOLUM3a M COXpaHuTe ITOT 3anpoc B ¢ann Ha USB Flash
HakonuTene. [loctaBbTe hann ¢ 3anpocom Ha YLl 1 BbinycTuTe no Hemy cepTudpmkaT. Ceptndmkart KpunToLnosa
BMecTe C cepTudukaTom YL goctaBbTe Ha W03 U uMnopTupynTte ux B 6asy MNMpogykra.

MoagpobHas HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a30BOM cLeHapum.
Hactponka naponeu goctyna Kk KoHconu cisco-like

Bovigute B cisco-like koHCONb U CMeHWUTe Naponb ANs Nonb3oBaTens cscons (Maposfb MO YMOMYaHUIO: CSP) U
naponb Ha enable (naponb N0 ymMon4aHuio: csp).

MogpobHasa HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a30BOM cLeHapuu.

HacTpoiika ceTeBbIX NnapameTpoB

M3meHeHne cocTosHMS uHTepdencoB W HasHadeHwe |IP agpecoB MPUMEHSAIOTCSA cpasdy nocne BBoAa
COOTBETCTBYHOLWNX KOMaHA. Monutnka ©6e3onacHOCTU NPUMEHATCA nocre BbiXoAa U3 pPeXxunma
KOHUrypupoBaHUA.

1. TlpoBepbTe BKNtoYeHa nu MappyTtunsaums IPve6:

root@Hubl:~# sysctl net.ipv6.conf.all.forwarding
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net.ipvé6.conf.all.forwarding = 1

MaplwpyTmsaumsa [ofbkHa ObITb BKMAKYMEHA Mpu uMHUUManusaumm  kpuntowro3a. [lpy HeobxogmmocTu
MapLupyTusaumsi IPv6 MOXEeT ObITb BKIOYEHA nosgHee 3anuncbio HaCTPOWKM
net.ipvé6.conf.all.forwarding=1 B panin /etc/sysctl.d/02-sterra internet settings.conf
C nocreayoLLen nepesarpyskom KpUnToLLo3a.

2. BapawnTte ums ycTpowncTaa B cisco-like koHconu:
sterragate (config) #hostname Hubl

3. Bknounte BHEWHUN GigabitEthernet0/0 W BHYTPEHHUA GigabitEthernet0/1 MHTEpPdENCHI:

B 3aBucumocTM OT napamMeTpoB CETEBOr0 WHTepdenca ero wuMa MOXeT OoTnnyaTbCs  OT
GigabitEthernetN/M U UMETb UMEHA, Hanpumep FastEthernetN/M, TenGigabitEthernetN/M.

Hubl (config) #interface range GigabitEthernet 0/0 - 1
Hubl (config-if-range) #no shutdown
Hubl (config-if-range) #exit

4. Paspewute IPv6 Tpadmk HE3aBUCMMO OT HanNU4nsi CNMCKOB AOCTYyNa Ha MHTepdencax:

Hubl (config) #ipv6 default filtering permit

B pamkax HacTosLero cueHapusa KomaHaa no ymonyaHuio ipve default filtering deny npuBeget
n Kk 6nokuposke Tpaduka IPv6 Ha LAN nHTepderice, Tak kak Ha WAN uHTepdence byaeT 3agaH Cnmcok
aoctyna, a Ha LAN uHTepdelice cnucok goctyna IPv6 He npegnonaraetcs.

MpumeyaHune — OnncaHne koMaHabl ipvée default filtering deny|permit.

KomaHpga ipv6 default filtering deny 3anpewaeT npoxoxaeHwe Tpaduka IPv6 BO Bcex
HanpasneHusix Ha nHtepdencax 6es cnuckos goctyna IPv6. PekomeHayeTcs ncnonb3oBaTth 3Ty KOMaHgy
B CETHAX, [Ae UCMOMb3yeTCsa UCKNMoUYnTenbHO IPv4, Tak Kak B Lensx noBbiweHns 6e30nacHOCTM B TakmXx
ceTsax Uenecoobpas3Ho 3abnokvpoBaTb NtoOble NOMbITKA NOAKMIOYEHUS K KpunTownio3y no IPv6e wnu
nepegaym 4yepes Hero Tpadwuka IPv6. KomaHga aktuBHa MO yMOMNYaHWO MOCMe MHULManusauuu
KpunToLunio3a.

Ecnu agMyHucTpaTop KpUMTOLLIMO3a SIBHO yKasarn BO3MOXHOCTb MCMONb30BaHus IPV6 nyTem npuBA3Ku
xoTsa 6bl 0gHOro cnucka goctyna IPv6 k MHTepdericy B NtoboM HanpaeneHnu, To komaHga ipve default
filtering deny He OeNCTBYeT Ha 3TOM UHTepdence. Ha nHtepdeincax, K KOTOpPbIM HE NPUBSA3aH HU
OAVH cnncok goctyna IPv6 komaHaa ipve default filtering deny OyAeT no-npexHemy 3anpellaTtb
npoxoxaeHue noboro IPv6 Tpaduka B Ntobom HanpaBneHuu.

Ecnv komaHpga ipve default filtering deny aKkTMBHa, TO Ha UHTepdeEncax, K KoTopbIM NPUBA3aHbI
cnuckn goctyna IPv6, duneTpaums Tpadumka IPv6 6yoet npomM3BoaMTCA B COOTBETCTBMM C NpaBuniamu,
yKasaHHbIMU B CMIUCKe O0CTYyNa ¢ HesiBHbIM drop all B koHUe cnucka.

Ecnun TpebyeTtca paspewntb IPV6 Tpadumk Ha Bcex mHTepdencax He3aBUCUMO OT HanuMyusa CrUCKOB
JOCTyna Ha HWUX, TO HYXHO BbINONHUTL KOMaHAY ipv6 default filtering permit U ganee yxe
dunsTpoBaTh IPV6 Tpaduk no aHanormm ¢ IPv4. KomaHay ipvée default filtering permit
pekoMeHayeTCcs UCnonb3oBaTh, eCnNv agMUHUCTPATOPOM NpeanonaraeTcsa ucnonb3osaHue IPv6 Ha Bcex
UHTepdencax.

HesaBucumo OT mMcnonb3yemon koMaHabl (ipvée default filtering deny wnu ipvée default
filtering permit) CMpaBeAnvMBO NPaBUO - ecnu cnucok goctyna IPv6 Ha uHTepdelice obbsaBNEH
TOMNbKO B OAHOM HanpasSieHMM, a B NPOTMBOMNOOXHOM HanpasneHun cnucok goctyna IPv6 oTcyTcTByerT,
TO AN NPOTMBOMOMOXHOIO HamnpasfeHus UCnonb3yeTcs HesdBHas nonutuka pass all. Ecnv HeaBHas
nonuTtuka pass all HexxenartenbHa B COOTBETCTBUM C NONUTUKaMM 6e30nacHOCTM, NPUHATHIMU Ha 0b6bekTe
BHEOPEHWS, TO criefyeT OnpeaennTb AONOSNHUTENbHbIV CNNCOK AocTyna IPv6, B KOTOPOM siIBHLIM 06pa3omM
ykasaTb npasuna dunbTpauum Tpaduka IPv6 B NnpoTUBONOMOXHOM HarnpasneHun, U npuBa3aTb ero K
UHTepdgency.
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5. BapawTte IP agpeca B COOTBETCTBUM CO CXEMOW CTEHAA HA BHELWHEM GigabitEthernet0/0 U BHYTPEHHEM
GigabitEthernet0/1 uHTEepdencax:

Hubl (config) #interface GigabitEthernet 0/0

Hubl (config-if) #no ip address

Hubl (config-if) #ipv6 address 2001:db8::172:16:100:2/112
Hubl (config-if) #exit

Hubl (config) #interface GigabitEthernet 0/1

Hubl (config-if) #no ip address

Hubl (config-if) #ipv6 address 2001:db8::192:168:100:1/112
Hubl (config-if) #exit

6. 3agaliTe MapLIpyT MO YMOJYaHMIO Yepes yCTpoicTBo Routerl:

Hubl (config) #ipv6 route ::/0 2001:db8::172:16:100:1

MoppobHas HacTpoika ¢ onMcaHMeM KoMaHg npusegeHa B 6a3oBoOM cueHapun.
Hactpo#ka wucposaHus
1. MMapameTpsbl IKE.

1.1

1.2.

1.3.

3apante o6wme napameTpsol IKE:

Hubl (config) #crypto isakmp identity dn

Hubl (config) #crypto isakmp keepalive 3 2

Hubl (config) #crypto isakmp keepalive retry-count 5

Hubl (config) #crypto isakmp fragmentation

Hubl (config) #crypto isakmp security-association lifetime delta 50
Hubl (config) #crypto isakmp initiator-sessions-max 100

Hubl (config) #crypto isakmp responder-sessions-max 100

CospgaiiTe NonuTUKY, onucbiBatoLLyto napameTpbl IKE TyHHens:

Hubl (config) #crypto isakmp policy 1

Hubl (config-isakmp) #encr magma

Hubl (config-isakmp) #hash stribog-256

Hubl (config-isakmp) #authentication gost-sig
Hubl (config-isakmp) #group vko2

Hubl (config-isakmp) #exit

Cospante npodurnb HacTpoek ISAKMP nog umeHem NEW ALGS:

Hubl
Hubl
Hubl
Hubl

config) #crypto isakmp profile NEW ALGS
conf-isa-prof) #match identity dn
conf-isa-prof) #set identity mapping
conf-isa-prof) #set policy 1

2. [Mapametpsbl IPsec.

2.1.

2.2.

2.3.

2.4.

OTtkntounte obHoBneHue kntova IPsec SA no OOCTMXKEHMIO onpenerieHHoro obbema nepefaHHoro
Tpadwmka:

Hubl (config) #crypto ipsec security-association lifetime kilobytes unlimited

3apante KOMOMHUPOBAHHbBIV anNropuUTM LWMEPOBaHNA U UMUTO3aWwmTbl (Habop npeobpasosaHnii) Ans
Tpaduka:

Hubl (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
Hubl (cfg-crypto-trans) #exit

CospawTte cnucok goctyna (ACL) anga IPv6 Tpaduka, KOTOPbIN HYXXHO 3alUmLLaTe MEXAY LieHTparnbHbIM
ocbmcom u cpunuanom Nei:

Hubl (config) #ipv6 access-list IPSEC_ACL HUBL1 AND SPOKEl IPV6

Hubl (config-ext-nacl) #permit ipvo 2001:db8::192:168:100:0/112
2001:db8::192:168:1:0/112

Hubl (config-ext-nacl) #exit

Cospante cnucok goctyna (ACL) ana IPv6 Tpaduka, KOTOPbIN HY)KHO 3alumLaTe MEXAY LLEeHTParnbHbIM
ocbmcom u cpunuanom Ne2:
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Hubl (config) #ipv6 access-list IPSEC_ACL HUB1 AND SPOKE2_ IPV6

Hubl (config-ext-nacl) #permit ipvé 2001:db8::192:168:100:0/112
2001:db8::192:168:2:0/112

Hubl (config-ext-nacl) #exit

2.5. Cospante kpunto-kapTty (umss VPN_IPV6, pasgen 1) ana nocTtpoeHus IPsec TyHHens mexay
LeHTpanbHbIM odmrcom n counuanom Net:

Hubl (config) #crypto map VPN IPV6 1 ipsec-isakmp

Hubl (config-crypto-map) #match ipv6 address IPSEC_ACL HUB1 AND SPOKEl IPV6
Hubl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hubl (config-crypto-map) #set peer ipv6 2001:db8::172:16:1:2

Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

Hubl (config-crypto-map) #set dead-connection history off

Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set security-association mss-fix out

Hubl (config-crypto-map) #exit

2.6. [lobaBbTe B cO3OaHHYIO KpWUMTO-KapTy VPN IPV6, B pasden 2 HacTpOWKM AN nocTpoeHus IPsec
TYHHENs1 MexAay LeHTpanbHbiM orcom n punmanom Ne2:

Hubl (config) #crypto map VPN IPV6 2 ipsec-isakmp

Hubl (config-crypto-map) #match ipv6 address IPSEC ACL HUB1 AND SPOKE2 IPV6
Hubl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

Hubl (config-crypto-map) #set security-association mss-fix out

Hubl (config-crypto-map) #set peer ipv6 2001:db8::172:16:2:2

Hubl (config-crypto-map) #set pre-fragmentation

Hubl (config-crypto-map) #set dead-connection history off

Hubl (config-crypto-map) #exit

2.7. TlpukpenuTe  cO3daHHYIO  KpunTo-KapTy VPN IPV6 Kk  BHewHemy WAN  wuHTepdpency
GigabitEthernet0/0:

Hubl (config) #interface GigabitEthernet0/0
Hubl (config-if) #crypto map VPN _IPV6

3. [MpymeHuTEe HaCTPOWKK:

Hubl (config-if) #end
MoagpobHas HacTpoika C onucaHuem KoMaHg npueegeHa B 6a3oBoM cLeHapum.

HacTpownka nonutuku obpabotku COC (CRL)

B uenax 6e3omacHOCTM HACTOATENBHO PEKOMEHAYEeTCS BKIYaTh MPOBEPKY CMMUCKOB OT3biBa CEPTUMKATOB.
PasHocTHbIe cnnucku oTo3BaHHbIX cepTudukaTos (delta CRL) He nogaepxuBatoTcs.

Bkntounte nposepky COC 1 HacTponTe aBTOMaTUYECKyto 3arpy3ky 1 umnoptupoBaHune B 6a3sy Npoaykta cnuncka
0TO3BaHHbIX cepTudmkaToB ¢ HTTP cepsepa CRL_distribution_point (o6patute BHUMaHue Ha dhopmaT 3agaHus
IPv6 agpeca):

Hubl (ca-trustpoint) # crl download group ROOTCA
http://[2001:db8::172:16:101:15] /certcrl.crl

MoagpobHas HacTpoika C onucaHuem KoMaHg npueegeHa B 6a3oBoM cLeHapum.
HaCTpOﬁKa MeXCceTeBOro 3KpaHa
1. Cospaiite ceTeBOW object-group C WMEHeM SELF-IPV6 Ana XpaHeHuna B Hem WAN agpecos
KpunToLuto3a:
Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl (config) #object-group vé-network SELF-IPV6

Hubl (config-network-group) # remark WAN IP

Hubl (config-network-group) # host 2001:db8::172:16:100:2
Hubl (config-network-group) #exit
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2. Cospawite ACL c meHeM FW_INPUT WAN IPV6 Ans sxogsaulero Ha WAN nHTepdenc Tpadmka:

Hubl (config) # ipv6 access-list FW_ INPUT WAN IPV6
Hubl (config-ipv6-acl) #permit icmp any any nd-ns
Hubl (config-ipv6-acl) #permit icmp any any nd-na
Hubl (config-ipvé-acl) #permit udp any object-group SELF-IPV6 eg 500
Hubl (config-ipvé-acl) #permit udp any object-group SELF-IPV6 eq 4500
Hubl (config-ipvé-acl) #permit icmp any object-group SELF-IPV6
Hubl (config-ipv6-acl) #permit esp any object-group SELF-IPV6
Hubl (config-ipvé-acl) # exit

3. Cospaite ACL’'m c uMeHamn FIREWALL OUT u FIREWALL IN AN 3anpeTa ucxogsuiero n exogsuwero |Pv4
Tpadmka Ha WAN uHTepdence:
Hubl (config) #ip access-list extended FIREWALL OUT
Hubl (config-ext-nacl) #deny ip any any
(
(

Hubl (config-ext-nacl) #ip access-list extended FIREWALL IN
Hubl (config-ext-nacl) #deny ip any any

4. CospanTe npaBuna nHcnekTnpoBaHusa scero TCP n UDP Tpaduka v 3aganTe HeobxoamMmoe MakcumarnbHoe
KONM4eCTBO CeCCuii:

Hubl (config) #ip inspect tcp sessions-max 256000
Hubl (config) #ip inspect udp sessions-max 65536
Hubl (config) #ipv6 inspect name INSPECT tcp
Hubl (config) #ipv6 inspect name INSPECT udp

5. [Mpukpenute npaBunna mexceTeBoro akpaHnposaHmsa Ha WAN nHTepdenc GigabitEthernet0/0:

Hubl (config) #interface GigabitEthernet0/0

Hubl (config-if) #ipv6 access-group FW_INPUT WAN IPV6 in
Hubl (config-if) #ip access-group FIREWALL IN in

Hubl (config-if) #ip access-group FIREWALL OUT out

Hubl (config-if) #ipv6 inspect INSPECT out

6. [MpyMeHuTe HaCTPONKM:

Hubl (config) #end
MogpobHasa HacTponka C onnucaHneM KoMaHza npveefeHa B 6a30BOM CLieHapuu.
B NpunoxeHun npegctaBneHbl TEKCTbl KOHUrypauui ans kpuntowntosa Hubl:

e TeKCT KoHcosnu cisco-like;
e TekcT LSP.
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Hactpouka kpunTtownto3a Spoke1

HacTtporika kpunTownto3a Spokel npomcxogut aHanormdHo Hactporike Hubl.
B [NpunoxeHun npeacraBneHbl TEKCTbI KOHpMrypaumi ansa kpuntownosa Spokel:

e TeKCT KoHconu cisco-like;
e TekcT LSP.

Hactpouka kpunTtowunto3a Spoke2

HacTtporika kpynTownto3a Spoke2 nponcxoamt aHanormdHo Hactporke Spokel.
B MpunoxeHuu npeactaBneHbl TEKCTbl KOHUIypaLnMin Ansa KpuntoLuno3a Spoke2:

e TEeKCT KoHconu cisco-like;
e TekcT LSP.
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MpoBepka paboTOCNOCOOHOCTM CTEHAA
MpoBepKy paboToCnoCOOHOCTU HYXKHO BbIMOSIHATL MOCE 3aBEpLUEHMST HACTPOWKM BCEX YCTPOWNCTB CTEHAA.
MpoBepka IP cBA3HOCTU

1. TlpoBepbTe, YTO C KpMnTOLN030B No ICMP goctyneH wnto3 no ymonyarnuto (Routerl). [1ns 3Toro BbINOAHUTE
KoMaHay ping m3 cisco-like KOHCONM COOTBETCTBYIOLLEIO KPUMNTOLLMIO3A.

Hubl#ping 2001:db8::172:16:100:1

PING 2001:db8::172:16:100:1(2001:db8::172:16:100:1) 100 data bytes

108 bytes from 2001:db8::172:16:100: icmp seg=1 ttl=64 time=0.273 ms
108 bytes from 2001:db8::172:16:100: icmp seg=2 ttl=64 time=0.365 ms
108 bytes from 2001:db8::172:16:100:
108 bytes from 2001:db8::172:16:100:
108 bytes from 2001:db8::172:16:100:

icmp seg=3 ttl=64 time=0.406 ms
icmp seg=4 ttl=64 time=0.257 ms
icmp seqg=5 ttl=64 time=0.387 ms

[ = N S NS

--- 2001:db8::172:16:100:1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4075ms
rtt min/avg/max/mdev = 0.257/0.337/0.406/0.060 ms

Spokel#ping 2001:db8::172:16:1:1

PING 2001:db8::172:16:1:1(2001:db8::172:16:1:1) 100 data bytes

108 bytes from 2001:db8::172:16:1: icmp seg=1 ttl=64 time=0.900 ms
108 bytes from 2001:db8::172:16: icmp seqg=2 ttl=64 time=0.268 ms
108 bytes from 2001:db8::172:16: icmp seqg=3 ttl=64 time=0.448 ms
108 bytes from 2001:db8::172:16: icmp seg=4 ttl=64 time=0.366 ms
108 bytes from 2001:db8::172:16: icmp seq=5 ttl=64 time=0.347 ms

e e
e = N e

--- 2001:db8::172:16:1:1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4080ms
rtt min/avg/max/mdev = 0.268/0.465/0.900/0.224 ms

Spoke2#ping 2001:db8::172:16:2:1

PING 2001:db8::172:16:2:1(2001:db8::172:16:2:1) 100 data bytes
108 bytes from 2001:db8::172:16:2
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:

icmp seg=1 ttl=64 time=0.235 ms
icmp seg=2 ttl=64 time=0.301 ms
icmp seqg=3 ttl=64 time=0.295 ms
icmp seg=4 ttl=64 time=0.229 ms
icmp seqg=5 ttl=64 time=0.547 ms

NN
e

-—- 2001:db8::172:16:2:1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4048ms
rtt min/avg/max/mdev = 0.229/0.321/0.547/0.116 ms

BugHo, uto yctponcteo Routerl goctynHo no ICMP co Bcex KpUnTOLLUIH030B.

2. TlpoBepbTe, UTO C 3awwmLaeMblx ycTponcTB Host-b-hubl, Host-b-spokel, Host-b-spoke2 poctyneH no ICMP
COOTBETCTBYIOLUUA KPUNTOLUMIO3, KOTOPbIA SBMSAETCS LWMA30M MO yMON4YaHuo. [ns 3Toro BbINONHUTE
koMaHgy ping u3 linux bash koHconu sawmLiaembsix yCTPONCTB.

root@Host-b-hubl:~# ping 2001:db8::192:168:100:1 -c 5

PING 2001:db8::192:168:100:1(2001:db8::192:168:100:1) 56 data bytes

64 bytes from 2001:db8::192:168:100:1: icmp seg=1 ttl=64 time=0.260 ms
64 bytes from 2001:db8::192:168:100:
64 bytes from 2001:db8::192:168:100:
64 bytes from 2001:db8::192:168:100:
64 bytes from 2001:db8::192:168:100:

icmp seg=2 ttl=64 time=0.182 ms
icmp seqg=3 ttl=64 time=0.385 ms
icmp seg=4 ttl=64 time=0.393 ms
icmp seg=5 ttl=64 time=0.369 ms

e e

--- 2001:db8::192:168:100:1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4007ms
rtt min/avg/max/mdev = 0.182/0.317/0.393/0.083 ms
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root@Host-b-spokel:

PING 2001:db8

64
64
64
64
64

bytes from
bytes
bytes
bytes
bytes

from
from
from
from

::192:
2001:
2001:
2001:
2001:
2001:

~# ping 2001:

168:1:1(2001:
168:
168:
168:
168:
168:

db8:
db8:
db8:
db8:
db8:

:192:
5192¢
18928
3IL28
18928

db8::
db8:

e e

e e

192:168:1:1

:192:168:1:1)

icmp seqg=1
icmp seq=2
icmp seg=3
icmp seg=4
icmp seg=5

-—- 2001:db8::192:168:1:1 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev =

root@Host-b-spoke2:

PING 2001:db8

64
64
64
64
64

BuaHo, 4To CO BCex 3alumiaembIxX yCTpOVICTB COOTBETCTBYIOLME KPUMNTOLLM03bl 4OCTYMNHLI No ICMP.

bytes from
bytes
bytes
bytes

bytes

from
from
from
from

2001 :db8:

38192¢
2001:
2001:
2001:
2001:
2001:

~# ping 2001:

168:2:1(2001:
168:
168:
168:
168:
168:

db8:
db8:
db8:
db8:
db8:

3192 ¢
:192:
:192:
:192:
3192 ¢

5 received,

db8:
db8:

NN DN DN

[ S e

0% packet loss,
0.188/0.419/0.961/0.278 ms

:192:168:2:1
:192:168:2:1)

icmp seg=1
icmp seq=2
icmp seqg=3
icmp seqg=4
icmp seg=5

:192:168:2:1 ping statistics —---
5 packets transmitted,
rtt min/avg/max/mdev =

5 received,

0% packet loss,
0.247/0.325/0.385/0.052 ms

-c 5

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

-c 5

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0.
time=0.
time=0.
time=0.
time=0.

time 4006ms

time=0.
time=0.
time=0.
time=0.
time=0.

time 4006ms

56 data bytes

961
376
323
249
188

56 data bytes

345
385
283
247
369

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

3. [lposepbTe, yTO € KpunTowno3a Hubl goctynHel no ICMP kpuntownto3dbl Spokel n Spoke2 (No BHELWHUM

nHTepdencam).

KpunToLuso3a.

Hub

PING 2001:

108
108
108
108
108

Hub

PING 2001:

108
108
108
108
108

l#ping

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

2001:db8::172

db8::172:16:1
2001:
2001:
2001:
2001:
2001:

db8:
db8:
db8:
db8:
db8:

:16:1

22

:2(2001:db8::172:16:1:2)

:172:
:172:
:172:
:172:
:172:

16:
16:
16:
16:
16:

1:

e e

NN NN

icmp seqg=1
icmp seqg=2
icmp seqg=3
icmp seq=4
icmp seg=5

2001:db8::172:16:1:2 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev =

l#ping

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

db8:
db8:
db8::
db8:
db8:

172

sl72s
sl72s

slT2z
slT2z

2001:db8::172:16:2:2

5 received,

16:2
16:
:16:
16:
16:

NN NN

DN DN NN

0% packet loss,
0.536/0.801/1.113/0.205 ms

db8::172:16:2:2(2001:db8::172:16:2:2)
2001:
2001:
2001:
2001:
2001:

icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

2001:db8::172:16:2:2 ping statistics ---
5 packets transmitted,

rtt min/avg/max/mdev =

BugHo, uto ¢ kpuntownioda Hubl goctynHel no ICMP kpuntowniossl Spokel n Spoke?2.

MpoBepka PKI

1. TMpoeepbTe, 4YTO Ha kpunTowwntodax COC nmnopTnpoBaH B 6a3y MNpoaykta. [ins 3T0ro BbINOMHUTE KOMaHAYy
run cert mgr show U3 cisco-like kKOHCONMM COOTBETCTBYIOLLErO KPUMTOLLIIO3A.

Hubl#run cert mgr show

Found 2 certificates.

5 received,

Found 1 CRL.

0% packet loss,
0.462/0.679/1.085/0.228 ms

100 data bytes

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

100 data bytes

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

time=1.
time=0.
time=0.
time=0.
time=0.

time 4023ms

time=1.
time=0.
time=0.
time=0.
time=0.

time 4078ms

11 ms

911
820
625
536

ms
ms
ms

09 ms

527
552
773
462

ms
ms
ms
ms

[na aToro BbINOMHMTE KOMAHAY ping W3 cisco-like KOHCOMM COOTBETCTBYHOLLENO
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1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hubl
2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spokel#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
2 Status: local C=RU, L=Zelenograd, O0O=S-Terra CSP,OU=RnD,CN=Spokel

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spoke2#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=Spoke?2

2 Status: trusted C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA
3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BugHo, yto Ha kpunTtownto3dax COC umnoptuposaH B 6a3y lNpoaykra. Ecnu atoro He npousoLuno, To
nposepbTe hann xypHana (komaHga run grep getcrls daemon /var/log/cspvpngate.log)W,
npy HeobxoaMMOCTH, nepesanycTuTe cepBuc aBTomatmyeckonm 3arpyskm COC (komaHga run
systemctl restart getcrls.service).

2. TlpoBepbTe, HYTO Ha KPUNTOLUSO3aX CTaTyCc BCex cepTudukaToB Active. [Ins 3TOro BbINOMHUTE KOMaHAY run
cert _mgr check u3 cisco-like KOHCONM COOTBETCTBYIOLLErO KPUNTOLLIO3A.

Hubl#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD,CN=Hubl
2 State: Active C=RU, L=Zelenograd, 0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

Spokel#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O0=S-Terra CSP,0OU=RnD,CN=Spokel
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

Spoke2#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=Spoke?2
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root CA

BugHo, 4To Ha KpunToLM3ax cTaTtyc Bcex cepTudukatos Active. Ecnu ctaTtyc Inactive, To npoBepbTe:

e 3arpyxeH niu COC B 6a3y NpoaykTa;
e npaBWmbHbI M OAMHAKOBbI NN AaTa U BPEMSI HA BCEX KPUMTOLLIMHO3ax.

[poBepka NOCTPOEHMA  3aLULIEHHOTO  COEAMHEHMA  MexAay
nogcetamu Hub1 n Spoke1, Hub1 n Spoke2

1. VIHMUMmpyrTe NOCTPOEHME 3aLMLLEHHOrO COeaUHEHNs Mexay kKpunTowniodamu Hubl n Spokel npu nomoLum
ICMP Tpacbuka, noceinaemoro ¢ ycrponctsa Host-b-spokel Ha Host-b-hubl (moxHo n HaobopoT). nsa atoro
BbINONHUTE KOMaHAy ping U3 linux bash koHconu 3awmwaemoro yctponctsa Host-b-spokel.

root@Host-b-spokel:~# ping 2001:db8::192:168:100:100 -c 5

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data bytes
64 bytes from 2001:db8::192:168:100:100: icmp seg=1 ttl=63 time=1002 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=2 ttl=63 time=10.1 ms
64 bytes from 2001:db8::192:168:100:100: icmp seq=3 ttl=63 time=1.88 ms
64 bytes from 2001:db8::192:168:100:100: icmp seq=4 ttl=63 time=1.34 ms
64 bytes from 2001:db8::192:168:100:100: icmp seq=5 ttl=63 time=1.42 ms

--- 2001:db8::192:168:100:100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4009ms
rtt min/avg/max/mdev = 1.343/203.285/1001.681/399.211 ms

2. [lpoBepbTe, 4TO Ha kpunTowso3ax Hubl n Spoke1 yctaHoBneHo 3awmueHHoe IPsec coeguHeHuve. [ns
3TOro BbINOSIHUTE KOMaHAy run sa mgr show U3 Cisco-like KOHCONWM KPUMTOLLIMIO30B.
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Hubl#run sa_mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
(2001 :db8::172:16:100:2,500)-(2001:db8::172:16:1:2,500) active 1976 2008

11

IPsec connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1

1

(2001 :db8::192:168:100:0-2001:db8::192:168:100:ffff, *)-(2001:db8::192:168:1:0-

2001:db8::192:168:1:£ffff,*) * ESP tunn 540 540

Spokel#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
(2001:db8::172:16:1:2,500)-(2001:db8::172:16:100:2,500) active 2008 1976

11

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1

1

(2001:db8::192:168:1:0-2001:db8::192:168:1:£f££ff, *)-(2001:db8::192:168:100:0-

2001:db8::192:168:100:f£f£f£f,*) * ESP tunn 540 540

3. WNHuMummpyiTe nocTpoeHne 3aLlULLEHHOIO COEAMHEHUSI MeXaY KpunToLwnto3amm Hubl n Spoke2 npu nomoLum
ICMP Tpacpuka, noceinaemoro ¢ yctpornctaa Host-b-spoke2 Ha Host-b-hubl (moxHO n Hao6opoT). [insa atoro

BbINONHUTE KOMaHAy ping M3 linux bash koHconu 3awmwaemoro yctponctea Host-b-spoke?2.
root@Host-b-spoke2:~# ping 2001:db8::192:168:100:100 -c 5

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data bytes
64 bytes from 2001:db8::192:168:100:100: icmp seg=1 ttl=62 time=870 ms

64 bytes from 2001:db8::192:168:100:100: icmp seq=2 ttl=62 time=1.65 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=3 ttl=62 time=1.69 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=4 ttl=62 time=1.59 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=5 ttl=62 time=1.75 ms

-—- 2001:db8::192:168:100:100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 1.592/175.399/870.313/347.456 ms

3TOrO BbIMOMHUTE KOMaHAy run sa mgr show U3 Cisco-like koHcONM KPUNTOLLIMIO30B.
Hubl#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd

1 1 (2001:db8::172:16:100:2,500)-(2001:db8::172:16:1:2,500) active 1976 2008
2 2 (2001:db8::172:16:100:2,500)-(2001:db8::172:16:2:2,500) active 1976 2008

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

4. TlpoBepbTe, YTO Ha kpunTowno3ax Hubl n Spoke2 ycraHoBneHo 3awuuieHHoe IPsec coeguHeHve. [Ons

1 1 (2001 :db8::192:168:100:0-2001:db8::192:168:100:ffff, *)-(2001:db8::192:168:1:0-

2001:db8::192:168:1:£f£f£f£f,*) * ESP tunn 1080 1080

2 2 (2001:db8::192:168:100:0-2001:db8::192:168:100:f£f£f£f,*)-(2001:db8::192:168:2:0-

2001:db8::192:168:2:££f£f£f,*) * ESP tunn 540 540
Spoke2#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
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Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
1 1 (2001:db8::172:16:2:2,500)-(2001:db8::172:16:100:2,500) active 2008 1976

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

1 1 (2001 :db8::192:168:2:0-2001:db8::192:168:2:ffff, *)-(2001:db8::192:168:100:0-
2001:db8::192:168:100:ffff,*) * ESP tunn 540 540

BugHo, uto mexay kpuntowno3amm Hubl, Spokel n Hubl, Spoke2 yctaHoBneHo 3awmiieHHoe IPsec
coeguHeHne. Ecnm atoro He npousowsno, TO npoBepbTe dawn XypHana (KomMaHga run less
/var/log/cspvpngate.log). lNpu HeobxoaMmocTn yBenuybTe YpPOBEHb forMpoBaHust (KOMaHaa
logging trap debugging B KOHCOMU Cisco-like) n 3aHOBO MHULMMPYIWTE 3aLUULLIEHHOE COeAMHEHNE.

MpoBepka paboTbI MeXceTeBOro aKkpaHa
[ns npoBepku paboTbl MEXCETEBOIO 3KpaHa BbINOSIHUTE NOCNeAoBaTENbLHO crieayoLmue koMaHapsl 3 cisco-like
KOHCOMM KpUMTOLUSIO30B U NPOaHanM3npymnTe ux BbiBOA.

Hubl#run fwconn mgr show
Hubl#run klogview -f FW,drop
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MpunoxeHue

KoHdhmrypaumm kpuntowntosza Hub1

1. KoHconsb cisco-like:
|

version 12.4

no service password-encryption

crypto ipsec df-bit copy

crypto isakmp
crypto isakmp
crypto isakmp
crypto isakmp
crypto isakmp
crypto ipsec s
crypto isakmp
crypto isakmp
username cscon

identity dn

fragmentation

security-association lifetime delta 50

initiator-sessions-max 100

responder-sessions-max 100

ecurity-association lifetime kilobytes unlimited

keepalive 3

keepalive retry-count 5

s privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuadPZ9UCqdyy8/x

heIEbSmbTfMzmbQgqepMD6R1b18vVHTAFQt 94 9xNXzpRXWA9AZ/gCK70z. /

aaa new-model
1
!
hostname Hubl
enable secret
1
1
1
1
|
|
|

5 HGJcyG+CRmCJ INGFKW48VQ==

crypto isakmp policy 1

encr magma

hash stribog-256
authentication gost-sig

group vko2
|

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping

set policy 1
|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

object-group v6-network SELF-IPV6

remark WAN IP
host 2001:db8
!
ip access-list
deny ip any
|
ip access-list
deny ip any
|

5872316210082

extended FIREWALL OUT
any

extended FIREWALL IN
any

ipv6e default filtering permit

ipv6 access-list IPSEC_ACL HUBl AND SPOKEl IPV6
permit ipve 2001:db8::192:168:100:0/112 2001:db8::192:168:1:0/112
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ipv6 access-list IPSEC ACL HUB1 AND SPOKE2 IPV6
permit ipvé 2001:db8::192:168:100:0/112 2001:db8::192:168:2:0/112

ipv6 access-list FW INPUT WAN IPV6
permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eqg isakmp

permit udp any object-group SELF-IPV6 eq nonb500-isakmp
permit icmp any object-group SELF-IPV6

permit esp any object-group SELF-IPV6

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ipv6
ipv6
!

inspect name INSPECT tcp
inspect name INSPECT udp

crypto map VPN IPV6 1 ipsec-isakmp
match ipv6 address IPSEC ACL HUB1 AND SPOKEl IPV6

set
set
set
set
set
set

transform-set MAGMA GOST ENCRYPT AND INTEGRITY
isakmp-profile NEW ALGS

security-association mss-fix out

peer ipv6e 2001:db8::172:16:1:2
pre-fragmentation

dead-connection history off

crypto map VPN IPV6 2 ipsec-isakmp
match ipv6 address IPSEC ACL HUB1 AND SPOKE2 IPV6

set
set
set
set
set

set
1

transform-set MAGMA GOST ENCRYPT AND INTEGRITY
isakmp-profile NEW ALGS

security-association mss-fix out

peer ipv6e 2001:db8::172:16:2:2
pre-fragmentation

dead-connection history off

interface GigabitEthernet0/0

no ip address

ipv6 address 2001:db8::172:16:100:2/112
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN IPV6 in
crypto map VPN IPV6

ipv6 inspect INSPECT out

interface GigabitEthernet0/1

no ip address
ipv6 address 2001:db8::192:168:100:1/112

interface GigabitEthernet0/2
no ip address
shutdown

ipv6 route ::/0 2001:db8::172:16:100:1

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl
crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60
crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330
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 7EBDOECAT
2F8TEE655CI9F8D15F57E86190229309899FDDED212CFOEF482C9B1FDC03B0224
CF745280875C2742A8A351304F300B0603551D0F040403020186300F0603551D
130101FF040530030101FF301D0603551D0E041604149481B6585600F773A290
4D575026EDC82AAD04E1301006092B06010401823715010403020100300A0608
2A85030701010302034100464986BFF801832B3F3DE1BD725DA9E065A8098425
ADE9BB6B223814A76CECOE9BD24ECAT72A6AE472E96144F5AAA08F9CDC3DA5457
AD4F8901771632EO0AOAF83

quit
1

end

2. KoHdurypauma LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Wed Mar 27 15:51:07 2024
GlobalParameters (

Title = "This LSP was automatically generated by CSP Converter
at Wed Mar 27 15:51:07 2024 (user: cscons)"

Version = LSP 5 0

CRLHandlingMode = ENABLE

PreserveIPsecSA = FALSE
)
RoutingTable (

IPv6Routes =

Route (
Destination = ::/0

Gateway = 2001:db8::172:16:100:1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536
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IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"

HashAlg

"GR341112 256TC26-65128"

GroupID = VKO2 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain FilterChain:FIREWALL IN:FW INPUT WAN IPV6

Filters = Filter (

)y

DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL_IN"

Filter (

)

DestinationIP = 0.0.0.0/0
Action = DROP

IPvoFilters = Filter (

DestinationIP = ::/0
ProtocolID = 58
ICMPType = 135
Action = PASS

LogEventID = "FW INPUT WAN IPV6"
) s
Filter (

DestinationIP = ::/0

)y

ProtocolID = 58
ICMPType = 136
Action = PASS

LogEventID = "FW INPUT WAN IPV6"

Filter (

)y

DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 17

DestinationPort = 500

Action = PASS

LogEventID = "FW_INPUT WAN IPV6"

Filter (

)y

DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 17

DestinationPort = 4500

Action = PASS

LogEventID = "FW INPUT WAN IPV6"

Filter (

DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 58

Action = PASS

LogEventID = "FW INPUT WAN IPV6"

(
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Filter (
DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 50
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
) s
Filter (

DestinationIP = ::/0

Action = DROP
))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (

DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL OUT"

) s

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>

LogEventID = "Inspect:INSPECT:tcp"
)y
Filter (

DestinationIP = ::/0

ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>

LogEventID = "Inspect:INSPECT:udp"
) s
Filter (

DestinationIP = ::/0

Action = PASS
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
100

ResponderSessionsMax

AuthMethodGOSTSign GOST:Sign:NEW_ALGS
(

RemotelID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS
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IKERule IKERule:VPN IPV6
(
IKEPeerIPFilter = 20
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IKERule IKERule:VPNilPV6
(
IKEPeerIPFilter = 20
Transform = crypto:i
AggrModeAuthMethod
MainModeAuthMethod
DPDIdleDuration
DPDResponseDuration
DPDRetries
Priority

IPsecAction IPsecAction:
(

TunnelingParameters
PeerAddress = 20
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

MSSFixOutgoing = TRU

DFHandling = COPY

IKERule = IKERule:VP

IPsecAction IPsecAction:
(

TunnelingParameters
PeerAddress = 20
Prefragmentation

)

ContainedProposals =

NoDeadConnectionHist

MSSFixOutgoing = TRU

DFHandling = COPY

IKERule = IKERule:VP

FilterChain IPsecPolicy:
IPv6Filters = Filter
ProtocolID = 17
SourcePort = 500
Action = PASS
PacketType = LOC
)

Filter (
SourceIP = 2001:
DestinationIP =

Action = PASS

gdl

01:db8::172:16:1:2
sakmp:policy:1
GOST:Sign:NEW ALGS
= GOST:Sign:NEW ALGS
=3

=2

=5

=10

32
01:db8::172:16:2:2
sakmp:policy:1

= GOST:Sign:NEW ALGS
= GOST:Sign:NEW ALGS

VPN IPV6:1
= IPv6TunnelEntry (
01:db8::172:16:1:2
= ENABLE
( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
ory = TRUE
E

N IPV6:1

VPN IPV6:2
= IPv6TunnelEntry (
01:db8::172:16:2:2
= ENABLE
( MAGMA GOST_ENCRYPT AND INTEGRITY:ESP )
ory = TRUE
E
N IPV6:2
VPN IPV6 (
(
, 4500
AL UNICAST, LOCAL MISDIRECTED

db8::192:168:100:0/112
2001:db8::192:168:1:0/112

2003-2025 «C-Teppa Culclln»

22



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 1

ExtendedAction = ipsec< sa = IPsecAction:VPN IPV6:1 >

LogEventID = "IPsec:Protect:VPN IPV6:1:IPSEC ACL HUB1 AND SPOKEl IPV6"
)
Filter (

Label = "VPN IPV6:2:IPSEC_ACL HUBl AND SPOKE2 IPV6"

SourceIP = 2001:db8::192:168:100:0/112

DestinationIP = 2001:db8::192:168:2:0/112

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN IPV6:2 >

LogEventID = "IPsec:Protect:VPN IPV6:2:IPSEC ACL HUB1 AND SPOKE2 IPV6"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FIREWALL IN:FW INPUT WAN IPV6
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN IPV6

)

KoHdmrypauum kpuntowntosa Spoke1

1. KoHconb cisco-like:
!
version 12.4
no service password-encryption
|
crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuadPz9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vHTAFQt 94 9xNXzpRXWA9dAZ/gCK70z . /
aaa new-model
|
!
hostname Spokel
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
|
|
|
|
|
|
1
crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2
|
crypto isakmp profile NEW ALGS
match identity dn
set identity mapping
set policy 1
|
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crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|
object-group vé6-network SELF-IPV6

remark WAN IP

host 2001:db8::172:16:1:2

!
ip access-list extended FIREWALL OUT

deny ip any any

!
ip access-list extended FIREWALL IN

deny ip any any

|
ipv6e default filtering permit

|
ipv6 access-list IPSEC ACL HUBl AND SPOKEl IPV6
permit ipvé 2001:db8::192:168:1:0/112 2001:db8::192:168:100:0/112
!
ipv6 access-list FW INPUT WAN IPV6

permit icmp any any nd-ns

permit icmp any any nd-na

permit udp any object-group SELF-IPV6 eqg isakmp
permit udp any object-group SELF-IPV6 eq nonb500-isakmp
permit icmp any object-group SELF-IPV6

permit esp any object-group SELF-IPV6

|

!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp

1

crypto map VPN IPV6 1 ipsec-isakmp

match ipv6 address IPSEC ACL HUB1 AND SPOKEl IPV6
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer ipv6 2001:db8::172:16:100:2

set pre-fragmentation

set dead-connection history off

|

interface GigabitEthernet0/0

no ip address

ipv6 address 2001:db8::172:16:1:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN IPV6 in

crypto map VPN IPV6

ipv6 inspect INSPECT out

|

interface GigabitEthernet0/1

no ip address

ipv6 address 2001:db8::192:168:1:1/112

|

interface GigabitEthernet0/2

no ip address

shutdown

!

|

1

ipv6 route ::/0 2001:db8::172:16:1:1

|

crypto pki trustpoint s-terra technological trustpoint
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revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330
0A06082A850307010103023069310B3009060355040613025255311330110603
550407130A5A656C656E6F6772616431143012060355040A130B532D54657272
6120435350310C300A060355040B1303526E443121301F06035504031318532D
546572726120435350205465737420526F6F74204341301E170D313931303131
3036353230305A170D3339313031313037303135395A3069310B300906035504
0613025255311330110603550407130A5A656C656E6F67726164311430120603
55040A130B532D546572726120435350310C300A060355040B1303526E443121
301F06035504031318532D546572726120435350205465737420526F6F742043
413066301F06082A85030701010101301306072A85030202230106082A850307
0101020203430004404D765AA83710D69F7C61A5ACIOC875BC67EBD7 7EBDOECAT
2F87EE655C9F8D15F57E86190229309899FDDED212CFOEF482C9B1FDC03B0224
CF745280875C2742A8A351304F300B0603551D0F040403020186300F0603551D
130101FF040530030101FF301D0603551D0E041604149481B6585600F773A290
4D575026EDC82AAD04E1301006092B06010401823715010403020100300A0608
2A85030701010302034100464986BFF801832B3F3DE1BD725DAOE065A8098425
ADE9BB6B223814A76CECI9E9BD24ECAT2A6AE472E96144F5AAA08F9CDC3DA5457
AD4F8901771632E0AOAF83

quit
1

end

2. KoHdurypaums LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Wed Mar 27 14:38:14 2024
GlobalParameters (

Title = "This LSP was automatically generated by CSP Converter
at Wed Mar 27 14:38:14 2024 (user: cscons)"

Version = LSP 5 0

CRLHandlingMode = ENABLE

PreservelIPsecSA = FALSE
)
RoutingTable (

IPv6Routes =

Route (
Destination = ::/0

Gateway = 2001:db8::172:16:1:1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
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UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg "GR341112 256TC26-65128"
GroupID = VKO2 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

FilterChain FilterChain:FIREWALL IN:FW INPUT WAN IPV6

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL_IN"

) s

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6oFilters = Filter (
DestinationIP = ::/0
ProtocolID = 58
ICMPType = 135
Action = PASS

LogEventID = "FW INPUT WAN IPV6"
)
Filter (

DestinationIP = ::/0

ProtocolID = 58
ICMPType = 136
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
)
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
)
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
)
Filter (
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DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 58
Action = PASS
LogEventID = "FW INPUT WAN IPV6G"
) 4
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 50
Action = PASS

LogEventID = "FW _INPUT WAN IPV6"
) s
Filter (

DestinationIP = ::/0

Action = DROP
))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (

DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL OUT"

) s

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>

LogEventID = "Inspect:INSPECT:tcp"
)y
Filter (

DestinationIP = ::/0

ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>

LogEventID = "Inspect:INSPECT:udp"
)y
Filter (

DestinationIP = ::/0

Action = PASS
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

2003-2025 «C-Teppa Culclln»

27



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 1

RemotelID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN IPV6:1

(
IKEPeerIPFilter = 2001:db8::172:16:100:2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 10

IPsecAction IPsecAction:VPN IPV6:1
(

TunnelingParameters = IPv6TunnelEntry (
PeerAddress = 2001:db8::172:16:100:2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN IPV6:1

FilterChain IPsecPolicy:VPN IPV6 (
IPvoFilters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
) s
Filter (
SourceIP = 2001:db8::192:168:1:0/112
DestinationIP = 2001:db8::192:168:100:0/112
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN IPV6:1 >

LogEventID = "IPsec:Protect:VPN IPV6:1:IPSEC ACL HUB1 AND SPOKEl IPV6"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FIREWALL IN:FW INPUT WAN IPV6
OutputFilter = FilterChain:FIREWALL OUT
IPsecPolicy = IPsecPolicy:VPN IPV6

)

KoHdmrypauum kpuntownosa Spoke2

1. KoHconb cisco-like:
!
version 12.4

no service password-encryption
|
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crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100
crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6SRiWz4IVmSgMp6sbpYnTfSUxuadPz9UCqdyy8/x
heIEbSmbTfMzmbQgepMD6R1b18vVHTAFQt 94 9xNXzpRXWA9dZ/gCK70z . /
aaa new-model
|
!
hostname Spoke2
enable secret 5 HGJcyG+CRmCjINGFkW48VQ==
!
|
|
|
|
1
1
crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig
group vko2
1
crypto isakmp profile NEW ALGS
match identity dn
set identity mapping
set policy 1
|
crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|
object-group v6-network SELF-IPV6
remark WAN IP
host 2001:db8::172:16:2:2
!
ip access-list extended FIREWALL OUT
deny ip any any
|
ip access-list extended FIREWALL IN
deny ip any any
|
ipv6e default filtering permit
|
ipv6 access-list IPSEC ACL HUBl AND SPOKEl IPV6
permit ipv6 2001:db8::192:168:2:0/112 2001:db8::192:168:100:0/112
|
ipv6 access-list FW INPUT WAN IPV6
permit icmp any any nd-ns
permit icmp any any nd-na
permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
|
1
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
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ipv6 inspect name INSPECT tcp

ipv6 inspect name INSPECT udp

|

crypto map VPN IPV6 1 ipsec-isakmp

match ipv6 address IPSEC ACL HUB1 AND SPOKEl IPV6

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer ipv6 2001:db8::172:16:100:2

set pre-fragmentation

set dead-connection history off

|

interface GigabitEthernet0/0

no ip address

ipv6 address 2001:db8::172:16:2:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW INPUT WAN IPV6 in

crypto map VPN IPV6

ipv6 inspect INSPECT out

|

interface GigabitEthernet0/1

no ip address

ipv6 address 2001:db8::192:168:2:1/112

|

interface GigabitEthernet0/2

no ip address

shutdown

1

1

!

ipv6 route ::/0 2001:db8::172:16:2:1

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330
0A06082A850307010103023069310B3009060355040613025255311330110603
550407130A5A656C656E6F6772616431143012060355040A130B532D54657272
6120435350310C300A060355040B1303526E443121301F06035504031318532D
546572726120435350205465737420526F6F74204341301E170D313931303131
3036353230305A170D3339313031313037303135395A3069310B300906035504
0613025255311330110603550407130A5A656C656E6F67726164311430120603
55040A130B532D546572726120435350310C300A060355040B1303526E443121
301F06035504031318532D546572726120435350205465737420526F6F742043
413066301F06082A85030701010101301306072A85030202230106082A850307
0101020203430004404D765AA83710D69F7C61A5ACIOC875BC67EBD7 7EBDOECAT
2F87EE655C9F8D15F57E86190229309899FDDED212CFOEF482C9B1FDC03B0224
CF745280875C2742A8A351304F300B0603551D0F040403020186300F0603551D
130101FF040530030101FF301D0603551D0E041604149481B6585600F773A290
4D575026EDC82AAD04E1301006092B06010401823715010403020100300A0608
2A85030701010302034100464986BFF801832B3F3DE1IBD725DA9E065A8098425
ADE9BB6B223814A76CEC9E9BD24ECAT2A6AE472E96144F5AAA08F9CDC3DA5457
AD4F8901771632E0AOAF83

quit
|

end
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2. KoHdurypauma LSP:

# This is automatically ge
#
# Conversion Date/Time:
GlobalParameters (
Title
at Wed Mar 27 14:39:39 2024
Version
CRLHandlingMode
PreservelIPsecSA
)
RoutingTable (
IPv6Routes =
Route (
Destination = ::

nerated LSP

Wed Mar 27 14:39:39 2024

= "This LSP was automatically generated by CSP Converter

(user: cscons)"
= LSP 5 0

ENABLE

FALSE

/0

Gateway = 2001:db8::172:16:2:1

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout =
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout =
UDPSessionsMax = 65536

3600

= 30
120

IKETransform crypto:isakmp:policy:1

(

CipherAlg
HashAlg
GroupID = VKO2 1B

"GR341215M-K256-CFB-65526"
"GR341112 256TC26-65128"

RestrictAuthenticationTo = GOST SIGN

LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

FilterChain FilterChain:

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

Filters = Filter (
DestinationIP = 0.0.
Action = DROP

FIREWALL IN:FW_INPUT WAN IPV6

0.0/0

(

200

3-2025 «C-Teppa Cn3clln»

31



Bepcusa 5.0

Mpumep Ucnonb3oBaHNs

Pepakumns 1

LogEventID = "FIREWALL IN"

)

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
ProtocolID = 58
ICMPType = 135
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
) s
Filter (

DestinationIP = ::/0

ProtocolID = 58
ICMPType = 136
Action = PASS
LogEventID = "FW_INPUT WAN IPV6"
)
Filter (
DestinationIP = 2001:db8::172:16:2:2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
)
Filter (
DestinationIP = 2001:db8::172:16:2:2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
)
Filter (
DestinationIP = 2001:db8::172:16:2:2
ProtocolID = 58
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
)
Filter (
DestinationIP = 2001:db8::172:16:2:2
ProtocolID = 50
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
)
Filter (

DestinationIP = ::/0

Action = DROP
))

FilterChain FilterChain:FIREWALL_OUT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL OUT"

) s

Filter (
DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6Filters = Filter (
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DestinationIP = ::/0
ProtocolID = 6

Action = PASS

ExtendedAction = inspect tcp<>

LogEventID = "Inspect:INSPECT:tcp"
)
Filter (

DestinationIP = ::/0

ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>

LogEventID = "Inspect:INSPECT:udp"
)
Filter (

DestinationIP = ::/0

Action = PASS
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax 100

ResponderSessionsMax = 100

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocallD = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN IPV6:1

(
IKEPeerIPFilter = 2001:db8::172:16:100:2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 10

IPsecAction IPsecAction:VPN IPV6:1
(

TunnelingParameters = IPv6TunnelEntry (
PeerAddress = 2001:db8::172:16:100:2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
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