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Pe3epBupoBaHue KkaHanoB CBA3U Npu
nomowm cepsuca MultiWAN (npoTtokon
IPv6)

HacTtoswmn oKyMeHT COAEPXUT onncaHme cnocoba COBMECTHOMO MCNob30BaHus MpoayKkToB KOMNaHum
00O «C-Teppa Cn3clln» n MNMpoayKkToB TPETbUX NPOU3BOANTENEMN.

OO0 «C-Teppa Culclln» ocyLlecTBnsieT COMPOBOXAEHNE HACTOSILLEro CLueHapusi B 4acTu HacTpoek
MpogykToB KoMnaHun. YNoMnHaHne HanMeHOBaHWI, NPOAYKTOB, TOPrOBbIX MapoK TPETbMX OpraHn3auun
WCKITHOUNTENBHO HepopMarnbHO 1 He SIBMSieTCS NoaaepKKon, pekoMmeHaaumen nnbo peknamon. OO0 «C-
Teppa Cudclln» He HeceT Kakon-NMMOO OTBETCTBEHHOCTU B OTHOLWEHUM paboTocnocobHocTn un
ucnonb3oBaHns atux [NpogykToB. [JOKyMEHT MMeeT cTaTyCc BCrioMoraTenbHOro MaTepuarna, KOTOpbii
MOXeT OblTb MCNONb30BaH TEXHOMOMMYECKMMM MapTHEPaMK, KOMMAHUSMU-MHTErpaTopamu, npu
pa3paboTke COOCTBEHHbIX peLleHUN.

PeweHus, paspabotaHHble Ha 6ase [daHHOrO cueHapusi, MOryT MNPUMEHATbCA B OEWCTBYIOLUX
ceTax/cuctemax TOMbKO NOCre TECTOBOW U/MMN OMbITHON 3KCMyaTauumn.

BBeaeHue

[aHHbIn cueHapuin onucbiBaeT HacTpowky KpunTtowso3oB «C-Teppa Lno3» ans obecneyeHus
DOe3onacHoro B3avMOAENCTBUA Mexay 3alluiaemMbiMy NMOACETSIMU LieHTpanbHOro odguca n dunuana.
Sawmwaemble noacetm B LAN cermeHTe u HepgoBepeHHble nogceth B WAN cermeHte — IPv6.
O6GecneyeHne 6GesonacHoro B3aMMOAEWCTBUS OOCTUraeTca nyTem LWNgpoBaHUS U TYHHENUPOBAHWSA
Tpaduka ¢ NpMMeHeHneM OTe4eCTBEHHbIX oTpacneBbix ctaHaapTos TOCT un npoTtokona IPsec.

MapTHepbl no IPsec, B HacTosilLeM [JOKYMEHTe — KpUNTOWMO3bl, Ans ayTeHTudukaumm OyayT
ucnonb3oBatb cepTudukatel B opmate x509. B kauvecTtBe kpunTtonpoBamngepa byaet mcnonb3oBaHa
Kpuntorpadudeckaa 6ubnuoteka, paspaboraHHas komnaHuen «C-Teppa Cwu3cllun». KpunTtowniossl B
LeHTpansHom ocuce u punmane sepcun 5.0.

Ons «C-Teppa LUnto3» Bepcun 5.0 OygeT HAaCTPOEHO MEXKCETEBOE 3IKPAHMPOBAHWE C MPUMEHEHUEM
cTatuyeckux cnuckos goctyna (ACL) u nakeTHOM ounbTpaunm ¢ KOHTpPoNeM COCTOSHUSA ceccui (stateful,
aHanor CBAC B Cisco I0S) ansa npotokonos TCP n UDP.

[nsa pesepBMpoBaHUS KaHamNoB CBSA3M UCMONb3yeTCs CEPBUC multiwan.

KpaTtkoe onucaHue cepsuca multiwan

CepBuC multiwan npegHasHavyeH ANs pe3epBMpOBaHUS KaHanoB cBs3n (MHTepHeT-nposBangepos) B
pexvMe aKTUBHbIN/Pe3epBHbIN.

CepBnc multiwan KOH(pUrypupyetcs yepes pann /etc/multiwan/config.yaml.

JocTynHOCTb kaHamna onpegenseTca no [OCTYMHOCTM XOCTOB nocpeactBom npotokona ICMP. B
3aBUCUMOCTU OT pexumMa, JOCTYNHOCTb KaHana onpeaendeTcsa no 4OCTYNHOCTU OOHOMO UM BCEX XOCTOB.

CepBuC multiwan cCUMTaeT KaHan HepaboTOCNOCOOHbIM MMM PaboTOCNOCOOHLIM, ecrnu kaHan 6bin
HeJOCTYMEeH U JOCTYMNeH HEeCKONbKO MPOBEPOK MOApsa COOTBETCTBEHHO. CepBMC multiwan cuyMTaet
COCTOsIHME KaHara Heu3BeCTHbIM, ECIM CO CTapTa CepBuca KaHan He onpeaenun CBOK AOCTYMHOCTb.

Ecnn yCTaHOBJIEHO onpeaeneHne AOCTYMHOCTU KaHana no BCeM XOCTaM, TO CepBMUC multiwan CYMTAET
KaHan Hepa60TOCFIOCO6HbIM, ecnn npu Kaxkgomn npoBepKe XOoTd Obl 0ANH XOCT Obin HeOOoCTyneH. Ecnu
YCTaHOBJIEHO onpeaeneHne AoCTynHOCTU KaHana no J'H060My XOCTY, TO cepBUC multiwan CYMUTAET KaHarn
HepaGOTOCHOCO6HbIM, ecnun npun Kakaom npoBepke Oblnn HeOOCTYMHbl BCE XOCThbI.

2003-2026 «C-Teppa Cudcllun» 1




Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepakumsa 1

CepBsuc nponsseneT nepekrnoveHne Ha apyron pabotocnocobHbI KaHan B cnegyoLwmx cryyasnx:
1) Tekywun akTMBHbIA kaHan HepaboTocnocobeH.

2) Ecnv BKIoYeH pexum preempt 1 ecTb paboTocnocobHbIN kaHamn ¢ GonbLIMM NPUOPUTETOM.

OrpaHuyeHusa n ocobeHHocTn cepBurca multiwan

1. CepBuC multiwan MOXET pe3epBupOBaTb NPOU3BOMbHbIE MAPLLPYThI;

2. [llpn paboTte multiwan, €Cnu B CMCTEME NPUCYTCTBYIOT MapLUpyThl, agpeca HasHa4YeHUs KOTOpbIX
COBMafalT C agpecoM Ha3HayeHMs multiwan MapLipyTa, TO Takne MapLupyTbl MOTYT ObITb yaaneHsl,
€CNnn HaxoadaTCca B TOW e Tabnuue mapLupyTmsaumu;

3. [lpu nepekntoyeHnn kaHana aBToMaTUYECKN NPOUCXoanT odmncTka Tekywmux ISAKMP/IPsec TyHHenen,
nepesarpyska LSP u ounctka Tabnuupel TpaHcnaunii NAT,;

4. Kaxgbl kaHan cBs3u NpoBepsaeTca OoTAenbHOo. [nsg npoBepkyM AOCTYNHOCTU KaHanoB MCMOMb3yHTCA
ICMP 3anpocbl. Ons ICMP 3anpocoB cepBuca multiwan WCMNOMb3YOTCA OTAerMbHble Tabnuubl
MapuwpyTtusaumm. JaHHble Tabnuubl copepxaT MapLipyTbhl OO MPOBEPSEMOro xocTa 4epes agpec
cnegyoLlero nepexoa v o4ULLAOTCS OT MOCTOPOHHUX MapLLPYTOB;

5. Reverse path filtering gomkeH 6bITb OTKMOYEH. [N NpoBepKn OOCTYNMHOCTM XOCTOB MCMONb3YHTCA
CcODOCTBEHHbIE TabnWubl OTMAMYHbIE OT OCHOBHOM Tabnuubl MaplpyTusaumu. [1o3ToMy nNpoBeEpKU
AOCTYNHOCTK ByayT HeyaavHbIMM NPK BKITOYEHHOM reverse path filtering.

Mo ymonuyaHuio gaHHbIM NapamMeTp OTKMYeH Ha kpuntowno3ax «C-Teppa Wno3» OC Debian 12
knaccbl 3awmnTtbl KC1, KC2 1 KC3.

Mpumep nposepku coctosHuA reverse path filtering Ha nHTepderice etho:
root@Hub:~# cat /proc/sys/net/ipv4/conf/eth0/rp filter
0

Honb B BbIBOAE KOMaHAbl 03Ha4aeT, 4To reverse path filtering oTknoueH

NpeaBapuTenbHble TpeboBaHMUS

TpeboBaHUA K MaTepuanbHO-TEXHUYECKOMY 0becneyeHuto

[na nepeHoca 3anpocoB 1 cepTUdUKaTOB MexXAy KPUMTOLUM3aMyM U LEHTPOM BbiMyCKa CepTUdnKaTos
Tpebyetca USB Flash HakonuTens.

TpeboBaHuA K KBanuurKauum agMUMHMCTpaTopa

AOMUHUCTpATOp O0MMKeH o6nagaTb OOLWMPHLIMM 3HAHUSMKW B obnactu ceTeBo WMHAOPMAaLMOHHON
©esonacHocTn, MMeTb OMbIT paboTbl C aHanorMyHbiM 06OpPyAOBaHMEM/MPOrpaMMHbBIM ObecneYvyeHnem,
3HaTb M NOHUMaTbL cneaytowme TexHonorum u npotokonsl: PKI, IPsec, NAT, Firewall, routing, switching.

AAMUHWCTPATOp AOmMKeH ObiTb O3HakoMneH c 6asoBbiM cueHapvem «OpraHv3aums 3alUMLLEHHOrO
B3aMMOEenCTBUA Mexay NoAceTs MU LeHTpansHoro oduca n dounuanos nocpenctsom IPsec VPN TyHHens
(MpoTokon IPv4)».

TpeboBaHuA K UHpPaCTPYKType

1. TpeboBaHus K yCTponcTBaMm.
1.1. «C-Teppa LLUnio3».

1.1.1 VYctpovictBa «C-Teppa LUno3» AOOmkHbl OblTb MHWUManNM3npoBaHbl. [MogpobHee Ha
http://doc.s-terra.ru. Ana «C-Teppa LWnto3» Bepcun 5.0 pasgen C-Teppa LWnto3 -> C-Teppa
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1.2.

1.3.

Wnwo3 5.0 -> «WHuumanusauma C-Teppa LWUNo3 Ha BbIUYUCAUTENBHBIX CUCTEMAX
apxutektypsbl Intel x86-64».

B «C-Teppa Wnto3» Bepcumn 5.0 nosiBunacb BO3MOXHOCTb NMPOWUTU MHULMANN3aLmto Yepes
nHTepdenc ynpaesnenus (management) no SSH, gaHHas npoueaypa U ee orpaHuYeHuns
onucaHbl B AOKyMeHTaunn u Ha nopTtane https://doc.s-terra.ru.

LleHTp Bbinycka cepTudumkaTos.

121

1.2.2

1.2.3

[ormkeH BblTb HACTPOEH LEHTP BbiNycka cepTudurkaToB (YOOCTOBEPSAIOLLNA LIEeHTP, Aanee
YLU) ana IPsec. Yctponctso ¢ umeHem Certification_authority Ha cxeme.

[nsa Beinycka LUnpoBbIX cepTUUKATOB JONYCKAETCS UCMOMNb3oBaHWe BCTpoeHHoro B OC
Windows Server 2016 (Mnu HOBee) YOOCTOBEPSAOLLEro LEHTpa COBMECTHO C
ceptudmumnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 R2 (unu HoBee).

[na TecToBbIX Lenem MOXHO wucnonb3oBaTb TecToBbii YL, oT «Kpuntollpo» (BebG-
nHTepdenc: https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp), nubo ytunuty ca-tool,
BXOASILLY0 B cocTaB nakeTa auxiliary-tools (naket auxiliary-tools npegHasHadeH gnsi
ycTaHoBKkM Ha «C-Teppa LWnto3» 5.0, gokymeHTaumsi Ha ca-tool npuBegeHa B MHCTPYKUUK
«UenTp Bbinycka TectoBbix TOCT cepTtudukatoB ans IPsec», goKymeHTauuio n naket
MO>XXHO 3arpy3nTb Ha nopTane https://doc.s-terra.ru).

KaTeropuyeckn 3anpelwieHo wucnonb3oBaHne TecToBoro YL ot «Kpwuntollpo» B
NpPOM3BOACTBEHHON (60OEBOK) 3KcryaTauuu, Tak Kak B JaHHOM clly4ae OTCyTCTByeT
BO3MOXXHOCTb KOHTPONMPOBAaTb MPOLECC BbiMycka CepTUUKATOB M, COOTBETCTBEHHO,
npoueaypy ayTeHTUdMKaLUK.

HTTP cepsep ans pacnpocTpaHeHns CnmMcka OTO3BaHHbIX CEPTUDMKATOB.

131

®dyHkumoHupytowmn  HTTP  cepBep pOns  pacnpoOCTpaHEHUA Cnucka OTO3BaHHbIX
ceptudpmukatos (COC). Yctponcteo ¢ umeHem CRL_distribution_point Ha cxeme. Ecnn no
00BEKTMBHBIM NpuyMHam mcnonb3doBaHme COC He npeacTaBnsieTCsl BO3MOXHbIM UMK He
TpebyeTtcs, To npoBepky COC wmoxHo oTknounte B CLI «C-Teppa LWnwo3» (npu
cobnogeHnn NpaBun Nonb3oBaHus).

[ocTtaBka HOBOro crnmcka OTO3BaHHbLIX CEPTUUKATOB C YAOCTOBEPANOLWEro LieHTpa Ha
HTTP cepBep gomkHa nponcxoouTb 3abraroBpeMeHHO, 4O UCTEYEHUss Cpoka OEeNCTBUSA
npegbiayLero crnucka.

2. TpebGoBaHuA k CETEBOMY B3aMMOAEWCTBUIO.

2.1.

Mexay ycTpoiicTBaMu cTeHAa JoskHa GbiTb o6ecrnedyeHa |P cBA3HOCTb.
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Pepakuus 1

Cxema B3aumoaencTBus

LeHTpanbHbIN ochuc

NMoAcHeHUA K cxeme:

Host-b-hub e C-Teppa llinios
Poyrep Ha 6aze
OC Debian 12
Certfication_authority
A0 D MepcoHanbHbIA
2001:db8::192.168.100.0/24 P S KomnbloTep

1 (TGi2)

Hub UenTp Boinycka

cepmMdpuKaroB

=

2(TGio0)

‘ 2(TGi0/)

HTTP-cepeep ana
pacnpocTpaHeHusn
CMUCKA OTOSBAHHbLIX
cepmMdpukaTos

2001:db8::172:17:100:0/112

ue (IPsec)

(HepoBepeHHbIN cermenT)

(noBepeHHbBIW e-erueu'r)

:db8::172.17.255.0/24

.2 (ens192) .2 (ens224)

Router

2001:db8::172.16.1.0124 | | =Y

\

.2 (TGio0)
Spoke

T.1 (TGi0/)

l 100
-

Host-b-spoke

dununan

2001:db8::192.168.1.0/24

PucyHok 1. O6uwasa cxema

O6wasn noruka paboTbl

1. PasmelleHune yCTpOUCTB.

1.1. B ueHTpanbHOM ocdumce pasmeLLatoTcs: LeHTp Bbinycka ceptudukator (Certification_authority),
kpunTownto3 «C-Teppa LUnto3» (Hub) Bepcun 5.0 n nepcoHanbHbI kKomnbtoTep (Host-b-hub).
1.2. B dwnuane pasmewatorca: kpuntowrnod «C-Teppa LWnwo3» (Spoke) Bepcumn 5.0 u

nepcoHanbHbIN kKoMmnbtoTep (Host-b-spoke).
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1.3. B HekoHTponupyemoMm cermeHTe (CMHee obnako Ha cxeme) pasmewtatotca: HTTP cepsep ans
pacnpocTpaHeHust Ccrnucka oOTo3BaHHbIX cepTudmkatoB (CRL_distribution_point) n 3
MapupyTusartopa (ISP1, ISP2 n Router).

2. [logkntoveHue K cetn VIHTepHeT.

B maHHOM cueHapun ang amynsaunmn cetn VIHTepHeT ncnonbayotcs MaplipyTtnsatopsl ISPL, ISP2 n
Router.

MoakntoyeHne k cetn MHTepHeT Ha ycTponcTeax «C-Teppa LUnto3» 6yaeTt cuntatbecsa ycnewHbIM, eCrim
no npotokony ICMP (unu «ping») 6ynet goctyneH HTTP cepBep ans pacnpocTpaHeHusi crnucka
0TO3BaHHbIX cepTudmkatos (yctponcteso CRL_distribution_point Ha cxeme).

2.1. Kpuntownto3 Hub nogkntovaeTcs k cetn VIHTEpHET ¢ NnoMoLblo cepBuca mul tiwan. OCHOBHOWM
MapLIpyT No ymon4yaHuio vyepe3 mapuupyTtudaTtop ISP1. Pe3epBHbIi MapLipyT No ymMonyaHuio
Yyepes MmapLupyTusatop ISP2.

2.2.  Kpuntownto3 Spoke nogkrntodaeTca kK cet IHTepHET C MOMOLLbI0 CTaTUYECKOW MapLUpyTU3aLmm
(MapLupyT no ymonuyaHuio Yepes mapLupytmnsartop Router).

3. OTKasoycToN4YnBOCTb.

3a pesepBrpoBaHWe KaHanoB CBA3W OTBeYaeT cepBUC multiwan. multiwan AobaBnseT mapLpyT
no ymonyaxuto 4yepes ISP1 unu ISP2. Beibop 3aBucUT OT 4OCTYNHOCTM KaHanoB. Ecnu kaHan yepes
ISP1 HegocTyneH, To multiwan nepeknoyaeTcs Ha paboTy vepes ISP2, ecnu oH goctyneH. Ecnn
multiwan paboTaeT Ha kaHane 4epe3 ISP2 u kaHan Yyepes ISP1 cTaHOBUTCS AOCTYMNEH, TO
multiwan nepeknioymTcsa Ha paboTy Yepes ISP1, ecnm BktoveH preempt pexum.

[N npoBepkM OOCTYMHOCTU KaHanoB ncnonb3ytotcs ICMP 3anpockl. [Ins kaxgoro npoBepsieMoro
X0CTa U Ans Kaxaoro nHTepderica cosgaetcsa cBoé npaeuno Ans ICMP 3anpoca. Ons kaxgoro
KaHana co3gaéTcs cBos Tabnuua ¢ MaplupyTamu 4o NpoBepsieMblX XOCTOB Yepes ISP1 unu yepes
ISP2 c yka3aHveMm src agpeca. JaHHas Tabnuua 6yaeTt cogepaTb TONMbKO MapLUpYThl 40
NpoBepsieMbIX XOCTOB, BCE OCTaslbHble MapLUpyThl U3 Tabnuy Ansa kaHanos 6yayT yaoaneHbl.

4. MapameTpbl WndpoBaHua IPsec.

Becb IPv4 Ttpadwmk mexgy noacetamu ueHTpanbHoro odwmca (192.168.100.0/24) n dmnmana
(192.168.1.0/24) 3zawuuwiaetca c¢ wucnonb3oBaHuem anroputmoB [OCT u npotokona IPsec B
TYHHENBHOM pEeXMME.

MHnuuunpoBaTb 3alulieHHOE CcOoeavHEHWe MOXeT Kak Tpadwuk u3 nogcetn 192.168.1.0/24 B
192.168.100.0/24 (13 hunmnana B LEHTP), Tak n HAO6OPOT, N3 LeHTpa B ounman.

4.1. TMapameTpbl npotokona IKE ans sepcum 5.0:

e AyTeHTudumkauma npy noMmowm undposbix ceptudukaTtos, anroputm nognucn — FOCT P
34.10-2012 (kntoy 256 6uT);

e Anroputm wncppoBaHus — FTOCT P 34.12-2015 Marma (knto4 256 6uT);

e Anroputm BbluncneHus xew-pyHkumm — FTOCT P 34.11-2012 TK26 Ctpubor (krtoy 256 6uT);

e Anroputm BblpaboTkm obuwero knw4va (aHanor anroputma [Ouddu-XennmaHa) -
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

4.2. TlapameTpbl npoTtokona ESP ans sepcum 5.0:

KombnHMpoBaHHbIN anroput™ WKUEPOBaHNS U MMUTO3aLWNUTbl (KOHTPOSMb LENOCTHOCTU) —
FOCT P 34.12-2015 Marma B pexume MGM (knto4 256 6uT).

5. [MapameTpbl MEXCETEBOIO 3KPaHUPOBaHWS.
s nakeToB, KOTOpbIE He 3alumLLaTcs IPsec, TpUMeHsTCs creayrowme npaeuna GuUnbTpauum:

5.1. Ha LAN mnHTepdeincax IPv6 Tpaduk He KOHTPONMPYETCA.
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5.2. Ha LAN wuHTepdencax IPv4 tpaduk He 3abnokuposaH. [NMpu HeobxogumocTtn Tpaduk IPv4
MOXET ObITb 3abNOKMPOBaH Mo aHanornm ¢ 6noknposBkor Tpadumka IPv4 Ha WAN mnHTepdeince B
HacTosLLEM CLieHapun.

5.3. Ha WAN uHTepcbericax paspeLueH Bxoaawmmn IPv6 Tpaduk:

53.1

53.2
5.3.3

534
5.35

MakeTbl coobLieHmn Neighbor Solicitation (NS) n Neighbor Advertisement (NA) npoTtokona
Neighbor Discovery (ND). PaspeweHne npuvema coobueHni ND-NS Heobxogammo ans
oBHapyXeHus KpMNToLLM3a CMEeXHbIM ceTeBbiM obopyaosaHnem (Router1 B HacTosLwem
cueHapuu) B cCny4ae, €ecnuM uHMUmMatopoMm obmeHa [daHHbIMUM SBNSETCA He cam
KpunTownto3, a naptHep. Npuem coobuweHnii ND-NA paspellaetca gnsa cnyyas, korga
coobueHne ND-NS nocbinaetcsa KpUnToLLMO30M, KOTOPbIN MHULMPYET 0OMeH AaHHbIMU C
napTHepoMm, a cmexHoe ceTeBoe obopypoBaHue nockinaetr ND-NA c link-local agpeca
IPv6.

MpoTtokon UDP nopTtbl 500 1 4500 — anga IKE n NAT-Traversal (ESP in UDP).

MpoTokon ICMP — ansi NpoBepkM AOCTYMHOCTM KpUMTOLWWNo3a M paboTbl MexaHu3ma
PathmMTUd.

Mpotokon ESP (Homep 50) — ans paboTsl IPsec.

Becb TCP n UDP Tpaduk, Ans KOTOPOro ecTb UCXoAsLlee coeanHeHne (3T0 AMHamMmu4eckne
npaswna, KoTopble co3gatTcs npu nomowm stateful punstpaumm).

5.4. Ha WAN uHTepdericax Becb IPv4 Tpadmk 3abnokmposaH — BXOOAALLMIA N UCXOASALLNNA.

5.5. Ha WAN wuHTepdericax MHCNEKTUPYIOTCS BCE WCXOoAdWMe foKanbHble M TpaH3uTHble IPv6
coeguHenma ans npotokonoB TCP n UDP. Ha ocHoBe pesynbTaToB MHCMNEKTMPOBAHWSA
ocyluecTBnseTcs unbTpauns BxogdaLero Tpacduka ¢ y4eTom cocTosHus ceccuum (stateful).

Hactpouka cteHaa

poE

A .

A w0 doPF

Hactpouka yctponctea Host-h-hub

Hactponte IP agpec — 2001:db8::192:168:100:100/112 Ha ceTeBOM UHTEpeice.

Bapgante mapLpyT no ymonyanuto yepes 2001:db8::192:168:100:1.

Paspewunte npmvem n otnpasky ICMP nakeTtoB (ecnv 3abnokupoBaHo).

Hactponka yctponctea Host-b-spoke

Hactponte IP agpec — 2001:db8::192:168:1:100/112 Ha ceTeBOM MHTEpdece.

3apgante mapLupyT no ymonyaHuo yepes 2001:db8::192:168:1:1.

Paspelwmnte npuem n otnpasky ICMP nakeToB (ecnv 3abnokupoBaHo).

Hactpouka yctpounctsa ISP1

Hactponte IP agpec — 2001:db8::172:16:255:1/112 Ha ceTeBOM nHTEphence ens192.

Hactpowite IP agpec — 2001:db8::172:16:100:1/112 Ha ceTeBOM UHTepdence ens224.

Baganite mapLpyT no ymonyanuto yepes 2001:db8::172:16:255:2.

Paspewnte npoxoxaeHue IP Tpaduka (ecnm 3abnokupoBaHo).

Hactpoika yctpounctsa ISP2

Hactpowite IP agpec — 2001:db8::172:17:255:1/112 Ha ceTeBOM MHTepdence ensl192.

Hactpowite IP agpec — 2001:db8::172:17:100:1/112 Ha ceTeBOM MHTepdence ens224.
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3. Bapante mapLupyT no ymonyaHuio vyepes 2001:db8::172:17:255:2.

4. PaspewuTe npoxoxaeHue |IP Tpadumka (ecnm 3abroknpoBaHo).

Hactpowka yctponctea Router

Hactpoiite IP agpec — 2001:db8::172:16:255:2/112 Ha ceTeBOM nHTEpdence ensl92.
Hactporite IP agpec — 2001:db8::172:17:255:2/112 Ha ceTeBOM nHTEpdence ens224.
Hactpoiite IP agpec — 2001:db8::172:16:1:1/112 Ha ceTeBOoM UHTepdence ens256.
3apgavnite mapwpyT go cetr 2001:db8::172:16:100:0/112 yepes 2001:db8::172:16:255:1.
Bapante mappyT go cetr 2001:db8::172:17:100:0/112 yepes3 2001:db8::172:17:255:1.

© o M w hoPRF

Paspewwunte npoxoxaeHue IP Tpaduka (ecnv 3a6nokMpoBaHo).

Hactponka yctponctsa Hub

HacTtporika 6yaeT nponcxoamTb NoKanbHO NPy NOMOLLU KOHCOMBHOMO NOAKMOYEHNS.

HacTpovika MOXeT oCyLLeCcTBRATLCA U yaaneHHo (no SSH), HO UCKNOYUTENBHO NO AOBEPEHHOMY KaHarny
cBA3n. [JoBepeHHbIM KaHanoM CBS3M MOXET CHUTaTLCA KaHan B Nnpeaenax KOHTPONMpyeMon 30Hbl B cryyae
OTCYTCTBMS B HEM HapywuTensa (B Hawem npumepe 3To nopcetu 2001:db8::192:168:100:0/112,
2001:db8::192:168:1:0/112). [loBEPEHHBLIM KaHANOM CBS3W TakKkKe CUMTaeTCsl KaHan, 3alMLiEeHHbIA npu
nomowm npotokona IPsec (Hanpumep, nocne HACTPOWMKM LWNPPOBaHUS Mexay MnoaceTsiMu
2001:db8::192:168:100:0/112 un 2001:db8::192:168:1:0/112 pa3spelwlaeTcs BbINOMHATL HaCTPOWKY
kpunTowwnto3a Spoke n3 nogcetr 2001:db8::192:168:100:0/112 ueHTpansHoOro oguca).

HayanbHble HaCTPOMNKK

[ata n Bpemsa Ha Bcex kpuntowso3dax n YL, aomkHel 6b6ITb OOMHAKOBLI, Tak Kak Ang ayTeHTudukauum
MCnonb3ylTcs UMpoBLIE CePTUDUKATBI, B KOTOPbIX 3addMKCMPOBaHbI AaTa U BpeMsi Havarna ux encTBus
U OKOH4YaHus. Takke OfMHAKoBble faTa W Bpemsl Ha Bcell WHpacTpyKkType obner4alT MoucK
HeucnpasHOCTEN NO nor-gpannam.

Bongute B CLI pasrpaHnyeHunsa goctyna (nonb3oBaTenb U Naporib No YMONyaHuio: administrator, s—
terra) YyCTaHOBWTE MpPaBWIbHBLIA TWUN TepMUHanNa u Tpebyemyl LWUPUHY, CMEHWTe naponb Ans
nonb3oBaTtensd administrator.

MepewnaunTe B linux bash koHconb, ycTaHOBUTE Naponb AN NoNb3oBaTensd root, NpaBUibHOE BPEMS U
BPEMEHHYIO 30HY.

I'Iop,po6Ha$| HaCTpOVIKa C onncaHmem KomaHpg npmneeneHa B 6a3oBoMm cueHapuu.

Hactpouku PKI (3anpocbl n ceptudpmkatbl)

MpoaoykT He noggepxuBaeT pasHocTHble (delta) cnucku OT3bIBa cepTudMKaToB, TOMbKO ©Oas3oBble.
YunTbiBanTe aTo Npu Boibope unu passeptbiBaHum YL,

[na ayTeHTudrkaumm napTHepoB rno IPsec MoXHO ncrnonb3oBaTth LNMGpPoBbIe cepTuduKaThl, BbiNyLLEHHbIE
npu nomowmn ceptudnumposaHHoro CK3W, nnm npegsaputensHO pacnpegeneHHble KoYy, CoO34aHHbIE 1
BBeZEHHble B COOTBETCTBUM C NpaBunamm nonb3osaHnsa CK3W (nosisunuck B Bepcum 5.0).

CreHepupyiTe 3anpoc Ha cepTUdmKaT KpUNTOLUM03a U coxXpaHuTe 3ToT 3anpoc B ¢parn Ha USB Flash
HakonuTene. [loctaBbTe chann ¢ 3anpocom Ha YLl u Bbinyctute no Hemy ceptucpukat. Ceptucbukat
KpunToLunto3a BMecTe ¢ cepTudmkatom YL, goctaBbTe Ha W3 1 uMnoptupynte mx B 6a3y MNpoaykTa.
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Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepakumsa 1

lMoppobHas HacTpowka ¢ onucaHMeM KomaHg npuseaeHa B 6a3oBOM cueHapun.

Hactponka naponei goctyna k KoHconu cisco-like

BoriguTe B cisco-like koHCONb M cMeHuTe naponb AN nonb3oBatens cscons (Mapofb MO YMOMYaHWUIO:
csp) M Naposnb Ha enable (MNApofb MO YMOMYaAHUIO: CSp).

MoppobHas HacTpowka ¢ onucaHMeM KomaHg npuseaeHa B 6a3oBOM cueHapun.

HacTpoiika ceTeBbIX napameTpoB

M3meHeHmne cocToaHnsa nHtepdencoB 1 HasHadeHne |IP agpecoB B cisco-like KoHCONM NpumMeHsatoTca cpasy
nocne BBOAa COOTBETCTBYKOLWMUX KOMaHg. lMonuTuka Ge3onacHOCTM NMPUMEHSAIOTCA Mocrne Bbixoda W3
pexvMa KOHMUIypUpoBaHUS.

1. TpoBepbTe BkMOYEHa NU MapLpyTusaums IPve6:
root@Hub:~# sysctl net.ipvé6.conf.all.forwarding

net.ipv6.conf.all.forwarding = 1

MapLLlpyTl/l3aU,V|9| OOJMKHa ObITb BKMOYEHA npun nHnumann3aunm KpuntoLusosa. I'Ipl/l HeO6XOD,V|MOCTV|
maplwpyTtmsaumss  IPv6  moxeT  6biTb  BKMOYEHA  MO3gHee  3anucbio  HACTPOMKU
net.ipvé6.conf.all.forwarding=1 B dann /etc/sysctl.d/02-
sterra_ internet settings.conf C NoOCneaymwoLen nepesarpyskon KpUnToLmosa.

2. 3apavite MMsi yCTpOWCTBA:

sterragate (config) #hostname Hub

3. PaspewunTte IPV6 Tpaduk:

Hubl (config) #ipv6e default filtering permit

Mpumevanne — Mo ymonyaHMio Ha Bcex ceTeBblX MHTepdencax IPv6 Tpadwuk 3abnoknpoBaH —
KomMaHga ipv6 default filtering deny. KomaHga ipvé default filtering deny
3anpeLlaeT NpoxoxaeHne Tpaduka IPv6 Bo Bcex HanpaBrneHusx Ha uHTepdericax 6e3 cnuckos
poctyna IPv6. B pamkax HacTosillero cueHapusi KOMaHga no ymonyaHuio ipvé default
filtering deny npuBegeT K 6NOKMPOBKe Bxoadawero u ucxogdawero tpadwmka IPv6 Ha LAN
nHTepdence, Tak kak Ha WAN uHTepderice bygeT ykaszaH cnmcok goctyna IPv6, a Ha LAN
nHTepdpence cnucok goctyna IPv6 He npegnonaraetcs. OnucaHue komaHabl ipv6 default
filtering deny|permit npuBegeHo B cueHapun «OpraHmsaums  3alULLEHHOro
B3aMMOJENCTBUA Mexay NOACETAMU LieHTpansHoro oguca u unuanos nocpeacrtsom IPsec VPN
TyHHens (npoTokon IPv6)».

4. Bknounte WAN 1 LAN uHTepdencel n HacTpounTe |IP agpeca B COOTBETCTBUM CO CXEMOW CTeHAaA:

Hub (config) #interface TenGigabitEthernet0/0

Hub (config-if)# no ip address

Hub (config-if) # ipv6 address 2001:db8::172:16:100:2/112
Hub (config-if)# no shutdown

Hub (config-if) #interface TenGigabitEthernet(/1

Hub (config-if) # no ip address

Hub (config-if) # ipv6 address 2001:db8::172:17:100:2/112
Hub (config-if) # no shutdown

Hub (config-if) #interface TenGigabitEthernet0/2

Hub (config-if) # no ip address

Hub (config-if)# ipv6 address 2001:db8::192:168:100:2/112
Hub (config-if) # no shutdown

Hub (config-if) #exit

HOD,pOGHaFl HaCTDOVIKa C onncaHmem KomaHpg npmeegeHa B 6asoBom cueHapuu.
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Hactponka wudpoBaHus

B HacTosilem cueHapuu He paccmaTpvBaeTCs COBMECTMMOCTb C KpunTowwsosamu «C-Teppa LUnios»

BEpCUn

4.3, TaK KaKk oHM He noaaepxmeatoT IPV6.

1. MapameTpsbl IKE.

1.1.

1.2.

1.3.

BapawnTte obwme napameTpsl IKE:

Hub (config) #crypto isakmp identity dn

Hub (config) #crypto isakmp keepalive 3 2

Hub (config) #crypto isakmp keepalive retry-count 5

Hub (config) #crypto isakmp fragmentation

Hub (config) #crypto isakmp security-association lifetime delta 50
Hub (config) #crypto isakmp initiator-sessions-max 100

Hub (config) #crypto isakmp responder-sessions-max 100

CospanTte nonutuky 1, onuceiBaroLyto anroputmel IKE TyHHens:

Hub (config) #crypto isakmp policy 1

Hub (config-isakmp) # encr magma

Hub (config-isakmp) # hash stribog-256

Hub (config-isakmp) # authentication gost-sig
Hub (config-isakmp) # group vko2

Cospavite npodunb HacTpoek ISAKMP (anroputm IKE) noa nmeHem NEW ALGS, 4To6bl Aanee
€ro NPUKpenuTb K COOTBETCTBYIOLLEMY pa3geny KpunTo-KapTbl:

Hub (config) #crypto isakmp profile NEW_ ALGS
Hub (conf-isa-prof) #match identity dn

Hub (conf-isa-prof) #set identity mapping
Hub (conf-isa-prof) #set policy 1

2. [MapameTpsbl IPsec.

2.1.

2.2.

2.3.

2.4,

Otkniounte o6HoBNeHne knioda IPsec SA no  JocTuwkeHuo onpegerneHHoro obbema
nepegaHHoro Tpaduvka:

Hub (config) # crypto ipsec security-association lifetime kilobytes unlimited

Cospante IPsec TpaHcdopM, 3agalowmn KOMOVHMPOBAHHLIA anroputM WWUAPOBaHMA 1
umutosawmTel FOCT 34.12-2015 Marma B pexumve MGM ang tpaduka (ansa sepcuin 5.0):

Hub (config) # crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-
magma-mgm
Hub (cfg-crypto-trans) #exit

Cospanite cnucok goctyna (ACL) ans IPv4 Tpadwmka, KOTOPbIA HYXXHO 3aluwiatb Mexay
LeHTpanbHbIM ohUCoM 1 unuanom:

Hub (config) #ip access-list extended IPSEC_ACL HUB AND SPOKE

Hub (config-ext-nacl) #permit ipvé 2001:db8::192:168:100:0/112
2001:db8::192:168:1:0/112

Hub (config-ext-nacl) #exit

Hub (config) #

Cospgante kpunrto-kapTy (MMa VPN ISP1, pasgen 1) Ans noctpoeHus IPsec TyHHens 4vepes
nposangepa ISP1:

Hub
Hub
Hub
Hub

config) #crypto map VPN ISPl 1 ipsec-isakmp

config-crypto-map) #match address IPSEC_ACL HUB AND SPOKE
config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
config-crypto-map) #set local-address ipv6 2001:db8::172:16:100:2
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YkasaHMe nokanbHOro agpeca ChnyXuT Ans OTnpaBky WnpoBaHHOrO Tpaduka C agpecom
UHTepdenca TenGigabitEthernet0/0.

Hub (config-crypto-map) #set peer ipv6e 2001:db8::172:16:1:2
Hub (config-crypto-map) #set isakmp-profile NEW ALGS

Hub (config-crypto-map
Hub (config-crypto-map) #set security-association mss-fix out

( )
( )

Hub (config-crypto-map) #set dead-connection history off
( ) #set pre-fragmentation
( )
( )

Hub (config-crypto-map) #exit

2.5. Cospgante kpunTo-kapTy (Mma VPN ISP2, pasgen 1) ons noctpoeHusi IPsec TyHHensa 4vepes
nposangepa ISP2:

Hub (config) #crypto map VPN ISP2 1 ipsec-isakmp

Hub (config-crypto-map) #match address IPSEC_ACL_HUB AND_ SPOKE

Hub (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hub (config-crypto-map) #set local-address ipv6 2001:db8::172:17:100:2

YkasaHue nokanbHOro agpeca ChyXuT AMfs OTNpaBkv LIMEPOBAHHOIO Tpadmka C agpecom
WHTepdenca TenGigabitEthernet0/1.

Hub (config-crypto-map) #set peer ipv6e 2001:db8::172:16:1:2
Hub (config-crypto-map) #set isakmp-profile NEW_ ALGS
Hub (config-crypto-map) #set dead-connection history off

( )

( )

( )
Hub (config-crypto-map) #set pre-fragmentation
Hub (config-crypto-map) #set security-association mss-fix out
( )

Hub (config-crypto-map) #exit

3. Tlpukpenute cosgaHHble kpunTo-kapTel kK WAN uHTepdencam TenGigabitEthernet0/0 w
TenGigabitEthernet0/1:

Hub (config) #interface TenGigabitEthernet0/0
Hub (config-if) #crypto map VPN ISPl

Hub (config-if) #interface TenGigabitEthernet0/1
Hub (config-if) #crypto map VPN _ISP2

Hub (config-if) #exit

4, TlpumeHWTe BBEAEHHbIE HACTPOMKU:

Hub (config) #end

I'Iop,poGHaﬂ HaCTpOVIKa C onncaHmem KomaHpg npueeaeHa B 6asoBom cueHapuu.

Hactpouka nonutukmn obpabotku COC (CRL)

B wuensax 6e30nacHOCTM HACTOATENbHO pPEKOMEHAYETCHA BKMOYaTb MNPOBEPKY CMUCKOB OT3biBa
cepTudukatoB. PasHOCTHbIE cnucku oTo3BaHHbIX cepTudukaToB (delta CRL) He nogaepxunBatoTcs.

BkntounTte nposepky COC n HacTponTe aBTOMaTUYECKYIO 3arpy3ky U nMmnoptmpoBaHue B 6a3y NpoaykTa
cnucka oTo3BaHHbIX cepTudmkaTo ¢ HTTP cepsepa CRL_distribution_point.

HOD,pOGHaFl HaCTDOVIKa C onncaHmemM KomaHpg npueeaeHa B 6asoBoM cueHapuu.

MN3-3a oTcyTcTBMA MapwpyTta no ymonyaHuio COC He 6ygpet 3arpyxeH B 6asy [poaykrta. lNMpoBepka
OCYLLECTBMTCS MOCIEe HAaCTPONKM cepBMca multiwan.

HaCTPOﬁKa MeXCeTeBOro JKkpaHa

HacTtpolika mexceTeBoro akpaHa ocyLecTBnsieTcs u3 cisco-like koHconu.
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1. Cospanite ceTeBOM object-group C MMeHeM SELF-IPV6 Ans xpaHeHuss B Hem WAN agpecos
KPUNTOLLIIO3a C LieNblo AanbHenwero ero ncnons3oaxusi B ACL:

Hub#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hub (config) #object-group vé-network SELF-IPV6

Hub (config-network-group) # remark WAN IP

Hub (config-network-group)# host 2001:db8::172:16:100:2
Hub (config-network-group) # host 2001:db8::172:17:100:2
Hub (config-network-group) #exit

2. Cospavite ACL c MeHeM FW_INPUT WAN IPV6 Ana sxogswero Ha WAN nHTepdenc Tpaduka:

Hub (config) #ip access-list extended FW_INPUT WAN IPV6

Hub (config-ext-nacl) # permit icmp any any nd-ns

Hub (config-ext-nacl) # permit icmp any any nd-na

Hub (config-ext-nacl) # permit udp any object-group SELF-IPV6 eq isakmp

Hub (config-ext-nacl) # permit udp any object-group SELF-IPV6 eq non500-isakmp

Hub (config-ext-nacl) # permit icmp any object-group SELF-IPV6

Hub (config-ext-nacl)# permit esp any object-group SELF-IPV6
( ) #

Hub (config-ext-nacl exit

3. Cospante gea ACL ¢ mmeHamun FIREWALL OUT M FIREWALL IN Ans 3anpeTa MCXOAsLWero u
Bxogsuiero IPv4 tpadumka Ha WAN uHTepdence:

Hub (config) #ip access-list extended FIREWALL OUT

Hub (config-ext-nacl) #deny ip any any

Hub (config-ext-nacl) #ip access-list extended FIREWALL IN
Hub (config-ext-nacl) #deny ip any any

4. CosganTe npaBuna wHcnektuposaHust Bcero TCP u UDP Tpadwuka v 3agante Heobxogumoe
MaKCMMaribHOe KONMYeCTBO CECCUA:

Hub (config) #ipv6 inspect name INSPECT tcp
#ipv6 inspect name INSPECT udp

#ip inspect tcp sessions-max 256000

(

Hub (config

Hub (config
(

)
)
)
Hub (config) #ip inspect udp sessions-max 65536

5. [Mpukpenute npasuna MeXCceTeBoro 3KpaHUpoBaHUA Ha WAN NHTepdeichI
TenGigabitEthernet0/0 U TenGigabitEthernet0/1:

Hub (config) # interface TenGigabitEthernet 0/0

Hub (config-if)# ip access-group FIREWALL OUT out

Hub (config-if)# ip access-group FIREWALL IN in

Hub (config-if)# ip access-group FW_INPUT WAN IPV6 in
Hub (config-if) # ip inspect INSPECT out

Hub (config-if) ffexit

Hub (config) # interface TenGigabitEthernet 0/1

Hub (config-if)# ip access-group FIREWALL OUT out

Hub (config-if)# ip access-group FIREWALL IN in

( ip access-group FW _INPUT WAN IPV6 in
( ip inspect INSPECT out

Hub (config-if) ffexit

)

Hub (config-if) #

Hub (config-if) #
)

6. [MpyMeHUTE HaCTPOWUKM:

Hub (config-if) #end

HOD,pOGHaFl HaCTPOVIKa C onncaHmem KomaHpg npueeaeHa B 6asoBom cueHapuu.

Hactpouka cepBuca multiwan

‘ I'Ipvl KOH(*)I/IprVIpOBaHMM cepBuca multiwan HYXHO obsi3aTenbHO cobnogaTb cnenywwine npasuna:
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1) KoHcpurypaumoHHbln hanin gomkeH 6bitb bopmata YAML.

2) Bepcus dopmaTa KOH(UIYypaLMOHHOTO danna OOJDKHA ObITb 1 (napameTp
config format version).

3) lNpuopuTteTbl KaHANOB CBA3W, NPUHAANEXAaLUUX OQHON rpynne, AOMKHbI OTNMYAaTLCS.

4) Kaxgbin KaHan CBA3n DOIKeH cogepxatb Ha3BaHue MHTepdelica,
NPUOPUTET KaHana CBA3W, MapLUpyTbl, agpec creayoLlero nepexona u XocTbl 411 MPOBEPKU.

5) Agpec crnepyloLlero nepexoga MOXeT OTCYTCTBOBATb B CEKUMM ipv4 TOMbKO €Crv OH YXe 3adaH B
cekummn ipvé. AHanorMyHo agpec cneayoLwero nepexona MoXeT OTCyTCTBOBaTb B CEKUMN 1pv 6 TONBbKO
€CNnn OH YXe 3ajaH ANng CeKUunmn ipvi4.

HacTtpolika cepBuca multiwan ocyulecTBnsieTcst u3 linux bash, 4tobbl nonacteb B linux bash BbinonHute
cnegyowyto komaHay B CLI pasrpaHmyeHuns goctyna (npeaBapuTernbHO HYXXHO BbITU U3 KOHCOMW CisCo-
like):

Hub#exit
administrator@Hub] system

Entering system shell...
root@Hub: ~#

HacTtporika multiwan ocyuwiecTBnsercsa yepes dann /etc/multiwan/config. yaml.

1. lMpusegute cogepxummoe canna /etc/multiwan/config.yaml K cnegylowemMy Buay:

Mpwn pacnonoXxeHny NnapameTpa He B CBOEN CEKLMW, 3HaYeHne napameTpa 6yaeT NpourHopupoBaHo.

config format version: 1
links params:
preempt: true
check links reachability on start: true
links:
- name: ISPl
iface name: ethO
prio: 300
routes:
ipv6:
networks:
= 33/0
nexthop: 2001:db8::172:16:100:1
check:
hosts reachability: any
ipv6:
hosts:
- 2001:db8::172:16:101:15
- 2001:db8::172:16:1:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56
- name: ISP2
iface name: ethl
prio: 200
routes:
ipv6:
networks:
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= 33/0
nexthop: 2001:db8::172:17:100:1
check:
hosts reachability: any
ipv6:
hosts:

- 2001:db8::172:16:101:15
- 2001:db8::172:16:1:2
method:
icmp:
max rtt: 100
interval: 3
restore interval: 1
restore count: 10
failure count: 10
tos: 184
data size: 56

2. [lpoBepbTe nNpPaBWMLHOCTb COCTABMEHHOrO KOHMUIypauMOHHOrO darnna C NOMOLLbO KOMaH4bl
/opt/multiwan/multiwan_ daemon --check config. [Ona oTobpaxeHus napameTpos,
nony4Yaembix U3 KOHuUrypaumoHHoro danna, gobasbTe knov ——result:

root@Hub:~# mwan mgr check-config --re

INFO: Parsed parameters:
config format version: 1
daemon params:
watch intervals:
watch foreign routes: 10
watch rules: 10
watch self routes: 10
links params:

3aBepleHue HacTponku Hub

1. MNocne HaCTpOIZKVI 3anycTuTe cepBmMc multiwan, a Takxke nobaBbTe ero B aBTO3arpyaskKy:

root@Hub:~# systemctl start multiwan.service

root@Hub:~# systemctl enable multiwan.service
2. TlocmoTpeTb nor paboTbl cepBMca MOXHO B dpanne /var/log/cspvpngate.log:

root@Hub:~# tail -n 1000 /var/log/cspvpngate.log | grep multiwan

2025-11-28T15:37:34.294233+03:00 Hub multiwan: INFO: Starting multiwan...
2025-11-28T15:37:43.314334+03:00 Hub multiwan: INFO: Group default: Link name
ISP2: Prio 200: Link is reachable.

2025-11-28T15:37:43.314660+03:00 Hub multiwan: INFO: Group default: Link name
ISPl: Prio 300: Link is reachable.

2025-11-28T15:37:45.305005+03:00 Hub multiwan: INFO: Group default: NAT
translations table has been cleared.

2025-11-28T15:37:46.305808+03:00 Hub multiwan: INFO: Group default: IKE/IPsec
tunnels were cleared.

2025-11-28T15:37:48.306619+03:00 Hub multiwan: INFO: Group default: LSP was
reloaded.

2025-11-28T15:37:48.306716+03:00 Hub multiwan: INFO: Group default: Used
interface "eth0". Nexthop "2001:db8::172:16:100:1".

3. TlpoBepbTe, 4TO fo6aBneHHbIe MapLpyTbl 06bABAEHbI B HACTPONKax multiwan:
root@Hub:~# ip -6 route show proto multiwan

default via 2001:db8::172:16:100:1 dev eth0 metric 700 pref medium
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4. T[lpoBepbTe Hanuume B cucteme Mapuipyta go IP agpeca HTTP cepsepa CRL_distribution_point:
root@Hub:~# ip -6 route get 2001:db8::172:16:101:15

2001:db8::172:16:101:15 from :: via 2001:db8::172:16:100:1 dev eth0 proto multiwan
src 2001:db8::172:16:100:2 metric 700 pref medium

5. Ecnu BCé HacTpoeHO BEPHO, TO Nepesarpy3nTe cepBucC getcrls ans 3arpyskn COC B 6a3y NpoaykTa:
root@Hub:~# systemctl restart getcrls.service

6. BbinonHuTe NpoBepky cTatyca cepTudmrkaToB B 6a3e NMpoaykra:
root@Hub nl:~# cert mgr check

1 State: Active C=RU, L=Zelenograd, 0=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA
2 State: Active C=RU, L=Zelenograd, 0=S-Terra CSP,0U=RnD, CN=Hub

B MpunoxeHuu npeactaBneHbl TEKCTbI KOHUIypaumin ansa kpuntowuntosa Hub:

e TEKCT KoHconu cisco-like;
e TekcT LSP;
e cogepxumoe /etc/multiwan/config.yaml.
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Bepcus 5.0

MpumMep Mcnonb3oBaHus

Pepakuus 1

Hactpoika kpuntownto3a Spoke

Hactpoiika kpunTownto3a Spoke npousBoautcss no aHanormm ¢ Hub 6e3 HacTpoek multiwan. B
CcTaTM4eCcKon KpUnTo-KapTe AO0MKHO OblTh Yka3aHo ABa napTHepa no |IPsec coeguHeHuo:

Spoke (config) #crypto map VPN 1 ipsec-isakmp

Spoke (config-crypto-map) #match address IPSEC ACL HUB AND SPOKE

Spoke (config-crypto-map) #set
Spoke (config-crypto-map) #set

Spoke (config-crypto-map) #set
Spoke (config-crypto-map) #set

(

(

( )

( )
Spoke (config-crypto-map) #set
Spoke (config-crypto-map) #set

( )

( )

( )

Spoke (config-crypto-map) #set

transform-set MAGMA GOST ENCRYPT AND INTEGRITY

isakmp-profile NEW ALGS
security-association mss-fix out
peer ipv6e 2001:db8::172:16:100:2
peer ipv6e 2001:db8::172:17:100:2
pre-fragmentation
dead-connection history off

B MpunoxeHun npeacTaBneHbl TEKCTbI KOHPUIypaLuid ANns KpUnToLuntosa Spoke:

TeKCT KoHconu cisco-like;

TEKCT

LSP.

MpoBepka paboTOCNOCOOHOCTH CTEHAA

MpoBepKy paGoTOCNOCOGHOCTU HY>KHO BbINOMHATL NOCHE 3aBepLIeHNst HaCTPOWKK BCEX YCTPOWCTB CTeHaa.

Mposepka IP cBA3HOCTH

1. TlpoBepbTe, YTO C KpunTOWNO30B Hub 1 Spoke no ICMP gocTtynHbl Wwno3bl No ymonyaHuiwo (ISP1 un
ISP2 gns Hub, Router ana Spoke). [Ins 3Toro BbINONMHUTE KOMaHAy ping M3 cisco-like koHconu
KpUNTOLLIO30B.

Hub#ping 2001:db8::172:16:100:1

PING 2001

108
108
108
108
108

rtt min/avg/max/mdev = 0

Hub# ping 2001:db8::172:17:100:1

bytes
bytes
bytes
bytes
bytes

:db8::172:16:100:1(2001:db8::172:16:100:1)
172:
172:

from
from
from
from
from

2001 :db8::
2001 :db8::
2001:db8::
2001:db8::
2001 :db8:

2001:db8::172:16:100:
5 packets transmitted, 5

PING 2001

108
108
108
108
108

rtt min/avg/max/mdev = 0

bytes
bytes
bytes
bytes
bytes

:db8::172:17:100:1(2001:db8::172:17:100:1)
:172:
3725
3725
3725
3725

from
from
from
from
from

2001
2001
2001
2001
2001

:db8:
:db8:
:db8:
:db8:
:db8:

2001:db8::172:17:100:
5 packets transmitted, 5

172
172

37253

16:
16:
:16:
:16:
16:

1 ping
received,

17:
17:
17:
17:
17:

100:
100:
100:
100:
100:

== e e e
00 0o oo 00 oo

icmp_ seg=1
icmp seg=2
icmp seg=3
icmp seg=4
icmp seg=5

statistics ---

100:
100:
100:
100:
100:

= e e
%0 00 CO 00 GO

0% packet loss,
.230/0.379/0.859/0.240 ms

icmp_ seg=1
icmp seq=2
icmp seqg=3
icmp seqg=4
icmp seqg=5

1 ping statistics —--—-
received,

Spoke#ping 2001:db8::172:16:1:1

PING 2001:
108 bytes
108 bytes
108 bytes

db8::172:16:1:1(2001:db8::172:16:1:1)
2:172:16:1:1: icmp seg=1
::172:16:1:1: icmp seqg=2
::172:16:1:1: icmp seg=3

from 2001 :db8
from 2001 :db8
from 2001 :db8

0% packet loss,
.288/0.315/0.356/0.024 ms

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0

time=0.
.249

time=0

time 4052ms

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0
time=0

time=0.
time=0.

time 4072ms

100 data bytes
ttl=64 time=0.299 ms
ttl=64 time=0.337 ms
ttl=64 time=0.298 ms

100 data bytes
time=0.
time=0.
.288

859
230

272

100 data bytes
time=0.
.296
.288

312

327
356

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms
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108 bytes from 2001:db8::172:16:1:1: icmp seq=4 ttl=64 time=0.301 ms
108 bytes from 2001:db8::172:16:1:1: icmp seq=5 ttl=64 time=0.296 ms

—-—— 2001:db8::172:16:1:1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4083ms
rtt min/avg/max/mdev = 0.296/0.306/0.337/0.015 ms

BugHo, yto yctporictea ISP1 n ISP2 goctynHbl no ICMP ¢ Hub, a yctpoicTteo Router — co Spoke.

2. TlpoBepbTe, 4YTO C 3awmwiaeMbix ycTpoicte Host-b-hub wn Host-b-spoke poctyneH no ICMP
COOTBETCTBYIOLLUIA KPUNTOLUIIO3, KOTOPLIN SBASETCS LUM30M MO YMONYaHuioo. [ns aToro BbINOHUTE
KomaHay ping m3 linux bash koHconu 3almaemMbIX YCTPOUCTB.

root@Host-b-hub:~# ping 2001:db8::192:168:100:1 -c 5

PING 2001:db8::192:168:100:1(2001:db8::192:168:100:1) 56 data bytes

64 bytes from 2001:db8::192:168:100:1: icmp seg=1 ttl=64 time=0.394 ms
64 bytes from 2001:db8::192:168:100:
64 bytes from 2001:db8::192:168:100:
64 bytes from 2001:db8::192:168:100:
64 bytes from 2001:db8::192:168:100:

icmp seg=2 ttl=64 time=0.214 ms
icmp seq=3 ttl=64 time=0.172 ms
icmp seq=4 ttl=64 time=0.203 ms
icmp seq=5 ttl=64 time=0.203 ms

= =S

—-—- 2001:db8::192:168:100:1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4054ms
rtt min/avg/max/mdev = 0.172/0.237/0.394/0.079 ms

root@Host-b-spoke:~# ping 2001:db8::192:168:1:1 -c 5

PING 2001:db8::192:168:1:1(2001:db8::192:168:1:1) 56 data bytes
64 bytes from 2001:db8::192:168:
64 bytes from 2001:db8::192:168:
64 bytes from 2001:db8::192:168:
64 bytes from 2001:db8::192:168:
64 bytes from 2001:db8::192:168:

icmp seqg=1 ttl=64 time=0.325 ms
icmp seg=2 ttl=64 time=0.240 ms
icmp seg=3 ttl=64 time=0.216 ms
icmp seg=4 ttl=64 time=0.195 ms
icmp seg=5 ttl=64 time=0.236 ms

[ = N = S SR
[ = N = S SR

—-—— 2001:db8::192:168:1:1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 0.195/0.242/0.325/0.044 ms

BugHo, 4yto ¢ 3awmwaembix ycTpouctB Host-b-hub u Host-b-spoke poctynHel no ICMP
COOTBETCTBYIOLLME KPUMNTOLLITHO3bI.

3. TlpoBepbTe, YTO € KpUnTOLWMo3a Hub goctynen no ICMP kpuntownto3 Spoke (no WAN uHTepdencam).
[nga 3TOro BbINONHUTE KOMaHAY ping U3 cisco-like koHCONM KpuNTOLLNHO3a.

Hub#ping 2001:db8::172:16:1:2

PING 2001:db8::172:16:1:2(2001:db8::172:16:1:2) 100 data bytes
108 bytes from 2001:db8::172:16:1:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:
108 bytes from 2001:db8::172:16:

icmp seg=1 ttl=62 time=0.656 ms
icmp seg=2 ttl=62 time=0.864 ms
icmp seq=3 ttl=62 time=0.763 ms
icmp seqg=4 ttl=62 time=0.659 ms
icmp seq=5 ttl=62 time=0.717 ms

o e e
NN NN

-—- 2001:db8::172:16:1:2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4067ms
rtt min/avg/max/mdev = 0.656/0.731/0.864/0.077 ms

BugHo, uto ¢ kpuntownio3da Hub goctyneH no ICMP kpuntowwnto3 Spoke.

4. [lpoBepbTe HanuMyue MapLUpyToB 4epe3 UHTepdenc, HanpaBneHHbIA B CTOPOHY OCHOBHOMO KaHana
CBSA3M.

Hub#run ip -6 route show proto multiwan

default via 2001:db8::172:16:100:1 dev eth0 metric 700 pref medium
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Mposepka PKI

1. TlpoBepbTe, UTO Ha KpunTowno3ax Hub n Spoke COC mmnopTtupoaH B 6a3y lNpoaykra. [Anga atoro
BbIMOMHUTE KOMaHAy run cert mgr show U3 CiSCO-like KOHCONM KPUNTOLLINIO3OB.

Hub#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O=S-Terra CSP,OU=RnD, CN=Hub

2 Status: trusted C=RU,L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root
CA

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

Spoke#run cert mgr show

Found 2 certificates. Found 1 CRL.

1 Status: local C=RU, L=Zelenograd, O0O=S-Terra CSP,0OU=RnD, CN=Spoke

2 Status: trusted C=RU,L=Zelenograd, O=S-Terra CSP,0OU=RnD,CN=S-Terra CSP Test Root
CA

3 CRL: C=RU,L=Zelenograd,O=S-Terra CSP,OU=RnD,CN=S-Terra CSP Test Root CA

BugHo, 4to Ha kpunTowto3ax Hub n Spoke COC nmnoptunposaH B 6a3y lNpoaykta. Ecnn aToro He
npou3owrno, TO npoBepbTe ann >xypHana (KomaHga run grep getcrls daemon
/var/log/cspvpngate.log) U, Npu HeoOGXOAMMOCTW, Mepe3anycTuTe CepBUC aBTOMATUYECKON
3arpyskn COC (komaHga run systemctl restart getcrls.service).

2. TlpoBepbTe, 4YTO Ha kpunTowsnto3ax Hub u Spoke cratyc Bcex ceptudmkatoB Active. [ns aToro
BbIMOSIHUTE KOMaHAy run cert mgr check U3 Cisco-like KOHCOMM KPUMTOLLNIO30B.

Hub#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O0O=S-Terra CSP,0U=RnD, CN=Hub
2 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,O0U=RnD,CN=S-Terra CSP Test Root
CA

Spoke#run cert mgr check

1 State: Active C=RU, L=Zelenograd, O=S-Terra CSP,0U=RnD,CN=S-Terra CSP Test Root
CA
2 State: Active C=RU, L=Zelenograd, 0O=S-Terra CSP,OU=RnD, CN=Spoke

BugHo, uto Ha kpunTowwnto3ax Hub 1 Spoke ctatyc Bcex ceptudukatoB Active. Ecnu ctaTtyc Inactive,
TO nNpoBepbTe 3arpyxeH nu COC B 6a3y NpoaykTa u NpaBUbHOCTL YCTAHOBKM AAThl U BPEMEHW.

[poBepKka NOCTPOEHUA 3aALUULIEHHOrO COEAMHEHUs Mexay
noacetamu Hub n Spoke

1. WNHvummpyinTe NOCTPOEHME 3aLUMLLEHHOIO COEAMHEHMA Mexay kpuntownosamu Hub n Spoke npu
nomown ICMP Tpadwmka, noceinaemoro ¢ ycrtponctsa Host-b-spoke Ha Host-b-hub (mMoxHO wn
HaobopoT). [inst aTOro BbINOMAHMTE KOMaHAy ping u3 linux bash koHconu 3awmiiaemoro ycTponcTea
Host-b-spoke.

root@Host-b-spoke:~# ping 2001:db8::192:168:100:100 -c 5

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data bytes
64 bytes from 2001:db8::192:168:100:100: icmp seg=1 ttl=62 time=1.18 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=2 ttl=62 time=1.35 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=3 ttl=62 time=1.28 ms
64 bytes from 2001:db8::192:168:100:100: icmp segq=4 ttl=62 time=1.16 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=5 ttl=62 time=1.11 ms

-—- 2001:db8::192:168:100:100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4007ms
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rtt min/avg/max/mdev = 1.109/1.217/1.351/0.088 ms

2. [poBepbTe, 4TO Ha KpunToLnto3ax Hub n Spoke yctaHoBneHo 3awmeHHoe IPsec coeguHenue. ns
3TOro BbIMOSIHUTE KOMaHAy run sa mgr show U3 CiSCOo-like KOHCONW KPUNTOLLIMIO30B.

Hub#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 12 (2001:db8::172:16:100:2,500)-(2001:db8::172:16:1:2,500) active 1968 2008

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 6 (2001:db8::192:168:100:0-2001:db8::192:168:100:££fff, *) -
(2001:db8::192:168:1:0-2001:db8::192:168:1:ffff,*) * ESP tunn 540 540

Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 20 (2001:db8::172:16:1:2,500)-(2001:db8::172:16:100:2,500) active 2008 1968

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 22 (2001:db8::192:168:1:0-2001:db8::192:168:1:ffff, *) -
(2001:db8::192:168:100:0-2001:db8::192:168:100:f££f£f,*) * ESP tunn 540 540

BuaHo, 4To Ha kpunTowmn3ax Hub n Spoke yctaHoBneHo 3alimuieHHoe IPsec coeanHeHne vepes
OCHOBHOW KaHasn. Ecnn aTtoro He npousowsno, To npoBepbTe dann XypHana (KomaHga run less
/var/log/cspvpngate.logq). [pn Heo6XoAMMOCTM yBENUYbLTE YPOBEHb NOMMPOBaHMSA (KOMaHaa
logging trap debugging B KOHcOnu cisco-like) n 3aHOBO wHMUMMPYWTE 3alLMLLEHHOE
coeguHeHme.

[poBepKka COCTOAHMSA KaHaNoB CBA3W

[MpoBepbTE C NOMOLLBI CPEACTB multiwan COCTOSHME KAHANOB CBA3MN:
Hub#run mwan mgr show --links_ status

Link: 1

Name: ISPl

Interface: ethO

Priority: 300

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"

IPv6 nexthop: "2001:db8::172:16:100:1"
Link: 2

Name: ISP2

Interface: ethl

Priority: 200

State: reachable

Active: False

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None
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IPv6 hosts: "2001:db8::172:16:1:2"

IPv6 nexthop:

"2001:db8::172:16:101:15",
"2001:db8::172:17:100:1"

BugHo, 4to nepBbin kaHan ceA3n yepes ethO ¢ npuoputetom 300 gocTyneH. ABnseTcs akTUBHbLIM.
JocTynHOCTb kaHana npoBepsieTca AOCTYMNHOCTLIO Mboro xocta U3 3agaHHbIxX IPv4 xoctos. BTopow
kaHan cesa3n Yyepes ethl ¢ npuoputetom 200 gocTyneH. ABnsieTcs HeakTUBHbLIM. [JOCTYNHOCTb KaHana
npoBepsieTCcs 4OCTYNHOCThIO NM0OOro xocTa U3 3agaHHbIx |Pv4 xocToB.

MpoBepka paboTOCNOCOGHOCTU NpPU OTKa3e OCHOBHOrO KaHana
CBA3MN.

Ons AMYINALUNMN OTKa3a OCHOBHOIO KaHasna CBA3U OTKITIO4YNTE OCHOBHOW VIHTepC#DEVIC.

Hub#run ifdown ethO

Mopoxaute noka nepeknioumTca pabota multiwan Yepes pe3epBHbIV kaHan. MpoBepbTe Hanuyne
MapLUpyTOB Yepes MHTepdelc, HanpaBneHHbI B CTOPOHY Pe3epBHONO KaHana CBSA3W.

Hub#run ip -6 route show proto multiwan

default via 2001:db8::172:17:100:1 dev ethl metric 800 pref medium

Myctute Tpadwuk ¢ yctponctea Host-b-spoke Ha yctporictBo Host-b-hub. [Ons atoro BbinonHute
KomMaHAay ping 13 linux bash koHconu 3awwmwaemoro yctporictea Host-b-spoke.

root@Host-b-spoke:~# ping 2001:db8::192:168:100:100 -c 30

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data bytes
64 bytes from 2001:db8::192:168:100:100: icmp seq=14 ttl=62 time=10807 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=15 ttl=62 time=9783 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=16 ttl=62 time=8759 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=17 ttl=62 time=7735 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=18 ttl=62 time=6711 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=19 ttl=62 time=5687 ms
64 bytes from 2001:db8::192:168:100:100: icmp seq=20 ttl=62 time=4667 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=21 ttl=62 time=3643 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=25 ttl=62 time=1.25 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=26 ttl=62 time=1.09 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=27 ttl=62 time=1.19 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=28 ttl=62 time=1.17 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=29 ttl=62 time=1.22 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=30 ttl=62 time=1.16 ms

—-—- 2001:db8::192:168:100:100 ping statistics ---
14 received, 53.3333% packet loss, time 29555ms
1.089/4128.481/10806.807/3989.702 ms,

30 packets transmitted,

rtt min/avg/max/mdev = pipe 11

B momeHT nepekni4veHna BpemMda BO3BpaTa Naketa MOXeT YyBEeJIMYUTbCA. Takoe noeegeHme cBA3aHO C
HacTpownkamun DPD.

4. TlpoBepbTe, 4TO Ha KpunTowwnt3ax Hub n Spoke yctaHoBneHo 3awuweHHoe IPsec coeamHeHue. [na

3TOro BbIMOMNHUTE KOMaHAy run sa mgr show U3 CiSCo-like KOHCONN KPUNTOLLIMIO30B.
Hub#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

1 13 (2001:db8::172:17:100:2,500)-(2001:db8::172:16:1:2,500) active 1968 2008

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd

2003-2026 «C-Teppa Cudcllun» 19



Bepcus 5.0 Mpumep ucnonb3oBaHUs Pepakumsa 1

1 7 (2001:db8::192:168:100:0-2001:db8::192:168:100:f£fff, *) -
(2001:db8::192:168:1:0-2001:db8::192:168:1:ffff,*) * ESP tunn 1512 1512

Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 22 (2001:db8::172:16:1:2,500)-(2001:db8::172:17:100:2,500) active 2008 1968

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 23 (2001 :db8::192:168:1:0-2001:db8::192:168:1:ffff, *) -
(2001 :db8::192:168:100:0-2001:db8::192:168:100:f£fff,*) * ESP tunn 1512 1512

BuaHo, yto Ha kpuntowno3ax Hub n Spoke ycraHoBneHo sawmweHHoe IPsec coeanHeHune 4vepes
pes3epBHbI kaHan. Ecnu aToro He npou3oLuno, To NpoBepbTe hann XypHana (komMaHga run less
/var/log/cspvpngate.log). lNpn HEOGXOAMMOCTU yBENMMYbTE YPOBEHb NOMMPOBaHUA (KOMaHaa
logging trap debugging B KOHCOMM Cisco-like) n 3aHOBO MHULIMMPYITE 3aLUULLIEHHOE COEAMHEHNE.

5. TlpoBepbTe ¢ NOMOLLLIO CpeAcTB multiwan COCTOSHWE KaHamNoB CBA3N:
Hub#run mwan mgr show --links_ status

Link: 1
Name: ISPl
Interface: ethO
Priority: 300
State: unreachable
Active: False
Hosts reachability: any
IPv4 hosts: None
IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"
IPv6 nexthop: "2001:db8::172:16:100:1"
Link: 2

Name: ISP2

Interface: ethl

Priority: 200

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"
IPv6 nexthop: "2001:db8::172:17:100:1"

BugHo, 4tOo nepBbii kaHan cBA3n, 4vepe3 ethO ¢ npuoputetom 300 HemocTyneH u sABNAeTCs
HeakTMBHbIM. BTOpoK kaHan cBsa3u, Yepes ethl ¢ npuoputetom 200 4OCTYNEH U ABNAETCH aKTUBHbIM.

6. Bkniounte ocHoBHOWM MHTepdENC.

Hub#run ifup ethO

7. TlopoxguTe noka nepeknountcs pabota multiwan 4Yepe3 OCHOBHOW kaHan. [poBepbTe Hanuuune
MapLLpyTOB Yepes nHTepdenc, HanpaseHHbIN B CTOPOHY OCHOBHOIO KaHana CBA3W.

Hub#run ip -6 route show proto multiwan

default via 2001:db8::172:16:100:1 dev ethO metric 700 pref medium

8. Tyctute Tpadmk ¢ ycTtpownctBa Host-b-spoke Ha yctporctBo Host-b-hub. [Onsa atoro BbinonHuTe
KomaHay ping m3 linux bash koHconu sawmiaemoro yctponcTtea Host-b-spoke.
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root@Host-b-spoke:~# ping 2001:db8::192:168:100:100 -c 5

PING 2001:db8::192:168:100:100(2001:db8::192:168:100:100) 56 data bytes
64 bytes from 2001:db8::192:168:100:100: icmp seg=1 ttl=62 time=1.15 ms
64 bytes from 2001:db8::192:168:100:100: icmp seq=2 ttl=62 time=1.03 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=3 ttl=62 time=1.14 ms
64 bytes from 2001:db8::192:168:100:100: icmp seg=4 ttl=62 time=1.08 ms
64 bytes from 2001:db8::192:168:100:100: icmp seqg=5 ttl=62 time=1.11 ms

-—- 2001:db8::192:168:100:100 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4008ms
rtt min/avg/max/mdev = 1.026/1.100/1.152/0.045 ms

9. TlpoBepbTe, 4TO Ha kpunToLnto3ax Hub n Spoke yctaHoBNeHO 3awmieHHoe IPsec coeguHerne. ns
3TOro BbIMOSIHUTE KOMaHAY run sa mgr show U3 CiSCO-like KOHCONW KPUNTOLLIMIO30B.

Hub#run sa _mgr show

Hub#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
2 15 (2001:db8::172:16:100:2,500)-(2001:db8::172:16:1:2,500) active 1936 1976

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
2 9 (2001:db8::192:168:100:0-2001:db8::192:168:100:£f££ff, *) -
(2001:db8::192:168:1:0-2001:db8::192:168:1:£ffff,*) * ESP tunn 1188 1080

Spoke#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
2 24 (2001:db8::172:16:1:2,500)-(2001:db8::172:16:100:2,500) active 1976 1936

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
2 25 (2001 :db8::192:168:1:0-2001:db8::192:168:1:ffff, *) -
(2001:db8::192:168:100:0-2001:db8::192:168:100:ffff,*) * ESP tunn 1080 1188

BuagHo, uTo Ha kpunTowno3ax Hub n Spoke ycraHoBneHo 3awmueHHoe IPsec coeavHeHue yepes
OCHOBHOW kaHan. Ecnv aTtoro He npousowsno, To nNpoBepbTe dann xypHana (koMaHga run less
/var/log/cspvpngate.log). [lpy HEOGXOOMMOCTU YBENUYbTE YPOBEHL NOrMPOBaHMA (KOMaHga
logging trap debugging B KOHcONK cisco-like)  3aHOBO MHULMMPYIWTE 3aLLMLLEHHOE COeANHEHME.

10. NpoBepbTe € NOMOLLBIO CPeacTB multiwan COCTOAHNE KaHANOB CBA3W:
Hub#run mwan mgr show --links_ status

Link: 1

Name: ISPl

Interface: ethO

Priority: 300

State: reachable

Active: True

Hosts reachability: any

IPv4 hosts: None

IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"

IPv6 nexthop: "2001:db8::172:16:100:1"
Link: 2
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Name: ISP2
Interface: ethl
Priority: 200

State: reachable
Active: False

Hosts reachability: any
IPv4 hosts: None
IPv4 nexthop: None

IPv6 hosts: "2001:db8::172:16:101:15", "2001:db8::172:16:1:2"

IPv6 nexthop: "2001:db8::172:17:100:1"

BugHo, 4to nepBbin kaHan ceaAsn, Yepes ethO ¢ npuoputetom 300 AOCTYNEH M CHOBA CTan akTUBHbLIM.

BTopoii kaHan cBA3u, Yyepes ethl ¢ npmoputetom 200 AOCTYNEH U ABNAETCA HEAKTUBHbIM.

MpunoxeHune

KoHdurypaums kpuntowntosa Hub

1. KoHdwrypauus cisco-like:

!

6

!

version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100
crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited

crypto isakmp keepalive 3
crypto isakmp keepalive retry-count 5

username cscons privilege 15 secret 5 $6$tHtg8SR6$t3CWE6udI6L/ARr9jQowUYR7WEDLOW

Z1x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1aTRi20E1IR4wtMXT10

aaa new-model

|

!

hostname Hub

enable secret 5 PCY9d7N5H1AyLrzuA3gRJIvVQ==
|

|

|

|

|

|

!

crypto isakmp policy 1
encr magma

hash stribog-256
authentication gost-sig
group vko2

|

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping
set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
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|
object-group v6-network SELF-IPVG6
description IP on WAN interface
host 2001:db8::172:16:100:2
host 2001:db8::172:17:100:2
!
ip access-list extended FIREWALL OUT
deny ip any any
|
ip access-list extended FIREWALL IN
deny ip any any
!
ipv6 default filtering permit
!
ipv6 access-list IPSEC ACL HUB AND SPOKE
permit ipv6 2001:db8::192:168:100:0/112 2001:db8::192:168:1:0/112
|
ipv6 access-list FW INPUT WAN IPV6
permit icmp any any nd-ns
permit icmp any any nd-na
permit udp any object-group SELF-IPV6 eq isakmp
permit udp any object-group SELF-IPV6 eq non500-isakmp
permit icmp any object-group SELF-IPV6
permit esp any object-group SELF-IPV6
!
!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp
|
crypto map VPN ISPl 1 ipsec-isakmp
match ipv6 address IPSEC ACL HUB AND SPOKE
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set security-association mss-fix out
set local-address ipv6 2001:db8::172:16:100:2
set peer ipv6 2001:db8::172:16:1:2
set pre-fragmentation
set dead-connection history off
!
crypto map VPN ISP2 1 ipsec-isakmp
match ipvé address IPSEC ACL HUB AND SPOKE
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS
set security-association mss-fix out
set local-address ipv6 2001:db8::172:17:100:2
set peer ipv6 2001:db8::172:16:1:2
set pre-fragmentation
set dead-connection history off
|
interface TenGigabitEthernet0/0
no ip address
ipv6 address 2001:db8::172:16:100:2/112
ip access-group FIREWALL IN in
ip access-group FIREWALL OUT out
ipv6 access-group FW INPUT WAN IPV6 in
crypto map VPN ISP1
ipv6 inspect INSPECT out
!

interface TenGigabitEthernet0/1
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i

i

crypto pki trustpoint s-terra technological trustpoint

crypto pki certificate chain s-terra technological trustpoint

©

30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

no ip address

ipv6 address 2001:db8::172:17:100:2/112
ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access—-group FW_INPUT WAN IPV6 in
crypto map VPN ISP2

ipv6e inspect INSPECT out

nterface TenGigabitEthernet0/2
no ip address
ipv6 address 2001:db8::192:168:100:1/112

nterface TenGigabitEthernet0/3

no ip address
shutdown

revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl

crl download time 60

ertificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit

e

nd

2. KoHdurypaums LSP:

# This is automatically generated LSP
#
# Conversion Date/Time: Fri Nov 28 16:43:49 2025
GlobalParameters (
Title = "This LSP was automatically generated by CSP
Converter at Fri Nov 28 16:43:49 2025 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
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UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

FilterChain FilterChain:FIREWALL IN:FW INPUT WAN IPV6

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL IN"

),

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6oFilters = Filter (
DestinationIP = ::/0
ProtocolID = 58
ICMPType = 135
Action = PASS

LogEventID = "FW_ INPUT WAN IPV6"
),
Filter (

DestinationIP = ::/0

ProtocolID = 58
ICMPType = 136
Action = PASS
LogEventID = "FW_ INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
)
Filter (
DestinationIP = 2001:db8::172:17:100:2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW_INPUT WAN IPV6"
) 4
Filter (
DestinationIP = 2001:db8::172:16:100:2
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ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:17:100:2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 58
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:17:100:2
ProtocolID = 58
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
) ’
Filter (
DestinationIP = 2001:db8::172:16:100:2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
) ’
Filter (
DestinationIP = 2001:db8::172:17:100:2
ProtocolID = 50
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
)y
Filter (

DestinationIP = ::/0

Action = DROP
))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL OUT"

)4

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>

LogEventID = "Inspect:INSPECT:tcp"
),
Filter (

DestinationIP = ::/0

ProtocolID = 17
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Action = PASS
ExtendedAction = inspect udp<>

LogEventID = "Inspect:INSPECT:udp"
),
Filter (

DestinationIP = ::/0

Action = PASS
))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
100

ResponderSessionsMax

AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:VPN ISP1:1

(
IKEPeerIPFilter = 2001:db8::172:16:1:2
IKELocalIPFilter = 2001:db8::172:16:100:2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries =5
Priority =10

IKERule IKERule:VPN ISP2:1

(
IKEPeerIPFilter = 2001:db8::172:16:1:2
IKELocalIPFilter = 2001:db8::172:17:100:2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 20

IPsecAction IPsecAction:VPN ISP1:1

(
TunnelingParameters = IPv6TunnelEntry (
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LocalIPAddress = 2001:db8::172:16:100:2
PeerAddress = 2001:db8::172:16:1:2
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:VPN ISP1:1

IPsecAction IPsecAction:VPN ISP2:1
(

TunnelingParameters = IPv6TunnelEntry (
LocalIPAddress = 2001:db8::172:17:100:2
PeerAddress = 2001:db8::172:16:1:2
Prefragmentation = ENABLE

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )

NoDeadConnectionHistory = TRUE

MSSFixOutgoing = TRUE

DFHandling = COPY

IKERule = IKERule:VPN ISP2:1

FilterChain IPsecPolicy:VPN ISPl (

IPvoFilters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

),

Filter (
SourceIP = 2001:db8::192:168:100:0/112
DestinationIP = 2001:db8::192:168:1:0/112
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN ISP1:1 >
LogEventID = "IPsec:Protect:VPN ISP1:1:IPSEC ACL HUB AND SPOKE"

FilterChain IPsecPolicy:VPN ISP2 (
IPvoFilters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
),
Filter (
SourceIP = 2001:db8::192:168:100:0/112
DestinationIP = 2001:db8::192:168:1:0/112
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN ISP2:1 >

LogEventID = "IPsec:Protect:VPN ISP2:1:IPSEC_ACL HUB AND SPOKE"
)
)
NetworkInterface (
LogicalName = "TenGigabitEthernet0/0"

InputFilter = FilterChain:FIREWALL IN:FW INPUT WAN IPV6
OutputFilter = FilterChain:FIREWALL OUT
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3. Copgepxumoe thavna /etc/multiwan/config.yaml:
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tos:

184

data size: 56

KoHdhurypauus kpuntowniosa Spoke

1. KoHdpurypaums cisco-like:

version 12.4

no service password-encryption

!
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp

ipsec security-association lifetime kilobytes unlimited

isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3
keepalive retry-count 5

username cscons privilege 15 secret 5 $6S$StHtg8SR6$t3CWE6udI6L/ARr97QowUYR7WwELOW

Z1x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1aTRi20E1R4wtMXT10

aaa new-model

hostname Spoke

enable secret 5 PCY9d7N5H1AyLrzuA3gRJIvVQ==

crypto isakmp policy 1

encr magma
hash stribog-256

authentication gost-sig
group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping
set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

ip access-1list
ip any

deny
l}

ip access-list
ip any

deny
|

extended FIREWALL OUT
any

extended FIREWALL IN
any

ipv6e default filtering permit

ipv6 access-list IPSEC ACL HUB AND SPOKE

permit ipvé 2001:db8::192:168:1:0/112 2001:db8::192:168:100:0/112

ipv6 access-list FW_INPUT WAN IPV6
permit icmp any any nd-ns
permit icmp any any nd-na
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permit udp any host 2001:db8::172:16:1:2 eq isakmp
permit udp any host 2001:db8::172:16:1:2 eq non500-isakmp
permit icmp any host 2001:db8::172:16:1:2

permit esp any host 2001:db8::172:16:1:2

!

!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ipv6 inspect name INSPECT tcp
ipv6 inspect name INSPECT udp

|
crypto map VPN 1 ipsec-isakmp

match ipv6 address IPSEC ACL HUB AND SPOKE

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set security-association mss-fix out

set peer ipv6e 2001:db8::172:16:100:2

set peer ipv6 2001:db8::172:17:100:2

set pre-fragmentation

set dead-connection history off

!
interface TenGigabitEthernet0/0

no ip address

ipv6 address 2001:db8::172:16:1:2/112

ip access-group FIREWALL IN in

ip access-group FIREWALL OUT out

ipv6 access-group FW_INPUT WAN IPV6 in

crypto map VPN

ipv6 inspect INSPECT out

|
interface TenGigabitEthernet0/1

no ip address

ipv6 address 2001:db8::192:168:1:1/112

!

interface TenGigabitEthernet0/2

no ip address

shutdown

|

!

|

ipv6 route ::/0 2001:db8::172:16:1:1

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://[2001:db8::172:16:101:15]/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
30820227308201D4A003020102021058E026BFD6D625BE4582C16C6189C18330

AD4F8901771632E0AOAF83

quit
|

end
2. KoHdwurypauusa LSP:

# This is automatically generated LSP
# This is automatically generated LSP
#
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# Conversion Date/Time:

GlobalParameters (
Title

Version
CRLHandlingMode
PreservelIPsecSA

RoutingTable (
IPv6Routes =
Route (

Fri Nov 28 16:46:46 2025

Destination = ::/0
Gateway = 2001:db8::172:16:1:1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout =
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRatelLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout
UDPEstablishedTimeout =
UDPSessionsMax = 65536

= "This LSP was automatically generated by CSP
Converter at Fri Nov 28 16:46:46 2025 (user: cscons)"

LSP 5 0
= ENABLE
FALSE

3600

30

120

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"

HashAlg
GroupID = VKO2 1B
RestrictAuthenticationTo
LifetimeSeconds = 86400

"GR341112 256TC26-65128"

GOST_SIGN

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransfor

(
CipherAlg*
LifetimeSeconds

m

"GR341215M-K288-MGM-33"
3600

FilterChain FilterChain:FIREWALL IN:FW INPUT WAN IPV6

Filters = Filter (

DestinationIP = 0.0.0.0/0

Action = DROP

LogEventID = "FIREWALL IN"

),
Filter (

(
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DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6Filters = Filter (
DestinationIP = ::/0
ProtocolID = 58
ICMPType = 135
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
)/
Filter (

DestinationIP = ::/0

ProtocolID = 58
ICMPType = 136
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
) ’
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
) ’
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
) ’
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 58
Action = PASS
LogEventID = "FW INPUT WAN IPV6"
),
Filter (
DestinationIP = 2001:db8::172:16:1:2
ProtocolID = 50
Action = PASS

LogEventID = "FW_INPUT WAN IPV6"
),
Filter (

DestinationIP = ::/0

Action = DROP
))

FilterChain FilterChain:FIREWALL OUT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
LogEventID = "FIREWALL OUT"

)

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6Filters = Filter (
DestinationIP = ::/0
ProtocolID = 6
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Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) ’
Filter (
DestinationIP = ::/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) ’
Filter (
DestinationIP = ::/0
Action = PASS

))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

)
IdentityEntry Local:Cert:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

)
IKEParameters (

FragmentSize = 576

SALifetimeDelta = 50

InitiatorSessionsMax = 100

ResponderSessionsMax = 100

)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(

RemotelID = Remote:NEW ALGS

LocalID = Local:Cert:NEW ALGS

SendRequestMode = ALWAYS

SendCertMode = ALWAYS

)
IKERule IKERule:VPN:1
(

IKEPeerIPFilter = 2001:db8::172:16:100:2, 2001:db8::172:17:100:2

Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS

MainModeAuthMethod = GOST:Sign:NEW ALGS

DPDIdleDuration =3

DPDResponseDuration = 2

DPDRetries =5

Priority =10

)
IPsecAction IPsecAction:VPN:1l
(

TunnelingParameters = IPv6TunnelEntry (
PeerAddress = 2001:db8::172:16:100:2
Prefragmentation = ENABLE

),

IPv6TunnelEntry (

PeerAddress = 2001:db8::172:17:100:2
Prefragmentation = ENABLE

)
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