Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 2

[NocTpoeHWe OTKa30yCTONYNBOro peLlueHus ¢
6anaHcupoBkoun Tpadmka (GRE+OSPF)

HacToswun ookyMeHT cooepxmT onucaHme cnocoba coBMECTHOro ucnonb3oBaHus Npogyktos komnaHmm OO0
«C-Teppa Cudcln» 1 MNpoayKToB TPeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3cln» ocyLlecTBnsSeT CONPOBOXAEHME HACTOALLErO CLieHapurs B YacTu HacTpoek MNpoaykTos
KomnaHun. YnoMmuHaHve HavMMeHOBaHWA, NPOAYKTOB, TOProBbiX MapoK TPETbMX OpraHM3auuin UCKMUYUTENBHO
HecbopManeHO N He sBnsieTCa NogAaepXkon, pekomeHpaumen nubo peknamon. OO0 «C-Teppa Cudclin» He
HeceT Kakom-NnnMbo OTBETCTBEHHOCTU B OTHOLLUEHUM PaABOTOCNOCOBHOCTU M MCMNOMb30BaHMA 3TUX [1poayKTOB.
[okymeHT nmeeT cTaTyc BCNoMoraTtenbHOro Marepuarna, KoTopbii MOXET ObiTb MCMONb30BaH TEXHONOMMYECKUMU
napTHepamu, KOMNaHUSIMU-MHTErpaTopamm, Npu paspaboTke CO6CTBEHHbIX PELIEHU.

PelweHus, paspaboTtaHHble Ha 6ase gaHHOro cueHapwsi, MOTyT NMPUMEHATBCA B AENCTBYHOLIUX ceTax/cmctemax
TONbKO MOCHE TECTOBOW M/UMNN ONbITHOWM 3KCMyaTauuu.

BBeaeHue

[daHHbI  cueHapuii COOepXMT npuvMep HaCTPOMKM OTKA30yCTOMYMBOrO pelleHus, rae Tpaduk Mexay
3almaemMbiMm NOACETAMU LEeHTpansHoro oduca u unmana 6anaHcnpyeTcs N0 HECKONbKUM napannenbHbIM
GRE TyHHenam, Kaxabli W3 KOTOpbIX 3awuwaeTtcd wno3amm 6esonacHoctn «C-Teppa LUnw3 5.0».
WHkancynauua Tpadumka B GRE u 6anaHCcMpoBKa BbIMOMHAOTCA Ha MapLupyTu3atopax, HaxogswMXcs B
AOBEPEHHOW 30He 3a KpMNTOLUM3aMMm.

3awmwaemble nogcetn B LAN cermeHte n HegoBepeHHble noacetu B WAN cermeHTe — IPv4. ObecneyeHne
©e3onacHoOro B3aMMoAeNCTBMSA AOCTUraeTcst NyTeM LWNpoBaHNS U TYHHENUPOBaHMSA Tpaduka C NPUMEHEHNEM
oTedecTBeHHbIX oTpacnesbix ctaHaapToB FOCT u npoTtokona IPsec.

MapTHepbl No IPsec, B HacTosllemM OOKYMEHTE — KPUMTOLLMIO3bl, ANA ayTeHTudumkaumm 6yoyT ncnonb3oBatb
ceptudumkatbl B opmaTte x509. B kadecTBe kpunTtonpoBangepa OydeT ucnonb3oBaHa Kpuntorpadguyeckas
bnbnunoteka, paspabotaHHaa komnaHunen «C-Teppa CuOclluy. LUnto3bl 6e3onacHoCTM (MU KPUNTOLLMIO3bI) —
«C-Teppa LUnto3» Bepcum 5.0.

Ha kpunTownto3ax GygeTr HacTpOEHO MEXCETEBOE IKPAHMPOBAHWE C MPUMEHEHMEM CTATUYECKMX CMMCKOB
poctyna (ACL) n nakeTHon ounbTpaLmm ¢ KOHTpoNnem coctoaHus ceccun (stateful, aHanor CBAC B Cisco 10S)
ansa npotokonos TCP n UDP.

NpeaBapuTenbHble TpeboBaHUS
TpeboBaHUsA K MaTepPUanbLHO-TEXHUYECKOMY 06eCcneyeHuno

[na nepeHoca 3anpocoB W CepTU(MKATOB MeEXAY KPWUMTOLIM3aMU WM LEHTPOM BbiNycka CepTUdMKaToB
TpebyeTtcs USB Flash HakonuTens.

TpeboBaHuA K KBanudmKauum agMUMHMCTpaTopa

AgMmuHucTpaTop fdomkeH obnagate OOWMPHBIMM - 3HaHUSIMM B OBnacTm ceTeBOM  WMHPOPMALMOHHOM
6esonacHocTW, MMeTb ONbIT paboTbl C aHanornyHelM 0bopyaoBaHMemM/nporpaMMHbIM obecrnedeHnem, 3HaTb U
noHumaTb crneaytouine TexHonorum n npotokonbl: PKI, IPsec, GRE, OSPF, Firewall, routing, switching.

AOMUHMCTpPATOpP AOMKeH ObiTb O3HaKoMMeH co cueHapvem «OpraHusaums 3alluLLEeHHOro B3avMOOENCTBUSA
mMexay NoAaceTsaMu ueHTpanbHoro oduca u cunmanos nocpeactsom IPsec VPN TyHHens (npotokon IPv4)»
(manee no TekcTy oH OyaeT Ha3blBaTbCA 6a30BbIM CLEHapUeM).
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TpeboBaHUA K UHPaACTPYKType

1. TpeboBaHus K ycTporcTBaMm.

1.1. «C-Teppa LLnto3».

1.1.1.

Ycrtporictea C-Teppa LWnto3 gomkHbl 6bITb MHMUManM3MpoBaHbl (MoapobHee Ha http://doc.s-
terra.ru pasgen C-Teppa Wnwo3 -> C-Teppa Lnwo3 <eepcus> -> «[lNogknioveHue [MAK wu
nHuumnanusaums C-Teppa LLUno3 Ha BblMMCAMTENBHBIX CUCTEMaXxX apxUTekTypbl Intel x86-64»).

B «C-Teppa LUnto3» Bepcum 5.0 nosiBunacb BO3MOXHOCTb MPOWTM MHULMANM3auuio 4yepes uHTepdenc
ynpaeneHusi (management) no SSH, AaHHasa npoueaypa 1 ee orpaHUYeHmnst onmncaHbl B JOKYMEHTaLUMKN U Ha
noptane https://doc.s-terra.ru.

1.2. UeHTp BbinycKka cepTudmKaToB.

1.2.1.

1.2.2.

1.2.3.

[omxkeH BblTb HACTPOEH LIEHTP BbiNycka cepTuduKaToB (yAOCTOBEPSAOLWNA LeHTp, Aanee YL)
ans IPsec. YctponcTteo ¢ umeHem Certification-authority Ha cxeme.

Onsi Bbinycka UMAPOBLIX CepTUdMKaTOB JOMycKaeTcsl Ucnosfb3oBaHWe BcTpoeHHoro B OC
Windows Server 2016 (uwnn HoBee) YOOCTOBEPSIOLWEro  LEeHTpa COBMECTHO C
ceptuduymnpoBaHHbiM CK3U «Kpuntollpo» CSP 5.0 (unu HoBee).

[nsi TecToBbIX Lienen MOXHO Mcrnonb3oBaTb TecToBbi YL, oT «Kpuntollpo» (Beb-uHTepdelic:
https://www.cryptopro.ru/certsrv/certrgxt.asp).

Kateropmyeckun 3anpelwieHo wucnonb3oBaHme TectoBoro YLI  or  «Kpuntollpo» B
Npon3BOACTBEHHOW (B0eBOI) aKCNyaTauun, Tak Kak B JaHHOM Criydae OTCYTCTBYET BO3MOXHOCTb
KOHTpONMpoBaTb MpoLEecC BbiNycka CcepTUUKaToB U, COOTBETCTBEHHO, nNpoueaypy
ayTeHTudumKaumm.

1.3. HTTP cepBep ans pacnpocTpaHeHUs Cnncka 0TO3BaHHbIX CEPTUIUKATOB.

1.3.1.

DyHKUnoHupytowmn HTTP cepBep Ans pacnpoCTpaHEeHMs CiMCKa OTO3BaHHbIX CepTUdUKaToOB
(COCQC). Yctpowctao ¢ umeHem CRL-distribution-point Ha cxeme. Ecnu no 06 bEKTUBHBIM NPUYMHAM
ucnonb3oBaHne COC He npeacTaBnsaeTcsi BO3MOXHbBIM MM He TpebyeTcs, To npoBepky COC
MOXHO OoTKMounTb B CLI «C-Teppa LUnto3» (npu cobniogeHnn npasui nNonb3oBaHus).

[locTtaBka HOBOro cnucka OTO3BaHHbIX CepTUUKATOB C yaocToBepsiowero ueHtpa Ha HTTP
cepBep OOMKHa NpoMcxoauTb 3abnaroBpeMeHHo, 0O UCTEYEHUSA Ccpoka OEeNCTBUA NpeablayLLero
cnucka.

2. TpeboBaHus K ceTeBOMY B3anMOOeNCTBHIO.

2.1. Mexgy ycTponctBamu cTeHaa JormkHa 6biTe obecneveHa |P cBA3HOCTb.
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O6was noruka paboTbl

1.

PasmeLleHne ycTponcTs.

1.1. B ueHTpanbHOM oduce pasmeLllalTcs: UeHTp Bbinycka ceptudukatoB (Certification-authority),
kommyTaTopsl (Int-switch1-Hubl n Ext-switch1-Hub1l), kpuntownto3ssl C-Teppa Wnto3 (Hubl-1 n Hubl-
2), mapwpyTtumsaTtop Hubl1-Router n nepcoHanbHbI koMmnbioTep (Host-b-hubl).

1.2. B chunmnane pasmeryatotcs: kpuntownossl C-Teppa LUnio3 (Spokel-1 n Spokel-2), kommyTtaTops! (Int-
switch1-Spokel, Ext-switch1-Spokel), mapwpyTtmnsatop Spokel-Router u nepcoHanbHbI KOMMbITEP
(Host-b-spokel).

1.3. B HekoHTponupyemMom cermeHte (cuHee obnako Ha cxeme) pasmellatotcs: HTTP cepsep ans
pacnpocTpaHeHns1 Ccrnucka OTo3BaHHbIX cepTudumkaTtoB (CRL-distribution-point), mapwpyTtusatop
(Routerl).

BanaHcupoBka Tpadumka 1 0TKa3oyCTONYMBOCTb.

B paHHOM cueHapun Tpaduk, MAYWNA N3 CeTU LEeHTpanbHOro odmca B dunuarn, WUHKancynupyertca u
6anaHcupyeTcsa no AgeyM GRE TyHHensm (Tunnell n Tunnel2) Ha mapwpyTtusatope Hub1l-Router.

B kadecTBe tunnel source ans nepsoro GRE-TyHHensa 6yaeT ncnonb3oBartbes nHtepdgenc Lol (10.10.100.1),
B kayecTtBe tunnel destination — IP-agpec nHtepdeica Lol mapwpyTtusatopa Spokel-Router (10.10.1.1).

B kauecTBe tunnel source ans BToporo GRE-TyHHens 6yaeT ncnonb3oBaTtbes nHTepdenc Lo2 (10.10.100.2),
B kayecTtBe tunnel destination — IP-agpec nHtepdeica Lo2 mapwpyTtmsatopa Spokel-Router (10.10.1.2).

GRE tpadwik nepsoro TyHHens ByaeT HanpaBnaTbCa Yepes kpuntownos3 Hubl-1, Tpadumk BTOporo TyHHens
— yepes kpuntowno3 Hubl-2. GRE Tpacduk mMaplpyTM3npyetcs npy MOMOLM CTaTUYECKMX 3adaHHbIX
MapLUPYTOB.

AHanornyHelM 06pa3om BbINOMHAETCS MHKancynauusa n banaHcmMpoBka Tpaduka n3 unmana B LeHTparbHbIN
oduc Ha mapuipyTusatope Spokel-Router.

MapuwpyTtusatopbl Hub1-Router n Spokel-Router 6yayT o6MeHMBaTbCS MHCpOpMaLME O MapLUpyTax Mexay
3aluuiaeMbiMn NOACETAMM LEHTpanbHOro oduca 1 punmnana ¢ UCnorib3oBaHMeM NpoTokona AnHaMnyeckomn
mappyTnsauun OSPF. ObmeH nHdopmauuern 6yaet npomcxogmTe no GRE TyHHenaM.

B cutyauun, korga Bce ycTpoKWcTBa cTeHAa paboTaloT HopMarbHO, Yy MapwpyTu3aTopa Hubl-Router 6ygoyT
OOCTynHbI ABa MapLupyTa Ao nogacetu cdovnuana (4epes GRE TyHHenu Tunnell n Tunnel2) ¢ ognHakoBou
MeTpukon. B cnyyae oTkasa ogHOro U3 KpUMNTOLUNIO30B, MapLUPYT Yyepe3 cooTBeTCTBYOWUN GRE TyHHenb
yaanuTtca u3 tabnuubl Mapwpytusauun, n Tpadumk 6ygeT HanpasreH no ocTasBlemycs akTuBHbiM GRE
TYHHen!o.

MopknoyeHne k cetn WHTepHeT.B gaHHOM cueHapuu ansg amynaumm cetm UHTepHeT wucnonb3yTcd
mappyTusaTop Routerl. [ins obecneveHus goctyna B MIHTepHeT ¢ yctponcTs Host-b-hub1 n Host-b-spokel
HeobXx0AMMO NPOU3BECTU AOMONHUTENbHbIE HACTPoVKK. MNogpobHee B rmase [JONonHWUTENbHbIE HACTPOVIKN.

MopkntoyeHne k cetn NHTepHeT Ha ycTporictBax C-Teppa LUnt3 GygeT cumTatbCcs ycnewHbIM, ecnm no
npoTokony ICMP (nnn «ping») 6yget goctyneH HTTP cepBep Ons pacnpocTpaHeHust Cnmncka 0TO3BaHHbIX
ceptudumkatos (yctporictBo CRL-distribution-point Ha cxeme).

MapameTpbl MEXCETEBOro 3KpaHMpoBaHWs. NS NakeToB, KOTopble He 3alyuuiatoTcs IPsec npumeHsitoTes
crneaytowue npasmna ounsTpauum:

4.1. Ha LAN nHTepdencax IPv4 Tpaduk He KOHTPONMPYeTCA.

4.2. Ha LAN uHTepdericax IPv6 Tpaduk 3abnokmpoBaH (3a ncknodeHnem capture uHtepdencos L2, Ha
KOTOpbIX 3axBaTblBaeTCcHa BeCb Tpaduik, Bknoyasa IPv6).

4.3. Ha WAN wnHTepdencax paspeLueH Bxogawmn IPv4 Tpaduk:
4.3.1. Tpotokon UDP noptbl 500 1 4500 — ans IKE n NAT-Traversal (ESP in UDP).

4.3.2. [potokon ICMP — gnst npoBepku JOCTYMHOCTM KPUMNTOLLNIO3a 1 paboTbl MmexaHmnama PathMTUd.
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4.3.3. Tpotokon ESP (Homep 50) — anga pabots! IPsec.

4.3.4. Becb TCP n UDP Tpadwmk, Ana KOTOpPOro ecTb ucxopsilee coeamHeHue (9TO AMHaMUYeckune

npaewuna, KoTopble cozgatoTcs npu nomolum stateful gpunbTpaumm).

4.4. Ha WAN wuHtepdencax IPv6 Tpaduk 3abnokmpoBaH.

4.5. Ha WAN uHTepdericax MHCNEKTUPYIOTCS BCE UCXOASLLME NOKarnbHbIe U TpaH3UTHbIE |IPv4 coeanHeHus
ana npotokorioB TCP u UDP. Ha ocHoBe pe3ynbTaTOB WHCMEKTUPOBAHUS OCYLLECTBISETCS
dvnbTpaums BXo4sLLero Tpaduka ¢ y4eTom cocTosiHus ceccum (stateful).

MapameTpbl wWndgpoBaHus IPsec.

Tpadmk GRE TyHHenen Tunnell n Tunnel2 mexay mapwpyTtudatopammn Hub-Router n Spoke-Router
sawmaeTcs ¢ ucnornb3oBaHneM anroputmoB FOCT u npotokona IPsec B TYHHENBHOM peXuMeE.

VHnummpoBaTth 3aliuiLieHHoe coeamHeHne MoXeT kak GRE Tpadwmk ot Hub-Router k Spoke-Router, Tak u
HaobopoT.

5.1. TMapameTpsbl npoTtokona IKE:

AyTeHTndurKaumnsa npu nomoLm umdposbix ceptudmrkatoB, anroputm nognucn — FOCT P 34.10-
2012 (kntoy 256 6uT);

Anroputm wudppoanus — FTOCT P 34.12-2015 Marma (kntod 256 6ur);

Anroputm BbluucneHns xew-dyHkuun — FTOCT P 34.11-2012 TK26 Ctpubor (kntoy 256 6uT);

Anroputm  BblpaboTkm  obwero knioya (aHanor anroputma  Oduddu-XennmaHa) -
VKO_GOSTR3410_2012_256 (knto4 256 6uT).

5.2. TMapameTpbl npoTtokona ESP:

KombunHMpOBaHHbIN anropuTm WNPOBaHNS U MMUTO3aLWnThl (KOHTpOrb wenoctHoctn) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

Hactpouka cteHaa

w Mo

—

w

—

w

Hactpowka yctponcrtea Router1

Hactpowurte IP agpec — 172.16.1.1 1 macky — 255.255.255.0 Ha ceTeBoM MHTepderice ens192.

Hactpowrte IP agpec — 172.16.100.1 1 macky — 255.255.255.0 Ha ceTeBoM UHTepdence ens224.

PaspelwwmuTe npoxoxageHue IP Tpaduka (ecnm 3abnoknpoBaHo).

Hactponka yctponctea Host-b-hub1

Hactpowte IP agpec — 192.168.100.100 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

3apaite MmapLpyT no ymonyaHuio Yyepes 192.168.100.1.

PaspelwuTe npuem n otnpasky ICMP nakeTos.

Hactponka yctponctea Host-b-spoke1

Hactpovite IP agpec — 192.168.1.100 n macky — 255.255.255.0 Ha ceTeBOM uHTEpdence.

3apavite mapLpyT no ymonyaHuio Yyepes 192.168.1.1.

PaspewwmuTe npuem n otnpaeky ICMP nakeTos.
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Hactpouka kpunTtownto3a Hub1-1

HacTtporika 6yaet nponucxoamTb NoKanbHO Npy NMOMOLLM KOHCOMNBHOIO NOAKMIOYEHUS.

HacTtporika MOXeT ocyLLecTBAATbLCA U yaaneHHo (no SSH), HoO ucknunTensHO NO JOBEPEHHOMY KaHarny CBA3M.
[loBepeHHbIM KaHaroM CBSI3N MOXET CHMTaTbCS KaHan B npegenax KOHTPONIMPYyeEMOW 30HbI B CriyYae OTCYTCTBUS
B HeM HapywwuTens. [JOBEpeHHbIM KaHaroM CBS3M TakKe CYMTaeTCa KaHamn, 3alULLIEHHbIA Mpu MOMOLLU
npoTokona IPsec.

HavanbHble HaCTPOUKM

[ata n Bpemsa Ha Bcex kpunrtowno3ax M YL gomkHbl ObiTb OOWHAKOBbLI, Tak Kak ONs ayTeHTudukalmu
ncnonb3yTcsa UMdpoBble cepTudukaTbl, B KOTOPbIX 3addMKCUMPOBaHbl AaTta M BPeMsi Havana ux OEeNCTBUS 1
OKOHYaHus. Takke ogMHaKOBbIE AaTa U BPeMS Ha BCel MHAdpacTpyKType obrerdyatoT NoUcK HEeMCNpaBHOCTEN NO
nor-cbarnam.

Bovigute B CLI pasrpaHuyenns goctyna (nonb3oBaTtenb U Naporsib Mo yMOMNYaHuio: administrator, s-terra)
yCTaHOBWTE MpaBWIbHBbIN TUM TepMuHana u Tpebyemylo LWMPUHY, CMEeHUTe naponb Afs nofb3oBaTens
administrator.

Mepengute B linux bash koHconb, ycTaHOBUTE Naponb ANA MNoNb3oBaTens root, MpaBUfbHOE BPEMS U
BPEMEHHYIO 30HY.

I'Iop,po6Ha;| HaCTpOVIKa C onncaHnemM KomaHg npmBeaeHa B ©as3oBoMm cueHapun.

Hactponku PKI (3anpocbl n ceptudpmkarthbl)

MpoaykT He noaaepXmBaeT pasHoOCTHble (delta) cnmcku oT3biBa cepTudmkaTos, Tonbko 6a3oBbie. YuuTbiBanTe
37O Npw Bbibope nnu passepTbiBaHUK YLL.

Ona ayTeHTudukaumm naptHepos no IPsec MOXHO Mcnonb3oBaTb LndpoBble cepTudurKaThl, BbiNyLLEHHbIE Npu
nomoLuu ceptucpnumposanHoro CK3W, unun npeasaputensHo pacnpeaeneHHble Knoyu, Co3aaHHble 1 BBeOEHHbIe
B COOTBETCTBMM C Npasunamu nonb3osaHua CK3U (nossunuce B Bepcun 5.0).

CreHepupyiTe 3anpoc Ha cepTudMKaT KPUMNTOLUM3a M COXpaHuTe 3ToT 3anpoc B dann Ha USB Flash
HakonuTene. [loctaBbTe hann ¢ 3anpocom Ha YL 1 BbinycTuTe No Hemy cepTudpmkat. Ceptudmkat KpunToLuno3a
BMecTe Cc cepTudukaTom YL, gocTaBbTe Ha W03 U uMNopTupynTe ux B 6a3y MNMpogykra.

MoapobHas HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a3oBoM cLeHapuu.

Hactpownka naponeu goctyna Kk KoHconu cisco-like

Bovigute B cisco-like koHCONb U CMeHWUTe Naponb ANns Nonb3oBaTens cscons (Maposfib MO YMOMYAHMUIO: CSP) U
naponb Ha enable (naponb N0 ymMon4yaHuio: csp).

MoagpobHas HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a3oBoM cLeHapuu.

HacTtponka ceTeBbIx napameTpoB

M3meHeHne cocTosHMS uHTepdencoB W HasHadeHue |IP agpecoB MPUMEHSAIOTCSA cpasdy nocne BBoAa
COOTBETCTBYHOLWMNX KOMaHAa. [lonmMTuka ©e3onacHOCTUM NpPUMEHSAETCs Mocne Bbixoga W3 pexuma
KOHUrypupoBaHus.

1. 3apante nma yctponcrsa:

sterragate (config) #hostname Hubl-1
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2. Bknounte BHEWHUN GigabitEthernet0/0 W BHYTPEHHUN GigabitEthernet0/1 MHTEPdENCHI:

Hubl-1 (config) #interface range GigabitEthernet 0/0 - 1
Hubl-1 (config-if-range) #no shutdown
Hubl-1 (config-if-range) #fexit

3. Yb6egutecb, 4TO MHTEpPdENCH aaMUHUCTPATMBHO BKMYeHbl U line protocol (cnocobHocTb MHTepdeica
nepefasaTb NakeTbl B AAHHbIA MOMEHT) HAXOAUTCS! B COCTOSIHWM Up:

Hubl-1 (config) #do show interfaces

GigabitEthernet0/0 is up, line protocol is up
Hardware address is 0050.569e.b06d
MTU 1500 bytes

GigabitEthernet0/1 is up, line protocol is up
Hardware address is 0050.569e.d3c3
MTU 1500 bytes

Ecnu line protocol HaxoanTcst B cocTosiHM down, To NpoBepbTe MOAKIOYEHUE CETEBOrO MHTepdeinca
KPUNTOLLINIO3a K KOMMYTaALMOHHOMY UMK NpoYemMy 060pyaoBaHuIo.

4. 3apante IP agpeca B COOTBETCTBMM CO CXEMOW CTEHAA Ha BHEWHEM GigabitEthernet0/0 U BHYTPEHHEM
GigabitEthernet0/1 nHTEpdencax:

Hubl-1 (config) #interface GigabitEthernet 0/0

Hubl-1 (config-if) #ip address 172.16.100.10 255.255.255.0
Hubl-1 (config-if) #exit

Hubl-1 (config) #interface GigabitEthernet 0/1

Hubl-1 (config-if) #ip address 192.168.254.10 255.255.255.0
Hubl-1 (config-if) ffexit

5. Bapante mapwpyT go uHTepdpernica Loopbackl mapwpyTtusatopa Hubl-Router uyepes IP-agpec ero
MHTepdenca ens192:

Hubl-1 (config) #ip route 10.10.100.1 255.255.255.255 192.168.254.1

6. 3agaliTe MapLIpyT MO YMOIYaHuio Yepes yCTpolcTBo Routerl:

Hubl-1 (config) #ip route 0.0.0.0 0.0.0.0 172.16.100.1

7. [MpoBepbTe goCTynHOCTL ycTporcTBa Routerl:
Hubl-1 (config) #do ping 172.16.100.1

PING 172.16.100.1 (172.16.100.1) 100(128) bytes of data.

108 bytes from 172.16.100.1: icmp seg=1 ttl=64 time=1.13 ms
108 bytes from 172.16.100. icmp seqg=2 ttl=64 time=0.237 ms
108 bytes from 172.16.100. icmp seq=3 ttl=64 time=0.192 ms
108 bytes from 172.16.100. icmp segq=4 ttl=64 time=0.200 ms
108 bytes from 172.16.100. icmp seqg=5 ttl=64 time=0.299 ms

e

--= 172.16.100.1 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4078ms
rtt min/avg/max/mdev = 0.192/0.411/1.131/0.362 ms

Hactpowka wucposaHusa

1. NMapameTpsl IKE.

1.1. 3apaiite obwme napameTpsbl IKE:

Hubl-1 (config) #crypto isakmp identity dn

Hubl-1 (config) #crypto isakmp keepalive 3 2

Hubl-1 (config) #crypto isakmp keepalive retry-count 5

Hubl-1 (config) #crypto isakmp fragmentation

Hubl-1 (config) #crypto isakmp security-association lifetime delta 50
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Hubl-1 (config) #crypto isakmp initiator-sessions-max 100
Hubl-1 (config) #crypto isakmp responder-sessions-max 100

1.2. Cospanite NonNMTUKY, onucbiBatoLLyto NnapameTpsbl IKE TyHHens:

Hubl-1 (config) #crypto isakmp policy 1

Hubl-1 (config-isakmp) #encryption magma

Hubl-1 (config-isakmp) #hash stribog-256

Hubl-1 (config-isakmp) #fauthentication gost-sig
Hubl-1 (config-isakmp) #group vko2

Hubl-1 (config-isakmp) #exit

1.3. Cospawte npodunb HacTpoek ISAKMP (anroputm IKE) noa nmeHem NEW ALGS, 4Tobbl Aanee ero
NMPUKPENUTL K KPUMNTOKapTe:

Hubl-1 (config) #crypto isakmp profile NEW ALGS
Hubl-1 (conf-isa-prof) #match identity dn
Hubl-1 (conf-isa-prof) #set identity mapping
Hubl-1 (conf-isa-prof) #set policy 1

2. TlNapameTpsl IPsec.

2.1. Ortknounte obHoBneHue kntova IPsec SA no AOCTMXEHMIO onpenenieHHoro obbema nepegaHHoro
Tpadwmka:

Hubl-1 (config) #crypto ipsec security-association lifetime kilobytes unlimited

2.2. Bapanite KOMOUHMPOBAHHBIA anropuTM WKMEPOBaHMS N UMUTO3aLLMTLl (Habop NnpeobpasoBaHui) 4nst
Tpadwmka:
Hubl-1(config)# crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-
mgm
Hubl-1 (cfg-crypto-trans) #fexit

2.3. Cospavite cnucok goctyna (ACL) onsa Tpaduka, KOTOPbIN HY)XHO 3alimliaTbh MeXay LeHTparnbHbIM
ocmcom u comnunanom:

Hubl-1
Hubl-1
Hubl-1
Hubl-1

config) #ip access-list extended IPSEC_GRE TUNNEL 1
config-ext-nacl) #permit gre host 10.10.100.1 host 10.10.1.1
config-ext-nacl) #exit

config) #

2.4. CospanTte Kkpunto-KapTy (Mma VPN, pasgen 1):

Hubl-1 (config) #crypto map VPN 1 ipsec-isakmp

Hubl-1 (config-crypto-map) # match match address IPSEC_GRE TUNNEL 1

Hubl-1 (config-crypto-map) # set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
Hubl-1 (config-crypto-map) # set peer 172.16.1.10

Hubl-1 (config-crypto-map) # set isakmp-profile NEW ALGS

Hubl-1 (config-crypto-map) # set dead-connection history off

Hubl-1 (config-crypto-map) #fexit

2.5. Tlpukpenute co3gaHHyt0 KpUNTO-KapTy VPN K BHELWHEMY UHTepdency GigabitEthernet0/0:

Hubl-1 (config) #interface GigabitEthernet0/0
Hubl-1 (config-if) #crypto map VPN

2.6. [llpumeHUTE HaCTPOWKHU:

Hubl-1 (config-if) #end

B cnyuyae, korga no kakom-rnmbo npuymMHe MOSHOCTbK OTCyTCTBYEeT IPsec coeguHeHne, Ha MapLupyTusaTtopax
Hubl-Router n Spokel-Router 6ygeTt aMHamuyeckn yganeHa nHgpopmMauusa o mapipytax yepe3d GRE TyHHenu,
N Takum o6pas3oM TpaduvK, MOYLUA U3 NOACETU LeHTpanbHoro ocmca B dunuan (M HaobopoT), He OypeT
nHkancynuposaH B GRE n Gyget HanpaBneH yepes MaplupyTbl MO yMOSYaHuio, 3agaHHble Ha Hubl-Router u
Spokel-Router (cm. n. «HacTporka MapLIpyTOB N0 YMOIYaHUIO»).
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Hactponka nonutuku obpadotku COC (CRL)

B uensx 6e3onacHOCTM HaACTOATENbHO PEKOMEHAYEeTCs BKMYaTb MPOBEPKY CMMCKOB OT3biBa CEPTUEMKATOB.
PasHocTHbIe cnnckn oTo3BaHHbIX cepTudmkatos (delta CRL) He nogaepxuatoTcs.

Bkntounte nposepky COC 1 HacTpoliTe aBTOMaTMYECKYHO 3arpy3ky U uMmnopTupoBaHue B 6a3y MNpoaykra cnvcka
0To3BaHHbIX cepTudmkatoB ¢ HTTP cepeepa CRL-distribution-point.

MoppobHas HacTpoika ¢ onMcaHMeM KoMaHg npusegeHa B 6a30BOM cLeHapumn.
Hactponka mexceTeBOro akpaHa

1. Cospante ceTeBOM object-group C MMeHeM SELF Ansa xpaHeHus B Hem WAN agpecoB KpuMnToLLmo3a:
Hubl-l#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl-1 (config) #object-group network SELF

Hubl-1 (config-network-group) #remark WAN IP
Hubl-1 (config-network-group) #host 172.16.100.10
Hubl-1 (config-network-group) #exit

2. Cospawite ACL c meHeM FW_INPUT WAN Ans sxogsaulero Ha WAN nHTepdenc Tpaduka:

Hubl-1(config) #ip access-list extended FW_INPUT WAN

Hubl-1 (config-ext-nacl) #permit udp any object-group SELF eq isakmp

Hubl-1 (config-ext-nacl) #permit udp any object-group SELF eg non500-isakmp
Hubl-1 (config-ext-nacl) #permit icmp any object-group SELF

Hubl-1 (config-ext-nacl) #permit esp any object-group SELF

Hubl-1 (config-ext-nacl) #exit

3. Cospavite npaBuna nHcnektuposaHus scero TCP n UDP Tpaduka u 3aganTte Heobxogumoe MakcumarnbHoe
KOMNN4YecTBO CECCUMN:

Hubl-1 (config

( #ip inspect name INSPECT tcp
Hubl-1 (config

(

(

#ip inspect name INSPECT udp
#ip inspect tcp sessions-max 256000
#ip inspect udp sessions-max 65536

Hubl-1 (config
Hubl-1 (config

4. Tpukpennte NpaBuna MeXceTeBoro akpaHmposaHms Ha WAN mHTepgenc GigabitEthernet0/0:

Hubl-1 (config) #interface GigabitEthernet0/0
Hubl-1(config-if)#ip access-group FW_INPUT WAN in
Hubl-1 (config-if) #ip inspect INSPECT out

Hubl-1 (config-if) #exit

5. [MpumeHnTE HACTPONKM:

Hubl-1 (config) #end

MoapobHas HacTpoika C onucaHuem KoMaHg npmeegeHa B 6a3oBoM cLeHapum.

Ecnu Ob1nM HacTpoeHbl MapLUpyThI MO yMon4yaHuto Yyepes Hub-Router n Spoke-Router, To npu otcytcTBum IPsec
coeguHeHus, TpaduK, MOYLWMA U3 NOACETU LEeHTpanbHoro ocduca B dmnuan (1 HaobopoT) OyaeT HanpaBneH
yepe3 HUX U He OygeT uHKancynupoBaH B GRE. Bo m3bexaHue yTeyku Tpadmka HeobXoaMMO HacTpouTb
OOMONHUTENbHbIE CMWCKM AocTyna (CM. M. «HacTporka ChnvckoB AocTyna Ans npefoTBpaLleHUsl YTeYKM
Tpaduka»). NMogpobHee B rmaee «[JononHUTENbHLIE HACTPOMKNY.

B [MpunoxeHuu npeactaBneHbl TEKCTbl KOHUIypaunn ang kpuntowunosa Hub1-1:

e TeKCT KoHconu cisco-like;
e TekcT LSP.
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Hactponka kpuntownto3a Spoke1-1

HacTtporika kpuntownto3a Spokel-1 nponcxoguT aHanornyHo Hactpovike Hub1-1.
B MpunoxeHuy npeacTaBneHbl TEKCTbI KOHUIypauun ans kpuntowwnosa Spokel-1:

e TEKCT KoHconu cisco-like;
e TekcT LSP.

Hactponka kpuntownto3a Hub1-2

HacTtporika kpunTownto3a Hub1-2 nponcxoant aHanorm4yHo Hactponke Hubl-1.
B MpunoxeHuy npeactaBneHbl TEKCTbl KOHUIypaumn ang kpuntownosa Hub1-2:

e TeKCT KoHconu cisco-like;
e TekcT LSP.

Hactponka kpunTtownio3a Spoke1-2

HacTtporika kpynTownto3a Spokel-2 nponcxoguT aHanornyHo Hactpovike Hub1-1.
B MNpunoxeHnn npeacraBneHbl TEKCTbl KOHUIypaumi ansa kpuntowwsosa Spokel-2:

e TEKCT KoHconu cisco-like;
e TekcT LSP.
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Hactponka mapwpyTtusartopa Hub1-Router

B paHHOM cueHapum mcnonb3yloTcs MapupyTtusatopbel Ha 6asze OC Debian 12. B kadecTBe npoTokona
ONHaMn4eckon maplupytTmMsaumm 6yget wmcnonb3oBaTtbess OSPF, Bxogswmnm B cocTaB naketa FRRouting
(https://frrouting.orq).

HaCTPOVIKa ceTeBbIX NapaMeTpoB
1. HactponTte IP agpec — 192.168.100.1 n macky — 255.255.255.0 Ha ceTeBOM nHTepdence ens224.

2. Hactponte IP agpec — 192.168.254.1 n macky — 255.255.255.0 Ha ceTeBOM UHTepdence ens192.
3. PaspewwuTte npoxoxageHue IP Tpadwka (ecnm 3abnoknpoBaHo).

Hactpownka Loopback nntepdencos

[Ona cospgaHus nHTepdencos, koTopble ByayT Mcrnonb3oBaTbCA B kadecTtBe source u destination gna GRE
TYHHENeWn, Hy>KHO 400aBWTb B cucTtemy ABa uHTepderica Tuna dummy.

1. Cospante panin /etc/network/interfaces.d/lol CO CrneaylLWmMM COOEPKUMbBIM:

auto lol

iface lol inet static

address 10.10.100.1

netmask 255.255.255.255

pre-up ip link add lol type dummy
post-down ip link delete lol

2. Cospante hann /etc/network/interfaces.d/1o2 CO CreayLMM COOEPKUMBIM:

auto lo2

iface lo2 inet static

address 10.10.100.2

netmask 255.255.255.255

pre-up ip link add lo2 type dummy
post-down ip link delete 1lo2

3. Bknounte nHTepdencol 1ol n 1o2:

root@Hubl-Router:~# ifup lol
root@Hubl-Router:~# ifup lo2

4. Y6egutecb, YTO OaHHble UHTepdelcbl AOCTYMNHbLI B CUCTEME M UM HasHayeHbl |P-agpeca, Hanpumep, B
BbIBOAE KOMaHabl ip a:

root@Hubl-Router:~# ip a

5: lol: <BROADCAST,NOARP,UP,LOWER UP> mtu 1500 gdisc noqueue state UNKNOWN group
default glen 1000
link/ether la:cb:76:48:e3:0f brd ff:ff:ff:ff:ff:ff
inet 10.10.100.1/32 brd 10.10.100.1 scope global lol
valid 1ft forever preferred 1ft forever
6: lo2: <BROADCAST,NOARP,UP,LOWER UP> mtu 1500 gdisc noqueue state UNKNOWN group
default glen 1000
link/ether 2e:a9:bf:cb:93:de brd ff:ff:ff:ff:ff:£ff
inet 10.10.100.2/32 brd 10.10.100.2 scope global lo2
valid 1ft forever preferred 1ft forever

Hactpoinka GRE untepdencos

Ons po6aBneHus GRE TyHHenen B CMCTEMY, HY>KHO co3daTh ABa MHTepdenca B pexnme gre.

B naHHOM cueHapun agpeca Ans TyYHHenbHbIX MHTepdencoB OyayT HasHavaTbea u3 nogcety 100.100.101.0/30
ansa nepsoro GRE TyHHens u 13 noacetu 100.100.102.0/30 ansa sToporo GRE TyHHens.
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1. Cospante dhann /etc/network/interfaces.d/tunnell co cnegylowmM COAEPXKNUMbIM:

auto tunnell

iface tunnell inet static
address 100.100.101.1
netmask 255.255.255.252

pre-up ip tunnel add tunnell mode gre local 10.10.100.1 remote 10.10.1.1 ttl 64
pre-up ip link set tunnell multicast on

pre-up ip link set tunnell mtu 1400

post-down ip link del tunnell

2. Cospante hann /etc/network/interfaces.d/tunnel2 CO CNeayloLLNM COOAEPKUMbIM:

auto tunnel2

iface tunnel2 inet static
address 100.100.102.1
netmask 255.255.255.252

pre-up ip tunnel add tunnel2 mode gre local 10.10.100.2 remote 10.10.1.2 ttl 64
pre-up ip link set tunnel2 multicast on

pre-up ip link set tunnel2 mtu 1400

post-down ip link del tunnel2

3. Bkmounte nHtepdencol tunnell M tunnel?2:

root@Hubl-Router:~# ifup tunnell
root@Hubl-Router:~# ifup tunnel2

4. Y06eautecb, YTO OaHHble MHTEpPdENCHI OOCTYMHbI B CUCTEME WU MM HasHadeHbl IP-agpeca, Hanpumep, B
BblBOAE KOMaHAbl ip a:

root@Hubl-Router:~# ip a

10: tunnell@NONE: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1400 gdisc noqueue
state UNKNOWN group default glen 1000
link/gre 10.10.100.1 peer 10.10.1.1
inet 100.100.101.1/30 brd 100.100.101.3 scope global tunnell
valid 1ft forever preferred 1ft forever
11: tunnel2@NONE: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1400 gdisc noqueue
state UNKNOWN group default glen 1000
link/gre 10.10.100.2 peer 10.10.1.2
inet 100.100.102.1/30 brd 100.100.102.3 scope global tunnel?2
valid 1ft forever preferred 1ft forever

HacTtpoiika cTaTU4yecKux MapLpyToB

1. Bapante cratuyecku MapuwpyT go destination IP-agpeca GRE TtyHHensa Tunnell (10.10.1.1) uepe3s
Kpuntowwno3 Hub1-1 (192.168.254.10).

2. Bapawnte cratnyeckun mapuwpyt go destination IP-agpeca GRE TtyHHensa Tunnel2 (10.10.1.2) u4epes
kpuntowno3 Hub1-2 (192.168.254.20).

Hactpoika guHammyeckon MapLipyTusauum
Hactpouka FRR

1. B koHurypaumoHHom canne /etc/frr/daemons YCTAHOBUTE 3HAYEHNE yes OIS AeMOHa ospfd:
ospfd=yes
2. [llepesanyctute cepsuc FRR:

root@Hubl-Router:~# service frr restart
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3. Yb6eautech, YTO A4EMOH ospfd 3anyLLUeH:

root@Hubl-Router:~# ps -ef | grep "ospfd"

root 484 1 0 12:34 2 00:00:00 /usr/lib/frr/watchfrr -d -F
traditional zebra ospfd staticd
frr 543 1 0 12:34 2 00:00:00 /usr/lib/frr/ospfd -d -F
traditional -A 127.0.0.1

Hactpoiika OSPF

1. Bowngwute B koHcOmMb FRR:
root@Hubl-Router:~# vtysh
Hello, this is FRRouting (version 9.0.4).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl-Router#
2. [llepengute B pexum KoHurypaumm:
Hubl-Router# configure terminal

Hubl-Router (config) #

3. Bknrounte npouecc OSPF:
Hubl-Router (config) # router ospf

Hubl-Router (config-router) #

4, 3apante router-id:

Hubl-Router (config-router)# ospf router-id 192.168.100.1

5. OtkmounTe otnpasky Hello nakeToB Ha BCcex MHTepdericax no yMON4YaHuio:
Hubl-Router (config-router) # passive-interface default
6. Bkmounte OSPF ans nogceTtv ueHTpanbHoro oguca (192.168.100.0/24) n ans noaceterr GRE TyHHenen
(200.100.101.0/30 1 100.100.101.0/30):

Hubl-Router (config-router) # network 192.168.100.0/24 area 0
Hubl-Router (config-router) # network 100.100.101.0/30 area 0
Hubl-Router (config-router)# network 100.100.102.0/30 area O

7. Bbingute ns pexunma koHourypauumn OSPF:
Hubl-Router (config-router)# exit

Hubl-Router (config) #

8. BkmouwnTe otnpasky Hello naketoB Ha uHTepdencax tunnell u tunnel?2:

Hubl-Router (config) # interface tunnell
Hubl-Router (config-if)# no ip ospf passive
Hubl-Router (config-if)# exit

Hubl-Router (config) # interface tunnel2
Hubl-Router (config-if)# no ip ospf passive

9. Hactpowite npotokon OSPF ans paboTbl B LUMPOKOBELLATENBHOM pexume Ha mHTepdencax tunnell u
tunnel?2:
Hubl-Router (config)# interface tunnell
Hubl-Router (config-if)# ip ospf network broadcast
Hubl-Router (config-if) # exit
Hubl-Router (config)# interface tunnel?
Hubl-Router (config-if) # ip ospf network broadcast

10. 3aBepwmnTte npoueaypy KoHdUrypauuu:

Hubl-Router (config) # end
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11. CoxpaHuTe TekyLLyo KoHurypaumo (oHa byaet 3anucaHa B pann /etc/frr/frr.conf):
Hubl-Router# write memory

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf
[OK]

12. Beiignte us koHconm FRR obpaTHo B linux bash koHconb:
Hubl-Router# exit

root@Hubl-Router:~#

2003-2025 «C-Teppa Cudclln»

14



Bepcusa 5.0 Mpymep ncnonb3oBaHUsA Pepakums 2

Hactpoika mapwpyTtusaropa Spoke1-Router

Hactpovika mapuwpyTtusatopa Spokel-Router ocyuiectenseTcsa aHanormyHo Hubl-Router. B [punoxeHun
npeacTaBreHbl TEKCT koHurypaunm FRR 1 HacTporiku ans Loopback n GRE nHTepdencos.

[lononHuTenbHble HACTPOUKY

HacTpoiika MaplupyToB No yMONYaHuIo

Ecnu 13 noaceten LeHTpansHOro oguca n gunuana Hy>XHo obecneunTb OCTyn B VIHTEpHET, TO He06X0aANMO
HaCTPOUTb MapLUPYTbI NO YMON4YaHMIO Ha MapLupyTmusaTopax Hubl-Router n Spokel-Router. ins obecneyeHus
0TKa30yCTOMYMBOCTU HEOOXOAMMO HAaCTPOUTb MOMyYEeHME MapLIpyTa no yMONYaHMIO C MOMOLLbIO AUHAMUYECKON
MapLupyTmnsaumu. Npeanonoxmm, HYKHO obecneunTb OCTYN B UHTEPHET Ansa ycTponctaa Host-b-hubl. Coenats
3TO MOXHO criefytoLmm obpasom:

1. HacTtponTe guHamu4eckyo MapLupyTmM3auuio Ha yctponcteax Hubl-1 n Hubl1-2.
1.1. Hactpownite FRR no aHanormuu c rnaeson «Hactporika FRR» yctporictea Hub1-Router.
1.2. Hactponte OSPF:
1.2.1. Banaute B FRR KOHCOMb 1 NeperianTte B peXnM KOHOUIypUpoBaHuS.

1.2.2. Hactpowite npotokon OSPF ans paboTbl B LUMPOKOBELLIATENBHOM pexunme Ha nHtepdgeince ethl:

Hubl-1(config)# interface ethl
Hubl-1 (config-if)# ip ospf network broadcast
Hubl-1(config-if)# exit

1.2.3. Bknwouute npouecc OSPF, 3agante router-id, Bkmwuute OSPF gnsa  nopcetu
mapwpyTtusatopa Hub1l_Router (192.168.254.0/24) n BkNOYMTE aHOHCUPOBAHME MapLUPYTOB:

Hubl-1 (config)# router ospf

Hubl-1 (config-router)# ospf router-id 192.168.254.10
Hubl-1 (config-router)# network 192.168.254.0/24 area O
Hubl-1 (config-router)# default-information originate

Takum obpa3om KpUNTOLLMO3 OTAPaBMT CBOM MapLUpYT MO yMonyaHuio mapwpyTtusaTopy Hubl-Router.

1.3. Bkntounte SNAT ansa Tpaduka, nayuiero nogcetum ycrponctea Host-b-hubl.

root@Hubl-1:~# iptables -t nat -A POSTROUTING -o eth0O -s 192.168.100.0/24 -j SNAT --
to-source 172.16.100.10

1.4. TlpousBeguTe aHanorMyHble HaCTPOMKN Ha ycTponcTee Hubl1-2.
2. HactponTte mapwpytumsaTtop Hubl-Router.
2.1. Banmante B FRR KOHCOMb 1 Nnepengute B peXXUM KOH(UrypupoBaHus.

2.2. Bkmouute otnpaBky Hello naketoB, a Takke HacTponte npotokon OSPF pgns paboTtbl B
LUMpOKOBEeLLAaTENBHOM peXUMe Ha HTepderice ens192.

Hubl-Router (config) # interface ensl92

Hubl-Router (config-if)# ip ospf network broadcast
Hubl-Router (config-if)# no ip ospf passive
Hubl-Router (config-if)# exit

2.3. Bknouute OSPF ons noaceTty KpMNTOLUSIHO30B:
Hubl-Router (config-router)# network 192.168.254.0/24 area O
3. Tlocne 3aBepLlieHna HacTpoek y6ep,v|Ter B TOM, YTO MapLipyTbl MO YMOJIHYaHUIO NOJ1y4YeHbl Ha Hubl1-Router.
root@Hubl-Router:~# ip r

default nhid 382 proto ospf metric 20
nexthop via 192.168.254.10 dev ensl1l92 weight 1
nexthop via 192.168.254.20 dev ensl1l92 weight 1
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4. YpoctoBepbTech B TOM, UTO Yy ycTponcTBa Host-b-hubl ectb goctyn B MHTEpHeT.

MoMMMO MpUBEAEHHbIX Bbile HACTPOEK HEOGXOAMMO OnmucaTb AOMONHUTENbHbIE CMUCKM AOCTyna, YToObl He
AOMNYCTUTb YTeYKy TpadmKa (CM. HUXe)

HacTpoiika cnuckoB focTyna ans npefoTBpaLieHus yTeuku Tpadmka

B cnyyae otcytctBusa IPsec coeguHennss mapuwpyTtusdatopbl Hub1-Router n Spoke1-Router aBTomatunyecku
ybepyT OgaHHble o MapwpyTax 4Yepe3 GRE TyHHenu. 3To npuBedeT K TOMY, 4YTO Tpadumk mexagy noaceTtbio
LeHTpaneHoro odguca u punmnanom He 6yaet nHkancynuposaH B GRE v 6yaeTt oTnpaBnsTbCa no mapLupytam no
ymorn4yaHuio, HacTpoeHHbiM Ha Hub1-Router n Spoke1-Router. B uenax 6e3onacHOCTW, Ha KpPUMNTOLUMO3aX
cnegyeT 3abnokMpoBaTb NPOXOXAeHue 3Toro Tpaduka. Caenatb 3TO MOXHO C MOMOLLBI  OMUCAHUS
paclmnpeHHbIx cnuckos goctyna. Mpu atom, npu Hanuumm NAT HeobxoanMo Mcnonb3oBaTh CreayoLLYO MOruKy:
BnokupoBaTb BECb TpauK, y KOTOPOro MCXOOHbIM aapec COOTBETCTBYET agpecy, Ha KOTopbin BbinonHaeTcs NAT,
a LieneBou agpec NpuHaaiexuT npMeaTHbIM gManasoHam (192.168.0.0/16, 172.16.0.0/12). BaxxHO OTMETUTL, YTO
nepeg NpYMeHeHNeM OaHHOro npaBuna HeobxoaMmMo paspewwnTb TpaduK K onpeaenéHHbiM agpecam, KOTopbIn
He OoMmKeH WundpoBaTbhCH, Takum Kak agpeca cepsepa CRL 1 npokcu-cepBepoB, NOCKOMbKY Tpaduk K HUM He
OOIKeH noaBepraTbCs ONOKMPOBKeE.

Hanpumep, MoxHO co3gaTb ABe OObLeKTHble Tpynnbl: OAHY ANs paspeLleHHbIX aApecoB W Apyryl Ans
3anpelleHHbIx. [ns yctponctsa Hubl-1 HacTporka ByaeT cneayoLlen:

1. Cospante object-group network [ANs paspeLleHHbIX aapecoB:

Hubl-1 (config) #object-group network ALLOWED ADDRESSES
Hubl-1 (config-network-group)# host 172.16.100.1
Hubl-1 (config-network-group)# host 172.16.101.15
Hubl-1 (config-network-group)# host 172.16.1.10

2. CospainTte object-group network ANs 3anpeLeHHbIX NOACETEN

Hubl-1 (config) #object-group network DENIED ADDRESSES
Hubl-1 (config-network-group)# 192.168.0.0 255.255.0.0
Hubl-1 (config-network-group)# 172.16.0.0 255.240.0.0

3. CospaiiTe cn1cok gocTyna ans 3aluuiiaemMoro Tpaduka:

Hubl-1(config)# ip access-list extended ACL TRAFFIC LEAK

Hubl-1 (config-ext-nacl)# deny gre any any

Hubl-1 (config-ext-nacl)# permit ip host 172.16.100.10 object-group ALLOWED ADDRESSES
Hubl-1 (config-ext-nacl)# deny ip host 172.16.100.10 object-group DENIED ADDRESSES
Hubl-1 (config-ext-nacl) # permit ip any any

4. Tlpukpenute co3aaHHbIi cnvcok goctyna Ha WAN uHTepdelic GigabitEthernet0/0 (obpatute ocoboe
BHMMaHWe Ha HanpasfeHne npasun unbTpauumn, cnncok Aoctyna ACL TRAFFIC LEAK npukpennseTcs
ONS BbIXOAALWMX C MHTepderica nakeToB — out):

Hubl-1 (config)# interface GigabitEthernet0/0

Hubl-1(config-if)# ip access-group ACL TRAFFIC LEAK out
Hubl-1 (config-if)# exit

5. C nomoLbto yTunuThl tcpdump, y4OCTOBEPLTECH B TOM, YTO Ha YCTpONCTBO Routerl He nonagaeT Tpadmk ¢
ycTpowncTtea Host-b-hubl.
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[poBepka paboTocnocoOHOCTU CTeHAA
MpoBepka IPsec coeanHeHun

MNpoBepbTe Hanuumne IPsec TyHHenen Ha KpUNTOLLNIO3ax C NOMOLLBIO KOMaHdbl run sa _mgr show W3 CiSCO-
like koHCconM kpunTownto3oB. ObpaTnTe BHUMaHNE Ha HOMep NPOTOKomna B pasgene IPsec connections, Homep
47 cooTBeTcTBYET npotokony GRE.

OTn IPsec TyHHENM OOMKHbI MOSIBUTLCA cpa3sy Mocne HacTporku MapupyTtudaTtopoB Hubl-Router n Spokel-
Router, Tak kak MOCTpPOEHME 3alUMLLEHHOrO coeauHeHus OyaeT mHuummnpoBaHo GRE Tpadwkom B CBS3u C
Hayanom obmeHa nHgopmavmen no npotokony OSPF.

1. Ha kpunTtownto3e Hub1-1:
Hubl-1l#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)-(Remote Addr,Port) State Sent Rcvd
11 (172.16.100.10,500)-(172.16.1.10,500) active 39952 39880

IPsec connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (10.10.100.1,*)-(10.10.1.1,*) 47 ESP tunn 29608 28808

2. Ha kpuntowntose Spokel-1:
Spokel-l#run sa mgr show

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr, Port)-(Remote Addr,Port) State Sent Rcvd
11 (172.16.1.10,500)-(172.16.100.10,500) active 39880 39952

IPsec connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (10.10.1.1,*)-(10.10.100.1,*) 47 ESP tunn 28808 29608

3. Ha kpuntowntose Hubl-2:
Hubl-2#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
11 (172.16.100.20,500)-(172.16.1.20,500) active 40252 40180

IPsec connections:
Num Conn-id (Local Addr, Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (10.10.100.2,*)-(10.10.1.2,*) 47 ESP tunn 29248 28256

4. Ha kpunTtownto3e Spokel-2:
Spokel-2#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
11 (172.16.1.20,500)-(172.16.100.20,500) active 40180 40252

IPsec connections:
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Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
11 (10.10.1.2,*)-(10.10.100.2,*) 47 ESP tunn 28256 29248

MpoBepKka HanMuYUs MapLIpyTOB

MpoBepbTe, 4YTO Ha MapLipyTnsaTopax Hubl-Router n Spokel-Router nosiBunack nHgopmMaums o MapLlipyTax go
yOaneHHbIX NoaceTen:

1. Ha yctponctee Hubl-Router gomkeH NOSABMTLCA MapLUpyT A0 noAceTy dunuana:
root@Hubl-Router:~# ip r

10.10.1.1 via 192.168.254.10 dev ensl92
10.10.1.2 via 192.168.254.20 dev ensl92
100.100.101.0/30 dev tunnell proto kernel scope link src 100.100.101.1
100.100.102.0/30 dev tunnel2 proto kernel scope link src 100.100.102.1
192.168.100.0/24 dev ens224 proto kernel scope link src 192.168.100.1
192.168.254.0/24 dev ensl92 proto kernel scope link src 192.168.254.1
192.168.1.0/24 proto ospf metric 20

nexthop via 100.100.101.2 dev tunnell weight 1

nexthop via 100.100.102.2 dev tunnel2 weight 1

2. Ha yctponictBe Spokel-Router gormkeH NOSABUTBCA MapLUPYT A0 NOACETU LiEHTpanbHOro oguca:
root@Spokel-Router:~# ip r

10.10.100.1 via 192.168.253.10 dev ensl92
10.10.100.2 via 192.168.253.20 dev ensl92
100.100.101.0/30 dev tunnell proto kernel scope link src 100.100.101.2
100.100.102.0/30 dev tunnel2 proto kernel scope link src 100.100.102.2
192.168.1.0/24 dev ens224 proto kernel scope link src 192.168.1.1
192.168.253.0/24 dev ensl92 proto kernel scope link src 192.168.253.1
192.168.100.0/24 proto ospf metric 20

nexthop via 100.100.101.1 dev tunnell weight 1

nexthop via 100.100.102.1 dev tunnel2 weight 1

[poBepka ceTeBOro coeauHeHUs MeXAy NOACETAMU LIeHTPanbHOro
ocduca u dunuana.

C yctpoiictBa Host-b-hubl BbINnonHMTE NpoBEpPKY AOCTYNHOCTM ycTponcTea Host-b-spokel (MOXHO 1 HA00OpPOT)
¢ nomoubto otnpaskm ICMP Tpaduka. [ns 3Toro BeiNONHUTE KOMaHAy ping M3 linux bash koHconu ycTpowncTea
Host-b-hub1:

root@Host-b-hubl:~# ping 192.168.1.100 -c 5

PING 192.168.1.100 (192.168.1.100) 56(84) bytes of data.

64 bytes from 192.168.1.100: icmp seg=1 ttl=62 time=3.30 ms
64 bytes from 192.168.1.100: icmp seg=2 ttl=62 time=2.19 ms
64 bytes from 192.168.1.100: icmp seq=3 ttl=62 time=2.20 ms
64 bytes from 192.168.1.100: icmp seqg=4 ttl=62 time=2.13 ms
64 bytes from 192.168.1.100: icmp seg=5 ttl=62 time=2.16 ms

e

---192.168.1.100 ping statistics —---
5 packets transmitted, 5 received, 0% packet loss, time 12ms
rtt min/avg/max/mdev = 2.130/2.397/3.303/0.454 ms

[poBepka 0TKa30yCTOMYUBOCTU

1. TNockinante c yctporictea Host-b-spokel Ha Host-b-hubl 3awuwaemsin ICMP-Tpaguk:

root@Host-b-spokel:~# ping 192.168.100.100

PING 192.168.100.100 (192.168.100.100) 56(84) bytes of data.
64 bytes from 192.168.100.100: icmp seq=1 ttl=64 time=3.54 ms
64 bytes from 192.168.100.100: icmp seq=2 ttl=64 time=2.33 ms
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64 bytes from 192.168.100.100: icmp seq=3 ttl=64 time=2.49 ms
64 bytes from 192.168.100.100: icmp seqg=4 ttl=64 time=2.26 ms
64 bytes from 192.168.100.100: icmp seqg=5 ttl=64 time=2.32 ms

2. CmopgenupyiTe OTKa3 kaHana CBS3W, Hampumep, OTKMIOYMB CeTeBOW Kabernb BHeLHero uHtepderica, Ha
OofHOM m3 kpunTowwnto3os (Spokel-1 nnun Spokel-2).

Mpn nomolmn AnarHOCTUYECKUX KOMaHZ, BbINOMHAEMbIX Ha Maplpytmsatopax Hubl-Router n Spokel-
Router, ybeantecb B TOM, 4YTO B Crfy4yae oOTka3a OHOMO M3 KPUMTOLUM30B, MaplpyT 4epes
cooTBeTCcTBYOWMA GRE TyHHEnb yganuTtca n3 Tabnuubl Mmaplipytmusauum, 1 Tpaduk 6ygeT HanpasneH no
ocTaBwemycsi aktuBHbiM GRE TyHHento. Hanpumep, B cnyyae OTKMNIOYEHUSI BHELLUHEro uHTepdeinca
KpunTownto3a Spokel-2, Tabnuua mMaplipyTmM3aumm BelmaanT cnegyowmm odpasom:

root@Hubl-Router:~# ip r

10.10.1.1 via 192.168.254.10 dev ensl92

10.10.1.2 via 192.168.254.20 dev ensl92

100.100.101.0/30 dev tunnell proto kernel scope link src 100.100.101.1
100.100.102.0/30 dev tunnel2 proto kernel scope link src 100.100.102.1
192.168.1.0/24 nhid 46 via 100.100.101.2 dev tunnell proto ospf metric 20
192.168.100.0/24 dev ens224 proto kernel scope link src 192.168.100.1
192.168.254.0/24 dev ensl92 proto kernel scope link src 192.168.254.1

BugHo, yto B Tabnuue mapwpytmusauum Hubl-Router octaBneH oauH mapuwpyTt 4epe3 GRE TyHHenb
pabouero yctponctea Spokel-1.

3. TopoxauTe HekoTopoe BpeMsi, Noka Tpaduk 6yaeT nepebGanaHcMpoBaH Ha pabouyyto Napy KPUMTOLLSTHO30B.

Kak Tonbko npounsowuna nepebanaHcnpoBka Tpaduka, ybeamTeck B TOM, 4TO B IPsec TyHHensix pabo4er napbl
KPMNTOLLSO30B  CUMMETPUYHO YBEMUYMBAKOTCH CYETYMKM Sent M Rcvd. [Ang npocmoTpa CYETYMKOB
BbIMOSIHUTE KOMaHAy run sa _mgr show U3 Cisco-like KOHCONW KPUNTOLLMIO30B.

[na paboyen napbl KOUNTOLLMIO30B BbIBOA, run sa mgr show KOMaxdbl 6ynet cneayowmnm:
Hubl-1l#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr, Port)- (Remote Addr,Port) State Sent Rcvd
14 (172.16.100.10,500)-(172.16.1.10,500) active 153036 153488

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 76 (10.10.100.1,*)-(10.10.1.1,*) 47 ESP tunn 64400 62068

Spokel-l#run sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
14 (172.16.1.10,500)-(172.16.100.10,500) active 153488 153036

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 76 (10.10.1.1,*)-(10.10.100.1,*) 47 ESP tunn 62068 64400

BuaHo, 4TO cyeTunmknm Sent M Rcvd yBenmymBaroTCA CUMMETPUYHO. an HanM4YnMM OTKINOHEHUN
npoaHanmsmpyMTe XypHarnbl Ha KpUNToLto3ax.
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Mpunoxexune

KoHdmrypauus kpuntowntosa Hub1-1

1. KoHdurypauums cisco-like:

version 12.4

no service password-encryption

|

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3

keepalive retry-count 5

username cscons privilege 15 secret 5 $6StHtg8SR6$St3CWE6udI6L/ARr9jQowUYR7WELOW

Z1x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1aTRi20E1R4wtMXT10

aaa new-model

hostname Hubl-1
enable secret 5 PCO9d7N5H1AyLrzuA3gRIvVQO==

crypto isakmp policy 1
encr magma
hash stribog-256
authentication gost-sig

group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping
set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

object-group network SELF

remark WAN IP

host 172.16.100.10

ip access-list extended IPSEC GRE TUNNEL 1
permit gre host 10.10.100.1 host 10.10.1.1

ip access-list extended FW INPUT WAN

udp any object-group SELF eq isakmp

udp any object-group SELF eq nonb500-isakmp
icmp any object-group SELF

esp any object-group SELF

permit
permit
permit

permit
1

ipv6e default filtering deny
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ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 6553
ip inspect name INSPECT tcp

ip inspect name INSPECT udp

!

crypto map VPN 1 ipsec-isakmp

match address IPSEC GRE TUNNEL
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile NEW ALGS

set peer 172.16.1.10

set dead-connection history off
!

interface GigabitEthernet0/0

6

1

ip address 172.16.100.10 255.255.255.0

ip access-group FW INPUT WAN in
crypto map VPN

ip inspect INSPECT out

1

interface GigabitEthernet0/1

ip address 192.168.254.10 255.255.255.0

interface GigabitEthernet(/2
no ip address

shutdown

1

ip route 0.0.0.0 0.0.0.0 172.16.100.1

ip route 10.10.100.1 255.255.255.255 192.168.254.1

crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint

certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAF83

quit
1

end

2. KoHourypauusa LSP:

# This is automatically generated LSP

Title = "This LSP was automatically generated by CSP Converter

#

# Conversion Date/Time: Thu Nov 14 16:43:31 2024

GlobalParameters (

at Thu Nov 14 16:43:31 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE

)

RoutingTable (
Routes =

Route (
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Destination =
Gateway = 172
) 4
Route (
Destination =
Gateway = 192

FirewallParameters (

0.0.0.0/0
.16.100.1

10.10.100.1/32
.168.254.1

TCPSynSentTimeout = 30

TCPFinTimeout = 5
TCPClosedTimeout = 30

TCPSynRcvdTimeout = 30

TCPEstablishedTimeout
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500

= 3600

TCPSessionRateLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000

TCPStrictnessLevel =

3

UDPNotEstablishedTimeout = 30

UDPEstablishedTimeout
UDPSessionsMax = 6553

= 120
6

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR3412
HashAlg = "GR3411
GroupID = VKO2 1B

15M-K256-CFB-65526"
12 256TC26-65128"

RestrictAuthenticationTo = GOST_ SIGN

LifetimeSeconds = 864

00

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(
Transform* = ESPTrans
(
CipherAlg*
LifetimeSeconds
LifetimeKilobytes

form

"GR341215M-K288-MGM-33"
3600
4608000

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (
DestinationIP = 1
ProtocolID = 17

DestinationPort =

Action = PASS

LogEventID = "FW_

)y
Filter (

72.16.100.10
500

INPUT WAN"

DestinationIP = 172.16.100.10

ProtocolID = 17

DestinationPort =

Action = PASS

LogEventID = "FW_

4500

INPUT WAN"
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)I
Filter (
DestinationIP = 172.16.100.10
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)/
Filter (
DestinationIP = 172.16.100.10
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
)
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6eFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

IdentityEntry Remote:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (

DistinguishedName = USER SPECIFIC DATA

FilterChain IPv6Default (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
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DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocallID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.1.10
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration = 3
DPDResponseDuration = 2
DPDRetries =5
Priority = 10
)
IPsecAction IPsecAction:VPN:1
(
TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.1.10
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1
)
FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)y
Filter (
SourceIP = 10.10.100.1
DestinationIP = 10.10.1.1
ProtocolID = 47
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC GRE TUNNEL 1"
)
)
NetworkInterface (
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LogicalName = "GigabitEthernet0/0"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default

OutputFilter = IPvoDefault

KoHdmrypauus kpuntowntosa Hub1-2

1. KoHdwurypauus cisco-like:

version 12.4

no service password-encryption

1
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3

keepalive retry-count 5

username cscons privilege 15 secret 5 $6StHtg8SR6S$St3CWE6udI6L/ARr9jQowUYR7WELOW

Z1x610vLi7goonOFUYhNSGV49BA .RDGEZ70KXBA1aTRi20E1R4wtMXT10

aaa new-model

hostname Hubl-2
enable secret 5 PCI9d7N5HI1AyLrzuA3gRIvVQ==

crypto isakmp policy 1

encr magma
hash stribog-256

authentication gost-sig
group vko2

crypto isakmp profile NEW ALGS
match identity dn

set identity mapping

set policy 1

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
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!
object-group network SELF

remark WAN IP

host 172.16.100.20

!

ip access-list extended IPSEC GRE TUNNEL 2

permit gre host 10.10.100.2 host 10.10.1.2

|

ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

|

ipv6e default filtering deny

|

!

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

|

crypto map VPN 1 ipsec-isakmp

match address IPSEC GRE TUNNEL 2

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set peer 172.16.1.20

set dead-connection history off

|

interface GigabitEthernet0/0

ip address 172.16.100.20 255.255.255.0

ip access-group FW_INPUT WAN in

crypto map VPN

ip inspect INSPECT out

|

interface GigabitEthernet0/1

ip address 192.168.254.20 255.255.255.0

|

interface GigabitEthernet0/2

no ip address

shutdown

|

!

ip route 0.0.0.0 0.0.0.0 172.16.100.1

ip route 10.10.100.2 255.255.255.255 192.168.254.1
|

1

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183
AD4F8901771632E0AOAF83

quit

!

end

2. KoHourypauusa LSP:
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Bepcusa 5.0
# This is automatically
#
# Conversion Date/Time:
GlobalParameters (
Title
Version
CRLHandlingMode
PreserveIPsecSA
)
RoutingTable (
Routes =
Route (
Destination =
Gateway = 172
) r
Route (
Destination =

Gateway = 192

FirewallParameters (
TCPSynSentTimeout = 30

TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 3
TCPEstablishedTimeout
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow = 4
TCPSessionRateMax = 5
TCPSessionsMax = 2560
TCPStrictnesslLevel =
UDPNotEstablishedTime
UDPEstablishedTimeout
UDPSessionsMax = 6553

generated LSP

Thu Nov 14 16:45:00 2024

= "This LSP was automatically generated by CSP Converter
at Thu Nov 14 16:45:00 2024 (user: cscons)"

= LSP 5 0

= ENABLE

= FALSE
0.0.0.0/0
.16.100.1

10.10.100.2/32
.168.254.1

0
= 3600

00

00

00

3

out = 30
= 120

6

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR3412
HashAlg = "GR3411
GroupID = VKO2 1B

RestrictAuthenticatio
LifetimeSeconds = 864

15M-K256-CFB-65526"
12 256TC26-65128"

nTo = GOST SIGN
00

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTrans
(
CipherAlg*
LifetimeSeconds
LifetimeKilobytes

form

= "GR341215M-K288-MGM-33"

= 3600
= 4608000
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FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
) 4
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.20
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP
))
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IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER _SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER _SPECIFIC DATA
)
FilterChain IPvéDefault (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemoteID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.1.20
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority = 10
)
IPsecAction IPsecAction:VPN:1
(
TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.1.20
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:VPN:1
)
FilterChain IPsecPolicy:VPN (
Filters = Filter (
ProtocolID = 17
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1.

),

SourcePort = 500, 4500
Action = PASS
PacketType = LOCALiUNICAST, LOCALiMISDIRECTED

Filter (
SourceIP = 10.10.100.2

DestinationIP = 10.10.1.2

ProtocolID = 47

Action = PASS

ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >

LogEventID = "IPsec:Protect:VPN:1:IPSEC GRE TUNNEL 2"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN

NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPv6Default

)

KoHchurypaums kpuntowntosa Spoke1-1

KoHdurypaums cisco-like:

version 12.4

no service password-encryption

|
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

keepalive 3

keepalive retry-count 5

username cscons privilege 15 secret 5 $6StHtg8SR6S$St3CWE6udI6L/ARr9jQowUYR7WELOW
7Z1x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1aTRi20E1R4wWtMXT10
aaa new-model

hostname Spokel-1
enable secret 5 PC9d7N5H1AyLrzuA3gqRJIvQ==
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crypto isakmp policy 1

encr magma
hash stribog-256
authentication gost-sig
group vko2

crypto isakmp profile NEW ALGS

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm

match identity dn
set identity mapping
set policy 1

object-group network SELF

remark WAN IP
host 172.16.1.10

ip access-list extended IPSEC GRE TUNNEL 1

permit gre host 10.10.1.1 host 10.10.100.1

ip access-list extended FW INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eqg non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

ipv6 default filtering deny

ip inspect tcp sessions-max 256000

ip inspect udp sessions-max 65536

ip inspect name INSPECT tcp

ip inspect name INSPECT udp

crypto map VPN 1 ipsec-isakmp

match address IPSEC GRE TUNNEL 1

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set peer 172.16.100.10

set dead-connection history off

interface GigabitEthernet0/0

ip address 172.16.1.10 255.255.255.0
ip access-group FW_INPUT WAN in
crypto map VPN

ip inspect INSPECT out

interface GigabitEthernet0/1

ip address 192.168.253.10 255.255.255.0

interface GigabitEthernet0/2

no ip address
shutdown

ip route 0.0.0.0 0.0.0.0 172.16.1.1
ip route 10.10.1.1 255.255.255.255 192.168.253.1
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crypto pki trustpoint s-terra technological trustpoint

revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl

crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AOAFS83

quit
|

end

2. KoHourypauus LSP:

# This is automatically generated LSP

#

# Conversion Date/Time:

GlobalParameters (
Title

Version
CRLHandlingMode
PreserveIPsecSA

RoutingTable (
Routes =
Route (

Destination
172.16.1.1

Gateway =

) r
Route (

Destination
192.168.253.1

Gateway =

FirewallParameters (
TCPSynSentTimeout
TCPFinTimeout = 5

TCPClosedTimeout =

TCPSynRcvdTimeout

Thu Nov 14 16:46:22 2024

= "This LSP was automatically generated by CSP Converter
at Thu Nov 14 16:46:22 2024 (user: cscons)"

LSP_5 0
ENABLE
= FALSE

= 0.0.0.0/0

= 10.10.1.1/32

30

30

30

TCPEstablishedTimeout = 3600

TCPHalfOpenLow = 400
TCPHalfOpenMax = 500

TCPSessionRateLow
TCPSessionRateMax

400
500

TCPSessionsMax = 256000

TCPStrictnessLevel

3

UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "GR341215M-K256-CFB-65526"
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HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B
RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

FilterChain FilterChain:FW INPUT WAN (

Filters = Filter (
DestinationIP = 172.16.1.10
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 172.16.1.10
ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT WAN"

) s

Filter (

DestinationIP = 172.16.1.10
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"

)

Filter (

DestinationIP = 172.16.1.10
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT WAN"

)

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain InspectChain:INSPECT (

Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
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Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPvo6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocallD = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:VPN:1
(
IKEPeerIPFilter = 172.16.100.10
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority = 10
)
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IPsecAction IPsecAction:VPN:1

(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.10

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

DFHandling =

COPY

IKERule = IKERule:VPN:1

FilterChain IPsecPolicy:VPN (
Filters = Filter (

ProtocolID

17

SourcePort = 500, 4500

Action =

PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)y

Filter (
SourceIP = 10.10.1.1
DestinationIP = 10.10.100.1
ProtocolID = 47
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC GRE TUNNEL 1"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN
)
NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPvoDefault
OutputFilter = IPv6Default
)
NetworkInterface (
LogicalName = "GigabitEthernet0/2"
InputFilter = IPvoDefault

OutputFilter = IPv6Default

KoHdhurypauus

Kpuntowsno3a Spoke1-2

1. KoHdurypauus cisco-like:

version 12.4

no service password-encryption

crypto ipsec df-bit copy
crypto isakmp identity dn
crypto isakmp fragmentation
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crypto isakmp security-association lifetime delta 50
crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto isakmp keepalive 3

crypto isakmp keepalive retry-count 5
username cscons privilege 15 secret 5 $6StHtg8SR6St3CWE6uUdI6L/ARr9jQowUYR7WELOW
Z1x610vLi7goonOFUYhNSGV49BA.RDGEZ70KXBA1aTRi20E1IR4wWtMXT10
aaa new-model

|

!
hostname Spokel-2

enable secret 5 PC9d7NS5H1AyLrzuA3gqRJIvQ==

!

|

|

|

!

!

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

1

crypto isakmp profile NEW ALGS

match identity dn

set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
1
object-group network SELF

remark WAN IP

host 172.16.1.20

!

ip access-list extended IPSEC GRE TUNNEL 2

permit gre host 10.10.1.2 host 10.10.100.2

|

ip access-list extended FW_ INPUT WAN

permit udp any object-group SELF eq isakmp

permit udp any object-group SELF eq non500-isakmp
permit icmp any object-group SELF

permit esp any object-group SELF

|
ipv6e default filtering deny

|

!
ip inspect tcp sessions-max 256000
ip inspect udp sessions-max 65536
ip inspect name INSPECT tcp
ip inspect name INSPECT udp

|
crypto map VPN 1 ipsec-isakmp

match address IPSEC GRE TUNNEL 2

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile NEW ALGS

set peer 172.16.100.20

set dead-connection history off
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interface GigabitEthernet0/0

ip address 172.16.1.20 255.255.255.0

ip access-group FW INPUT WAN in

crypto map VPN

ip inspect INSPECT out

!
interface GigabitEthernet0/1

ip address 192.168.253.20 255.255.255.0

|

interface GigabitEthernet0/2

no ip address

shutdown

!

1

ip route 0.0.0.0 0.0.0.0 172.16.1.1

ip route 10.10.1.2 255.255.255.255 192.168.253.1

!

1

crypto pki trustpoint s-terra technological trustpoint
revocation-check crl

crl download group ROOTCA http://172.16.101.15/certcrl.crl
crl download time 60

crypto pki certificate chain s-terra technological trustpoint
certificate 58E026BFD6D625BE4582C16C6189C183

AD4F8901771632E0AQAF83

quit
!
end

2. KoHdurypauusa LSP:

# This is automatically generated LSP

#
# Conversion Date/Time: Thu Nov 14 16:47:36 2024
GlobalParameters (
Title = "This LSP was automatically generated by CSP Converter
at Thu Nov 14 16:47:36 2024 (user: cscons)"
Version = LSP 5 0
CRLHandlingMode = ENABLE
PreserveIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (

Destination = 0.0.0.0/0
Gateway = 172.16.1.1

)

Route (
Destination = 10.10.1.2/32
Gateway = 192.168.253.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
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TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRatelLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(
CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg "GR341112 256TC26-65128"
GroupID = VKO2 1B
RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.1.20
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.1.20
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.1.20
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.1.20
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
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Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain IPv6Default (
Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPveFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
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RemoteID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS

IKERule IKERule:VPN:1

(

IKEPeerIPFilter = 172.16.100.20

Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries = 5

Priority =10

IPsecAction IPsecAction:VPN:1

(

TunnelingParameters = TunnelEntry (
PeerAddress = 172.16.100.20

)

ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE

DFHandling
IKERule =

COPY

IKERule:VPN:1

FilterChain IPsecPolicy:VPN (

Filters =

ProtocolID

I

lter (
17

SourcePort = 500, 4500

Action

PASS

PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)
Filter (
Source

IP

= 10.10.1.2

DestinationIP = 10.10.100.2
ProtocolID = 47

Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:VPN:1 >
LogEventID = "IPsec:Protect:VPN:1:IPSEC GRE TUNNEL 2"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:VPN
)
NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default
)
NetworkInterface (
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LogicalName = "GigabitEthernet0/2"
InputFilter = IPv6Default
OutputFilter = IPvoDefault

)

KoHdurypauus mapwpytusatopa Hub1-Router

1. KoHdwurypauusa FRR:

frr version 9.0.4

frr defaults traditional
hostname Hubl-Router

log syslog informational

no ipv6 forwarding

service integrated-vtysh-config
|

interface tunnell

ip ospf network broadcast

no ip ospf passive

exit

!

interface tunnel2

ip ospf network broadcast

no ip ospf passive

exit

!

router ospf

ospf router-id 192.168.100.1
passive-interface default
network 100.100.101.0/30 area O
network 100.100.102.0/30 area O
network 192.168.100.0/24 area O
1

line vty
1

2. KoHdurypauma nHtepgencos 1ol, lo2, tunnell, tunnel2:

auto lol
iface lol inet static

address 10.10.100.1

netmask 255.255.255.255
pre-up ip link add lol type dummy
post-down ip link delete lol

auto lo2
iface lo2 inet static

address 10.10.100.2

netmask 255.255.255.255
pre-up ip link add lo2 type dummy
post-down ip link delete 102

auto tunnell
iface tunnell inet static
address 100.100.101.1
netmask 255.255.255.252
pre-up ip tunnel add tunnell mode gre local 10.10.100.1 remote 10.10.1.1 ttl 64
pre-up ip link set tunnell multicast on
pre-up ip link set tunnell mtu 1400
post-down ip link del tunnell

auto tunnel?2
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iface tunnel2 inet static
address 100.100.102.1
netmask 255.255.255.252
pre-up ip tunnel add tunnel2 mode gre local 10.10.100.2 remote 10.10.1.2 ttl 64
pre-up ip link set tunnel2 multicast on
pre-up ip link set tunnel2 mtu 1400
post-down ip link del tunnel?2

KoHdhurypaumsa mapwpytusaropa Spoke1-Router

1. KoHdurypaumsa FRR:

frr version 9.0.4
frr defaults traditional
hostname Spokel-Router
log syslog informational
no ipv6 forwarding
service integrated-vtysh-config
!
interface tunnell
ip ospf network broadcast
no ip ospf passive
exit
!
interface tunnel?2
ip ospf network broadcast
no ip ospf passive
exit
!
router ospf
ospf router-id 192.168.1.1
passive-interface default
network 100.100.101.0/30 area O
network 100.100.102.0/30 area O
network 192.168.1.0/24 area 0
!
line vty
|

2. KoHdurypauma nHtepgencos 1ol, lo2, tunnell, tunnel2:

auto lol
iface lol inet static

address 10.10.1.1

netmask 255.255.255.255
pre-up ip link add lol type dummy
post-down ip link delete lol

auto lo2
iface lo2 inet static

address 10.10.1.2

netmask 255.255.255.255
pre-up ip link add lo2 type dummy
post-down ip link delete 1lo2

auto tunnell
iface tunnell inet static
address 100.100.101.2
netmask 255.255.255.252
pre-up ip tunnel add tunnell mode gre local 10.10.1.1 remote 10.10.100.1 ttl 64
pre-up ip link set tunnell multicast on
pre-up ip link set tunnell mtu 1400
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post-down

ip link del tunnell

auto tunnel?2

iface tunnel2 inet static
address 100.100.102.2
netmask 255.255.255.252

pre-up ip
pre-up ip
pre-up ip
post-down

tunnel add tunnel2 mode gre local 10.10.1.2 remote 10.10.100.2 ttl 64
link set tunnel2 multicast on

link set tunnel2 mtu 1400

ip link del tunnel2
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