Bepcusa 5.0 Mpyvmep ncnonb3oBaHMs Pepakums 2

NocTtpoeHue L2 VPN TyHHensa mexay AByMsi
«C-Teppa LLUnto3 DP»

HacTtosAwmn gOKyMEHT COaepKMT onucaHne cnocoba COBMECTHOrO ncnonb3oBaHus MpoayktoB komnadun OO0
«C-Teppa Cudclln» 1 MNpoaykToB TpeTbMX NPOU3BOANTENEN.

00O «C-Teppa Cn3clln» ocyLlecTBnseT CONPOBOXAEHME HACTOALLErO CLieHapu1s B YacTu HacTpoek MNpoayKTos
KomnaHuu. YnomumHaHve HanMeHOBaHWN, NPOAYKTOB, TOProBbIX MapOK TPETbUX OpPraHn3auuin UCKIMIOYUTENBbHO
HecbopManbHO N He sIBNsieTcs nogaepkkon, pekomeHgaunen nnbéo peknamon. OO0 «C-Teppa Cudclin» He
HeceT KakoM-nNMbo OTBETCTBEHHOCTM B OTHOLUEHUM paboTOCMOCOOHOCTU U UCMONb30BaHMA 3Tux [MpoaykToB.
[oKkyMeHT umeeT cTaTyc BCnomoraTenbHOro matepuana, KoTopblili MOXET ObITb MCMONb30BaH TEXHOOMMYECKMMM
napTHepamu, KOMNaHUSIMU-MHTErpaTopamm, npu paspaboTke CO6CTBEHHbIX PELUEHUN.

PeweHus, paspaboTtaHHble Ha 6a3e AaHHOro CLeHapus, MOryT NPMMEHATLCHA B OENCTBYIOLLMX CeTsix/cuctemax
TOMbKO NMOCMe TECTOBOW U/MNW ONbITHOW 3KCNyaTauuu.

BBeaeHue

[aHHbIN cueHapui onucbiBaeT HacTponky «C-Teppa LUnio3 DP» gns 6e3onacHoro B3anmogencTBusS Mexay
LeHTpanbHbIM ouncom n dunnanom Ha BTopoMm yposHe mogenmn OSI (L2 VPN). Takke B 4OKyMeHTe nokasaH
npumep Hactponkn «C-Teppa LUnw3 DP» gna sawmweHHoro yganenHoro goctyna (L3 VPN) ¢ uenbio
ynpaBneHus.

Bce ocTtanbHble coeguHeHUss Ha TpeTbem ypoBHe mogenu OSI ot/Ha «C-Teppa LWnw3 DP» paspelueHsl, HO
3awmwartbes npu nomowm IPsec He ByayT.

Hactpovikn «C-Teppa KnneHT» B OaHHOM CLEHapuM He OMnMCbIBAOTCS, KOH(UIYpUpOBaHUE MPOUCXOAUT MO
aHanorum co cueHapuem «OpraHu3aums 3allMLLEHHOTO B3aMMOOEWNCTBUA Mexay KpunTtowro3om «C-Teppa
LWno3» n yaaneHHsim VPN knveHTom «C-Teppa KnuneHT».

Ob6ecneyeHne Ge3onacHoOro B3auMoaencTBUS 4OCTUraeTcsl NyTeM WNGPOBAHUA U TYHHENUpPoBaHUS Tpaduka ¢
NpYMeHeHeM OTeYECTBEHHbIX oTpacneBblx cTaHaapTos FOCT u npoTtokona IPsec.

B pamkax gaHHoro cueHapus ans ayteHTudukaumm naptTHepbl 6yayT ucnonb3osatb cepTudukatel. B kayecTse
Kpuntonposangepa GyaeT ucnonb3oBaHa kpunTorpaduyeckas Gubnuorteka, paspaboTaHHas komnaHuen «C-
Teppa Cudcluy. Wno3bl 6e3onacHocTn (Mnn kpuntowwntosbl) — «C-Teppa Wnto3 DP» Bepcuun 5.0, «C-Teppa
KrniveHT» Bepcun 5.0.

NpeaBapuTenbHble TpeboBaHUS

TpeGoBaHUsA K MaTepPUanbLHO-TEXHUYECKOMY 06eCcneyeHuno

[ns nepeHoca 3anpocoB M cepTUUKATOB MEXAY KPUMTOLLM3aMM WM LEHTPOM BbiMyCka CcepTUdUKaTOB
Tpebyetcsa USB Flash HakonuTens.

TpeboBaHUA K KBanumkaumum agMUHMCTpaTopa

AOMUHUCTpaTOp dofkeH obnagaTb OOWWMPHBLIMM  3HAHMSMM B 00MacTm ceTteBol  WHGOPMAaLMOHHOMN
6e3onacHoCTW, MMETb ONbIT paboTkl C aHaNorMyHelM 0bopyagoBaHueM/nporpaMMHbIM obecrneyeHmem, 3HaTb U
noHuMaTb crneayoLwime TexHonorum n npotokonsl: PKI, IPsec, NAT, Firewall, routing, switching.

AOMUHMCTPaATOp OOMKeH ObiTb O3HaKOMIMeH co cueHapueMm «OpraHmsaums 3allMLLEeHHOro B3auMOOENCTBUSA
mMexay MOACEeTAMW LeHTpanbHoro oduca u dununanos nocpeactsom IPsec VPN TyHHensa (nmpotokon IPv4)».
[anee no TekcTy OH OyaeT Ha3biBaTbCA 6A30BbIM CLIEHApPUEM.

TpeboBaHUA K UHPACTPYKTYpe

1. TpeboBaHus K yCTpONCTBaM.
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1.1. «C-Teppa LUnto3 DP».
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YcTtporictBa «C-Teppa LLUnto3 DP» gomkHbl ObiTb B 3aBOACKOM COCTOSIHUMN.

1.2. LUeHTp Bbinycka cepTudmKaToB.
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[omxkeH BblTb HACTPOEH LIEHTP BbiNycka cepTuduKaToB (yOOCTOBEPSAOWNA LeHTp, ganee YL)
anga IPsec. Yctponcteo ¢ umeHem Certification-authority Ha cxeme.

Ons Bbinycka UMdPOBBIX CcepTUdMKaTOB AOMyckaeTcsl UCMnofb3oBaHne BcTpoeHHoro B OC
Windows Server 2016 (unn HoBee) yOOCTOBEPSAOLIEro LEeHTpa COBMECTHO C
ceptudpuuymnpoBaHHbim CK3U «Kpuntollpo» CSP 5.0 R2 (unn HoBee).

[ns TecToBbIX Lienen MOXHO Mcnonb3oBaTb TecToBbi YL, oT «Kpuntollpo» (Beb-mHTepdelic:
https://testgost2012.cryptopro.ru/certsrv/certrgxt.asp), nubo yTunuty ca-tool, BXxoasiLyto B cOCTaB
naketa auxiliary-tools (naket auxiliary-tools npegHasHauyeH ans yctaHoBku Ha «C-Teppa LWno3»
5.0, pokymeHTauusa Ha ca-tool npuBepeHa B MHCTpykumm «LleHTp Bbinycka TectoBbix [OCT
cepTudukatos Ang IPsec», JOKyMeHTauuio U NakeT MOXHO 3arpy3nTb Ha nopTtarne https://doc.s-
terra.ru).

KaTeropuyeckn 3anpelieHo  ucnonb3oBaHne TectoBoro YL ot  «Kpuntollpo» B
Nnpon3BoAcTBEHHON (60eBOI) aKCMyaTaLmn, Tak Kak B JaHHOM CIlyYyae OTCYTCTBYET BO3MOXHOCTb
KOHTPONUpOBaTb MNPOLIECC  BbiMycka CcepTUUKATOB U, COOTBETCTBEHHO, MNpoueaypy
ayTeHTUdMKaLuK.

1.3. HTTP cepBep ans pacnpocTpaHeHUs Cnucka 0TO3BaHHbIX CePTUIUKATOB.

131

DyHKunoHupytowmn HTTP cepBep Ans pacnpoCTpaHeHMsl CiMcKa OTO3BaHHbIX CepTUdUKaTOB
(COCQC). Ycrpowctao ¢ umeHem CRL-distribution-point Ha cxeme. Ecniv no 06 beKTUBHBIM NpUYMHaM
ucnonb3oBaHne COC He npeacTaBnsaeTcsi BO3MOXHbIM MM He Tpebyetcs, To npoepky COC
MOXHO oTKMtounTb B CLI «C-Teppa LUnto3» (npu cobniogeHny npasmn Nonb3oBaHus).

[ocTaBka HOBOro CrnmMcka OTO3BaHHbIX CEpPTUMKATOB C yaocToBepstowero LeHTpa Ha HTTP
cepBep AOIMKHA NPOMCXOAWTb 3abraroBpeMeHHO, 4O UCTEYEHNST CpoKa AENCTBUSA NpeablayLLero
cnucka.

2. TpeboBaHus K CeTeBOMY B3anMOOEeNCTBHIO.

2.1. Mexgy ycTponctBammu cTeHaa JormkHa G6biTe obecneveHa |P CcBA3HOCTb.
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O6was noruka paboThbl

1. Pa3smelueHne yCTPONCTB.

1.1. B ueHTpanbHOM oduce pasMellalTcs: UeHTp Bbinycka ceptudukatoB (Certification-authority),
kpuntowno3 «C-Teppa Lnwo3 DP» (Hubl), ynpaBnsembin kommyTtaTtop (Int-switchl-Hubl) n
nepcoHarnbHble koMnbloTepbl (Host0-b-hubl n Hostl-b-hubl).

1.2. B dwmnunane pasmellarotcs: kpuntowsto3d «C-Teppa LUnto3 DP» (Spokel), ynpaBnsiembli KOMMyTaTop
(Int-switch1-Spokel) n nepcoHanbHble komnbtoTepbl (HostO-b-spokel n Hostl-b-spokel).

1.3. B HekoHTponupyeMomMm cermeHte (cuHee obnako Ha cxeme) pasmewjatotca: HTTP cepsep ans
pacnpocTpaHeHusl cnmucka oTo3BaHHbIX ceptudumkaTtoB (CRL-distribution-point), mapwpyTtusatop
(Routerl).

2. TlopgkntoveHue kK cetn NHTepHeT.
B paHHOM cueHapuu ana amynsauumn cetn MHTepHeT ncnonb3yotca mapLlipytmusatop Routerl.

MoakntoueHne k cetn VIHTepHeT Ha ycTporictBax «C-Teppa LUnto3 DP» GyaeT cuntatbes ycnewHbiM, ecnv
no npotokony ICMP (nnu «ping») 6yget goctyneH HTTP cepsep Ansa pacnpocTpaHeHusi CMcka OTO3BaHHbIX
cepTndukaToB (yctporictBo CRL-distribution-point Ha cxeme).

2.1. Kpuntowno3 Hub1 noakntovaetca k cetu HTEpHET C MOMOLLbIO CTaTUYECKON MapLupyTusaumm
(MapLpyT No ymonyaHuio Yepes mappyTtmsatop Routerl).

2.2. Kpuntownto3s Spokel noaknoyaetcs k ceTu VHTEpHET C MOMOLLbIO CTaTU4eCKON MapLupyTM3auum
(MapLLpyT No ymon4yaHuio Yepes MaplipyTusatop Routerl).

3. L2 VPN/L3 VPN.

O6wue cBegeHus

BoicokonpoussogutensHbin L2 VPN peanusyetca camum [Npogyktom «C-Teppa LWnw3 DP». MmasHoe
otnnune «C-Teppa Lnto3 DP» ot moaynsa «C-Teppa L2», koTopbin peanuayeT aHanornyHbIi yHKUnoHan,
— 3TO NPOU3BOAMTENBHOCTL WKMGPOBAHMSA, KOTOpas MoxeT gocturatb 100 Gbit/s. Takke BaXHO NOHUMaTB,
4YTO 3awWmLLaembli npy nomowwm «C-Teppa LUnto3 DP» TpaH3anTHbIN L2 Tpadumk He MoXeT BbiTb 06paboTaH
TCP/IP cTekoM onepaunoHHOW CUCTEMbl (Hanpumep, Hemnb3s NPUMEHUTb K TakoMy TpadwuKy npasBuna
iptables).

Ha aTtane BBoaa B akcnnyartaumio «C-Teppa LLUnto3 DP» Hy>XHO onpeaenutb Kakon n3 ceTeBbiX MHTEPdENCOB
OyaeT nogkntoyeH k goepeHHon cetn — LAN, a kakor kK HegoBepeHHon — WAN (npy HEOOX0AMMOCTN MOXeET
ObITb Heckonbko nap LAN/WAN uHTepdericos).

Jlornka obpabortka chperimoB/nakeroB

«C-Teppa LUnto3 DP» obpabaTbiBaeT penmbl/nakeTsl cnegytowmm obpasom. Bece dperimbl, nocTynmsLume
Ha LAN wHTepdpenc, ynakoBsbiBaloTCS B nakeTbl npotokona EtherlP (npotokon 97), panee 3Tn nakethbl
3aWmnpoBbIBAIOTCA B COOTBETCTBUM C NONUTUKOM Be3onacHocTu u oTnpaensaiTca ¢ WAN uHTepdenca
(naketbl ¢ LAN wuHTepdenca He moryT nonacte B TCP/IP ctek OC). lMakeTbl, noctynuewme Ha WAN
nHTepdenc, gensaTcs Ha age rpynnel. K nepBon rpynne 0THOCATCA TpaH3UTHbIE 3alundpoBaHHbIe nakeTbl L2
VPN, oHu paclumdpoBbiBatoTcs u otnpasnstotcsa ¢ LAN nHTepdelica, AaHHble NakeTbl HAKOr4a He nonagatoT
B TCP/IP ctek OC. Ko BTOpOW rpynne oTHOCATCH NakeThbl, KoTopble npeaHasHayeHbl B TCP/IP ctek OC, kak
npasuno, 3To 3awudpoBaHHbIn Tpaduk (L3 VPN) ana yaaneHHoro ynpasneHus «C-Teppa LUnio3 DP» un
OTKPbITbIN TpaduK (C HEKOTOPbIMU UCKINOYEHUAMM Npy paboTte kpunTownto3a 3a NAT).

Jlornka HacTponku LwndpoBaHusa

HacTpowika wndpoBaHua Tpadmka Npom3BogMTCcAa B ABa dTana. Otan nepsbli — HacTponka L2 yactm (nmbo
data plane), koTopas 4acTUYHO OCYyLlecTBNnsieTcd B npouecce uHuumanu3auum «C-Teppa LWnwo3 DP»
MacTtepom HaCTpOeK, nméo MONHOCTbLIO yepes KOHUrypaLMOHHbIN dann
/opt/VPNagent/etc/ipsm dpdk.cfg. Ha BTopom atane HacTpavBaeTca nonntuka 6esonacHocTun vYepes
KOHcornb cisco-like.
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Bepcusa 5.0 Mpyvmep ncnonb3oBaHMs Pepakums 2

Ona wwndppoBaHnsa TpaH3uTHOro L2 Tpadwuka (L2 VPN) KpuntokapTy HYXHO NPUKPEnnaTb KO BCEM
creumanbHbIM MHTepdencam, KoTopble UMEKT UM DP<N> (AaHHble MHTePdENChI NO CyTHN ABNAIOTCA gapamu
npoueccopa). Npumep:

interface DPO

crypto map L2VPN

crypto ipsec stream-id 1000
|

interface DP1

crypto map L2VPN

crypto ipsec stream-id 1001
|

|
interface DP44
crypto map L2VPN

crypto ipsec stream-id 1044
!

[ns opraHusauun 3awmTtbl yaaneHHoro ynpasneHns «C-Teppa LUnwo3 DP» (L3 VPN) kpynTokapTy HY>XHO
NPUKPENNATb K UHTEPEENCY, KOTOPbIM MMeeT UMA vEthernet<N> u cootBetctByeT WAN. Npumep:

interface vEthernet0
crypto map L3VPN
ip address 172.16.1.2 255.255.255.0

mtu 9000
1

Ecnu ans ynaneHHoro ynpasnexus ncnonbsyetca «C-Teppa Knvent» nog Windows ¢ IKECFG agpecom, To
B kayecTBe 3awmwiaemoro Mgmt agpeca «C-Teppa LWnwo3 DP» Henb3s ykasbiBaTb IP agpec Ha WAN
nHtepdence. Cosgante anga atoro Ha «C-Teppa Wnto3 DP» nubo loopback nHtepdenc, nmbo HasHaybTe
agpec Ha cBobogHbI ceTeBon MHTepdenc (BbinonHseTtca cpeactBamu OC). lMogpobHee Huxe (Cm.
«YnpasneHve «C-Teppa LLUnio3 DP» yepes BblgeneHHbINn ceTeBON UHTEPdENC»)

HaknagHble pacxoabl (overhead) L2 VPN

Tak kak opurnmHanbHbli penm uHkancynupyetca B EtherlP (npotokon 97), TO HaknagHble pacxofbl
MHKancynaumm L2 — ato 22 banTa.

HaknagHble pacxogpl UHKancynaumm IPsec anst TyHHENbHOMO pexrma MoryT coctaBnaTe oT 50 go 60 6ant
(3aBuCUT oT anropuTMa WndposaHusa n Hannuusa NAT).

OpurMHanbHbIN WHKancynauua MHkancynauma IPsec
dpeinm L2 (EtherlIP) (IP + ESP/NAT-T)
1514 - 1522 6ait 22 baiTa 50-60 6aiT

PucyHok 2. HaknagHele pacxoabl (overhead) L2 + IPsec

PucyHok (CM. pucyHOK 2) noka3sbiBaeT MMHMMAarbHbIA 1 MakCMMarnbHbIN pa3Mmep HaknagHbIX pacxo4oB npu
opraHmsaumm L2 VPN gnsa opurnHanbHoro HetermposaHHoro, 802.1 Q n QinQ cpenma. Ecnn wndpyetcs
MPLS, To pa3mep opurmHansHOro gperiMa MoXxeT BapbUpoBaTbCA B 3aBMCMMOCTU OT KONMUYEeCTBa METOK B
CTeKke, y4nTbiBanTe 370.

[lnsa TpaHcnopTHoro pexuMa IPsec HaknagHble pacxodbl IPsec nHkancynsummn 6yayTt Ha 20 6aiT MeHbLue, Mo
CPaBHEHUIO C TYHHEIbHbLIM PEXUMOM.

M3 pucyHka (CM. pUCyHOK 2) BUOHO, YTO C y4eTOM pasmMepa opurnHanbHoro cgpenma, a takke L2 n IPsec
WHKaNCynsauMin pesynbTUPYIOLWUA NakeT MOXET uMeTb pa3mep oT 1586 go 1604 Gawt. Ecnu MTU Ha WAN
nHtepcdence «C-Teppa LUnto3 DP» nmeet 3HadeHne B 1500 6aiT, TO MHKaNCynMpoBaHHbIE NakeTbl OyayT
hparmMeHTMpoBaHbl (bparMeHTaLms N0 yMONMYaHMIO BbIKITHOYEHA), YTO B CBOK OYepedb NPUBEAET K CHUXKEHUIO
npoussogutensHocTh (80 15 %). CooTBETCTBEHHO, MPU HANNYMN BO3MOXHOCTHW, 3aKa3blBaWTe HYXXHbIA Bam
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MTU y Bawero npoBavgepa Ha kaHanoobpasytowem obopynoBaHun, 4Tobbl M3bexaTb parmeHTaunm m
CHWKEHMWS MPON3BOAUTENBHOCTMY.

PparmeHTaumusa, MTU n DF 6ur

®dparmeHTauuMa MO ymMonyaHuUK  BblKMoYeHa. YTobbl  ee  BKNWOUMTb  HyXXHO B cbainne
/opt/VPNagent/etc/ipsm dpdk.cfg pana nopta [PORT<N>], koTopblii cooTtBetcTtByeT WAN
nHTepdency, napameTpy dp frag ip B KayecTBe 3Ha4eHWs 3agatb |IP agpec napTHepa, KOTOpbI TaKke
sasnsaetca «C-Teppa LUnto3 DP» Bepcun 5.0 n Beiwe. Ecnu «C-Teppa W3 DP» Haxoantca 3a ctatnyecknm
NAT (oMHamuyecknin He noaaepxunsaeTcs), To napameTpy dp frag natt HYXXHO BbICTaBUTb 3HAYEHUE yes.

Mpumep:

[PORTO]

outer = yes
dp frag ip = 172.16.100.2
dp_ frag natt = yes

®parmeHTaLMsi NakeToB MPoOMCXOAMT nocne 3alwudpoBaHus. CTaTUCTUKY MO 3aMPOBaHHBIM MNakeTam
MO>XHO NMOCMOTPETb MPW MOMOLLM YTUNTLI kstat show (CYeTYMK frag ok).

B cnyuae, ecnu B kpunTokapTe Ha DP nHTepdencax BknoyeHa npedparmeHTauus, To BKkNoYaTh hparMeHTauuo
B chavine /opt/VPNagent/etc/ipsm dpdk.cfg He TpebyeTcs.

YT06bl YyMEHbLUNTL KONMMYECTBO (pparMeHTMPOBAaHHbIX TpaH3UTHbIX nakeToB (L2 VPN) pekomeHayeTcs
BKNOYaTb  MexaHusmbl PMTUD wn  MSSFIX (napameTtpbl pmtud W mssfix B danne
/opt/VPNagent/etc/ipsm dpdk.cfg) Ana nopta [PORT<N>], KOTOpblA cooTBeTcTByeT LAN
nHtepdency. laHHble mexaHu3ambl paboTtatoT Tonbko Ansa IPv4 naketos. [Npyumep:

[PORT1]

mtu = 1500
pmtud = 1400
mssfix = 1360

MexaHnambl PMTUD n MSSFIX npumeHumbl gnsi naketoB npoTokona IPv4, koTopble BKagbiBalTCcs B
Ethernet/802.1Q/QinQ. Ana MPLS He npMMeHUMBbI.

MTU gns LAN n WAN uHTepdelncoB 3agaeTcsa B npouecce nHmumnanuaaumm «C-Teppa Lnto3 DP» B mactepe
HacTpoek (MTU Takke MOXHO M3MEHUTb 4epe3 KOHCOMb cisco-like wunm e depes dann
/opt/VPNagent/etc/ipsm dpdk.cfg, napaMmeTp mtu Ans COOTBETCTBYOLLEro nopta [PORT<N>]).

Mo ymonuanuio DF (don't fragment) GUT ¢ MCXOOHbLIX MakeTOB Ha WHKaNCYyNMpPOBaHHbIE HE MEepPeHOCUTCS
(MOXHO BKNtOUMTE NepeHoc DF 6uTa, HO He pekoMeHayeTcs).

3awumTa 802.10/QinQ/MPLS Tpadmka

Onsa wudpposaHmsa 802.1Q/QiNQ/MPLS Tpaduka HMKaKMX OONOMHUTENbHBIX HACTPOEK He TpebyeTcs.

YnpaBneHue «C-Teppa LUnto3 DP» yepe3 nHrepdenc saxsara naketoB (LAN uHtepdemnc)

YnpasneHue «C-Teppa LWnto3 DP» yepes nHtepdenic 3axsata naketoB (LAN nHTepdenc) HeBO3MOXHO.

YnpaBneHue «C-Teppa LUnto3 DP» yepe3 BblaeneHHbIN ceTeBon nHrepdenc

Ons ynpaBneHus «C-Teppa LWnto3 DP» n3 LAN cermeHTa ncnonb3ynTte BblAEMNEHHbIN CETEBON MHTEPAENC.
[aHHbIn UHTepdenc He OOImKeH ObITb nobasneH B KOH(pUrypaLmoHHbIN dann
/opt/VPNagent/etc/ipsm dpdk.cfg, a €ero HaCTPOMKY HY>XHO MPou3BOANTbL Yepes cisco-like koHconb.
Mpumep:

sterragate#show running-config
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interface GigabitEthernet0/2
ip address 192.168.253.1 255.255.255.0

Mponyck cdperimoB npoTokonos LACP/LLDP

Mo ymonuaHuio dpenmsl npotokonos LACP/LLDP nponyckatotcst yepes «C-Teppa LUnto3 DP».

KonupoBaHue ToS 6anTa N3 opurMHanLHoro naketa B MHKancyJaupoBaHHbIN

KonupoaHne ToS 6GanTta M3 OpuUrMHanNbHOrO naketa B WMHKaNCynupoBaHHbIA EtherlP Bkniovaetca npwm
nMomMoLLM napameTpa copy tos B KOHQWUrypaumoHHoMm dainne /opt/VPNagent/etc/ipsm dpdk.cfg.
KonuposaHue ToS 6anTta us EtherlP B8 ESP/NAT-T nakeTbl NponcxXoauT No yMOMYaHuio.

MpumeHnmo onst nakeToB npoTtokona IPv4, kotopble BknageiBatoTcs B Ethernet/802.1Q/QinQ. Ons MPLS
KonupoBaHue He paboTaer.

VLAN (802.10Q) Ha WAN uHTepdence

UTtobbl nakeTbl, yxogsawme ¢ WAN wuHTepcdperica, TermpoBanucb onpegerneHHbiMm VLAN ID HyxHO B
KOHUrypaumoHHoMm danne /opt/VPNagent/etc/ipsm dpdk.cfg [ANA COOTBETCTBYIOWEro nopTa
napameTpy vlan identifier BbICTaBUTb HyXHOe 3HayeHwue. [pumep:

[PORTO]

outer = yes
vlan identifier = 42

B dhaiine /etc/network/interfaces HUKAKNX HACTPOEK AeNaTb HE HYXHO.

Ha cootBeTtcTtBylowemy gaHHomy WAN nopTy uHTepdence vEthernet<N> B KOHCOMU Cisco-like HyXHO,
4yT00BbI BbINa NpukpenneHa nubo kpuntokapTta (L3 VPN), nubo cnncok goctyna (ntobown). MHave TernposaHue
paboTaTtb He BygerT.

4. TlapameTpbl MEXCETEBOIO 3KPaHUPOBaHMSI.
[na nakeToB NpUMEHSOTCA crneayoLue npasuna unbTpauum:
4.1. Ha LAN uHTepdericax VEthernetl (noptel L2) IPv4 1 IPv6 Tpaduk He KOHTPONUpPyeTCs.
4.2. Ha WAN unHTepdencax VEthernetO paspelieH Bxoasiwmi IPv4 Tpaduk:
4.2.1 Tpotokon UDP noptbl 500 1 4500 — gnsa IKE n NAT-Traversal (ESP in UDP).
4.2.2 [potokon ICMP — ans npoBepku AOCTYMHOCTU KPUNTOLLM3a 1 paboTbl MmexaHnama PathMTUd.
4.2.3 Tpotokon ESP (Homep 50) — ansa pabothbl IPsec.

424 Becb TCP n UDP Tpaduk, ana KOTOporo ectb uMcxogsduiee coeavHeHune (3TO AUMHaMUYeckue
npaswuna, KoTopble co3gatTcs npy nomowm stateful unetpaumm).

4.3. Ha WAN uHTepdericax VEthernetO IPv6 Tpadumk 3abnoknposaH.

4.4. Ha WAN wnHTepdeincax VEthernetO nHcnekTupyroTcs Bce ncxogsime rnokanbHble U TpaH3utHble IPv4
coeguHeHua gna npoTtokonoB TCP u UDP. Ha ocHoBe pe3ynbTaToB WHCMNEKTUPOBAHUSA
OCYLLIECTBMSIETCS (hUnbTpaLmsa BXogsLLEro Tpadumka ¢ y4eTOM COCTOsAHMSA ceccunm (stateful).

4.5. Ha DP uHTepdelricax paspelueH Bxoadawmim IPv4 Tpaduk:

4.5.1 T[potokon ESP (Homep 50) — gnsa pabotsl IPsec.

4.5.2 [potokon UDP nopt 4500 — NAT-Traversal (ESP in UDP).
4.6. Ha DP nHtepdencax IPv6 Tpadmk 3abnokmpoBaH.

4.7. Ha Bcex ocTanbHblX WHTepdencax, He 3adencTBoBaHHbIX B L2, IPv4d un IPv6 Tpaduk He
KOHTpoOnupyeTcs.
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5.

MapameTpbl 6e30MacHOro B3anmMoaencTaus.

Becb Tpadwmk Ha BTOpom ypoBHe mopgenu OSI nogceten 192.168.100.0/24 n 192.168.101.0/24, koTopbIn
nepegaeTcs Mexay UeHTpanbHbiM OMCOM M hunmanom 3aluuiaeTcss ¢ UCMNOMb30BaAHUEM anropuTMoB
FOCT n npoTtokona IPsec B TpaHcnopTHOM pexume, Tpaduk ynpasneHus (L3 VPN) — B TYHHENbHOM pexume.

MHnuumnpoBaTh 3alluLLIEHHOE COeaMHEHNE MOXET Kak Tpaduk n3 cunmana B UEHTp, Tak U HaobopoT, u3
ueHTpa B dounuan.

5.1. TapameTpbl npotokona IKE:
o AyTeHTudUKaUMs Npu NOMOLLM LMdPOBLIX cepTudukatos, anroputm nognucu — FOCT P 34.10-
2012 (kntoy 256 6uT);
o Anroputm wudpposanug — FOCT P 34.12-2015 Marma (knto4 256 6uT);
e AnropuTtm BblumcneHus xew-gyHkumm — FOCT P 34.11-2012 TK26 Ctpubor (knto4 256 6uT);

e Anroputm BblpaboTkm obwero knwoya (aHanor anroputmMa  [Ouddu-XennmaHa) —
VKO_GOSTR3410_2012_256 (kntoy 256 6uT).

5.2. TMapameTtpsbl npoTokona ESP anga L2 VPN:

o  KombuHMpOoBaHHbIN anropuTM WNPOBaHNS U UMUTO3aWwnTbl (KOHTpOnb uenoctHoctn) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

5.3. TNapameTpbl npoTtokona ESP ansa L3 VPN:

o  KombuHMpoBaHHbIN anropuTM WNPOBaHNS U UMUTO3aWwnTbl (KOHTpOnb uenoctHoctu) — FOCT P
34.12-2015 Marma B pexume MGM (knto4 256 6uT).

Hactponka cteHpa

=

N

Hactponka yctponcrtea Router1
Hactpowite IP agpec — 172.16.1.1 n macky — 255.255.255.0 Ha ceTeBoM MHTepdperice ens192.
Hactpovite IP agpec — 172.16.100.1 n macky — 255.255.255.0 Ha ceTeBoM uHTepdbence ens224.

Paspelwuunte npoxoxaeHue IP Tpaduka.

Hactpouka yctpounctea Int-switch1-Hub1

UHTepdenc gi0/0 gomkeH ObiTh B trunk pexume. [JOMmMKHO ObiTb pa3peLleHo MpoXoXAeHUs (OpenmoB C
VLAN ID 10 u gpyrux.

WHTepdenc gi0/1 gormkeH O6biTb B access pexume (¢ VLAN Tarom mnm 6e3 Hero).

UHTepdenc gi0/2 gormkeH ObiTb B access pexume ¢ VLAN ID 10.

Hactponka yctpounctsa Int-switch1-Spoke1

UHTepdenc gi0/0 gomkeH ObiTb B trunk pexume. JOmkHO ObiTb paspelleHo NpoxoxaeHus OperiMoB C
VLAN ID 10 v gpyrux.

WHTepdenc gi0/1 gomkeH 6biTh B access pexume (¢ VLAN Tarom unu 6e3 Hero).

UHTepdeic gi0/2 gormkeH ObiTb B access pexume ¢ VLAN ID 10.

Hactpowka yctpouncrtea Host0-b-hub1

Hactporite IP agpec — 192.168.100.100 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

PaspewuTe npuem n otnpasky ICMP nakeTos.
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Hactponka yctponctsa Host1-b-hub1

1. Hactpowte IP agpec — 192.168.101.100 1 macky — 255.255.255.0 Ha ceTeBOM UHTEpdence.

2. Paspewwnte npuem n otnpaeky ICMP nakeTos.

Hactponka yctponctea Host0-b-spoke1

1. Hactponte IP agpec — 192.168.100.101 n macky — 255.255.255.0 Ha ceTeBOM nHTepheice.

n

Paspewute npuem n otnpaeky ICMP nakeTos.

Hactponka yctponctea Host1-b-spoke1

Hactporite IP agpec — 192.168.101.101 1 macky — 255.255.255.0 Ha ceTeBOM UHTepdence.

A .

Paspewute npuem n otnpaeky ICMP nakeTos.
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Hactpouka kpunTtownto3a Hub1

HacTtporika 6yaet npoucxoamTb NoKansHO Npy NOMOLLM KOHCONBHOIO NOAKIMHOYEHMS.

HacTpowika MoXeT OCyLLeCTBNATLCA M yaaneHHo (no SSH), HO NCKMIYNTENBHO NO JOBEPEHHOMY KaHary CBSA3W.
[oBepeHHbIM KaHaNoM CBA3U MOXET CHUTATLCH KaHan B npeaernax KOHTPONMpyeMon 30HbI B CnydYae OTCYTCTBUIS
B HeM HapywwuTens. [JoBepeHHbIM KaHaroM CBSI3M TakkKe CYMTAeTCA KaHam, 3allMLUEHHbIA Npyu MOMOLUM
npoTokona IPsec.

HavanbHble HaCTPONKM

[ata n Bpems Ha Bcex kpuntowno3ax M YL, gomkHbl OblTb OOWHAKOBBLI, TaK Kak ANs ayTeHTudukaumun
ncnonb3yTcsa UMdpoBble cepTUdUKaTbl, B KOTOPbIX 3addMKCUPOBaHbI AaTta U BPEMS Hadana Mx OencTBusi U
OKOHYaHus. Takke ogMHaKOBbIE AaTa U BPeMs Ha BCel MHAdpacTpykType obnerdyatT NoOUCK HEMCNpaBHOCTEN NO
nor-chavnam.

1. Bongute B CLI pasrpaHmyeHnst goctyna. [Ang a1oro, nocne nosiBNneHnst CoooLeHns:

S-Terra administrative console

BBeauTe norvH 1 napone ans CLI pasrpaHnyeHus gocTyna:

MNonb3oBaTtens n naposnb No ymon4yaHuio: administrator, s-terra. Obs3aTenbLHO CMeHUTE naponb ana
nonb3oBaTenid administrator NpU NOMOLWM KOMaHAbl change user password.

login as: administrator

administrator's password:
B i i i

System is not initialized. Please run "initialize" command to start initializat

ion procedure.

G

administrator@sterragate]
2. YcraHoBMTE NpaBuibHbIA TUN TepMuHana (Ana putty TN TepMuHana xterm) n Tpebyemyto WNpuHY (ans
yaobcTBa paboTbl), HanpumMep:

administrator@sterragate] terminal terminal-type xterm
administrator@sterragate] terminal width 150

3. YCTaHOBUTE HY>XHYK BPEMEHHYIO 30HY U MpaBuibHbIE ATy U BPEMS Ha KPUNTOLUMIO3E, UCMOMb3ys KOHCOSb
linux bash. [1ns aToro BeINONHUTE cnegyoLwme KomaHapl.

3.1. Bongure B linux bash.
administrator@sterragate] system

Entering system shell...

3.2. YCTaHOBUTE HYXHYI BPEMEHHYIO 30HY:
root@sterragate:~# dpkg-reconfigure tzdata
3.3. TllposepbTe Npu nNoMowm komaHabl date AaTy U BpeMsi U €Crnv OHW HenpaBUilbHbIE TO, YyCTAHOBUTE
BEpPHble 3HadyeHus (popmMaT — MecsL/aeHb/rof Yacbl:MUHYThI):
root@sterragate:~# date -s "11/15/2024 12:30:00"

Fri Nov 15 12:30:00 MSK 2024

4. YcTaHOBUTE HafeXHbI naponb ANng nonb3oBaTens root (Mog AaHHbIM Nonb3oBaTerieM OCyLLecTBrseTcs
poctyn no SSH B linux bash):
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root@sterragate:~# passwd

Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully

5. Bbingute u3 linux bash obpatHo B CLI pa3rpaHnyenns goctyna:

root@sterragate:~# exit

logout
Leaving system shell...
administrator@sterragate]

6. BanycTtute npoueaypy vHuumManu3auum, B npoLecce koTopon byaeT 3anyLeH MacTep HavyanbHbIX HACTPOekK
L2 (data plane):

6.1.

6.2.

6.3.

6.4.

administrator@sterragate] initialize

MpongnTte nHMumnanuaaumo buonormnyeckoro ICH, Haxxmmas npegnaraemble KnaBULLIN:

Progress: [****x*xxkx ]

Press key: 1

Beegute nuueHsuio Ha MNMpoaykt GATEDP:

You have to enter license for S-Terra Gate DP
Available product codes:
GATEDP

Enter product code: GATEDP

Enter customer code: Customer

Enter license number: 1XX

Enter license code: 50XXX-XXXXX- XXXXX - XXXXX - XXXXX

Your license:
CustomerCode = Customer

ProductCode = GATEDP
LicenseNumber= 1XX
LicenseCode = 50XXX-XXXXX- XXXXX - XXXXX - XXXXX

Is the above data correct? Yes

INFO: License accepted

R R
FHAH A R R

ssh-keygen: generating new host keys: RSA ECDSA ED25519

INFO: SSH server was successfully enabled and started

Ha Bonpoc Bkno4aTh N MapLUpyTM3aLmio nakeToB |IPv6 0TBETUTL OTpMLATENBHO (no):
Would you like to enable IPv6 forwarding? [No] no

INFO: IP forwarding status:
INFO: IPv4: enabled
INFO: IPv6: disabled.

HaxmuTte Enter, nocrne 4ero 3anycTutcs macTep HayanbHbIX HacTpoek L2 (data plane). OaHHbIv
mMacTep usMeHsieT dann /opt/VPNagent/etc/ipsm dpdk.cfg, KOTOPbIA UCMONBL3YETCA CEPBUCOM

ipsmapp:

FHAEH A R S
FHAH A R

WARNING: This script will stop ipsmapp daemon and create new ipsm dpdk.cfg. All ipsmapp
settings will be reset.

Do you want to continue? [Yes] yes

INFO: Binding network devices to their original drivers
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INFO: Device "0000:03:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:0b:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:13:00.0" is already bound to driver "vmxnet3". Skipping
INFO: Device "0000:1b:00.0" is already bound to driver "vmxnet3". Skipping

B 3aBucmMmMocCTr OT annapaTHOM NnaTgopMbl ApariBep MOXET OTNNYaTbLCA.
BapuaHTbl MoryT 6bITb criegylowme: ixgbe, i40e, vmxnet3, ice.

6.4.1 Ykaxute konu4ecto nopTtos (konnyectso uaundeckmx LAN n WAN uHTepcpericoB gnsa L2, Mgmt
WHTEPdENChI HE YYNTLIBAIOTCS):

Enter amount of ports (2-2) [4] : 2

6.4.2 Haxmute Enter Ha npocbby BBECTU KOMMYECTBO NMOTOKOB, YTOBbI BbINO NCMOML30BAHO 3HAYEHME
Mo yMONYaHMIo (KONIMYECTBO NOTOKOB COOTBETCTBYET KONNYECTBY DP<N> UHTEP(ENCOB):

KonuuectBo notokoB (DP wvHTepdencoB) MOXeT OTnuMyaTtbCs B 3aBMCUMMOCTM OT annapaTHowm
nnatopmbl. He n3ameHsiTe 3Ha4eHne NOTOKOB MO YMON4YaHuo 6€3 0CO3HaHHOW HeobX0aAMMOCTH.

threads (1-36) [36]

6.4.3 Bblbepute ns npeanoxeHHoro cnucka PCl agpec ans WAN nopta. PORTO — WAN uHTepdeiic.

R e fomm e fommm - +
| | PCI id | Configured as | driver

fom e fom e fom +
| 0 | 0000:03:00.0 | = | vmxnet3 |
| 1 | 0000:00:00.0 | = | vmxnet3 |
| 2 | 0000:13:00.0 | — | vmxnet3 |
| 3 | 0000:1b:00.0 | — | vmxnet3 |
R B it T fomm e fommm - +

[aHHbIn cnncok copmmpoBaH M3 Bcex U3MYECKUX CEeTEBbIX MHTEPEENCOB, KOTOpble €CTb B
Kpuntownto3e. B kaxxgom KoHkpeTHoM cnyvae PCl agpeca moryT oTnuyaThes.

Enter device index to be configured as WAN interface "PORTO" (0-3): 0

INFO: Configuring device "0000:03:00.0" as "PORTO"

6.4.4 Ykaxute IP agpec ana WAN wuHTepdenca (B gaHHOM cueHapum - 172.16.100.2). JaHHbin IP
agpec bygeTt Ha3HayeH Ha nHTepdenc vEthernetO:

Enter IP-address for WAN interface (13 ip/13 ip6) (allowed protocols: ipv4,ipve):
172.16.100.2

6.4.5 Ykaxute macky ans IP agpeca WAN uHTepdeica (B AaHHOM cueHapun - 24):
Enter netmask for WAN interface (0-32) [24] : 24

6.4.6 YkaxuTe agpec LM3a No yMOMYaHuio Ansg TpaH3uTHoro L2 (data plane) 3awwudpoBaHHOro
Tpaduka (B 4aHHOM cueHapum — 172.16.100.1):

Enter default gateway IP-address (gw_ip) (allowed protocols: ipv4): 172.16.100.1
6.4.7 Haxmute Enter, ecnun Bce napameTpbl BBe4EHbl BEPHO:
Is the above data correct? [yes]

6.4.8 Bblbepute 13 BHOBb npeanoxeHHoro cnucka PCl agpec gna LAN nopta. PORT1 — LAN

UHTepdenc:
B o fom +
| | PCI id | Configured as | driver
o o fom— +
| 0 | 0000:03:00.0 | PORTO | vmxnet3 |
| 1 | 0000:00:00.0 | - | vmxnet3 |
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2 | 0000:13:00.0 | - | vmxnet3 |
| 3 | 0000:1b:00.0 | - | vmxnet3 |
o o fom— +

M3 cnncka Bbiwe BuaHo, 4To WAN nopT yxe ckoHdurypuposaH («PORTO» B ctonbue «Configured as»):

Enter device index to be configured as LAN interface "PORT1" and paired with "PORTO"
(0-3): 1

6.4.9 VYxaxute IP agpec uctounuka ans EtherlP TyHHens (B AgaHHOM cueHapum — 172.16.100.2):

[na TpaHcnopTHoro pexuma IPsec 3gecb cnenyet ykasbiBaTb agpec WAN mHTepdenca kpuntoLuntosa
Hubl. B cnyyae ncnonb3oBaHUsA TYHHENBHOMO pexnma IPsec, 4aHHbIN agpec MOXeT He NpUCYTCTBOBaTb
B cucteme u 6biTb MobbiM. Bo Bcex crnyyasx 3ToT agpec OO/MKeH cosnajate C¢ 12 dst ip Ha
KpUNTOLUStO3€e, C KOTOpbIM OyaeT HacTpauBaTtbes L2 VPN, B gaHHOM cueHapumn — 1o Spokel.

Enter source IP-address for 12-tunnel (12 src ip) (allowed protocols: ipv4,ipv6):
172.16.100.2

6.4.10 YkaxwuTe IP agpec HasHadeHusi onsi EtherlP TyHHens (B gaHHOM cueHapun - 172.16.1.2):

[ns TpaHcnopTHoro pexuma IPsec 3gecb cnegyeTt ykasbiBaTb agpec WAN uHTepderca Kpuntowunosa
Spokel. B cnyyae ucnonb3oBaHUsA TYHHENbHOTO pexuma IPsec, gaHHbI agpec moxeT bbiTb NobbiM. Bo
BCeX Cryvasix 9TOT ajpec AOSMKeH coBMnagaTtb C 12 src ip Ha KpuUNTOLWNo3e, C KoTopbiM 6yaeT
HacTpauBaTbes L2 VPN. B gaHHom cueHapum — 310 Spokel.

Enter destination IP-address for 12-tunnel (12 dst ip) (allowed protocols: ipv4):
172.16.1.2

6.4.11 3apganite MTU gna WAN u LAN uHTepdencos (B aaHHoM cueHapum — 9000):

Ecnu ecTb BO3MOXHOCTb, TO Bcerga ykasbiBante MTU Ha WAN uHTepderice muHumym Ha 100 (cTo) GanT
fonblue, 4em MakcumanbHbIi MTU Ha 3awmiliaemMbix yCTponcTBax, YTobbl n3bexaTtb dparmeHTaumm m
yBENUUNTb NpomsBoauTensHocTe. B 3atom cnydae MTU Ha LAN umHTepdeince ykasbiBanTe Kak
MakcumanbeHblh MTU Ha 3awmwaembix ycTponctBax. Hanpumep, ecnu MTU Ha 3awmiaembix
yctponcteax 9000, To MTU gna WAN - 9100, MTU gna LAN — 9000. MNpoBepnTb Hanuuve unu
OTCYTCTBME (PparMeHTaLmMm MOXHO Npu NOMOLLM YTUNUTLl kstat show (NapameTp «frag ok»).

Enter MTU for WAN interface (68-9700) [9700] : 9000
Enter MTU for LAN interface (68-9700) [9600] : 9000

6.4.12 Haxmute Enter, ecnvn Bce napameTpbl BBEAEHbI BEPHO:

Is the above data correct? [yes]
ﬂomnMTerOKOanHMﬂnpouenypu:

fom e fom e fom +
| | PCI id | Configured as | driver |
fom e fom e fom +
| 0 | 0000:03:00.0 | PORTO | vmxnet3 |
| 1 | 0000:0b:00.0 | PORT1 | vmxnet3 |
| 2 | 0000:13:00.0 | = | vmxnet3 |
| 3 | 0000:1b:00.0 | - | vmxnet3 |
fom e fom e fomm +

INFO: Operation completed successfully. Restart your system to apply the changes
INFO: OK

FHEHH A
T i
INFO: Reset product settings was completed successfully

6.4.13 [llocrne macTep HacTpoeK npeanoXutT MOMEHATb naponb nonb3oBatens root. YcraHosute
HagexHbI naponk. MNocne sToro npoueaypa nHnumManusauum 6yaeT 3aBeplueHa:
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Do you want to change the password for root user? [Yes]
New password:
Retype new password:

passwd: password updated successfully

INFO: S-Terra VPN services were successfully enabled and started

NOTICE:

Network traffic is blocked, except on management interface (if using one).
To unblock network traffic, please setup the network security policy

or use "run csconf mgr activate" command to activate the predefined
permissive network security policy now.

INFO: Initialization completed.
NOTICE: Some settings will take effect after OS reboot only.

6.4.14 BkniounTe NpOXoXAeHue ceTeBoro Tpaduka, 3arpy3viB npedonpeferieHHyo paspeLuatoLLyto
NOSNNTUKY:

administrator@sterragate] run csconf mgr activate

HavanbHble HaCTPOVIKM 3aBepLUeHbl.

Ecnu Bbl X0TUTe 3aHOBO 3aNyCTUTb MacTep HavanbHbIX HacTpoek L2 (data plane), To BbinonHUTE:
administrator@sterragate] run /opt/VPNagent/bin/configure dp.sh

Hactponka L2

B naHHoM pasnene 6yayT onucaHsbi:

e HacTpoWka dparmeHTaumu;

e HacTpouka mexaHuama Path MTU Discovery;

e HacTponka MexaHusma usmeHeHnss MSS B TCP naketax;
e  HacTpoWKa NonuTukM KonmpoBaHust DF 6uTa;

e  HacCTpoWKa NonuTUKM KonmpoBaHus ToS banTa.

1. Tepenante B linux bash:

administrator@Hubl] system

Entering system shell...
root@sterragate: ~#

2. YMeHbLIMTE BpeMsi COOpKM doparMeHTUPOBaHHbIX NakeToB:

root@sterragate:~# drv_mgr set frag reassemble timeout 2

Value of "frag reassemble timeout" is set to 2.

3. [HanbHenwme HaCTPOMKU OCYLLECTBNAKTCA 4epe3 pefakTUpoBaHWe KOHurypaumoHHoro dpanna
/opt/VPNagent/etc/ipsm dpdk.cfg:

3.1.

Bknounte mexaHmam Path MTU Discovery n usmeHenne MSS B TCP naketax Ha LAN nopty (PORTL1).
Ona storo Ha LAN nopTty (PORT1) packoMMeHTUpyinTe napameTpbl pmtud, mssfix U BbICTaBUTE UM
3HaveHus: ona pmtud - «3HadveHwe MTU nopta muHyc 100» (B 4aHHOM CLeHapun — 3TO 3HaveHue
8900), Ana mssfix - «3HayeHme MTU nopta muHyc 140» (B 4aHHOM cueHapum — 3To 3HaveHne 8860):

[PORT1]
pci_id = 0000:0b:00.0
12_src_ip = 172.16.100.2

12 dst ip = 172.16.1.2
pair port = 0
mtu = 9000

pmtud = 8900
mssfix = 8860
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3.2. YcraHoBuTe Xenaemoe 3HavyeHuWe Ana napametpa df handling Ha LAN nopty (PORT1). Otot
napamMmeTp onpegensieT NOAMTUKY konupoBaHusi DF 6uTa M3 MCXOAHbIX NaKeTOB MNPV MHKANCynaumu B
EtherlP. JonycTumble 3Ha4eHus:

e clear — obHynsATL DF BUT (3Ha4YeHWe N0 YMOMYaHuIo);
e set— BbicTaBnsaTb DF 6uT;
e CcoOpy — KonupoBsaTb 3HayeHne DF 6uta ns ucxogHoro naketa.

3.3. YcTtaHoBuWTE Xenaemoe 3HavyeHue Ansa napameTpa copy_tos Ha LAN nopty (PORT1). OToT napameTp
onpegenseT NONUTUKY KoNupoBaHUs TOS GanTa u3 MCXOOHbIX NakeToB Npu MHkancynauum B EtherlP.
Jonyctumble 3HaYeHUs:

e NO — He KonNupoBaTb TOS 6anT (3Ha4YeHMe NO YMOMYaHUIO);
e yes — konuposaTb ToS Gant.

3.4. [ns npyMeHeHWs HAacCTpOeK nepesanycTnTe CepBuC ipsmapp:
root@sterragate:~# systemctl restart ipsmapp.service

4. Bbingute 13 linux bash:
root@sterragate:~# exit

logout
Leaving system shell...

HacTtpolika L2 (data plane) 3aBepLueHa.

HacTtponku PKI (3anpocbl 1 ceptuchmkathbl)

MpoayKT He noaaepXkuBaeT pas3HocTHble (delta) cnucku oT3biBa cepTUdMKaToB, TONbKO 6a3oBble. YuuTbiBanTe
3TO Npu BbiGOpe unu passepTbiBaHun YL,

Ona ayTeHTudukaumm naptHepos no IPsec MOXHO Mcnonb3oBaTb LndpoBble cepTudurKaThl, BbiNyLEeHHbIE Npu
nomoLuu ceptucpnumposanHoro CK3W, unun npegsapuTtensHO pacnpeaeneHHble Kioyu, Co3AaHHble 1 BBEAEHHbIE
B COOTBETCTBMM C Npasunamm nons3osaHus CK3U (nossunuce B Bepcum 5.0).

CreHepupyiiTe 3anpoc Ha cepTudMKaT KPUMNTOLUM3a M COXpaHuTe 3ToT 3anpoc B damn Ha USB Flash
HakonuTene. [loctaBbTe haln ¢ 3anpocom Ha YL 1 BeinycTuTe No Hemy cepTudumkat. CeptudmkaTt KpunToLumnosa
BMecTe c cepTudmkaTom YL, goctaBbTe Ha W03 u umnoptupynte ux B 6asy NMpoagykra.

MoagpobHas HacTpoika C onucaHuem KoMaHg npueegeHa B 6a3oBoM cLeHapum.

Hactponka naponeu goctyna K kKoHconu cisco-like
Bongute B cisco-like koHCONb 1 cMeHUTe Naponb Ans Nonb3oBaTensd cscons (Maposib MO YMOMYaHUIO: CSP) U
naponb Ha enable (naponb N0 yMon4aHuio: csp).

I'Iop,poGHaﬂ HaCTpOI7IKa C onncaHnemM KomaHg npmBeaeHa B 6a3oBoMm cueHapun.
HacTponka ceTeBbIX napameTposB

HacTpoiika ceTeBbIX napameTpoB npoxoauT B pABa drtana. [lepebii — HacTporka Mgmt uHTepdeica
(GigabitEthernet0/2) B cisco-like koHCcoNu (gaHHbIN MHTepdenc He npencTaBneH Ha cxeme). BTopon —
HacTpoWvka MapLupyTusaumm B cisco-like koHconu.

MepBbIA 3Tan.

1. BbiBeauTe cnucok Bcex MHTepdENCoB, 4OCTYNHbIX B Cisco-like koHconu n BbibepuTe He3a4eNCTBOBaHHLIN B
L2. HesagewicTBoBaHHbIe B L2 nHTepdencsl 6yayT umeTb MMst GigabitEthernet0/N, a 3a0eNCTBOBaHHbIE
vEthernetN:

sterragate#show interfaces

GigabitEthernet0/0 is up, line protocol is up
Hardware address is 0050.569e.9fd9
MTU 1500 bytes
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GigabitEthernet0/1 is down, line protocol is down

Hardware address is 0050.569e.0lea

MTU 1500 bytes
DPO

Virtual data plane interface (pattern "10G 000")
DP1

Virtual data plane interface (pattern "10G 001")
DP34

Virtual data plane interface (pattern "10G 034")
DP35

Virtual data plane interface (pattern "10G 035")
vEthernetO is up, line protocol is up

Hardware address is 0050.569e.1b91

Description: WAN

Internet address is 172.16.100.2/24

MTU 9000 bytes
vEthernetl is up, line protocol is up

Hardware address is 0050.569e.68bd

MTU 9000 bytes

BugHo, 4to uHTepdenc GigabitEthernetO/1 He 3agenctBoBaH B L2. VHTepdencbl vEthernetN
3agenctBoBaHbl B L2, vEthernet0 cooTBeTcTBYyeT WAN, a vEthernetl — LAN.

2. HactpownTte uHtepdeic:

Mgmt uHTepdenc 3anpelleHo noaknyaTtb K HeJOBEPEHHbIM CETAM, Tak Kak Mgmt uHTepdeicbl He
KOHTponupyloTcsa cpeactesamm [1poaykTa n COOTBETCTBEHHO OTCYTCTBYET BO3MOXHOCTb PMAbTPOBATh NakeThl
1 NCNonb30oBaThb KpUNTOKapThl Yepes cisco-like. Yepes cisco-like goctynHa Tonbko HacTpowika IP agpeca.
Ecnun TpebyeTcsa ounbTpoBaTh NakeTbl, TO Ucronb3ynTe iptables (cm. AokymeHT «Mcnonb3oBaHne yTUNuUTbI
«iptables»). CooTBeTcTBUE MHTEpPElica B cisco-like HoTaunm nHTepdency B linux HoTaLUM MOXHO YBUAETb
B (haine /etc/ifaliases.cf.

Bcé 10 xe oTHocuTCa K nobomy mHTepdency Kpome Tex, KoTopble B HoTaumu cisco-like HaunHatoTes Ha
vEthernet n Ha DP.

sterragate#fconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.

sterragate (config) #interface GigabitEthernet0/1
sterragate (config-if)#ip address 192.168.253.1 255.255.255.0
sterragate (config-if) #fexit

Bropown aTan.

M3MeHeHns ceTeBbiX HACTpoek B Cisco-like KoHCOMM MpMMEHSATCA cpady nocne BBOAA COOTBETCTBYHOLLMX
koMaHg. MNonutunka 6e30nacHOCTM NPUMEHSAETCS NOCNe BbIXOAa U3 pexmMMa KOHUrypmMpoBaHus.

1. 3apaviTe umsa ycTpomncTea:

sterragate (config) #hostname Hubl

2. Y6egutecb, yTo WAN n LAN wuHTepdencbl agMMHUCTPATUBHO BKMOYeHbl 1 line protocol (cnocobHocTb
nHTepdpenca nepegaBaTtb NakeTbl B AaHHbIN MOMEHT) HaXOAMTCHA B COCTOSIHUM UpP, @ Takke Ha uHTepdence
vEthernet0 npucytcteyet WAN agpec KpunToLunosa:

Hubl (config) #do show interfaces vEthernetO

vEthernet0 is up, line protocol is up
Hardware address is 0050.569e.1b91
Description: WAN
Internet address is 172.16.100.2/24
MTU 9000 bytes
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Hubl (config) #do show interfaces vEthernetl

vEthernetl is up, line protocol is up
Hardware address is 0050.569e.68bd

MTU 9000 bytes

Ecnu line protocol Haxoautcsa B coctostHun down, TO NpPoBepbTE MOAKIHOYEHME CETEBOro MHTepdenca
KpUNTOLLI03a K KOMMYTaLUMOHHOMY Ui npodemy 060pyaoBaHuIo.

3. BapanTe mMapwpyT no ymosn4aHuto vepes yctpornctBo Router1 gna ucxogsawero ns TCP/IP cteka OC un
TpaHauTHoro Mgmt Tpadmka (Wn03 No yMonuYaHuio ANsS 3alMgpPOBaHHOIO TpaH3UTHOro L2 Tpadmka
3apgaetcs B dpanne /opt/VPNagent/etc/ipsm dpdk.cfg):

Hubl (config) #ip route 0.0.0.0 0.0.0.0 172.16.100.1

4. T[lpoBepbTe JOCTYNHOCTL ycTponcTea Routerl:

Hubl (config) #do ping 172.16.100.1

PING 172.16.100.1 (
108 bytes from 172.
108 bytes from 172.
108 bytes from 172.
108 bytes from 172.
108 bytes from 172.

172.16.
16.100.
16.100.
16.100.
16.100.
16.100.

1

1:

e e

00.1) 100(128) bytes of data.

icmp seg=1 ttl=64 time=1.13 ms
icmp seq=2 ttl=64 time=0.237 ms
icmp seqg=3 ttl=64 time=0.192 ms
icmp seg=4 ttl=64 time=0.200 ms
icmp seqg=5 ttl=64 time=0.299 ms

--- 172.16.100.1 ping statistics ---

5 packets transmitted,

5 received, 0% packet loss, time 4078ms

rtt min/avg/max/mdev = 0.192/0.411/1.131/0.362 ms

HacTtpouka wundposaHus

1. Hactpovite napameTpsl IKE.

1.1

1.2.

1.3.

3apante o6wwme napameTpsbl IKE:

Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto
Hubl (config) #crypto

isakmp
isakmp
isakmp
isakmp
isakmp
isakmp
isakmp

identity dn

keepalive 3 2

keepalive retry-count 5

fragmentation

security-association lifetime delta 50
initiator-sessions-max 100
responder-sessions-max 100

Co3gaite NonuTKKy, onuckiBatoLLyio napameTpbl IKE TyHHens:

Hubl (config) #crypto isakmp policy 1
Hubl (config-isakmp) #fencryption magma

(
(
Hubl (
Hub1 (
(
(

)
config-isakmp)
)
)

Hubl (config-isakmp

config-isakmp) #hash stribog-256

#authentication gost-sig
Hubl (config-isakmp) #group vko2

#exit

Cospavite npodunb HacTpoek ISAKMP (anroputm IKE) noa nmeHem NEW ALGS, 4Tobbl Aanee ero
NPUKPENUTb K KPUNTOKAPTE:

Hubl (config) #crypto isakmp profile NEW ALGS
Hubl (conf-isa-prof) #match identity dn
Hubl (conf-isa-prof) #set identity mapping

(

(

)
Hubl (conf-isa-prof)
Hubl (conf-isa-prof)

#set policy 1

fexit

2. [MapameTtpsbl IPsec ans 3awnTbl TpaH3NTHOro L2 Tpaduka.

2.1.

OTkntounte oBHOBNeHne kntoda IPsec SA no OOCTUMXEHMIO onpeneneHHom)o6bema nepeagaHHoro

Tpadwumka:

Hubl (config) #crypto ipsec security-association lifetime kilobytes unlimited
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2.2.

2.3.

2.4.

2.5.

2.6.

3aparite KOMOMHUPOBaHHbIA anropuTM WKMAPOBaHMA 1 UMUTO3aLLMTLI (Habop Nnpeobpa3oBaHui) Ans
Tpaduka (TYHHENbHbIN pexum), KoTopbiM ByaeT s3awmwarbes L3 Tpaduk ynpaBneHus:

Hubl (config) #crypto ipsec transform-set MAGMA GOST_ ENCRYPT AND INTEGRITY esp-magma-mgm
Hubl (cfg-crypto-trans) fexit

3aparite KOMOMHMPOBAHHbLIA anropuTM WKMPOBaHMA N MMUTO3aLWmMTbl (Habop NpeobpasoBaHuin) Anst
Tpadmka (TPAHCMOPTHLIN pexum), KOTopbiM OyaeT 3awmwartecs L2 Tpaduk mexay ueHTpanbHbIM
oucom 1 punmanom:

Hubl (config) #crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT
esp-magma-mgm

Hubl (cfg-crypto-trans) #mode transport

Hubl (cfg-crypto-trans) #fexit

Cospante cnucok poctyna (ACL) pgns  TpaH3WTHOro  WHKancynuposaHHoro B EtherlP
Monb30BaTENbCKOro Tpaduka, KOTOPbIA HYXHO 3aluiaTtb Mexay LUeHTpanbHbiM OoguUcoM U
dunmnanom:

Hubl (config) #ip access-list extended IPSEC AC1l HUB1 AND SPOKEl

Hubl (config-ext-nacl) #fremark EtherIP L2 tunnel

Hubl (config-ext-nacl) #permit etherip host 172.16.100.2 host 172.16.1.2
Hubl (config-ext-nacl) #exit

Cospgante kpunTtokapty (umsa L2VPN, pasgen 1):
Hubl (config) #crypto map L2VPN 1 ipsec-isakmp
2.5.1 YkaxuTe CNMCOK JOCTyNa And 3aluiiaemoro Tpaduka:
Hubl (config-crypto-map) #match address IPSEC ACl HUB1 AND SPOKE1l
2.5.2 Ykaxute npu NomoLLM Kakoro Habopa anropnuTMoB HY)XXHO 3alumLLaTh Tpaduk:
Hubl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT

2.5.3 Ykaxute IP agpec naptHepa no IPsec, B 4aHHOM CLieHapun 3TO BHeLHW IP agpec ycTponcTBa
Spokel:

Hubl (config-crypto-map) #set peer 172.16.1.2
2.5.4 Tpukpenute ISAKMP npocdunb NEW ALGS K KpunTokapTe:
Hubl (config-crypto-map) #set isakmp-profile NEW ALGS

2,55 Ob6sa3aTtenbHO OTKMYUTE UCTOPUIO YAANEHHbIX TYHHenen (ecnu He OTKMYNUTb, TO MOryT BbiTb
npobnemsl ¢ NoCcTpoeHmem IPsec TyHHenen ¢ ycTporicTBamu, KoTopble HaxogdaTtcs 3a NAT):

Hubl (config-crypto-map) #set dead-connection history off
2.5.6 Bkmounte npedparmeHTaumio:

Hubl (config-crypto-map) #set pre-fragmentation
Hubl (config-crypto-map) #exit

Mpukpenute co3gaHHylo KpunTokapTy L2VPN ko Bcem DP uHTepdenicam (konmyectBo DP
NMHTepdEencoB MOXET OTNNYaTLCA B 3aBUCUMOCTM OT annapaTHOW NnaTtgopmbl):

Hubl (config)# interface range DP 0 - 35
Hubl (config-if-range) #crypto map L2VPN
Hubl (config-if-range) #exit

3. MapameTpsbl IPsec ansa 3awmTel yaaneHHoro ynpaBneHust KpUnTOLL030M.

3.1.

3.2.

3apante IKECFG nyn, n3 kotoporo 6yaeT BbigaBaTbes IP agpec komnbloTepy agMUHUCTpaTopa

Hubl (config) #ip local pool ADMIN ADDRESS 192.168.255.1

Cospante pacwmpeHHbIn cnvcok goctyna (ACL) gna Tpadmka, koTopbii Tpebyetcs 3awmwatb (B
KayecTBe NokanbHOro agpeca ykasbiBaeTcs agpec Mgmt uHTepdperica, a B kayecTBe yaaneHHoro
agpeca — agpec u3 IKECFG nyna):

Hubl (config) #ip access-list extended ADMIN ACL
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3.3.

3.4.

3.5.

3.6.

Hubl (config-ext-nacl) #remark MGMT IP

Hubl (config-ext-nacl) #permit ip host 192.168.253.1 host 192.168.255.1
Hubl (config-ext-nacl) #exit

Hubl (config) #

Cospainte gHaMM4eckyto KpuntokapTty (MMs MGMT, pasgen 1):
Hubl (config) #crypto dynamic-map MGMT 1
3.3.1 VYkaxuTe cnncok AocTyna Ans 3aiwmuaemoro Tpaduka:
Hubl (config-crypto-map) #match address ADMIN ACL
3.3.2  YkaxuTe npy noMOLLM Kakoro Habopa anropuTmMoB HYXXHO 3aLuuLiaTh Tpaguk:
Hubl (config-crypto-map) #set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
3.3.3 VYkaxute IKECFG nyn:
Hubl (config-crypto-map) #set pool ADMIN ADDRESS
3.3.4 Tpukpenute ISAKMP npodunb NEW ALGS K KpUnTokapTe:
Hubl (config-crypto-map) #set isakmp-profile NEW ALGS
3.3.5 BknounTte npedparmeHTaumio:
Hubl (config-crypto-map) #set pre-fragmentation
3.3.6 BknounTe aBTOMATMYECKYIO U MHTENNEKTYarnbHY KOPPEKTMPOBKY 3HadYeHus MSS:
Hubl (config-crypto-map) #set security-association mss-fix out

3.3.7 0O06sA3aTeNbHO OTKIIOYUTE UCTOPUIO YAANEHHbBIX TYHHENeW (eCnu He OTKMYNUTb, TO MOryT BbiTb
npobnemsbl ¢ NOCTpPoeHneM IPsec TyHHenen ¢ yCTponcTBaMun, KoTopble HaxoasTcst 3a NAT):

Hubl (config-crypto-map) #set dead-connection history off
Hubl (config-crypto-map) #exit

CospawTte kpuntokapTy (Mmsi L3VPN, pasgen 1) n gobaBbTe Tyga AMHamMmu4veckyto kpuntokapty MGMT:
Hubl (config) #crypto map L3VPN 1 ipsec-isakmp dynamic MGMT
Mpukpenute cosgaHHyo KpUNTokapTy L3VPN K BHELUHEMY MHTepdelncy vEthernetO:

Hubl (config) #interface vEthernet 0
Hubl (config-if) #description WAN
Hubl (config-if) #crypto map L3VPN

[MpUMeHuTEe HacCTPONKM:

Hubl (config-if) #end

HacTpowka nonutuku obpabotku COC (CRL)

B uenax 6e30nacHOCTM HacTOATENbHO PEeKOMEHOyeTCH BK4YaTb NPOBEPKY CMUCKOB OT3biBa CEPTUAUKATOB.
PasHocTHble cnnckn oTo3BaHHbIX cepTudmkartos (delta CRL) He nogaepxusatoTcs.

Bkntounte nposepky COC 1 HacTponTe aBTOMaTUYECKyH0 3arpy3ky 1 umnoptupoBaHune B 6a3sy Npogdykta cnuncka
0TO3BaHHbIX cepTudukaToB ¢ HTTP cepBepa CRL-distribution-point.

I'Iop,po6Haﬂ HaCTpOIZKa C onncaHnemM KomaHg npmBeaeHa B ©a3oBoOM cueHapun.

HaCTp0I7IKa MeXCeTeBOro JKpaHa

1.

Cospalite ceTeBOM object-group C UMEHEM SELF Ansi XxpaHeHus B Hem WAN agpecoB KpunToLuno3a
C Lienblo ganbHenwero ero ncrnonb3opaHunsa B ACL:

Hubl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Hubl (config) #object-group network SELF
Hubl (config-network-group) #remark WAN IP
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Hubl (config-network-group) #host 172.16.100.2
Hubl (config-network-group) #exit

2. Cosgante ACL c nmeHem FW_INPUT_WAN gns sxogsiiero Ha WAN nHTepdenc Tpaduka:

Hubl (config) #ip access-list extended FW_INPUT WAN

Hubl (config-ext-nacl) #permit udp any object-group SELF eq isakmp

Hubl (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp
Hubl (config-ext-nacl) #permit icmp any object-group SELF

Hubl (config-ext-nacl) #permit esp any object-group SELF

Hubl (config-ext-nacl) #exit

3. Cospante ACL c nmeHem FW_INPUT_DP gnsa Bxogsiiero Ha DP nHtepdgencs Tpaduka:

Hubl (config) #ip access-list extended FW_INPUT_ DP

Hubl (config-ext-nacl) #permit udp any object-group SELF eq non500-isakmp
Hubl (config-ext-nacl) #permit esp any object-group SELF

Hubl (config-ext-nacl) #exit

4. CospanTte npaBuna uHcnektupoBaHus Bcero TCP u UDP Tpaduka u 3apante Heobxogumoe
MaKCHMMarnbHOE KONMYECTBO CECCUN:

Hubl (config) #ip inspect tcp sessions-max 256000
Hubl (config) #ip inspect udp sessions-max 65536
Hubl (config) #ip inspect name INSPECT tcp
Hubl (config) #ip inspect name INSPECT udp

5. TpukpenuTe npaBuna MexceTeBoro akpaHmpoBaHust Ha WAN nHTepdeic vEthernetO:

Hubl (config) #interface vEthernet0

Hubl (config-if) #ip access-group FW_INPUT WAN in
Hubl (config-if) #ip inspect INSPECT out

Hubl (config-if) #exit

6. [Mpukpenute NnpaBuna MexceTeBOro akpaHnpoBaHus Ha Bce DP nHtepderich:

Hubl (config) #interface range DP 0 - 35
Hubl (config-if-range) #ip access-group FW_INPUT DP in
Hubl (config-if-range) #exit

7. TMpyMeHnTE HaCTPOWKK:
Hubl (config) #end
HacTtpovika kpuntownto3a Hubl 3aBeplueHa.
B [MpunoxeHuv npeactaBneHbl TEKCTbl KOHAUIypaumin Ana kpuntowwnosa Hubl:

e TeKCT KoHcosnu cisco-like;
e TekcT LSP;
o KoHdurypaums L2 (data plane).
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Hactpouka kpuntownto3a Spoke1

HacTtpoiika kpyntownto3a Spokel nponcxoaut aHanormyHo Hactporke Hubl.

B MpunoxeHuu npeactaBneHbl TEKCTbl KOHAUIypaLmMin Ansa KpuntoLuno3a Spokel:

e TEKCT KoHconu cisco-like;
e TekcT LSP;
o KoHdurypauusa L2 (data plane).
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MpoBepka paboTOCNOCOOHOCTM CTEHAA
MpoBepky paboToCnOCOBHOCTU HYXHO BbINOMHATL NOCNE 3aBepLUEHUS HACTPOMKM BCEX YCTPOWCTB CTeHaa.
MpoBepka IP cBA3HOCTK

1. TpoepbTe, 4TO C KpunTOowMo3oB Hubl n Spokel no ICMP goctyneH w3 no ymonyanuio (Routerl). Ans
3TOro BbIMOSHUTE KOMaHAY ping U3 Cisco-like KOHCONMM KPUMNTOLLIO30B.

Hubl#ping 172.16.100.1

PING 172.16.100.1

108
108
108
108
108

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

172.16.100

172.
172.
172.
172.
172.

16.
16.
16.
16.
16.

(172.16
100.
100.
100.
100.
100.

.100.1)
1:

e

icmp seg=1
icmp seqg=2
icmp seq=3
icmp seqg=4
icmp seg=5

100 (128)

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=5.
time=3.
time=6.
time=4.
time=2.

.1 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev

Spokel#ping 172.16.1.1

PING 172.16.1.1

108
108
108
108
108

bytes from
bytes
bytes
bytes

bytes

from
from
from
from

172.

172

172.

(172.16.
172.

16.
16.

G
172.

16.
16.

5 received,

0% packet loss,

2.867/4.562/6.552/1.263 ms

1.

e

o

) 100(128)
icmp seg=1
icmp seg=2
icmp seg=3
icmp seqg=4
icmp seqg=5

172.16.1.1 ping statistics ---
5 packets transmitted,

rtt min/avg/max/mdev

BugHo, uto yctponcteo Routerl goctynHo no ICMP kak ¢ Hubl, Tak n co Spokel.

2. [poBepbTe,

Hubl#ping 172.16.1.2

PING 172.16.1.2

108
108
108
108
108

BuaHo, uto ¢ kpuntownto3a Hubl goctyneH no ICMP kpunTowsno3 Spokel.

bytes from
bytes
bytes
bytes

bytes

from
from
from
from

172

172.

172

(172.16.
172.

16.

G
172.

16.
16.

G

5 received, 0%
5.259/8.876/14

1.

e

NN NN

02

) 100(128)
icmp seqg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seg=5

172.16.1.2 ping statistics ---
5 packets transmitted,
rtt min/avg/max/mdev

MpoBepka PKI

MpoBepbTe, UTO Ha KpunTowo3dax COC mmnopTupoBaH B 6a3y Mpoaykra u Bce ceptudmkatbl UMEKT CTaTyC
Active. NMogpobHasn npoBepka npvBegeHa B 6a3oBOM cLieHapun.

[MpoBepka nocTpoeHus 3awmiieHHoro L2 coeauHenuns mexay Hub1 u
Spoke1

1. WHuummpyiTe NnocTpoeHme 3awuieHHoro L2 coeamHennst mexay kpuntoluntodammn Hubl n Spokel c nwoboro
M3 3awmiiaemMbix YCTPOMCTB. [1ns npoBepkn Bbibepem napbl ycTponctB HostO-b-spokel Ha HostO-b-hubl

5 received,

bytes of data.

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

packet

time=14.7
time=9.22
time=7.03
time=5.25
time=8.15

loss,

.704/3.195 ms

yto c KpunTtowsn3a Hubl poctyneH no
nHTepdencam). ina aToro BbINOMHUTE KOMaHAY ping m3 cisco-like KOHCONW KPUNTOLLMIO30B.

bytes of data.

ttl=63
ttl=63
ttl=63
ttl=63
ttl=63

0% packet loss,

time=24.0
time=15.0
time=14.1
time=9.63
time=11.2

9.632/14.821/24.064/5.013 ms

bytes of data.

07
62
55
68
86

ms
ms
ms
ms
ms

ms
ms
ms

ms

ms
ms
ms
ms
ms

time 4005ms

time 4006ms

ICMP kpuntowno3 Spokel

time 4003ms

(no  BHeELWHUM
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(MoxHO 1 HaobopoT) n3 Native VLAN 1 Hostl-b-spokel Ha Hostl-b-hubl (MoxHO 1 Hao6opoT) n3 VLAN ID

10.
1.1.

root@HostO0-b-spokel:~# ping 192.168.100.100 -c 5

PING 192.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

168.100.100 (192

from
from
from
from
from

192.168.100.
192.168.100.
192.168.100.
192.168.100.
192.168.100.

.16
10
10
10
10
10

8.100.100) 56 (
0: icmp seg=1
0: icmp seqg=2
0: icmp seqg=3
0: icmp seqg=4
0: icmp seg=5

--- 192.168.100.100 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev = 2.706/3.099/3.481/0.263 ms

1.2.

5 received,

84) bytes of data.
time=3.48
time=3.25
time=3.03
time=2.71
time=3.03

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

0% packet loss,

root@Hostl-b-spokel:~# ping 192.168.101.100 -c 5

PING 192

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

.168.101.100 (192
192.168.101.
192.168.101.
192.168.101.
192.168.101.
192.168.101.

.16
10
10
10
10
10

8.101.100) 56/
0: icmp seg=1
0: icmp seqg=2
0: icmp seg=3
0: icmp seg=4
0: icmp seg=5

---192.168.101.100 ping statistics ---

5 packets transmitted,
rtt min/avg/max/mdev = 2.473/3.336/4.428/0.719 ms

5 received,

time

ms
ms
ms
ms
ms

10ms

84) bytes of data.
time=4.43
time=3.70
time=3.45
time=2.47
time=2.63

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

0% packet loss,

time

ms
ms
ms
ms
ms

1lms

BbinonHuTe KomaHay ping m3 linux bash koHconu 3awmwaemoro ycrporictea Host0-b-spokel.

BbinonHuTe KomaHay ping m3 linux bash koHconu 3awmwaemoro ycrporictea Hostl-b-spokel.

2. [posepbTe, 4TO Ha kpunTowwmo3ax Hubl n Spoke1 yctaHoBneHbl 3awmweHHble IPsec coeamHerns. Ons

3TOro BbINOSIHUTE KOMaHAy run sa_mgr show U3 CiSco-like KOHCONM KPUMTOLLIMIO30B.

Hubl#run sa mgr show

ISAKMP sessions:

0 initiated,

ISAKMP connections:
(Local Addr, Port)- (Remote Addr,Port)

Num Conn-id
(172.16.100.2,500)-(172.16.1.2,500)

1

2

IPsec connections:
(Local Addr, Port)- (Remote Addr,Port)

Num Conn-id

O J o U b w N

11
12
13
14
15
16
17
18
19
20

2

O O J o U » W

1

0 responded

State Sent Rcvd
active 15676 15432

Protocol Action Type Sent Rcvd

(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 416 272
(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 376 416
(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 416 416
(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 416 376
(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 416 416
(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 416
(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 64 104
(172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 208 208
0 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 272 272
11 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
12 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 272 272
13 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
14 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
15 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
16 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 272 312
17 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 376 272
18 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
19 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
20 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
21 (172.16.100.2,*)-(172.16.1.2,*) 97 ESP trans 312 312
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21 22 (172
22 23 (172
23 24 (172
24 25 (172
25 26 (172
26 27 (172
27 28 (172
28 29 (172
29 30 (172
30 31 (172
31 32 (172
32 33 (172
33 34 (172
34 35 (172
35 36 (172
36 37 (172
Spokel#run

ISAKMP sessions:

BRIRCR
BRIRCR
BRIRCR
SpIRC
SSIRCE
SSIRCE
SSIRCE
SpIRC
SpIRC
SpIRC
SpIRCR
SSIRCE
SSIRCE
SSIRCE
SpIRC
SpIRC

100.2
100.2
100.2
100.2
100.2
100.2
100.2
100.2,
100.2
100.2
100.2
100.2
100.2
100.2
100.2
100.2

sa _mgr show

ISAKMP connections:
(Local Addr, Port)- (Remote Addr, Port)
(172.16.1.2,500)-(172.16.100.2,500) active 15432 15676

Num Conn-id

12

IPsec connections:

Num

@ J o U > W DN
O 0O J o U s W N

el

1

WWWWwWWwwhNRNNNONNROOONNON R P PP e
O WN R O WW®-Jo U ™ WNREO WO Ul s WK P o

2.16.
2.16.
2.16.
2.16.
=(172-.16,
=(172-.16,
=(172-.16,
2.16.
2.16.
2.16.
2.16.
=(172-.16,
=(172-.16,
=(172-16,
2.16.
2.16.

0 initiated,

N N R N e e e e e e e e

L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)
L2, %)

97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP
97 ESP

0 responded

trans
trans
trans
trans
trans
trans
trans
trans
trans
trans
trans
trans
trans
trans
trans
trans

State Sent Rcvd

312 312
312 312
312 312
272 312
312 272
232 312
312 232
312 312
312 312
312 284
312 312
312 312
312 312
312 312
312 312
272 272

Protocol Action Type Sent Rcvd

Conn-id (Local Addr, Port)- (Remote Addr, Port)
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 584 728
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 728 688
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 728 728
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 688 728
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 728 728
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 728 728
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 104 O
(172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
0 (172.16.1.2,%*)-(172.16.100.2,*) 97 ESP trans 688 688
11 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 728 728
12 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 688 688
13 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 728 624
14 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 728 624
15 (172.16.1.2,%)-(172.16.100.2,*) 97 ESP trans 624 624
16 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 584
17 (172.16.1.2,%)-(172.16.100.2,*) 97 ESP trans 584 688
18 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
19 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
20 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
21 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
22 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
23 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
24 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 584
25 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 584 544
26 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 544 624
27 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 608
28 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 544 584
29 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 584 584
30 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 688 624
31 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 556 624
32 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 584
33 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
34 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 624 624
35 (172.16.1.2,*%)-(172.16.100.2,*) 97 ESP trans 544 544
36 (172.16.1.2,*%)-(172.16.100.2,*) 97 ESP trans 624 624
37 (172.16.1.2,*)-(172.16.100.2,*) 97 ESP trans 584 584
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BugHo, 4to Ha kpunTowwrtodax Hubl n Spokel ycTtaHOBMeHbl 3alMlieHHble IPsec coegmHeHns (KOonmM4ecTBo
3almLeHHbIX IPsec coegMHeHM JOMKHO coBnagaTth CO 3HayYeHueM napametpa threads, ykasaHHO B mactepe
HacTpoek L2). Ecnm atoro He npousowrsno, TO npoBepbTe dawn XxypHana (koMaHga run less
/var/log/cspvpngate.log). [pn HEO6XOAMMOCTUN yBENMYbTE YPOBEHb NorMpoBaHus (komaHga logging
trap debugging B KOHCONM cisco-like) n 3aHOBO MHULMNPYNTE 3aLlMLLEHHOE COEANHEHME.

MpoBepka Path MTU Discovery

MpoBepka BbiNnonHAeTCA ¢ Noboro u3 3aluiiaeMbix YCTPOUCTB, B AaHHOM npumepe ¢ yctponctea Hostl-b-hubl.
3HauyeHne MTU Ha mnHTepdeice yctporictBa Hostl-b-hubl gomkHo GbITb Gonblie, YeM 3Ha4YeHWe napameTpa
pmtud Ha KpUNTOLUMO3E.

1. OtnpaBbTe ICMP 3anpoc Ha ycTporcTtBo Hostl-b-spokel Takoro pasmepa, 4ToObl pe3ynbTUMpyoLWwmnin pasmep
IP nakeTta Obin paBeH 8900 6amT (4TO COOTBETCTBYET 3HaA4YeHWO nNapameTpa pmtud Ha KpunTowno3ax),
ycTaHoBuTe DF-6uT:

root@hostl-b-hubl:~# ping 192.168.101.101 -s 8872 -M do -c 1

PING 192.168.101.101 (192.168.101.101) 8872(8900) bytes of data.
8880 bytes from 192.168.101.101: icmp seq=1 ttl=64 time=4.31 ms

---192.168.101.101 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 4.311/4.311/4.311/0.000 ms

2. YBenuubTe pasmep Ha 1 6anTt n cHoBa oTnpasbTe ICMP 3anpoc:
root@hostl-b-hubl:~# ping 192.168.101.101 -s 8873 -M do -c 1

PING 192.168.101.101 (192.168.101.101) 8873(8901) bytes of data.
From 192.168.101.101 icmp seqg=1 Frag needed and DF set (mtu = 8900)

--- 192.168.101.101 ping statistics ---
1 packets transmitted, 0 received, +1 errors, 100% packet loss, time Oms

BugHo, 4TO, ecnv pasMmep nakeTa NpeBbICUT 3aaHHOe B napameTpe pmtud 3HadeHue, B OTBET Ha Hero byaet
cchopmupoBaH naket ICMP Destination Unreachable (Fragmentation Needed).

MpoBepka MSSfix

MpoBepka BbINOMHSETCA Ha NGO U3 Nap 3almiaeMblX yCTPOUCTB, B JAHHOM NpuMepe Ha ycTpoiictBax Hostl-
b-hubl1 n Host1-b-spokel.

1. Ha yctponictee Hostl-b-hubl 3anyctute ytunuty tcpdump gns npocmotpa TCP Tpadmka Ha ceTeBOM
UHTepdence:

root@hostl-b-hubl:~# tcpdump -i ensl92 -nvvv proto 6

2. Ha yctponctee Hostl-b-spokel 3anyctute ytunuty tcpdump gns npocmoTtpa TCP Tpaduka Ha ceTeBoM
NUHTepdence:

root@hostl-b-spokel:~# tcpdump -i ensl92 -nvvv proto 6

3. C ycrtponctBa Hostl-b-hubl mHuumupyiite TCP ceccutio Ha ycTpouctBo Hostl-b-spokel, Hanpumep, ¢
MOMOLLLIO YTUNKUT curl unn wget:

root@hostl-b-hubl:~# curl 192.168.101.101

curl: (7) Failed to connect to 192.168.101.101 port 80: Connection refused

4. Ha yctpoinctee Hostl-b-hubl B BbiBOAe yTunuTbl tcpdump npoBepbTe 3HayeHMe MSS B wucxopsLiem
Tpaduke:

17:27:42.410526 IP (tos 0x0, ttl 64, id 44614, offset 0, flags [DF], proto TCP (6),
length 60)

192.168.101.100.33898 > 192.168.101.101.80: Flags [S], cksum 0x4c49 (incorrect ->
Oxc9fd), seq 1536386096, win 62720, options [mss 8960,sackOK,TS wval 3043304887 ecr
0,nop,wscale 7], length O
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17:27:42.762510 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto TCP (6), length
40)

192.168.101.101.80 > 192.168.101.100.33898: Flags [R.], cksum 0x1£f37 (correct),
seq 0, ack 1536386097, win 0, length O

5. Ha yctponctBe Hostl-b-spokel B BbiBOge ytmnutbl tcpdump npoBepbTe 3HayveHne MSS BO BXOASILLEM
Tpaduike:
17:27:43.064355 IP (tos O0x0, ttl 64, id 44614, offset 0, flags [DF], proto TCP (6),
length 60)
192.168.101.100.33898 > 192.168.101.101.80: Flags [S], cksum Oxca6l (correct), seq
1536386096, win 62720, options [mss 8860, sackOK,TS val 3043304887 ecr 0,nop,wscale 7],

length 0
17:27:43.064418 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto TCP (6), length
40)

192.168.101.101.80 > 192.168.101.100.33898: Flags [R.], cksum 0x1£f37 (correct),
seq 0, ack 1536386097, win 0, length O

BugHo, 4to mexaHnam mssfix Ha wno3e 3ameHun 3HadeHme MSS B TCP nakeTe oT yctporictBa Hostl-b-hubl k
ycTponcTBy Hostl-b-spokel Ha 3HaueHue, 3agaHHOe B napameTpe mssfix.

MpoBepka npedparmeHTaluu

Ons nposepkn paboTbl npedparmeHTauum crnegyeT Ha KpUNTOLWMNO3ax OTKMYUTb MexaHuam Path MTU
Discovery (3akommeHTMpoBaTb napamMeTp pmtud), YCTAaHOBUTb OguMHakoBoe 3HadeHne MTU Ha WAN u LAN
nHTepdencax (B gaHHom npumepe — 9000), ana napametpa df handling YyCTaHOBUTb 3Ha4YeHue copy. MTU Ha
NMHTepdencax Bcex octanbHbiX ycTporncTts — 9000.

1. Ha yctpownctee Routerl sanyctute ytunuty tcpdump ans npocmotpa IPsec (npotokon ESP) Tpadwmka Ha
CeTeBOM UHTepdence ens224:

root@Routerl:~# tcpdump -i ens224 -envvv proto 50

2. Ha yctpoinctee Hostl-b-hubl 3anyctute ytunuty tcpdump gna npocmotpa ICMP Tpaduka Ha ceTeBoMm
nHTepdence:

root@hostl-b-hubl:~# tcpdump -i ensl92 -envvv proto 1

3. C yctpoictea Hostl-b-hubl otnpasbeTe ICMP 3anpoc Ha ycTponctBo Hostl-b-spokel Takoro pasmepa,
4YTOObI pe3ynbTUpyoWwun pasmep IP naketoB 6bin paBeH 3HavyeHnto MTU (9000), DF 6uT npu atom cnegyet
OOHYNUTB:

root@hostl-b-hubl:~# ping 192.168.101.101 -s 8972 -M dont -c 1

PING 192.168.101.101 (192.168.101.101) 8972(9000) bytes of data.
8980 bytes from 192.168.101.101: icmp seqg=1 ttl=64 time=10.6 ms

---192.168.101.101 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 10.562/10.562/10.562/0.000 ms

4. Ha yctponctee Hostl-b-hubl B BbIBOge ytunutel tcpdump npoBepbTe pasmep IP nakeTtoB n OTCyTCTBME
dparmeHTaumnu:

14:20:19.793725 00:50:56:9e:1e:fd > 00:50:56:9e:be:a5, ethertype IPv4 (0x0800), length
9014: (tos 0x0, ttl 64, id 18210, offset 0, flags [none], proto ICMP (1), length 9000)
192.168.101.100 > 192.168.101.101: ICMP echo request, id 10625, seq 1, length 8980
14:20:19.807393 00:50:56:9e:be:ab > 00:50:56:9e:1e:fd, ethertype IPv4 (0x0800), length
9014: (tos 0x0, ttl 64, id 13724, offset 0, flags [none], proto ICMP (1), length 9000)
192.168.101.101 > 192.168.101.100: ICMP echo reply, id 10625, seq 1, length 8980

5. Ha ycTtponctee Routerl B BbiBOAe yTunuThbl tcpdump npoBepbTe pasmep ESP nakeTtoB u oTCyTCTBUE
hbparmeHTaumm:
07:20:25.143310 00:50:56:9e:b7:bc > 00:50:56:9e:09:ff, ethertype IPv4 (0x0800), length

9010: (tos 0x0, ttl 255, id 29328, offset 0, flags [none], proto ESP (50), length 8996)
172.16.100.2 > 172.16.1.2: ESP(spi=0x2a4f2463,segq=0x8), length 8976
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07:20:25.143310 00:50:56:9e:b7:bc > 00:50:56:9e:b9:ff, ethertype IPv4 (0x0800), length

174: (tos 0x0, ttl 255, id 29329, offset 0, flags [none], proto ESP (50), length 160)
172.16.100.2 > 172.16.1.2: ESP(spi=0x2a4f2463,segq=0x9), length 140

07:20:25.145023 00:50:56:9e:b9:ff > 00:50:56:9e:b7:bc, ethertype IPv4 (0x0800), length

9010: (tos 0x0, ttl 254, id 53464, offset 0, flags [none], proto ESP (50), length 8996)
172.16.1.2 > 172.16.100.2: ESP(spi=0x65ffl6ce,seq=0x8), length 8976

07:20:25.145031 00:50:56:9e:b9:ff > 00:50:56:9e:b7:bc, ethertype IPv4 (0x0800), length

174: (tos 0x0, ttl 254, id 53465, offset 0, flags [none], proto ESP (50), length 160)
172.16.1.2 > 172.16.100.2: ESP(spi=0x65ffl6ce,seq=0x9), length 140

BugHo, uyto ucxogHble ICMP nakeTbl He dparMeHTUpPOBaHbl, )parMeHTaLuMs MakeToB BbINOMHAETCS [0
wncpoBaHns, pesynbTupylowmnn pasmep IPsec naketoB He npeBbiwaet MTU Ha WAN wuHTepdelicax
KpMNTOLLNMO30B, IPSec nakeTbl He hparMeHTUPOBaHbI.

6. C yctponctBa Hostl-b-hubl cHoBa otnpasbTe ICMP 3anpoc Ha yctponctso Hostl-b-spokel Toro >xe
pa3mMepa, HO C BbiCTaBrneHHbIM DF GuToMm:

root@hostl-b-hubl:~# ping 192.168.101.101 -s 8972 -M do -c 1
PING 192.168.101.101 (192.168.101.101) 8972 (9000) bytes of data.

--- 192.168.101.101 ping statistics ---
1 packets transmitted, 0 received, 100% packet loss, time Oms

7. Ha yctponctee Hostl-b-hubl B BbiBOge ytunuThl tcpdump npoBepbTe pasmep IP naketa u OTCyTCTBME
dparmeHTaunmn:

14:35:55.775096 00:50:56:9e:1e:fd > 00:50:56:9e:be:a5, ethertype IPv4 (0x0800), length
9014: (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto ICMP (1), length 9000)
192.168.101.100 > 192.168.101.101: ICMP echo request, id 10634, seq 1, length 8980

8. Hayctpoiictee Routerl B BbiBoge yTunutbl tcpdump npoBepbTe, 4To ESP nakeTbl OTCYTCTBYHOT COBCEM, UIK
NpUCYTCTBYIOT TONbko ESP nakeTsbl manoro pasmepa (ARP Tpaduik):

07:40:38.414228 00:50:56:9e:b7:bc > 00:50:56:9e:b9:ff, ethertype IPv4 (0x0800), length

146: (tos 0x0, ttl 255, id 53539, offset 0, flags [none], proto ESP (50), length 132)
172.16.100.2 > 172.16.1.2: ESP(spi=0x5c5c0241,seg=0x56), length 112

07:40:38.474687 00:50:56:9e:b9:ff > 00:50:56:9e:b7:bc, ethertype IPv4 (0x0800), length

146: (tos 0x0, ttl 254, id 20782, offset 0, flags [none], proto ESP (50), length 132)
172.16.1.2 > 172.16.100.2: ESP(spi=0xdd24bed4,seq=0x53), length 112

BugHo, yto Tenepb ICMP 3anpoc He NpoxoAuT, Tak Kak pasMep ero naketa rnocne 3awmngpoBaHns npesbICUT
MTU Ha WAN uHTepdence KpunToLLo3a, 1 Npu 3TOM BblCTaBneHHbIN DF 6ut He paspeluaeT hparMeHTpoBaThb
3TOT Maker.

MpumeyaHue: ona Toro, 4ToObl MpedparMeHTauMs MaKeToB Ha KPUMTOLLMK3E MOrfa BbIMNOMHATLCA BHE
3aBUCUMMOCTM OT 3HayeHust DF BuTa B nakeTax, criefyeT Ha KpMnToLumo3ax B cisco-like koHconu B KpunTokapTte
3ajaTb NapameTp set pre-fragmentation force. Takke MOXHO 3aKOMMEHTMpPOBaTb MapamMeTp
df handling B KoHdwurypauuoHHom danne ipsm_dpdk.cfg (Takum obpasom 3sHadeHne DF 6Guta 6Gyger
0BHYNATBLCA NPU UHKaANCYNUPOBaHMM UCXoOHOro naketa B EtherlP).

[narHocTuka

TenemeTtpus

[na nony4eHns TEKyLLMX 3HAYEHU TENEMETPUM MOXHO BOCMONb30BaThCH YTUNUTON dpdk-telemetry.py:
root@sterragate:~# dpdk-telemetry.py

Connecting to /var/run/dpdk/rte/dpdk telemetry.v2
{

"version": "DPDK 23.07.0",

"pid": 814,

"max output len": 16384
}

Connected to application: "ipsm-app"
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[na npocmoTpa CTaTUCTUKM NO NOPTaM BbIMOMHUTE CEAYIOLLYIO KOMaHay:
--> /ipsm/port stats,0
roe 0 — aTo Homep nopTa (B AaHHOM cueHapum 0 — WAN uHTepdenc, 1 — LAN nHtepdeic)

{

"/ipsm/port stats": {
"ipsm port id": 0,
"pci id": "0000:03:00.0",
"sent total": 768,
"recv_total": 777,
"drop_ total": 16,
"bytes_in": 142015,
"bytes out": 141053,
"sendqg len": O,
"sq ovf cnt": O,
"tx fail": O,
"rx overflow": O,
"rx pa kill": O,
"rx null mbuf": 0,
"kni tx fail": 0,
"process pktmbuf": 0,
"free pdata": 0,
"free priv": 0,
"rx forbidden ethertype": 0,
"kni tx to 12": O,
"forbidden vlan": 0,
"bad pkt to 12": O,
"bad ipv6 exthdrs": 0,
"rx 14 cksum bad": 0,
"rx ip cksum bad": 0O,
"rx outer 14 cksum bad": 0O

}
[nsa nony4eHns nHgopmaLmmn o ceTeBbIX ONTUYECKUX TPAHCMBEPAX HA NOpPTax BbINOMHUTE KOMaHAY:

--> /ethdev/module eeprom, 0

{
"/ethdev/module eeprom": {
"Identifier": "0x0d (QSFP+)",
"Extended identifier": "OxdO",

"Extended identifier description": "3.5W max. Power consumption; No CDR in TX; No

CDR in RX; High Power Class (> 3.5 W) not enabled",
"Connector": "0x07 (LC)",
"Transceiver codes": "0x02 0x00 0x00 0x00 0x10 Ox10 0x01 Oxd5",

"Transceiver type": "40G Ethernet: 40G Base-LR4; FC: long distance (L); FC: Longwave

laser (LL); FC: Single Mode (SM); FC: 1200 MBytes/sec; FC: 800 ",
"Encoding": "0x05 (64B/66B)",
"BR, Nominal": "10300Mbps",
"Rate identifier": "0x00",
"Length (SMF,km)": "20km",
"Length (OM3 50um)": "Om",
"Length (OM2 50um)": "Om",
"Length (OM1 62.5um)": "Om",
"Length (Copper or Active cable)": "Om",
"Transmitter technology": "0x40 (1310 nm DFB)",
"Laser wavelength": "1271.000nm",
"Laser wavelength tolerance": "50.000nm",
"Vendor name": "OEM",
"Vendor OUI": "00:1b:21",
"Vendor PN": "QSFP+40G-LR4-20",
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"Vendor rev": "1A",
"Vendor SN": "XTV2312050959",
"Date code": "231205",
"Revision Compliance": "SFF-8636 Rev 1.5",
"Module temperature": "31.00 degrees C / 87.80 degrees F",
"Module voltage": "3.2689 V",
"Alarm/warning flags implemented": "Yes",
"Laser tx bias current (Channel 1)": "29.212 mA",
"Laser tx bias current (Channel 2)": "29.538 mA",
"Laser tx bias current (Channel 3)": "28.798 mA",
"Laser tx bias current (Channel 4)": "28.888 mA",
"Transmit avg optical power (Channel 1)": "0.7406 mW / -1.30 dBm",
"Transmit avg optical power (Channel 2)": "0.7178 mW / -1.44 dBm",
"Transmit avg optical power (Channel 3)": "0.9179 mWw / -0.37 dBm",
"Transmit avg optical power (Channel 4)": "0.8381 mW / -0.77 dBm",
"Rcvr signal avg optical power (Channel 1)": "0.0701 mWw / -11.54 dBm",
"Rcvr signal avg optical power (Channel 2)": "0.0424 mWw / -13.73 dBm",
"Rcvr signal avg optical power (Channel 3)": "0.0380 mW / -14.20 dBm",
"Rcvr signal avg optical power (Channel 4)": "0.0406 mWw / -13.91 dBm",
"Laser bias current high alarm (Chan 1)": "Off",
"Laser bias current low alarm (Chan 1)": "On",
"Laser bias current high warning (Chan 1)": "Off",
"Laser bias current low warning (Chan 1)": "On",
"Laser bias current high alarm (Chan 2)": "Off",
"Laser bias current low alarm (Chan 2)": "On",
"Laser bias current high warning (Chan 2)": "Off",
"Laser bias current low warning (Chan 2)": "On",
"Laser bias current high alarm (Chan 3)": "Off",
"Laser bias current low alarm (Chan 3)": "On",
"Laser bias current high warning (Chan 3)": "Off",
"Laser bias current low warning (Chan 3)": "On",
"Laser bias current high alarm (Chan 4)": "Off",
"Laser bias current low alarm (Chan 4)": "On",
"Laser bias current high warning (Chan 4)": "Off",
"Laser bias current low warning (Chan 4)": "On",
"Module temperature high alarm": "Off",
"Module temperature low alarm": "Off",
"Module temperature high warning": "Off",
"Module temperature low warning": "Off",
"Module voltage high alarm": "Off",
"Module voltage low alarm": "Off",
"Module voltage high warning": "Off",
"Module voltage low warning": "Off",
"Laser tx power high alarm (Channel 1)": "Off",
"Laser tx power low alarm (Channel 1)": "On",
"Laser tx power high warning (Channel 1)": "Off",
"Laser tx power low warning (Channel 1)": "On",
"Laser tx power high alarm (Channel 2)": "Off",
"Laser tx power low alarm (Channel 2)": "On",
"Laser tx power high warning (Channel 2)": "Off",
"Laser tx power low warning (Channel 2)": "On",
"Laser tx power high alarm (Channel 3)": "Off",
"Laser tx power low alarm (Channel 3)": "On",
"Laser tx power high warning (Channel 3)": "Off",
"Laser tx power low warning (Channel 3)": "On",
"Laser tx power high alarm (Channel 4)": "Off",
"Laser tx power low alarm (Channel 4)": "On",
"Laser tx power high warning (Channel 4)": "Off",
"Laser tx power low warning (Channel 4)": "On",
"Laser rx power high alarm (Channel 1)": "Off",
"Laser rx power low alarm (Channel 1)": "On",
"Laser rx power high warning (Channel 1)": "Off",
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"Laser rx power low warning (Channel 1)": "On",

"Laser rx power high alarm (Channel 2)": "Off",

"Laser rx power low alarm (Channel 2)": "On",

"Laser rx power high warning (Channel 2)": "Off",

"Laser rx power low warning (Channel 2)": "On",

"Laser rx power high alarm (Channel 3)": "Off",

"Laser rx power low alarm (Channel 3)": "On",

"Laser rx power high warning (Channel 3)": "Off",

"Laser rx power low warning (Channel 3)": "On",

"Laser rx power high alarm (Channel 4)": "Off",

"Laser rx power low alarm (Channel 4)": "On",

"Laser rx power high warning (Channel 4)": "Off",

"Laser rx power low warning (Channel 4)": "On",

"Laser bias current high alarm threshold": "75.000 mA",

"Laser bias current low alarm threshold": "10.000 mA",

"Laser bias current high warning threshold": "70.000 mA",

"Laser bias current low warning threshold": "15.000 mA",

"Laser output power high alarm threshold": "2.8184 mW / 4.50 dBm",

"Laser output power low alarm threshold": "0.2239 mW / -6.50 dBm",

"Laser output power high warning threshold": "2.5119 mW / 4.00 dBm",

"Laser output power low warning threshold": "0.2512 mW / -6.00 dBm",

"Module temperature high alarm threshold": "80.00 degrees C / 176.00 degrees F",
"Module temperature low alarm threshold": "-10.00 degrees C / 14.00 degrees F",
"Module temperature high warning threshold": "75.00 degrees C / 167.00 degrees F",
"Module temperature low warning threshold": "-5.00 degrees C / 23.00 degrees F",
"Module voltage high alarm threshold": "3.8000 V",

"Module voltage low alarm threshold": "2.8000 V",

"Module voltage high warning threshold": "3.7000 V",

"Laser rx power high alarm threshold": "2.8183 mW / 4.50 dBm",

"Laser rx power low alarm threshold": "0.0223 mW / -16.52 dBm",

"Laser rx power high warning threshold": "2.5118 mWw / 4.00 dBm",

"Laser rx power low warning threshold": "0.0446 mW / -13.51 dBm"

}
,D,J'IFI BbiXO4a BbINOJTHATE KOMaHOYy quit:
--> quit
OnucaHue Bcex OOCTYNHbIX NapamMeTpoB MOXXHO MOCMOTPEeTb Ha nopTtane AOKYyMeHTauun.

MepexsaT ceTeBoro Tpaduka

NS Toro, 4ToObl BKNIOYMTL NOAAEPXKKY 3anncK ceTeBoro Tpaduka, cregyeT B KOHUrypaLumMoHHom daiine
/opt/VPNagent/etc/ipsm dpdk.cfg B pasgene [MISC] packOMMEHTUPOBAaThb NapaMeTp enable pdump
N BbICTaBUTb €ro 3Ha4eHne B yes:

enable pdump = yes

lNocne aToro TpeﬁyeTCﬂ nepes3anyctnuTb CEpBUC ipsmapp:
root@sterragate:~# systemctl restart ipsmapp.service

[na 3axsata Tpaduka ucnonssyetca ytunuta dpdk-dumpcap. Npu BbI30BE YTUMUTLI HY>XXHO yKa3aTb HOMep
nopTa, Ha KoTopoM OyaeT 3axBaTbiBaThCA Tpaduk B napaMmeTpe —i, HanpuMmep:

root@sterragate:~# dpdk-dumpcap -i 1

EAL: WARNING: Address Space Layout Randomization (ASLR) is enabled in the kernel.
EAL: This may cause issues with mapping memory into secondary processes

File: /tmp/dpdk-dumpcap 1 0000:0b:00.0 20240322164806.pcap

Capturing on '0000:0b:00.0"'

Packets captured: 25 ~C

Packets received/dropped on interface '0000:0b:00.0': 25/0 (100.0)

3aBepLunTb NpoLiecc coopa MOXXHO NP NOMoLLM coveTaHus knasuw Ctrl + C.
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Mo ymonuaHutio, ann ¢ gamnom Tpaduka nueTcs B /tmp, uMs danna coaepKuMTcs B BblBoAe yTUnNuThl (B
npumepe Bbiwe 370 /tmp/dpdk-dumpcap_1_0000:0b:00.0_20240322164806.pcap). Ecnn TpebyeTcs, dann ans
3anvcy Tpadurka MOXHO yKa3aTb B napaMeTpe —w (HanpuMmep, dpdk-dumpcap -1 1 -w
/home/dump . pcap).

B 3aBucumocTun ot obbema Tpaduka, pasmep arina ¢ gamnom Tpadmka MoOXeT yBennumBaTbCst oMeHb BbICTpO.
B cBs13n c 3TMM He pekomMeHayeTCs ykasblBaTb Kakne-nmbo gpyrne avpekropum anga danna, kpome /tmp. Takke
He pekoMeHayeTCs 3anucbiBaTb B yXKe CYLLUECTBYOLWMIA ¢pann, 3T0 MOXET NPUBECTU K Nopye COAEepXUMOro
danna.

lMapameTp -s no3BonseT 3agaTe OrpaHu4eHue no pasMepy B Oantax 3anucbiBaembix B gamn ¢penmos.
Hanpumep, ecnu ycTaHOBUTL 3HadeHne -s 1000, TO B Aamn ByayT 3anucbiBaTbCs Tonbko nepsbie 1000 6ant
Kaxgoro 3axsadyeHHoro gpenma (ecnm pasmep dpperima 1000 nnmn meHbLue, To dpenm byaeT 3anmcaH Lenmkom).
MwuHnmanbsHoe 3HavyeHue napameTtpa — 109, makcumanesHoe — 65384. 3HayeHne no ymonyaHuio — 10240.

lNonHbIN cnncok nogaepXmBaemMbiX NapaMmeTpoB MOXXHO MOCMOTPETL B BbiBOAE dpdk-dumpcap —--help.
Norn, cneunduybie ana «C-Teppa LWLinto3 DP»

Kpome danina /var/log/cspvpngate.log, WCNOMNb3yEMOro MNPOAYKTOM [Afs JOMMPOBAHUA OCHOBHOWM
nHdopmaumm (cMm. 6a3oBbin cueHapwuii), npodykt «C-Teppa LUnto3 DP» ToXe nmeeT BO3MOXHOCTb cobupatb
OOMONHUTENBHYIO0 CTaTUCTUKY.

WHdopmauus o6 owmbkax IPSM cobupaetca B dann /tmp/stvpn 93242D85-AC20-4A8A-8F02-
6725EF08D82D/ipsm-app/error.log

Tarke No yMOMNYaHWIO BKMOYEH cOOp CTAaTUCTMKM MO nakeTam, npoxogswmm yepes IPSM noptel. CtaTtuctuka
3anucbiBaeTcs B ann /tmp/pkt stats.txt ¢ nepuogom B 1 cekyHay. PoTtaumss npoucxoauT nocne
DocTmxkeHuna annom pasmepa B 10 Mb.

M3MeHnTb HacTponkn cbopa CTaTUCTMKU MO NakeTam U, Npy HeOBXOAMMOCTU, BKMOUYUTL APYrNe UHCTPYMEHTbI
ANarHOCTUKN MOXHO B /opt/VPNagent/etc/ipsm_dpdk.cfg. HacTponku onvcaHbl B JOKYMEHTaLNUN.
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MpunoxeHue

KoHdhmrypaumm kpuntowntosza Hub1

1. KoHconsb cisco-like:
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2. KoHopurypauusa LSP
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Gateway = 172.16.100.1

FirewallParameters (

TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenLow = 400
TCPHalfOpenMax = 500
TCPSessionRatelLow = 400
TCPSessionRateMax = 500
TCPSessionsMax = 256000
TCPStrictnessLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1

(

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP

(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST_ SIGN
LifetimeSeconds = 86400

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP

(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain IPvé6Default (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FW INPUT DP (

Filters = Filter (
DestinationIP = 172.16.100.2
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ProtocolID = 17
DestinationPort = 4500
Action = PASS

LogEventID = "FW INPUT DP"

) s

Filter (

DestinationIP = 172.16.100.2
ProtocolID = 50

Action = PASS

LogEventID = "FW INPUT DP"

) 4

Filter (

DestinationIP = 0.0.0.0/0
Action = DROP

)

IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP

))

IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA

FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW_INPUT_WAN"
)
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW_INPUT_WAN"
)
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.100.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
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))
FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) 4
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
AddressPool ADMIN ADDRESS
(
IPAddresses = 192.168.255.1
)
IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax = 100
ResponderSessionsMax = 100
)
AuthMethodGOSTSign GOST:Sign:NEW ALGS
(
RemotelID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS
SendCertMode = ALWAYS
)
IKERule IKERule:L2VPN:1
(
IKEPeerIPFilter = 172.16.1.2
Transform = crypto:isakmp:policy:1
AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2
DPDRetries = 5
Priority = 10
)
IKERule IKERule:L3VPN:1:MGMT:1
(
Transform = crypto:isakmp:policy:1l
AggrModeAuthMethod = GOST:Sign:NEW ALGS
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MainModeAuthMethod = GOST:Sign:NEW ALGS
IKECFGPool = ADMIN ADDRESS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 100

IPsecAction IPsecAction:L2VPN:1
(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:L2VPN:1

IPsecAction IPsecAction:L3VPN:1:MGMT:1
(
TunnelingParameters = TunnelEntry (
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:L3VPN:1:MGMT:1

const IPsecPolicy:L2VPN = FilterChain (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) 4
Filter (
SourceIP = 172.16.100.2
DestinationIP = 172.16.1.2
ProtocolID = 97
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L2VPN:1 >
LogEventID = "IPsec:Protect:L2VPN:1:IPSEC AC1 HUB1 AND SPOKE1"

FilterChain IPsecPolicy:L2VPN:1000 (
+IPsecPolicy:L2VPN
StreamID = 1000

FilterChain IPsecPolicy:L2VPN:1001 (
+IPsecPolicy:L2VPN
StreamID = 1001

FilterChain IPsecPolicy:L2VPN:1002 (
+IPsecPolicy:L2VPN
StreamID = 1002

FilterChain IPsecPolicy:L2VPN:1003 (
+IPsecPolicy:L2VPN
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StreamID = 1003

FilterChain IPsecPolicy:L2VPN:1004 (
+IPsecPolicy:L2VPN
StreamID = 1004

FilterChain IPsecPolicy:L2VPN:1005 (
+IPsecPolicy:L2VPN
StreamID = 1005

FilterChain IPsecPolicy:L2VPN:1006 (
+IPsecPolicy:L2VPN
StreamID = 1006

FilterChain IPsecPolicy:L2VPN:1007 (
+IPsecPolicy:L2VPN
StreamID = 1007

FilterChain IPsecPolicy:L2VPN:1008 (
+IPsecPolicy:L2VPN
StreamID = 1008

FilterChain IPsecPolicy:L2VPN:1009 (
+IPsecPolicy:L2VPN
StreamID = 1009

FilterChain IPsecPolicy:L2VPN:1010 (
+IPsecPolicy:L2VPN
StreamID = 1010

FilterChain IPsecPolicy:L2VPN:1011 (
+IPsecPolicy:L2VPN
StreamID = 1011

FilterChain IPsecPolicy:L2VPN:1012 (
+IPsecPolicy:L2VPN
StreamID = 1012

FilterChain IPsecPolicy:L2VPN:1013 (
+IPsecPolicy:L2VPN
StreamID = 1013

FilterChain IPsecPolicy:L2VPN:1014 (
+IPsecPolicy:L2VPN
StreamID = 1014

FilterChain IPsecPolicy:L2VPN:1015 (
+IPsecPolicy:L2VPN
StreamID = 1015
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FilterChain IPsecPolicy:L2VPN:1016 (
+IPsecPolicy:L2VPN
StreamID = 1016

FilterChain IPsecPolicy:L2VPN:1017 (
+IPsecPolicy:L2VPN
StreamID = 1017

FilterChain IPsecPolicy:L2VPN:1018 (
+IPsecPolicy:L2VPN
StreamID = 1018

FilterChain IPsecPolicy:L2VPN:1019 (
+IPsecPolicy:L2VPN
StreamID = 1019

FilterChain IPsecPolicy:L2VPN:1020 (
+IPsecPolicy:L2VPN
StreamID = 1020

FilterChain IPsecPolicy:L2VPN:1021 (
+IPsecPolicy:L2VPN
StreamID = 1021

FilterChain IPsecPolicy:L2VPN:1022 (
+IPsecPolicy:L2VPN
StreamID = 1022

FilterChain IPsecPolicy:L2VPN:1023 (
+IPsecPolicy:L2VPN
StreamID = 1023

FilterChain IPsecPolicy:L2VPN:1024 (
+IPsecPolicy:L2VPN
StreamID = 1024

FilterChain IPsecPolicy:L2VPN:1025 (
+IPsecPolicy:L2VPN
StreamID = 1025

FilterChain IPsecPolicy:L2VPN:1026 (
+IPsecPolicy:L2VPN
StreamID = 1026

FilterChain IPsecPolicy:L2VPN:1027 (
+IPsecPolicy:L2VPN
StreamID = 1027

FilterChain IPsecPolicy:L2VPN:1028 (
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+IPsecPolicy:L2VPN
StreamID = 1028

FilterChain IPsecPolicy:L2VPN:1029 (
+IPsecPolicy:L2VPN
StreamID = 1029

FilterChain IPsecPolicy:L2VPN:1030 (
+IPsecPolicy:L2VPN
StreamID = 1030

FilterChain IPsecPolicy:L2VPN:1031 (
+IPsecPolicy:L2VPN
StreamID = 1031

FilterChain IPsecPolicy:L2VPN:1032 (
+IPsecPolicy:L2VPN
StreamID = 1032

FilterChain IPsecPolicy:L2VPN:1033 (
+IPsecPolicy:L2VPN
StreamID = 1033

FilterChain IPsecPolicy:L2VPN:1034 (
+IPsecPolicy:L2VPN
StreamID = 1034

FilterChain IPsecPolicy:L2VPN:1035 (
+IPsecPolicy:L2VPN
StreamID = 1035

FilterChain IPsecPolicy:L3VPN (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s
Filter (
SourceIP = 192.168.253.1
DestinationIP = 192.168.255.1
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L3VPN:1:MGMT:1 >

LogEventID = "IPsec:Protect:L3VPN:1:MGMT:1:ADMIN ACL"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
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LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default

NetworkInterface (
LogicalName = "DPO"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1000

NetworkInterface (
LogicalName = "DP1"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1001

NetworkInterface (
LogicalName = "DP2"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1002

NetworkInterface (
LogicalName = "DP3"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1003

NetworkInterface (
LogicalName "Dp4"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6éDefault
IPsecPolicy = IPsecPolicy:L2VPN:1004

NetworkInterface (
LogicalName "DP5"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6éDefault
IPsecPolicy = IPsecPolicy:L2VPN:1005

NetworkInterface (
LogicalName "DP6"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6éDefault
IPsecPolicy = IPsecPolicy:L2VPN:1006

NetworkInterface (
LogicalName = "DP7"
InputFilter = FilterChain:FW INPUT DP

OutputFilter = IPvéDefault
IPsecPolicy = IPsecPolicy:L2VPN:1007

NetworkInterface (

2003-2025 «C-Teppa Cudclln»

44



Bepcusa 5.0 Mpyvmep ncnonb3oBaHMs Pepakums 2
LogicalName = "DP8"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1008
)
NetworkInterface (
LogicalName = "DP9"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1009
)
NetworkInterface (
LogicalName = "DP10"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1010
)
NetworkInterface (
LogicalName = "DP11"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1011
)
NetworkInterface (
LogicalName = "DP12"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1012
)
NetworkInterface (
LogicalName = "DP13"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvéDefault
IPsecPolicy = IPsecPolicy:L2VPN:1013
)
NetworkInterface (
LogicalName = "DP14"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6éDefault
IPsecPolicy = IPsecPolicy:L2VPN:1014
)
NetworkInterface (
LogicalName = "DP15"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1015
)
NetworkInterface (
LogicalName = "DPlo6"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1016
)
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NetworkInterface (
LogicalName = "DP17"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvo6Default
IPsecPolicy = IPsecPolicy:L2VPN:1017
)
NetworkInterface (
LogicalName = "DP18"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1018
)
NetworkInterface (
LogicalName = "DP19"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1019
)
NetworkInterface (
LogicalName = "DP20"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1020
)
NetworkInterface (
LogicalName = "DP21"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1021
)
NetworkInterface (
LogicalName = "DP22"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1022
)
NetworkInterface (
LogicalName = "DP23"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1023
)
NetworkInterface (
LogicalName = "DP24"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1024
)
NetworkInterface (
LogicalName = "DP25"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1025
)
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NetworkInterface (
LogicalName = "DP26"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1026
)
NetworkInterface (
LogicalName = "DP27"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1027
)
NetworkInterface (
LogicalName = "DP28"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1028
)
NetworkInterface (
LogicalName = "DP29"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1029
)
NetworkInterface (
LogicalName = "DP30"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1030
)
NetworkInterface (
LogicalName = "DP31"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1031
)
NetworkInterface (
LogicalName = "DP32"
InputFilter = FilterChain:FW_ INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1032
)
NetworkInterface (
LogicalName = "DP33"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1033
)
NetworkInterface (
LogicalName = "DP34"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1034
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)

NetworkInterface (
LogicalName = "DP35"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1035

NetworkInterface (
LogicalName = "vEthernetO"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:L3VPN

NetworkInterface (
LogicalName = "vEthernetl"
InputFilter = IPv6Default
OutputFilter = IPv6Default

3. KoHdurypaums L2 (data plane)

®ain /opt/VPNagent/etc/ipsm dpdk.cfg:

[PERFORMANCE]

threads = 36 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yes/no, default: no -- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx_desc = 4096 ;min: 32 max: 4096 default: 4096 —-- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors
in network adapter configuration

;no max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: O (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendq burst threshold activated
;pcap_mpool size = 262143 ;min: 6736: max 4194303: default: auto -- number of buffers
in single memory pool, 1 pool per port

;rx_queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx _sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming

;tx _sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on

wrk thread if corresponding tx thread is busy
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;rx cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache
;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk

thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0Oxl ;mask of cpu cores to run on, including HyperThreading
;corelist = 0-1 ;list of cpu cores to run on, including HyperThreading
;channels = 1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;eal log level = 4 ;min: 1 max: 8 default: 4 -- log level of dpdk messages
;rx _pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx _wthresh = 4 ;min: 0 max: 255 default: 4 -—- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold

register value

;tx hthresh = 0 ;smin: 0 max: 255 default: 0 -- tx host threshold register
value
;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

print stats = yes ;yes/no, default: yes —-- print send/receive/drop statistics
stats file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics is collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yves/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;macaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address

update period in milliseconds
;kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name
of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip = 172.16.100.2/24

gw_ip = 172.16.100.1

pair port = 1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode
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;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4

frames
;next hop mac6é = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames
;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination

mac address for outgoing IPv4 frames

;next hop mac force6 = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv6 frames

;dp frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé6
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point (PCP)
which refers to the 802.1p class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this

ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded

tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp
syn packets, even if it's lesser than mssfix value

[PORT1]
pci id = 0000:0b:00.0
12 src ip = 172.16.100.2

12 dst_ip = 172.16.1.2

pair port = 0

mtu = 9000

;thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port
;thr count = <threads> ;min: 1 max: <threads - thr start> -- number of processing
threads for this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to l2-encapsulation ip header

;hw ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw_vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
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KoHchurypaumm kpuntowntosa Spoke1

1. KoHconb cisco-like
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2. KoHourypauusa LSP
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Route (
Destination = 0.0.0.0/0
Gateway = 172.16.1.1

FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30
TCPEstablishedTimeout = 3600
TCPHalfOpenlLow = 400
TCPHalfOpenMax = 500
TCPSessionRateLow 400
TCPSessionRateMax 500
TCPSessionsMax = 256000
TCPStrictnesslLevel = 3
UDPNotEstablishedTimeout = 30
UDPEstablishedTimeout = 120
UDPSessionsMax = 65536

IKETransform crypto:isakmp:policy:1
(

CipherAlg = "GR341215M-K256-CFB-65526"
HashAlg = "GR341112 256TC26-65128"
GroupID = VKO2 1B

RestrictAuthenticationTo = GOST SIGN
LifetimeSeconds = 86400

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

ESPProposal MAGMA GOST ENCRYPT AND INTEGRITY:ESP
(

Transform* = ESPTransform

(
CipherAlg* = "GR341215M-K288-MGM-33"
LifetimeSeconds = 3600

FilterChain IPv6Default (

Filters = Filter (
DestinationIP = 0.0.0.0/0
Action = PASS

)

IPv6Filters = Filter (
DestinationIP = ::/0
Action = DROP

))

FilterChain FilterChain:FW INPUT DP (
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Filters = Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT DP"
) s
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT DP"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
DestinationIP = ::/0
Action = DROP
))
IdentityEntry Remote:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
IdentityEntry Local:Cert:NEW ALGS (
DistinguishedName = USER SPECIFIC DATA
)
FilterChain FilterChain:FW INPUT WAN (
Filters = Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 17
DestinationPort = 4500
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 1
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 172.16.1.2
ProtocolID = 50
Action = PASS
LogEventID = "FW INPUT WAN"
)
Filter (
DestinationIP = 0.0.0.0/0
Action = DROP
)
IPvoFilters = Filter (
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DestinationIP = ::/0
Action = DROP
))

FilterChain InspectChain:INSPECT (
Filters = Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 6
Action = PASS
ExtendedAction = inspect tcp<>
LogEventID = "Inspect:INSPECT:tcp"
) s
Filter (
DestinationIP = 0.0.0.0/0
ProtocolID = 17
Action = PASS
ExtendedAction = inspect udp<>
LogEventID = "Inspect:INSPECT:udp"
) s
Filter (
DestinationIP = 0.0.0.0/0
Action = PASS
)
IPv6oFilters = Filter (
DestinationIP = ::/0
Action = DROP
))

AddressPool ADMIN ADDRESS

(
IPAddresses = 192.168.255.2

IKEParameters (
FragmentSize = 576
SALifetimeDelta = 50
InitiatorSessionsMax 100

100

ResponderSessionsMax

AuthMethodGOSTSign GOST:Sign:NEW_ALGS
(

RemoteID = Remote:NEW ALGS
LocalID = Local:Cert:NEW ALGS
SendRequestMode = ALWAYS

SendCertMode = ALWAYS

IKERule IKERule:L2VPN:1

(
IKEPeerIPFilter = 172.16.100.2
Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 10

IKERule IKERule:L3VPN:1:MGMT:1
(
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Transform = crypto:isakmp:policy:1l

AggrModeAuthMethod = GOST:Sign:NEW ALGS
MainModeAuthMethod = GOST:Sign:NEW ALGS
IKECFGPool = ADMIN ADDRESS
DPDIdleDuration =3
DPDResponseDuration = 2

DPDRetries =5

Priority = 100

IPsecAction IPsecAction:L2VPN:1
(
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY TRANSPORT:ESP )
NoDeadConnectionHistory = TRUE
DFHandling = COPY
IKERule = IKERule:L2VPN:1

IPsecAction IPsecAction:L3VPN:1:MGMT:1
(
TunnelingParameters = TunnelEntry (
Prefragmentation = ENABLE
)
ContainedProposals = ( MAGMA GOST ENCRYPT AND INTEGRITY:ESP )
NoDeadConnectionHistory = TRUE
MSSFixOutgoing = TRUE
DFHandling = COPY
IKERule = IKERule:L3VPN:1:MGMT:1

const IPsecPolicy:L2VPN = FilterChain (
Filters = Filter (
ProtocolID 17
SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

)y
Filter (
SourceIP = 172.16.1.2
DestinationIP = 172.16.100.2
ProtocolID = 97
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L2VPN:1 >
LogEventID = "IPsec:Protect:L2VPN:1:IPSEC AC1 HUB1 AND SPOKE1"

FilterChain IPsecPolicy:L2VPN:1000 (
+IPsecPolicy:L2VPN
StreamID = 1000

FilterChain IPsecPolicy:L2VPN:1001 (
+IPsecPolicy:L2VPN
StreamID = 1001

FilterChain IPsecPolicy:L2VPN:1002 (
+IPsecPolicy:L2VPN
StreamID = 1002
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FilterChain IPsecPolicy:L2VPN:1003 (
+IPsecPolicy:L2VPN
StreamID = 1003

FilterChain IPsecPolicy:L2VPN:1004 (
+IPsecPolicy:L2VPN
StreamID = 1004

FilterChain IPsecPolicy:L2VPN:1005 (
+IPsecPolicy:L2VPN
StreamID = 1005

FilterChain IPsecPolicy:L2VPN:1006 (
+IPsecPolicy:L2VPN
StreamID = 1006

FilterChain IPsecPolicy:L2VPN:1007 (
+IPsecPolicy:L2VPN
StreamID = 1007

FilterChain IPsecPolicy:L2VPN:1008 (
+IPsecPolicy:L2VPN
StreamID = 1008

FilterChain IPsecPolicy:L2VPN:1009 (
+IPsecPolicy:L2VPN
StreamID = 1009

FilterChain IPsecPolicy:L2VPN:1010 (
+IPsecPolicy:L2VPN
StreamID = 1010

FilterChain IPsecPolicy:L2VPN:1011 (
+IPsecPolicy:L2VPN
StreamID = 1011

FilterChain IPsecPolicy:L2VPN:1012 (
+IPsecPolicy:L2VPN
StreamID = 1012

FilterChain IPsecPolicy:L2VPN:1013 (
+IPsecPolicy:L2VPN
StreamID = 1013

FilterChain IPsecPolicy:L2VPN:1014 (
+IPsecPolicy:L2VPN
StreamID = 1014

FilterChain IPsecPolicy:L2VPN:1015 (
+IPsecPolicy:L2VPN

2003-2025 «C-Teppa Cudclln» 60



Bepcusa 5.0 Mpyvmep ncnonb3oBaHMs Pepakums 2

StreamID = 1015

FilterChain IPsecPolicy:L2VPN:1016 (
+IPsecPolicy:L2VPN
StreamID = 1016

FilterChain IPsecPolicy:L2VPN:1017 (
+IPsecPolicy:L2VPN
StreamID = 1017

FilterChain IPsecPolicy:L2VPN:1018 (
+IPsecPolicy:L2VPN
StreamID = 1018

FilterChain IPsecPolicy:L2VPN:1019 (
+IPsecPolicy:L2VPN
StreamID = 1019

FilterChain IPsecPolicy:L2VPN:1020 (
+IPsecPolicy:L2VPN
StreamID = 1020

FilterChain IPsecPolicy:L2VPN:1021 (
+IPsecPolicy:L2VPN
StreamID = 1021

FilterChain IPsecPolicy:L2VPN:1022 (
+IPsecPolicy:L2VPN
StreamID = 1022

FilterChain IPsecPolicy:L2VPN:1023 (
+IPsecPolicy:L2VPN
StreamID = 1023

FilterChain IPsecPolicy:L2VPN:1024 (
+IPsecPolicy:L2VPN
StreamID = 1024

FilterChain IPsecPolicy:L2VPN:1025 (
+IPsecPolicy:L2VPN
StreamID = 1025

FilterChain IPsecPolicy:L2VPN:1026 (
+IPsecPolicy:L2VPN
StreamID = 1026

FilterChain IPsecPolicy:L2VPN:1027 (
+IPsecPolicy:L2VPN
StreamID = 1027
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FilterChain IPsecPolicy:L2VPN:1028 (
+IPsecPolicy:L2VPN
StreamID = 1028

FilterChain IPsecPolicy:L2VPN:1029 (
+IPsecPolicy:L2VPN
StreamID = 1029

FilterChain IPsecPolicy:L2VPN:1030 (
+IPsecPolicy:L2VPN
StreamID = 1030

FilterChain IPsecPolicy:L2VPN:1031 (
+IPsecPolicy:L2VPN
StreamID = 1031

FilterChain IPsecPolicy:L2VPN:1032 (
+IPsecPolicy:L2VPN
StreamID = 1032

FilterChain IPsecPolicy:L2VPN:1033 (
+IPsecPolicy:L2VPN
StreamID = 1033

FilterChain IPsecPolicy:L2VPN:1034 (
+IPsecPolicy:L2VPN
StreamID = 1034

FilterChain IPsecPolicy:L2VPN:1035 (
+IPsecPolicy:L2VPN
StreamID = 1035

FilterChain IPsecPolicy:L3VPN (
Filters = Filter (
ProtocolID 17
SourcePort 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED

) s
Filter (
SourcelIP = 192.168.254.1
DestinationIP = 192.168.255.2
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:L3VPN:1:MGMT:1 >

LogEventID = "IPsec:Protect:LSVPN:l:MGMT:l:ADMIN_ACL"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/0"

InputFilter = IPv6Default
OutputFilter = IPv6Default
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NetworkInterface (
LogicalName = "GigabitEthernet0/1"
InputFilter = IPv6Default
OutputFilter = IPv6Default
)
NetworkInterface (
LogicalName = "DPO"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1000
)
NetworkInterface (
LogicalName = "DP1"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1001
)
NetworkInterface (
LogicalName = "DP2"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1002
)
NetworkInterface (
LogicalName = "DP3"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1003
)
NetworkInterface (
LogicalName = "DP4"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1004
)
NetworkInterface (
LogicalName = "DP5"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1005
)
NetworkInterface (
LogicalName = "DP6"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1006
)
NetworkInterface (
LogicalName = "DP7"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1007
)
2003-2025 «C-Teppa Cudclln» 63



Bepcusa 5.0 MNpumep ncnonb3oBaHNA Penakuua 2
NetworkInterface (
LogicalName = "DP8"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1008
)
NetworkInterface (
LogicalName = "DP9"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1009
)
NetworkInterface (
LogicalName = "DP10"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1010
)
NetworkInterface (
LogicalName = "DP11"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1011
)
NetworkInterface (
LogicalName = "DP12"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1012
)
NetworkInterface (
LogicalName = "DP13"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1013
)
NetworkInterface (
LogicalName = "DP14"
InputFilter = FilterChain:FW_ INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1014
)
NetworkInterface (
LogicalName = "DP15"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1015
)
NetworkInterface (
LogicalName = "DP1l6"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1016
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)
NetworkInterface (
LogicalName = "DP17"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1017
)
NetworkInterface (
LogicalName = "DP18"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1018
)
NetworkInterface (
LogicalName = "DP19"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1019
)
NetworkInterface (
LogicalName = "DP20"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1020
)
NetworkInterface (
LogicalName = "DP21"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1021
)
NetworkInterface (
LogicalName = "DP22"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1022
)
NetworkInterface (
LogicalName = "DP23"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1023
)
NetworkInterface (
LogicalName = "DP24"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1024
)
NetworkInterface (
LogicalName = "DP25"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
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IPsecPolicy = IPsecPolicy:L2VPN:1025
)
NetworkInterface (
LogicalName = "DP26"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1026
)
NetworkInterface (
LogicalName = "DP27"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1027
)
NetworkInterface (
LogicalName = "DP238"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1028
)
NetworkInterface (
LogicalName = "DP29"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1029
)
NetworkInterface (
LogicalName = "DP30"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1030
)
NetworkInterface (
LogicalName = "DP31"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6éDefault
IPsecPolicy = IPsecPolicy:L2VPN:1031
)
NetworkInterface (
LogicalName = "DP32"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvéDefault
IPsecPolicy = IPsecPolicy:L2VPN:1032
)
NetworkInterface (
LogicalName = "DP33"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvé6Default
IPsecPolicy = IPsecPolicy:L2VPN:1033
)
NetworkInterface (
LogicalName = "DP34"
InputFilter = FilterChain:FW INPUT DP
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OutputFilter = IPv6Default
IPsecPolicy = IPsecPolicy:L2VPN:1034

NetworkInterface (
LogicalName = "DP35"
InputFilter = FilterChain:FW INPUT DP
OutputFilter = IPvoDefault
IPsecPolicy = IPsecPolicy:L2VPN:1035

NetworkInterface (
LogicalName = "vEthernetO"
InputFilter = FilterChain:FW INPUT WAN
OutputFilter = InspectChain:INSPECT
IPsecPolicy = IPsecPolicy:L3VPN

NetworkInterface (
LogicalName = "vEthernetl"
InputFilter = IPv6Default
OutputFilter = IPvoDefault
)

3. KoHdurypaums L2 (data plane)

®ain /opt/VPNagent/etc/ipsm dpdk.cfg:

[ PERFORMANCE ]

threads = 36 ;maximum: (cpu core num (maximum:254, including
HyperThreading) - 2 - 3 * ports num) -- processing (encrypt/decrypt/filter) threads
number

;sendqueue size = 64000 ;min: 1000 max: 200000 default: 64000 -- size of re-order
fixing queue

;disable sendqueue = no ;yes/no, default: no -- disable re-order fixing queue

;tx retries = 10 ;min: 0 max: 1000 default: 10 -- retries count for outgoing
packets before drop

;tx delay = 20 ;min: 0 max: 200 default: 20 -- delay in microseconds
before another retry of sending packet burst

;rx _desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of rx descriptors
in network adapter configuration

;tx desc = 4096 ;min: 32 max: 4096 default: 4096 -- number of tx descriptors
in network adapter configuration

;no_max freq = no ;yes/no, default: no -- disable setting max possible
frequency for our processor cores

;sendq burst threshold = 0 ;min: 100 max: 100000 default: 0 (disabled) -- make a
delay, if sending N packets from sendqueue in a row

;sendq burst delay = 10 ;min: 1 max: 200 default: 10 -- delay in microseconds when

sendq burst threshold activated
;pcap_mpool size = 262143 ;min: 6736: max 4194303: default: auto -- number of buffers
in single memory pool, 1 pool per port

;rx_queue len = 16 ;min: 1 max: 32 default: 16 -- size of thread queue (in
bursts)

;rx _sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
rx thread if there are no packets incoming

;tx _sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
tx thread if there are no packets to send

;wrk sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
wrk thread if there are no packets incoming

;kni sleep = 50 ;min: 0 max: 10000 default: 50 -- pause in microseconds on
kni thread if there are no packets incoming or outgoing

;cb wait = 50 ;min: 0 max: 10000 default: 50 -- wait in microseconds on

wrk thread if corresponding tx thread is busy
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;rx cache size = 64000 ;min: 2000: max 200000: default: 64000 -- size of rx thread
packet cache
;wrk overload thresh = 90 ;min: 1: max 100: default: 90 -- threshold (in %) of wrk

thread queue fill when it counts as "overloaded"

[EAL]

corelist = 0-43

;coremask = 0Oxl ;mask of cpu cores to run on, including HyperThreading
;corelist = 0-1 ;list of cpu cores to run on, including HyperThreading
;channels = 1 ;min: 1 max: 8 default: 1 -- memory channels number
;cpuset = (0-2,4)@(0-1) ;map threads to cpu cores:
<threads[@cpus]>[<, threads[@cpus]>...]

;eal log level = 4 ;min: 1 max: 8 default: 4 -- log level of dpdk messages
;rx _pthresh = 8 ;min: 0 max: 255 default: 8 -- rx prefetch threshold
register value

;rx hthresh = 8 ;min: 0 max: 255 default: 8 -- rx host threshold register
value

;rx _wthresh = 4 ;min: 0 max: 255 default: 4 -—- rx write-back threshold
register value

;tx pthresh = 36 ;min: 0 max: 255 default: 36 -- tx prefetch threshold

register value

;tx hthresh = 0 ;smin: 0 max: 255 default: 0 -- tx host threshold register
value
;tx wthresh = 0 ;min: 0 max: 255 default: 0 -- tx write-back threshold

register value

[MISC]

print stats = yes ;yes/no, default: yes —-- print send/receive/drop statistics
stats file = /tmp/pkt stats.txt ;name of file for print stats

;stats file size = 10 ;min: 1 max: 100 default: 10 -- max size of statistics file
in megabytes. After rotate, previous instance saves as ".old"

;stats period = 1 ;min: 1: max: 86400 default: 1 -- at this period (in
seconds) statistics is collected

;print frames = no ;yes/no, default: no -- print incoming/outgoing packets in
hex

;frames file = /tmp/frames.txt ;name of file for print frames

;frames file size = 50 ;min: 1 max: 200 default: 50 -- max size of packet hexdump
file in megabytes. After roteate, previous instance saves as ".old"

;frames time = no ;yves/no, default: no -- print time for each packet in
print frames

rte log file = /tmp/rte log.txt ;name of file for dpdk log messages

;rte log file size = 10 ;min: 1 max: 100 default: 10 -- max size of rte log file
in megabytes. After rotate, previous instance saves as ".old"

;pf max bytes = 42 ;min: 14 max: 1400 default: 42 -- print only N firs bytes
in print frames

;natt port = 4500 ;min: 1 max: 65535: default: 4500

;enable pdump = no ;yes/no, default: no -- enable packet dump with dpdk-pdump
utility

;macaddr update period = 200;min:1 max: 10000 default: 200 -- gateway mac address

update period in milliseconds
;kmod name = igb uio ;igb uio/vfio-pci/uio pci generic, default: igb uio -- name
of kernel module for port binding

[PORTO]

pci id = 0000:03:00.0

13 ip = 172.16.1.2/24

gw_ip = 172.16.1.1

pair port = 1

mtu = 9000

outer = yes ;yes/no, default: no —-- consider port as looking to outer network; outer
port can't be in 12-mode
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;next hop mac = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv4

frames
;next hop mac6é = 00:00:00:00:00:00 ;default destination mac-address for outgoing IPv6
frames
;next hop mac force = no ;yes/no, default no -- always set next hop mac as destination

mac address for outgoing IPv4 frames

;next hop mac force6 = no ;yes/no, default no -- always set next hop mac as destination
mac address for outgoing IPv6 frames

;dp frag ip = 0.0.0.0 ;default: disabled -- ip addresses (4 max, "," as divider) of
gate dp partners for this port

;dp frag ip6 = ;disabled -- ipv6 addresses (4 max, "," as divider) of gate dp ipvé6
partners for this port

;dp_frag natt = no ;yes/no, default no -- enable fragmentation fix for natt
;frag id afterward = no ;yes/no, default no -- set frag id before send

;vlan identifier = 0 ;min: 0 max: 4094 default: 0 -- 802.1Q VLAN identifier (VID)
;vlan priority code point = 0 ;min: 0 max: 7 default: 0 -- Priority code point (PCP)
which refers to the 802.1p class of service

;allowed ethertypes = none ;ethertypes in hex (32 max, "," as divider) -- pass this

ethertypes to/from corresponding vEth. IPv4(0x0800) and ARP(0x0806) always passed,
others dropped by default

;no_fc = no ;yes/no, default no -- disable flow control on this port

;no_promisc = yes ;yes/no, default: yes (for 12-port port - no) -- disable promiscuous
mode on this port

;multicast enable = yes ;yes/no, default: yes (for 12-port - no) -- enable receiving
all multicast ip packets mode on this port

;hw_ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

;pmtud = 8000 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination
Unreachable -- Fragmentation Needed" for ip packets with DF bit, greater than N bytes
;mssfix = 8000 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded

tcp syn packets if it greater than N
;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp
syn packets, even if it's lesser than mssfix value

[PORT1]
pci_id = 0000:0b:00.0
12 _src ip = 172.16.1.2

12 dst ip = 172.16.100.2

pair port = 0

mtu = 9000

;thr start = 0 ;min: 0 max: <threads - 1> -- first processing thread for this port
;thr count = <threads> ;min: 1 max: <threads - thr start> -- number of processing
threads for this port

;no_fc = no ;yes/no, default no -- disable flow control on this port

;jno_promisc = no ;yes/no, default: no (for outer port - yes) -- disable promiscuous
mode on this port

;multicast enable = no ;yes/no, default: no (for outer port - yes) -- enable receiving
all multicast ip packets mode on this port

;jcopy tos = no ;yes/no, default: no -- copy ToS-field from orig ip header to 12-
encapsulation ip header

;df handling = clear ;copy/set/clear, default clear -- DF bit: copy from orig ip header
to l2-encapsulation ip header

;hw ip checksum = yes ;yes/no, default: yes -- enable additional stats about 13/14
checksum errors and oversized packets

;hw_vlan extend = no ;yes/no, default: no -- enable double-vlan. Disables Vector-RX on
i40e

pmtud = 8900 ;min: 68 max: 65535 default: disabled -- send "ICMP Destination Unreachable
-- Fragmentation Needed" for ip packets with DF bit, greater than N bytes

mssfix = 8860 ;min: 536 max: 9670 default: disabled -- change MSS field in forwarded
tcp syn packets if it greater than N
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;mssfix force = no ;yes/no, default: no -- always change MSS field in forwarded tcp
syn packets, even if it's lesser than mssfix value
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