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VRF B «C-Teppa LLUnto3» 5.0

BeegeHue

VRF (virtual routing and forwarding) B Linux — 9TO HagcTpovka Hag CyLeCTBYHOLIEN CUCTEMON npaBun
HanpaBneHusa Tpaduka B pasnuyHblie Tabnuubl MapwpyTtusauum (PBR). OHa no3BonseT co3gaTb HECKOSbKO
N30NMPOBaHHbIX BUPTYarbHbIX MapLLUPyT3aTOpPOB HA OQHOM YCTponcTBe. M3onsaumsa nponcxoamT Ha 2-m (L2) n
3-m ypoBHe OSI.

B Linux VRF-gomeH npeacTtaBneH cneumanbHblM CETEBbIM UHTEpdericoM — VRF-ycTporcTBom (master device).
OT0 BUpPTYyanbHbIN NHTEpdENC, KOTOPLI He NepenaeT Tpaduk cam no cebe, a CNYXUT HEKOTOPLIM KOHTENHEPOM,
B KOTOPbIA MOMeLlalTcs [Apyrne WHTepdencbl M K KOTOPOMY MpMBSI3bIBAeTCs BblgeneHHas Tabnuvua
MapLLpyTU3auumn.

GLOBAL VRF

PucyHok 1. Heckonbko VRF 8 00HoM poymepe

Mpn nomowm VRF n GRE/stVTI nHtepgencos MoxHO M3onMpoBaTb TpaduKk C nepecekarwmmMmcs agpecHbIiM
NPOCTPaHCTBOM U 3aWnTUTL 3TOT Tpaduk nocpeactsoM IPsec VPN. [JaHHbIi nogxon peanusyeT napagurmy
multitenancy (MynbTMApeHOHOCTb) — 3fIEMEHT apXMTEKTypbl MPOrpaMMHOro obecneveHus, raoe enuHbln
9K3eMMNNsAp  MpUNoXeHus  OOCMyXMBaeT  MHOXECTBO  OpraHusauun-knMeHToB.  MynbTMapeHOHOCTb
NPOTMBOMNOCTABMSAETCA apXUTEKTYPE U3 MHOXECTBEHHbIX 3K3eMMMSApOoB, rae AN Kax4oW opraHnsauum-knmeHTa
COo3JaloTCcs OTAeSbHbIE NPOrpamMMHbIe 3K3eMMAspbl.

Single-tenant Multi-tenant
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PucyHok 2. MynbmuapeHdHocmb
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OrpaHunyeHus

1. WAN wuHTepdericel Henb3a nomewaTts B VRF (cueHapui Front door VRF), Tak kak IKE moxeT paboTtaTb
Tonbko B Global VRF.

2. VRF gns ynpaeneHuss (management VRF) He nogaepxuBaeTcsi, Tak kak mogynu/lO snmp, syslog, ssh,
upagent (areHT ynpasneHusa ansg cuctemMbl ynpasneHusi) He moryT pabotatb B VRF.

3. K uHTepdpeiicy, Bxoadawemy B VRF, MOXHO NPUKPennATb KPUNTOKApPTY TOMbKO B TOM Criyyae, ecnu 3ToT
nHTepdenc sensetca stVTI nHtepdercom.

4. B cbopke Lnto3a 5.0.25337 (nocMoTpeTb MpW MOMOLM KOMaHAbl /opt/VPNagent/bin/ver show)
KoHcornb cisco-like HekoppekTHO paboTaeT ¢ GRE-nHTepdericamm, Ha koTopbix HacTpoeH VRF, n3-3a yero
HEBEPHO cuMTbIBaeTCsl YacTb napameTpoB (tunnel mode, tunnel source, tunnel destination u tunnel key).
Moatomy Hactporka GRE wuHTepcelnicoB [omkHa OCYLLEeCTBNATLCA He B KOHCOMM, a 4epe3 dannbl.
HacTtpanBaTtb GRE 4epes koHconb Cisco-like MoxHO Tonbko HaunHasa co cbopkum LLntosa 5.0.26745 n HoBee.

5. dunbTpauus Tpadmka Ha OCHOBE KOHTPOMSA COCTosiHUA ceccui (stateful) He coBmecTma ¢ VRF B cnyvae,
Koraa nepecekaeTcs agpecHoe MPOCTPaHCTBO. OTO BbI3BAHO TeM, YTO Tabnuua coeavHeHun aBnseTcs
rnobanbHon u He yuntoiBaeT VRF.

6. lpyM un3MeHeHMM napameTpoB ceTeBblIX WHTepdencos, koTopble Obinn AobasneHsl B VRF, HyxHO
nepesanyckatb VRF (ifdown <vrf name>; ifup <vrf name>).

7. Ecnu mexay pBymsa (nvbo ans cnydas, korga agpeca napTHEPOB HE M3BECTHbI M Ha LIEHTPanbHOM LUM03e
ucnomnb3dyetcsa dynamic crypto map) LWnN03aMu  HYXHO MOCTPOUTb HECKONbKO IPsec TyHHenewn c
nepecekalowmmMcs agpecHbIM MPOCTPAHCTBOM, TO B KpunTokapTax (crypto map) ans pasHbix VRF HyxXHO
ncnonb3oBaTtb pasHble crypto isakmp profile ¢ pasHeim identity, Hanpumep:

crypto pki certificate map FIND LOCAL CERT BY ISSUER NAME 0
issuer-name eq C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=Test Root CA
1

crypto isakmp profile ISAKMP PROFILE VTIO VRF RED

match identity email VRF-RED@spokel

self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-RED@hubl

no set identity mapping

set policy 1

|
crypto isakmp profile ISAKMP PROFILE GREO VRF BLUE

match identity email VRF-BLUE@spokel

self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-BLUE@hubl

no set identity mapping

set policy 1

OcobeHHOCTU NopsAAKa BKIMHOYEHUA CeTeBbIX MHTEP(encoB

Mo ymonyaHuio, ceTeBble NHTEPdENCHI, KOTOPbIE OMUCLIBAIOTCA B KOHPUrypaunoHHbLIX dannax B AMPEeKTopumn
/etc/network/interfaces.d/, BKIHOYaOTCA no UHTEepPdENCcoB, OnucaHHbIX B
/etc/network/interfaces.

B cBA3n ¢ 3aTuM cnegyeT He gonyckatb cuTyauuu, korga VRF uHTepdencel npu nogHATAN BKITOYaoT B cebs
NMHTEpPdENCHI, KOTOPbIE HA 3TOT MOMEHT MOTYT elle He CyLLecTBOBaTh B cucteme (Hanpumep, stVTI unmn VLAN),
Tak Kak 9TO NpuBEAET K oLmbkam KoHurypaumm.

Mpumeyvanme. WHTepdeicl, OrnuncaHHble B KOHOUIypaLMOHHbIX dannax B anpekTopun
/etc/network/interfaces.d/, BKNOYaOTCH B Nekcmkorpadunyeckom nopsgke (Mo umeHam gannos).

Hwxe npeacTtaBneHbl ABa BapuaHTa HacTpoOeK ceTeBbIX MHTepdencoB ansg obecneyeHnsa NpaBUbLHOIO NOpsiaKa
BKMoyeHnss VRF nHtepdencos.
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BapuaHt 1. B (panine /etc/network/interfaces CTPOKYy source /etc/network/interfaces.d/*
nepeHecT B KOHel (HWke cekuun, obo3HayeHHOW cTpokamu ###netifcfg-begin### n ###netifcfg-
end##4#), npumep:

root@Hubl:~# cat /etc/network/interfaces

# Orcopma y6panu (JOCTATOYHO BaKOMMEHTHPOBATH)
# source /etc/network/interfaces.d/*

# loopback configuration
auto lo
iface lo inet loopback

###netifcfg-begin###

###netifcfg-end###

# Neperecnu ciona
source /etc/network/interfaces.d/*

BapwuaHT 2. [JonyckaeTcsa nepeHecTy onnucaHue nHrepdenca us aupektopun /etc/network/interfaces.d/
B (hanin /etc/network/interfaces (HWXe cekumn, o6o3HaYeHHOW CTpoKamu ###netifcfg-begin### u
###netifcfg-end###), npumep:

root@Hubl:~# cat /etc/network/interfaces

# CoxpamnsieM CTPOKYy B MCXORHOM BapMaHTe
source /etc/network/interfaces.d/*

# loopback configuration
auto lo
iface lo inet loopback

###netifcfg-begin###

###netifcfg-end###

# HacTpamsaem VRF Hmxke
auto vrf blue
iface vrf blue inet manual
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INloruka paboThbi

B paHHOM pgokymeHTe ByaeT paccmoTpeHa HacTpownka wno3oB STG:Hubl n STG:Spokel (cm. cxemy cteHaa)
ana  obecneveHus KoppekTHoW paboTbl npu nepecedeHun 3awuuiaemblx noaceten 192.168.1.0/24 wu
192.168.100.0/24 y pasHbIX 3aka34MKoB (HanpuMmep, nog KOHTporeM 3akasumka «A» obopygoBaHue Routerl u
Router4, a noa koHTponem 3aka34ymka «b» obopygoBaHue Router2 u Router5). 3aka3umkn He MOryT NOMEHATb
agpecaumto No TeM UNU UHBIM NPUYUHAM.

Ha wntosax STG:Hubl n STG:Spokel 6yayT co3gaHbl no aea VRF nHTepderica ¢ umeHem vrf_blue u vrf_red.

VRF vrf_blue:

. Tabnuua mapwpyTtusauum — 10;

. npoTtokon mapwpytusaummn — OSPF;

. nHtepdencel — GRE (Tunnel0) n VLAN (TenGigabitEthernet0/2.10).
VRF vrf_red:

. Tabnmua mapwpyTtusauyumn — 20;

. npoTokon mappytunsaumm — iBGP;

. nHtepdencol — stVTI (stVTIO) n VLAN (TenGigabitEthernet0/2.20).
Lnto3 STG:Hubl1 aHoHCHpyeT mapLupyT Mo yMon4aHuio B CTopoHy STG:Spokel no npotokonam OSPF n iBGP.

ObecneyeHne 6e3onacHOro B3aUMOLEWCTBUS MeXAy LUM3aMy JOoCTMraeTcsl nyTeM  WndpoBaHUst U
TYHHENMPOBaHUA Tpaduka c NpMMEHEHNEM OTeYeCTBEHHbIX oTpacneBbix ctaHgapToB FOCT v npotokona IPsec.
B pamkax gaHHOro gokymeHTa wndpoBaTbCst OyaeT BeCb TpadmK, KOTOpbIN MapLpyTusmpyetcs Yepe3d GRE u
StVTI.

Hactponka

UHtepdencel GRE, VLAN, stVTI 6binn cosgaHbl npegsapuTenbHO (MpUMMeEp HacTpoek MpeacTaBreH B
MpunoxeHun).

Ha wnosax STG:Hubl n STG:Spokel BbimonHuTe cnegywowue AewcTBus ¢ yvyeTom IP agpecoB M MMeH
MHTepdencos.

Mpumepsbl HUXKe OyayT AaHbl Anst ycrponctea STG:Hubl (hostname — Hubl).

1. lNepeHecute CTPOKY source /etc/network/interfaces.d/* B KOHeL, danna
/etc/network/interfaces (4ToObl VRF wuHTepdencbl co3gaBanucb CTPOro noa3xe wHTepdencos,
HACTPOEHHbIX Yepes Cisco-like koHconb).

2. Cospanite ann /etc/network/interfaces.d/interfaces W pobaBbTe B HeEro cnegywouee
COAEPXNMOE:

root@Hubl:~# vim.tiny /etc/network/interfaces.d/interfaces

auto vrf blue

iface vrf blue inet manual

pre-up ip link del S$IFACE type vrf 2>/dev/null || true

pre-up ip route flush table 10 2>/dev/null || true

pre-up ip link add $IFACE type vrf table 10

pre-up ip link set dev $SIFACE up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev gre 0 master S$IFACE

pre-up ip link set dev eth2 10 master SIFACE

post-down ip link set dev $IFACE down

auto vrf red

iface vrf red inet manual

pre-up ip link del $IFACE type vrf 2>/dev/null || true
pre-up ip route flush table 20 2>/dev/null || true
pre-up ip link add S$IFACE type vrf table 20
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pre-up ip link set dev $IFACE up

pre-up ip route add table 20 unreachable default metric 4278198272
pre-up ip link set dev st _vtiO master S$IFACE

pre-up ip link set dev eth2 20 master $IFACE

post-down ip link set dev $IFACE down

3. [Ons Toro, utobbl VRF unHtepdenchl vrf_blue u vrf_red nosiBunucb B cuctemMe, BbINONMHUTE KOMaHAbl ifup

vrf_blue v ifup vrf_red nocne yero y6egurech, YTO JaHHbIE MHTEPdENCHI AOCTYMNHbI B CUCTEME:

root@Hubl:~# ifup vrf blue
root@Hubl:~# ifup vrf red
root@Hubl:~# ip address show vrf blue

15: vrf blue: <NOARP,MASTER, UP, LOWER UP> mtu 65575 gdisc noqueue state UP group default

glen 10000
link/ether ae:9d:81:5b:84:15 brd ff:ff:ff:ff:ff:ff

root@Hubl:~# ip address show vrf red

16: vrf red: <NOARP,MASTER,UP, LOWER UP> mtu 65575 gdisc noqueue state UP group default

glen 10000
link/ether 3a:14:80:c0:7d:a3 brd ff:ff:ff:ff:ff:ff

4. Ha npumepe VRF vrf_blue ybeautech, Yto nHTEpdencsl, AobaBneHHble B AaHHbI VRF, OeACTBUTENBHO

BXoAAT B Hero (master vrf_blue):

root@Hubl:~# ip address show gre 0

11: gre O@NONE: <POINTOPOINT,NOARP,UP,LOWER UP> mtu 1400 gdisc noqueue master vrf blue

state UNKNOWN group default glen 10000

link/gre 0.0.0.0 peer 172.16.1.2
inet 10.10.20.1/24 brd 10.10.20.255 scope global gre 0

valid 1ft forever preferred 1ft forever
inet6 fe80::c0a8:6401/64 scope link

valid 1ft forever preferred 1ft forever
inet6 fe80::a0a:a0l1/64 scope link

valid 1ft forever preferred 1ft forever
inet6 fe80::a0a:1401/64 scope link

valid 1ft forever preferred 1ft forever
inet6 fe80::acl0:6402/64 scope link

valid 1ft forever preferred 1ft forever

root@Hubl:~# ip address show eth2 10

13: eth2 10Q@eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qgdisc noqueue
vrf blue state UP group default glen 10000
link/ether 50:63:5f:01:b8:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.100.1/24 brd 192.168.100.255 scope global eth2 10
valid 1ft forever preferred 1ft forever
inet6 fe80::3f£f0:5835:9¢c79:2971/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

5. 3anyctute FRR v no6aBbTe ero B aBTO3arpysky (nepesanyctuTe, ecnv yxe Obin 3anyLleH paHee):

root@Hubl:~# systemctl start frr
root@Hubl:~# systemctl enable frr

6. BbinonHute HacTponky BGP ana vrf_red:
root@Hubl:~# vtysh

Hello, this is FRRouting (version 10.3.3).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Hubl# conf t

Hubl (config) # router bgp 65000 vrf vrf red

Hubl (config-router)# bgp router-id 10.10.10.1

Hubl (config-router)# neighbor 10.10.10.2 remote-as 65000
Hubl (config-router)# neighbor 10.10.10.2 default-originate
Hubl (config-router) # address-family ipv4 unicast

master
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Hubl (config-router-af) # network 192.168.100.0/24
Hubl (config-router-af) # exit-address-family

Hubl (config-router) # exit

Hubl (config) #

Hubl (config)# exit

Hubl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf
[OK]

7. BbinonHute HacTponky OSPF gns vrf_blue:

Hubl# conf t

Hubl (config) # router ospf vrf vrf blue

Hubl (config-router) # ospf router-id 10.10.20.1
Hubl (config-router) # passive-interface default
Hubl (config-router) # network 10.10.20.0/24 area 0
Hubl (config-router)# network 192.168.100.0/24 area O
Hubl (config-router)# default-information originate
Hubl (config-router)# exit

Hubl (config) #

Hubl (config) # interface gre 0

Hubl (config-if)# no ip ospf passive

Hubl (config-if) # ip ospf network point-to-point
Hubl (config-if)# end

Hubl# write

Note: this version of vtysh never writes vtysh.conf
Building Configuration...

Integrated configuration saved to /etc/frr/frr.conf
[OK]

8. BbinonHute HacTtpomky IKE.

Mo ymonuyaHuio B pamkax npotokona IKE npun ayTeHTuUdMKauum Ha cepTudukaTax B KadectBe identity
otnpasnseTca DN 13 nokansHoro ceptudukaTa wnto3a. Ho Tak kak Mbl, MO CyTU, 3aBOAMM ABa UHCTaHca (no
konuyectBy VRF) ¢ nepecekatowmmmcs napameTpamu (B 4aHHOM Criyyae 37O 3aliuiaemble NoaceTu), To Ha
ypoBHe IKE (1 ganee Ha ypoBHe IPSec) Hy>XHO Takke pasrpaHuynTb 3TV MHCTAHChI A1 KOPPEKTHON paboThl
1 AN ynpoLeHns AMarHOCTUKM B Cllydae BO3HWKHOBEHWSI Npobnem.

Voes coctouT B cneaytollem. JlokanbHbIv cepTndmkaT Ha LL3ax 0CTaeTcs oaMH (MOXHO 3aBEeCTM BTOPOW,
HO 3TO Oornee CROXHbIA Cry4al C TOYKM 3pEeHWUst MocrnenyroLllen akcnnyatauuu, Tak Kak notpebyertcs
o6HOBMATE yxe ABa ceptudmkaTa). 3aBogatca gesa npoduna IKE (ISAKMP). B gaHHbIX npodunsix
OTKNIOYaeTCst MmannupoBaHue (No cyTu - ucnonb3oBaHue) identity ns ceptucukara (DN). B kadecTse identity
OyaeT ucnonb3oBaH email (No cyTu, NPOCTO NOMb30BaTENbCKas CTPOKa B oopmaTte <crtpoka>@<cTpoka>).
B pamax gaHHOro npumepa, UCKMYMTENBHO A8 yao0CcTBa, BBOAUTCA cneaylowmun opmMaT CTPOKM <VRF -
NAME>Qhostname. [MapameTp match identity email <VRF-NAME>Qhostname 3agaet identity
napTHepa, a napameTp self-identity email <VRF-NAME>@hostname 3agaeT fokanbHbiv identity
camMoro wnto3a (gaHHein identity 6yaet otocnaH napTtHepy no IKE). JaHHble napameTpbl YyBCTBUTEMbHbI K
perncTpy 6ykB 1 4OMKHbI ObITb COrnacoBaHHbl Mexay naptHepamu no IKE.

MapameTp self-certificate <cert map name> UCMONb3yeTcsi ANs Bblbopa NnokanbHOro ceptudumkarta
LWnto3a (gaHHbIN cepTndmkaT 6yae otocnaH napTtHepy no IKE), ecnu He 3agaTb 3TOT napamMeTp, TO B florax
oynet owmnbka «Searching local certificate failed».

crypto pki certificate map FIND LOCAL CERT BY ISSUER NAME 0
issuer-name eq C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=Test Root CA
|

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2
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crypto isakmp profile ISAKMP PROFILE VTIO VRF RED
match identity email VRF-RED@spokel
self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-RED@hubl

no set identity mapping

set policy 1

|

crypto isakmp profile ISAKMP PROFILE GREO VRF BLUE
match identity email VRF-BLUE@spokel
self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-BLUE(@hubl

no set identity mapping

set policy 1

9. BebinonHuTe HacTpoiiky IPsec.

B naHHOM [OKyMeHTe onucbIBaeTCs NpUMep HaCTPOWMKK LIMPPOBaHNSE B COOTBETCTBUM C KOHLIENUMER, Koraa
Tpacduk onsa wudpoBaHusa B nonutuke IPsec onpegenseTca eQuHOXAbl, a To, YTO AeNcTBuTensHo byaet
HanpaeneHo B IPsec TyHHenb onpegensieTcs mapwpytamm (Route Based IPsec).

Mpumeyanue 1. Korga kpuntokapTta npukpennsetcs kK stVTI nHtepdeiicy, To Tpaduk nepexsaTtbiBaeTcs Ang
3awmncporaHns B Tom VRF, B koTopbiM Haxoautcsa StVTI uHTepdperic. 3alimdpoBaHHbIi  Tpadmk
MapLUPYyTU3MPYETCHA Y€ B COOTBETCTBMM C rrobanbHon Tabnuuern mapuwpytusauum (Global VRF). Ons
OAaHHOro crny4vasi MOXHO MCMOMnb30BaTh (oMUNbTp AN 3alWmaemMoro Tpadumka: permit ip any any.

Mpumedanune 2. [ins BapuaHTa, korga HyxHo HacTpouTb GRE over IPsec (wudpoBaHne GRE Tpadumka)
KpunTtokapTa npukpennsaetca K WAN nHtepdeincy, Yepes KoTopbln TpebyeTcss MapipyTusnpoBaTtb aToT GRE
Tpacdhmk. B 3Tom cnyvae Tpadwmk nepexsaTbiBaeTca Ans  3awmdgpoBaHus yxe B Global VRF u
3awWwmndpoBaHHbIA TpamK MapLUpPyTU3MPYeTCA B COOTBETCTBUM C rnobanbHon Tabnuuer mMapLipyTm3aumm.
Onsa paHHoro cnydas HENb3A ncnonb3oBath unbTp ANS 3alMwaemMoro tpaguka: «permit ip any
any», UHa4ye HekoTopble nakeTbl ByayT yaaneHsl ¢ anarHoctmkon «packet must be protected with IPsec» B
klogview -f drop.

O6uwee npasuno: dunbTpbl 4Ng 3awmaemoro Tpaduka (traffic selectors) B pamkax ogHon kpuntokapTel HE
DOJMKHbI nepecekaTbcA.

Hy>xHO HacTpouTb ABE KpMNTOKapThbl, Kaxaaa ons ceoero nHctaHca (VRF). K kpuntokpTe npukpennsertcs
cBon isakmp profile, HaCTpPOEHHbIN BbILLE.

B naHHOM [OKyMeHTe HaumeHoBaHMe OOBEKTOB B KOHCOMM Cisco-like ycnoBHo, HO BepHOEe HaMMeHoBaHue
CYLLIECTBEHHO NOMOXET B aHanu3e nHopmMauumn o TyHHensx (sa mgr show -detail, klogview -f
all)n o cobbiTuax B norax (/var/log/cspvpngate.log).

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|
ip access-list extended VTIO VRF RED IPSEC ACL HUB1 AND SPOKEl
permit ip any any

|
ip access-list extended GREO VRF BLUE IPSEC ACL HUB1 AND SPOKEl
permit gre host 172.16.100.2 host 172.16.1.2

|
crypto map VTIO VRF RED VPN 1 ipsec-isakmp

description VTI over IPsec from VRF-red to Spokel (global VRF)
match address VTIO_VRF_RED IPSEC_ACL HUBl_AND_ SPOKE1

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ISAKMP PROFILE VTIO_ VRF_RED

set security-association mss-fix out

set local-address 172.16.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off

|

crypto map GLOBAL VRF VPN 1 ipsec-isakmp
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description GRE over IPsec from VRF-blue to Spokel (global VRF)
match address GREO_VRF_BLUE IPSEC_ACL HUBL_AND SPOKE1

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ISAKMP PROFILE GREO_VRF BLUE

set security-association mss-fix out

set local-address 172.16.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off

interface TenGigabitEthernet0/0
description WAN

ip address 172.16.100.2 255.255.255.0
crypto map GLOBAL VRF_VPN

interface stVTIO
description VRF-RED
crypto map VTIO_VRF_RED VPN

[poBepka paboTocnocoOHOCTU CTeHAA

MpoBepka VRF

Ha wno3e STG:Spokel (Ha gpyrom Lwnio3e AENCTBYWTE MO aHanorum ¢ y4eTtom cneundurkun) BbiNOMHUTE
cnepyowmne KomaHabl Ans nposepkm pabotocnocobHoctn VRF:

root@Spokel:~# ip vrf show

Name Table
vrf blue 10
vrf red 20

root@Spokel:~# ip address show

8:

eth2 10Q@eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue

vrf blue state UP group default glen 10000

9:

link/ether 50:£6:d2:01:a8:02 brd ff:ff:ff:ff:ff:£ff
inet 192.168.1.1/24 brd 192.168.1.255 scope global eth2 10
valid 1ft forever preferred 1ft forever
inet6 fe80::1da2:ee40:7920:83f7/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever
eth2 20Q@eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue

vrf red state UP group default glen 10000

link/ether 50:£6:d2:01:a8:02 brd ff:ff:ff:ff:ff:£ff

inet 192.168.1.1/24 brd 192.168.1.255 scope global eth2 20
valid 1ft forever preferred 1ft forever

inet6 feB80::3278:5373:7£3:635f/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever

master

master

13: gre OQ@NONE: <POINTOPOINT,NOARP,UP,LOWER UP> mtu 1400 gdisc noqueue master vrf blue
state UNKNOWN group default glen 10000

link/gre 0.0.0.0 peer 172.16.100.2
inet 10.10.20.2/24 brd 10.10.20.255 scope global gre 0

valid 1ft forever preferred 1ft forever
inet6 fe80::a0a:a02/64 scope link

valid 1ft forever preferred 1ft forever
inet6 fe80::a0a:1402/64 scope link

valid 1ft forever preferred 1ft forever
inet6 fe80::c0a8:101/64 scope link

valid 1ft forever preferred 1ft forever
inet6 fe80::acl0:102/64 scope link

valid 1ft forever preferred 1ft forever
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14: st vti0: <BROADCAST,NOARP,UP,LOWER UP> mtu 1500 gdisc noqueue master vrf_ red state
UNKNOWN group default glen 100
link/ether c6:ed:55:28:9d:34 brd ff:ff:ff:ff:ff:£ff
inet 10.10.10.2/24 brd 10.10.10.255 scope global st vtiO
valid 1ft forever preferred 1ft forever
inet6 fe80::e246:e197:8f9d:afed/64 scope link stable-privacy
valid 1ft forever preferred 1ft forever
15: vrf blue: <NOARP,MASTER, UP, LOWER UP> mtu 65575 gdisc noqueue state UP group default
glen 10000
link/ether ae:9d:81:5b:84:15 brd ff:ff:ff:ff:ff:ff
16: vrf red: <NOARP,MASTER,UP, LOWER UP> mtu 65575 gdisc noqueue state UP group default
glen 10000
link/ether 3a:14:80:c0:7d:a3 brd ff:ff:ff:ff:ff:ff

Ecnn VRF wuHTepdgenchl He co3gaHbl UM Heobxoaumble mHTepdiencbl He aobaeneHbl B VRF npoBepbTe
HacTponkn VRF 1 nepesanyctute ux.

root@Spokel:~# if mgr show
Logical network interface "TenGigabitEthernet0/0":

Physical name exact template: "ethO"

Physical name: ethO

SIEEIEE ] UP

Index: 2

IPv4: ENABLED

IPv6: ENABLED

MTU: 1500

MAC addr: 50:F6:D2:01:A8:00

Flags: 0x7 (UP,MAC, BROADCAST)

IP addr: 172.16.1.2 mask 255.255.255.0 brd 172.16.1.255
IPv6 addr: fe80::cb45:cede:5d0f:5cbe/64 SCOPE LINK

Logical network interface "TenGigabitEthernet0/2.10":
Physical name exact template: "eth2 10"

Physical name: eth2 10

State: UP

Index: 8

IPv4: ENABLED

IPv6: ENABLED

MTU: 1500

MAC addr: 50:F6:D2:01:A8:02

Flags: 0x647 (UP,MAC, BROADCAST, VLAN, VRF, LINK_SLAVE)
Master if: ifidx=15, ifname=vrf blue

Routing table: 10

IP addr: 192.168.1.1 mask 255.255.255.0 brd 192.168.1.255
IPv6 addr: fe80::1da2:ee40:7920:83f7/64 SCOPE LINK

Logical network interface "TenGigabitEthernet0/2.20":
Physical name exact template: "eth2 20"

Physical name: eth2 20

State: UP

Index: 9

IPvd: ENABLED

IPVG: ENABLED

MTU: 1500

MAC addr: 50:F6:D2:01:A8:02

Flags: 0x647 (UP,MAC, BROADCAST, VLAN, VRF, LINK SLAVE)
Master if: ifidx=16, ifname=vrf red
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Logical

Logical

Routing table:
IP addr:
IPv6 addr:

20
192.168.1.1 mask 255.255.255.0 brd 192.168.1.255
fe80::3278:5373:7£3:635f/64 SCOPE_ LINK

network interface "TunnelO":

Physical name exact template: "gre 0"

Physical name:
State:

Index:

IPv4:

IPv6:

MTU:

MAC addr:
Flags:

Master if:
Routing table:
IP addr:

IPv6 addr:
IPv6 addr:
IPv6 addr:
IPv6 addr:

gre O

UP

13

ENABLED

ENABLED

1400

00:00:00:00

0x703 (UP,MAC, GRE, VRF, LINK SLAVE)
ifidx=15, ifname=vrf blue

10

10.10.20.2 mask 255.255.255.0 brd 10.10.20.255
fe80::acl10:102/64 SCOPE_LINK
fe80::c0a8:101/64 SCOPE_LINK
fe80::a0a:1402/64 SCOPE_LINK
fe80::a0a:a02/64 SCOPE LINK

network interface "stVTIO":
Physical name exact template: "st vtiQ"

Physical name:
State:

Index:

IPv4:

IPv6:

MTU:

MAC addr:
Flags:

Master if:
Routing table:
IP addr:

IPv6 addr:

st vtiO

UpP

14

ENABLED

ENABLED

1500

C6:ED:55:28:9D:34

0xe07 (UP,MAC, BROADCAST, VRF, LINK SLAVE, LINK FOREIGN)
ifidx=16, ifname=vrf red

20

10.10.10.2 mask 255.255.255.0 brd 10.10.10.255
fe80::e246:e197:8f9d:afed/64 SCOPE LINK

Uncontrolled physical interfaces:

Physical name:
State:

Index:

IPv4:

IPv6:

MTU:

MAC addr:
Flags:

Routing table:

Physical name:
State:

Index:

IPv4:

IPv6:

MTU:

MAC addr:
Flags:

Routing table:

vrf blue

UPp

15

ENABLED

ENABLED

65575

AE:9D:81:5B:84:15

0x223 (UP,MAC,MASTER, VRF)
10

vrf red

UP

16

ENABLED

ENABLED

65575

3A:14:80:C0:7D:A3

0x223 (UP,MAC,MASTER, VRF)
20
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Ecnu B BbiBoge kOMaHAbl if mgr show Ha KaKOM-TO U3 MHTEP(ECOB OTCYTCTBYeT MHdopMaums o VRF mnu
ABMNSETCA HEKOPPEKTHOM, HO B NMpeablayLyX BbiBOAAX APYrMX KomaHng Obino Bce oxuaaemo, To obpaTuTech B
cnyx6y TexHnyeckon nogaepkku C-Teppa.

MpoBepka MapLpyTm3aymm

Ha wnio3e STG:Spokel (Ha gpyrom LWnio3e AEWCTBYIUTE MO aHanorMm € y4eTom Chneuudmvkn) BbiMoNHUTE
crieaylolme KomaHabl Ans NpoBepKn paboTocnocoGHOCTY MapLLIpyTHU3aLnK:

root@Spokel:~# ip route show vrf vrf red

default nhid 50 via 10.10.10.1 dev st vti0 proto bgp metric 20
unreachable default metric 4278198272

10.10.10.0/24 dev st vtiO proto kernel scope link src 10.10.10.2
192.168.1.0/24 dev eth2 20 proto kernel scope link src 192.168.1.1
192.168.100.0/24 nhid 50 via 10.10.10.1 dev st vti0O proto bgp metric 20

root@Spokel:~# ip route show vrf vrf blue

default nhid 52 via 10.10.20.1 dev gre 0 proto ospf metric 20
unreachable default metric 4278198272

10.10.20.0/24 dev gre 0 proto kernel scope link src 10.10.20.2
192.168.1.0/24 dev eth2 10 proto kernel scope link src 192.168.1.1
192.168.100.0/24 nhid 52 via 10.10.20.1 dev gre 0 proto ospf metric 20

Ob6ssaTtenbHo ybegutecb B TOM, YTO BbIBOAAx MNpuUCYyTCTBYeT MapuwpyT «unreachable default metric
4278198272», KOTOpbIN NpegoTBpaLLaeT yTeyky Tpaduka (leaking).

Takke npokoHTponupynte 4to B VRF ecTb Heobxoanmble HEMOCPEACTBEHHO NMPUCOEAMHEHHbIE MapLUPyThl OT
ceTeBbIX MHTEepPEencoB, KOTOPbIE JOIMKHbI ObITb B KOHKpeTHOM VRF.

M3 koHconu FRR BbINOMHUTE NPOBEPKY NPOTOKOMNOB AMHAMUYECKON MapLLpyTU3aLIUK:
Spokel# show bgp vrf all

Instance vrf red:
No BGP prefixes displayed, 0 exist
Spokel# show bgp vrf all summary

IPv4 Unicast Summary:

BGP router identifier 10.10.10.2, local AS number 65000 VRF vrf red vrf-id 16
BGP table version 3

RIB entries 4, using 512 bytes of memory

Peers 1, using 23 KiB of memory

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
PfxSnt Desc
10.10.10.1 4 65000 1511 1510 3 0 0 1d01h0O6m 2

1 FRRouting/10.3.3

Total number of neighbors 1
Spokel# show ip ospf vrf all neighbor

VRE Name: vrf blue

Neighbor ID Pri State Up Time Dead Time Address Interface
RXmtLL

10.10.20.1 1 Full/- 1d01h07m 33.753s 10.10.20.1
gre 0:10.10.20.2 00

OSPF is not enabled
Spokel# show ip route vrf all

Codes: K - kernel route, C - connected, L - local, S - static,
R - RIP, O - OSPF, I - IS-IS, B - BGP, E - EIGRP, N - NHRP,
T - Table, v - VNC, V - VNC-Direct, A - Babel, F - PBR,
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f - OpenFabric, t - Table-Direct,
> - selected route, * - FIB route, g - queued, r - rejected, b - backup
t - trapped, o - offload failure

IPv4 unicast VRF default:

K>* 0.0.0.0/0 [0/0] via 172.16.1.1, ethO, weight 1, 1d01h05m

L 10.10.10.2/32 is directly connected, st vtiO inactive, weight 1, 1d01hO05m
C>* 172.16.1.0/24 is directly connected, ethO, weight 1, 1d01h05m

L * 172.16.1.2/32 is directly connected, ethO, weight 1, 1d01h05m

L>* 172.16.1.2/32 is directly connected, ethO, weight 1, 1d01h05m

1Ly 192.168.1.1/32 is directly connected, eth2 20 inactive, weight 1, 1d01hO05m

IPv4 unicast VRF vrf blue:

0>* 0.0.0.0/0 [110/10] via 10.10.20.1, gre 0, weight 1, 1d00h57m

K * 0.0.0.0/0 [255/8192] unreachable (ICMP unreachable), weight 1, 1d01h05m
0 10.10.20.0/24 [110/10] is directly connected, gre 0, weight 1, 1d01h05m
C>* 10.10.20.0/24 is directly cone cted, gre 0, weight 1, 1d01h05m

L>* 10.10.20.2/32 is directly connected, gre 0, weight 1, 1d01h05m

(0] 192.168.1.0/24 [110/100] is directly connected, eth2 10, weight 1, 1d01h05m
C>* 192.168.1.0/24 is directly connected, eth2 10, weight 1, 1d01h05m

L * 192.168.1.1/32 is directly connected, eth2 10, weight 1, 1d01h05m

L>* 192.168.1.1/32 is directly connected, eth2 10, weight 1, 1d01hO5m

O>* 192.168.100.0/24 [110/110] via 10.10.20.1, gre O, weight 1, 1d01h05m

IPv4 unicast VRF vrf red:

B>* 0.0.0.0/0 [200/0] via 10.10.10.1, st vtiO, weight 1, 1d00hlém

K * 0.0.0.0/0 [255/8192] unreachable (ICMP unreachable), weight 1, 1d01h05m
C>* 10.10.10.0/24 is directly connected, st vtiO, weight 1, 1d01h05m

L>* 10.10.10.2/32 is directly connected, st vti0O, weight 1, 1d01h05m

C>* 192.168.1.0/24 is directly connected, eth2 20, weight 1, 1d01hO5m

L * 192.168.1.1/32 is directly connected, eth2 20, weight 1, 1d01hO5m

L>* 192.168.1.1/32 is directly connected, eth2 20, weight 1, 1d01h05m

B>* 192.168.100.0/24 [200/0] via 10.10.10.1, st vtiO, weight 1, 1d01h05m

Y6eautecb B TOM, YTO HEOOXOAMMbIE COCEACTBA YCTAHOBMEHbI U MapLIpyThl Ao6aBneHbl B HyxHble VRF. Ecnn
3TO He Tak NPoBepbTE HAaCTPOMKM Ha 06enx CTOPOHaxX U OTKOPPEKTUPYITE NpU HEOGXOAMMOCTH.

MpoBepka Tabnuubl coceaen Ha L2

Ha wnio3e STG:Spokel (Ha gpyrom Lwwio3e OEWCTBYWATE MO aHanorum ¢ yyetom cneuncukmn) sanyctute ICMP
Tpaduk ¢ ycTponctB Routerl u Router4 oo 192.168.1.1 v BbINOMHUTE criefyowimMe KoMmaHabl Ang NpoBepKU
COCTOSIHMSA Tabnuu, cocenen:

root@Spokel:~# ip neigh show

172.16.1.1 dev ethO lladdr 50:70:07:01:b1:00 REACHABLE
192.168.1.2 dev eth2 10 lladdr 50:a7:a6:01:£0:00 REACHABLE
192.168.1.2 dev eth2 20 lladdr 50:b7:07:01:a9:00 REACHABLE

root@Spokel:~# ip neigh show vrf vrf blue
192.168.1.2 dev eth2 10 lladdr 50:a7:26:01:f0:00 REACHABLE
root@Spokel:~# ip neigh show vrf vrf red

192.168.1.2 dev eth2 20 lladdr 50:b7:07:01:a9:00 REACHABLE

YbeauTech B TOM, 4YTO B 00LLern Tabnuue coceactea u Tabnuupbl ana koHkpeTHoro VRF gobaBneHbl npaBuribHbIe
3anucu. Ecnu aTo He Tak, TO npoBepbTe HacTpolkn VRF 1 BXOAALIMX B HEro cCeTeBbIX UMHTepdeincos,
OTKOPPEKTUPYNTE NPy HEOBXOANMOCTM.

[MpoBepka AOCTYNHOCTU yAaneHHbIX noaceTen co wno3a us VRF

Ha wnto3e STG:Spokel (Ha gpyrom Lwio3e OEACTBYWTE MO aHanorum ¢ yyetom cneuncumkm) sanycture ICMP
Tpacumk 8o 192.168.100.1 c agpeca 192.168.1.1 u3 vrf_blue n vrf_red:
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root@Spokel:~# ip vrf exec vrf blue ping 192.168.100.1 -I 192.168.1.1 -c 4

PING 192.168.100.1 (192.168.100.1) from 192.168.1.1 : 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp seqg=1 ttl=64 time=1.81 ms
64 bytes from 192.168.100.1: icmp seqg=2 ttl=64 time=1.82 ms

64 bytes from 192.168.100.1: icmp seq=3 ttl=64 time=1.98 ms

64 bytes from 192.168.100.1: icmp seg=4 ttl=64 time=1.63 ms
--- 192.168.100.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.627/1.809/1.977/0.123 ms

root@Spokel:~# ip vrf exec vrf_red ping 192.168.100.1 -I 192.168.1.1

—-C

4

PING 192.168.100.1 (192.168.100.1) from 192.168.1.1 : 56(84) bytes of data.

64 bytes from 192.168.100.1: icmp seg=1 ttl=64 time=1.27 ms
64 bytes from 192.168.100.
64 bytes from 192.168.100.
64 bytes from 192.168.100.

icmp seg=2 ttl=64 time=1.54 ms
icmp seg=3 ttl=64 time=1.69 ms
icmp seqg=4 ttl=64 time=1.52 ms

o e

---192.168.100.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3006ms
rtt min/avg/max/mdev = 1.273/1.506/1.688/0.149 ms

Y6eautechb B HanMunm JOCTYNHOCTU yaaneHHo NoAceTn, ecrnv AOCTYMHOCTb OTCYTCTBYET, NMPOBEPbTE HACTPOMKM

VRF, mapuwpyTtusaumm, IPsec ¢ 4ByX CTOPOH.

MpoBepka IPsec

Ha wnio3e STG:Spokel (Ha gpyrom LWnio3e AEWCTBYIUTE MO aHanorMum C y4eTom Cneuudmukn) BbiNonHUTE

cneayrolmne koMaHabl Anst npoBepku pabotocnocobHocTn IPsec:
root@Spokel:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd

13 (172.16.1.2,500)-(172.16.100.2,500) active 28572 28456
2 4 (172.16.1.2,500)-(172.16.100.2,500) active 28760 28708

IPsec connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 6 (0.0.0.0-255.255.255.255,*)-(0.0.0.0-255.255.255.255,*) * ESP tunn 3036 3036

2 7 (172.16.1.2,*)-(172.16.100.2,*) 47 ESP tunn 12256 12372
root@Spokel:~# sa mgr show -detail

ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connection id: 3
cookies: FAT7AFE1F9C21C259.40684F9EEA43294F
local peer (addr/port): (172.16.1.2/500)
remote peer (addr/port): (172.16.100.2/500)

local identity (USER_FQDN) : VRF-BLUE@spokel
remote identity (USER_FQDN) : VRF-BLUEQhubl
IKERule name: IKERule:GLOBAL VRF VPN:1
auth: gost signature

mode: main

sa:
transform: magma-cfb gostr341112s

Oakley group: vko2

sa limits: key lifetime (gm/k/sec): -/-/52857
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sa timing: remaining key lifetime (gm/k/sec): -/-/48710
status: active

ISAKMP connection id: 4
cookies: 0663F30C962693C4.0756F7928FFEBODE
local peer (addr/port): (172.16.1.2/500)
remote peer (addr/port): (172.16.100.2/500)

local identity (USER_FQDN) : VRF-RED@spokel
remote identity (USER_FQDN) : VRF-RED@hubl
IKERule name: IKERule:VTIO VRF RED VPN:1
auth: gost signature

mode: main

sa:

transform: magma-cfb gostr341112s

Oakley group: vko2

sa limits: key lifetime (qm/k/sec): -/-/56923

sa timing: remaining key lifetime (gqm/k/sec): -/-/52831
status: active

IPsec connection id: 6
local ident (addr/prot/port): (0.0.0.0-255.255.255.255/%*/%*)
remote ident (addr/prot/port): (0.0.0.0-255.255.255.255/%/%)

#pkts sent/rcvd: 50/50
#send/recv errors: 0/0

local crypto endpt.: 172.16.1.2, remote crypto endpt.: 172.16.100.2
connection status: {initiated locally, }

remote identity (USER_FQDN) : VRF-RED@hubl

IPsecAction name: IPsecAction:VTIO VRF RED VPN:1

Filter LogEventID:
IPsec:Protect:VTIO0 VRF RED VPN:1:VTIO VRF RED IPSEC ACL HUB1 AND SPOKEL

inbound esp:
spi: 0x3475E30D(880141069)
transform: esp-magma-mgm
in use settings ={Tunnel, }
sa limits: key lifetime (k/sec): -/2662
sa timing: remaining key lifetime (k/sec): -/1167

outbound esp:
spi: 0x25A81403(631772163)
transform: esp-magma-mgm
in use settings ={Tunnel, }
sa limits: key lifetime (k/sec): -/2662
sa timing: remaining key lifetime (k/sec): -/1167

created by: ISAKMP 4
IPsec connection id: 7
local ident (addr/prot/port): (172.16.1.2/47/%)

remote ident (addr/prot/port): (172.16.100.2/47/%*)

#pkts sent/rcvd: 133/134
#send/recv errors: 0/0

local crypto endpt.: 172.16.1.2, remote crypto endpt.: 172.16.100.2
connection status: {initiated locally, }
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remote identity (USER_FQDN) : VRF-BLUE@hubl
IPsecAction name: IPsecAction:GLOBAL VRF VPN:1
Filter LogEventID:

IPsec:Protect:GLOBAL VRF VPN:1:GREO VRF BLUE IPSEC ACL HUBl AND SPOKEL

inbound esp:
spi: 0x456F8BE2(1164938210)
transform: esp-magma-mgm

in use settings ={Tunnel, }
sa limits: key lifetime (k/sec): -/2895
sa timing: remaining key lifetime (k/sec): -/1578

outbound esp:
spi: 0xDI9E664BD (3655754941)
transform: esp-magma-mgm

in use settings ={Tunnel, }
sa limits: key lifetime (k/sec): -/2895
sa timing: remaining key lifetime (k/sec): -/1578

created by: ISAKMP 3

YBegutecb B TOM, 4YTO Ha wnto3e no aea IKE n IPsec TyHHens ¢ npaBunbHbiMK local identity n remote identity,
€CIn 3TO He TaK NpoBepbTEe HAaCTPOWKN Ha 0Benx CTOPOHAxX U OTKOPPEKTUPYWTE NPM HEOBXOAMMOCTH.

Npumeyanme: MoryT HabnogaTbes AyGnupytolmecs IPsec TyHHenu, 3To He SBNsSieTcs Npo6remMoit 1 Bbi3BaHO

BCTPEYHbIM NMOCTPOEHNEM.

OCco0eHHOCTH HAaCTPOMNKH
PBR B FRR 1 VRF

Mpaeuna PBR, 3agaHHble B FRR, ans Tpaduka 6onee npuoputeTHbl (0bpabaTtbiBaloTca paHblue) Yem obuiee

npasuno (1000 : from all lookup [13mdev-table])ans Bcex VRF.

root@Spokel:~# vtysh

Hello, this is FRRouting (version 10.3.3).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

Spokel# sh run

!

vrf vrf blue

exit-vrf

!

vrf vrf red

exit-vrf

!

interface eth2
pbr-policy PBR

exit

!

pbr-map PBR seq 1
match src-ip 192.168.1.0/24
set nexthop 172.16.1.1
exit

!

pbr-map PBR seg 700
match src—-ip 192.168.2.0/24
set nexthop 172.16.1.1

exit
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end

root@Spokel:~# ip rule

0: from all lookup local

300: from 192.168.1.0/24 iif eth2 lookup 10000 proto zebra
9909: from 192.168.2.0/24 iif eth2 lookup 10001 proto zebra
1000: from all lookup [l3mdev-table]

32766: from all lookup main
32767: from all lookup default

MpaBuna c Homepamn 300 n 999 3apaHbl B kKoHconu FRR (seq 1 n seq 700), npasuno ¢ Homepom 1000 — aT0
obuwee npasuno gnsi scex VRF.

NAT B VRF

Mpn HacTporike NAT Ha wno3e npu Hanvium VRF, roe MoXeT npucyTcTBoBaTh TpaduK U3 nepecekaloLmnxcs
afpecHbIX NPOCTpaHCTB, TpebyeTcsa BbINONHUTE AOMOMHUTENBHYIO HACTPOWKY ANnd obecnevyeHus KOppeKTHOM
pabotbl NAT BBBUAY TOrO, 4TO Tabnuua coeamHeHun (conntrack) No ymonyaHmio obLias 1 HUYero He 3HaeT npo
VRF. be3s aTon HacTpowkn nogcmctema conntrack MoXeT OLIMBOYHO NPUHMMAaTb CETEBbIE COEQUHEHUS B Pa3HbIX
VRF ¢ nonHocTbio coBnagawwmmm napameTtpamu (IP agpeca, Homepa NnopToB M Ap.) 3a OAHO COeaNHEHNE.

HacTpowka 3aknioyaeTcs B Ha3Ha4YeHMM YHUKanNbHOro naeHTndukaropa 3oHbl conntrack ans tpadumka kaxagoro
VRF nHcTaHca. OTn AencTBmsA BbINONHATCA B Tabnuue raw, 4O MOMeHTa o6paboTku Tpadumka nogcnuctemon
conntrack.

[Jonyctum, Ha wnto3e HacTpoeHo Asa VRF nHctaHca —vrf bluenvrf red.Bvrf blue BXogaT MHTEpdenchl
ethl n st vtil, Bvrf red —eth2 n st vti2. Tpadwmk VRF nHcTtaHca vrf blue ByAeT accouumpoBaH ¢
30HOM nog Homepom 10, vr £ red —nog Homepom 20. B TakoM criydae HacTponka 6yaeT BbirMsAeTb CreayoLwmm
obpasom:

1. Onavrf blue:

1.1. [ns BXoAsLLero U TpaH3UTHOro Tpaduka:

root@sterragate:~# iptables -t raw -A PREROUTING -i ethl -j CT --zone 10
root@sterragate:~# iptables -t raw -A PREROUTING -i st vtil -j CT --zone 10

1.2. [ns nokanbHO creHepupoBaHHOro Tpaduka:

root@sterragate:~# iptables -t raw -A OUTPUT -o ethl -j CT --zone 10
root@sterragate:~# iptables -t raw -A OUTPUT -o st vtil -3j CT --zone 10

2. Onavrf red:

2.1. [ns Bxoaswero n TpaH3uTHOro Tpaduka:

root@sterragate:~# iptables -t raw -A PREROUTING -i eth2 -j CT --zone 20
root@sterragate:~# iptables -t raw -A PREROUTING -i st vti2 -3j CT --zone 20

2.2. [ns nokanbHO CreHepuMpoBaHHOIo Tpadvka:

root@sterragate:~# iptables -t raw -A OUTPUT -o eth2 -j CT --zone 20
root@sterragate:~# iptables -t raw -A OUTPUT -o st vti2 -j CT --zone 20

3. CoxpaHuTe HaCTpOWKu:

root@sterragate:~# netfilter-persistent save

MpunoxeHune

KoHdmrypauusa STG:Hub1
KoHconb cisco-like

version 12.4
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no service password-encryption

|

crypto ipsec df-bit copy

crypto isakmp identity dn

crypto isakmp fragmentation

crypto isakmp security-association lifetime delta 50

crypto isakmp initiator-sessions-max 100

crypto isakmp responder-sessions-max 100

crypto ipsec security-association lifetime kilobytes unlimited
crypto isakmp keepalive 3

crypto isakmp keepalive retry-count 5
username cscons privilege 15 password 0 csp

aaa new-model

!

!
hostname Hubl

enable password csp

!

crypto pki certificate map FIND LOCAL CERT BY ISSUER NAME 0
issuer-name eq C=RU,L=Zelenograd,O0=S-Terra CSP,0U=RnD,CN=Test Root CA
1

|

|

!

logging trap debugging

1

1

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

1

crypto isakmp profile ISAKMP PROFILE VTIO VRF RED

match identity email VRF-RED@spokel

self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-RED@hubl

no set identity mapping

set policy 1

|

crypto isakmp profile ISAKMP PROFILE GREO VRF BLUE

match identity email VRF-BLUE@spokel

self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-BLUEGhubl

no set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|

ip access-list extended VTIO VRF RED IPSEC ACL HUB1 AND SPOKEL
permit ip any any

|

ip access-list extended GREO VRF BLUE IPSEC ACL HUB1 AND SPOKE1
permit gre host 172.16.100.2 host 172.16.1.2

|

ipv6e default filtering deny

|

1

crypto map VTIO VRF RED VPN 1 ipsec-isakmp

description VTI over IPsec from VRF-red to Spokel (global VRF)
match address VTIO VRF RED IPSEC ACL HUBl1 AND SPOKEL

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
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set isakmp-profile ISAKMP PROFILE VTIO VRF RED
set security-association mss-fix out

set local-address 172.16.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off

|

crypto map GLOBAL VRF VPN 1 ipsec-isakmp

description GRE over IPsec from VRF-blue to Spokel
match address GREO VRF BLUE IPSEC ACL HUBl AND SPOKEL
set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ISAKMP PROFILE GREO VRF BLUE
set security-association mss-fix out
set local-address 172.16.100.2

set peer 172.16.1.2

set pre-fragmentation

set dead-connection history off

!
interface TenGigabitEthernet0/0
description WAN

ip address 172.16.100.2 255.255.255.0
crypto map GLOBAL VREF VPN

|
interface TenGigabitEthernet0/1

no ip address

shutdown

!

interface TenGigabitEthernet0/2

no ip address

|

interface TenGigabitEthernet0/2.20
description VRF-RED

ip address 192.168.100.1 255.255.255.0
1

interface TenGigabitEthernet0/2.10
description VRF-BLUE

ip address 192.168.100.1 255.255.255.0
|

interface TenGigabitEthernet0/3

no ip address

shutdown

|

interface TenGigabitEthernet0/4

no ip address

shutdown

|

interface TenGigabitEthernet0/5

no ip address

shutdown

!

interface stVTIO

description VRF-RED

ip address 10.10.10.1 255.255.255.0
crypto map VTIO VRF RED VPN

|

interface TunnelO

description VRF-BLUE

ip address 10.10.20.1 255.255.255.0
mtu 1400

tunnel key 1

tunnel source 172.16.100.2

tunnel destination 172.16.1.2

(global VRF)
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offloading tx-checksumming

tunnel ttl 64

tunnel tos inherit

|

!

ip route 0.0.0.0 0.0.0.0 172.16.100.1

|

!

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate DCC5E00574B641CDALEA92E12C950190
308201E33082018EA003020102021100DCC5E00574B641CDALEA92E12C950190
300C06082A850307010103020500305D310B3009060355040613025255311330
110603550407130A5A656C656E6F6772616431143012060355040A130B532D54
6572726120435350310C300A060355040B1303526E4431153013060355040313
0C5465737420526F6F74204341301E170D3234303232313139323631305A170D
3339303231373139323631305A305D310B300906035504061302525531133011
0603550407130A5RA656C656E6F6772616431143012060355040A130B532D5465
72726120435350310C300A060355040B1303526E44311530130603550403130C
5465737420526F6F742043413066301F06082A85030701010101301306072A85
030202230106082A8503070101020203430004406189FF08D1F9B6BFF4D18B4B
1454F16500AC2F012F644B5D054AAFFCB665FD30D4059066BB02F280D03B2EAD
64404930928612DBAE998A892C60D889F6521409A320301E300B0603551D0F04
0403020186300F0603551D130101FF040530030101FF300C06082A8503070101
03020500034100035EA36F2A71887FB6ABAT782AFA73B782F0D4506B09F49490C
D2CA89A8C2A447EBC9602DB9229520F8FC69B0D8BESA7TF3BREFF17B78388B623A
47F06874D0E717

quit
1

end

CeTeBble uHTephenchbl

1. dann /etc/network/interfaces
cat /etc/network/interfaces | tail -n 3

source /etc/network/interfaces.d/*

2. ®ann /etc/network/interfaces.d/interfaces

auto st vtiO

iface st vti0 inet static

address 10.10.10.1/24

pre-up ip link del $IFACE type dummy 2>/dev/null || true
pre-up ip link add S$IFACE type dummy

post-down ip link set dev $IFACE down

auto vrf blue

iface vrf blue inet manual

pre-up ip link del S$IFACE type vrf 2>/dev/null || true

pre-up ip route flush table 10 2>/dev/null || true

pre-up ip link add S$IFACE type vrf table 10

pre-up ip link set dev $SIFACE up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev gre 0 master SIFACE

pre-up ip link set dev eth2 10 master SIFACE

post-down ip link set dev $IFACE down

auto vrf red
iface vrf red inet manual
pre-up ip link del S$IFACE type vrf 2>/dev/null || true
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pre-up ip route flush table 20 2>/dev/null || true
pre-up ip link add S$IFACE type vrf table 20

pre-up
pre-up
pre-up
pre-up

ip link set dev $IFACE up

ip route add table 20 unreachable default metric 4278198272
ip link set dev st vti0 master SIFACE

ip link set dev eth2 20 master SIFACE

post-down ip link set dev $IFACE down

OuHamunyeckaa mapwpyTtusaums (FRR)

frr version 10.3.3

frr defaults traditional

hostname Hubl

log syslog informational
service integrated-vtysh-config

vrf vrf blue
exit-vrf

vrf vrf red

exit-vrf

interface gre 0

ip ospf network point-to-point

no ip
exit
1

router

ospf passive

bgp 65000 vrf vrf red

bgp router-id 10.10.10.1
neighbor 10.10.10.2 remote-as 65000

address-family ipv4 unicast

network 192.168.100.0/24

neighbor 10.10.10.2 default-originate
exit-address-family

exit
1

router

ospf vrf vrf blue

ospf router-id 10.10.20.1
passive-interface default
network 10.10.20.0/24 area O
network 192.168.100.0/24 area O
default-information originate

exit
1

end

KoHdmrypauusa STG:Spoke1

KoHconb cisco-like

version 12.4

no service password-encryption

1
crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

ipsec df-bit copy

isakmp identity dn

isakmp fragmentation

isakmp security-association lifetime delta 50

isakmp initiator-sessions-max 100

isakmp responder-sessions-max 100

ipsec security-association lifetime kilobytes unlimited
isakmp keepalive 3
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crypto isakmp keepalive retry-count 5
username cscons privilege 15 password 0 csp

aaa new-model

|

!
hostname Spokel

enable secret 5 HGJcyG+CRmCjINGFkW48VQ==

|

crypto pki certificate map FIND LOCAL CERT BY ISSUER NAME 0
issuer-name eq C=RU,L=Zelenograd,O0=S-Terra CSP,OU=RnD,CN=Test Root CA
|

!

!

!

logging trap debugging

|

!

crypto isakmp policy 1

encr magma

hash stribog-256

authentication gost-sig

group vko2

|

crypto isakmp profile ISAKMP PROFILE VTIO VRF RED

match identity email VRF-RED@hubl

self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-RED@spokel

no set identity mapping

set policy 1

|

crypto isakmp profile ISAKMP PROFILE GREO VRF BLUE

match identity email VRF-BLUE@hubl

self-certificate FIND LOCAL CERT BY ISSUER NAME
self-identity email VRF-BLUE@spokel

no set identity mapping

set policy 1

|

crypto ipsec transform-set MAGMA GOST ENCRYPT AND INTEGRITY esp-magma-mgm
|

ip access-list extended VTIO VRF RED IPSEC ACL_HUB1 AND SPOKE1
permit ip any any

|

ip access-list extended GREO VRF BLUE IPSEC ACL HUB1 AND SPOKEl
permit gre host 172.16.1.2 host 172.16.100.2

|

ipve default filtering deny

|

1

crypto map VTIO VRF RED VPN 1 ipsec-isakmp

description VTI over IPsec from VRF-red to Spokel (global VRF)
match address VIIO VRF RED IPSEC ACL HUB1 AND SPOKEL

set transform-set MAGMA GOST ENCRYPT AND INTEGRITY

set isakmp-profile ISAKMP PROFILE VTIO VRF RED

set security-association mss-fix out

set local-address 172.16.1.2

set peer 172.16.100.2

set pre-fragmentation

set dead-connection history off

!

crypto map GLOBAL VRF VPN 1 ipsec-isakmp

description GRE over IPsec from VRF-blue to Spokel (global VRF)
match address GREO VRF BLUE IPSEC_ACL HUBl AND SPOKEL
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set transform-set MAGMA GOST ENCRYPT AND INTEGRITY
set isakmp-profile ISAKMP PROFILE GREO VRF BLUE
set security-association mss-fix out
set local-address 172.16.1.2

set peer 172.16.100.2

set pre-fragmentation

set dead-connection history off

|
interface TenGigabitEthernet0/0
description WAN

ip address 172.16.1.2 255.255.255.0
crypto map GLOBAL VRFE VPN

!
interface TenGigabitEthernet0/1

no ip address

shutdown

|
interface TenGigabitEthernet0/2

no ip address

1
interface TenGigabitEthernet0/2.10
description VRF-BLUE

ip address 192.168.1.1 255.255.255.0
|
interface TenGigabitEthernet0/2.20
description VRF-RED

ip address 192.168.1.1 255.255.255.0
1

interface TenGigabitEthernet0/3

no ip address

shutdown

1

interface TenGigabitEthernet0/4

no ip address

|

interface TenGigabitEthernet0/5

no ip address

shutdown

!

interface stVTIO

description VRF-RED

ip address 10.10.10.2 255.255.255.0
crypto map VTIO VRF RED VPN

|

interface TunnelO

description VRF-BLUE

ip address 10.10.20.2 255.255.255.0
mtu 1400

tunnel key 1

tunnel source 172.16.1.2

tunnel destination 172.16.100.2
offloading tx-checksumming

tunnel ttl 64

tunnel tos inherit

|

!

ip route 0.0.0.0 0.0.0.0 172.16.1.1

|

1

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
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certificate DCC5E00574B641CDALEA92E12C950190
308201E33082018EA003020102021100DCC5E00574B641CDA1IEAS2E12C950190
300C06082A850307010103020500305D310B3009060355040613025255311330
110603550407130A5A656C656E6F6772616431143012060355040A130B532D54
6572726120435350310C300A060355040B1303526E4431153013060355040313
0C5465737420526F6F74204341301E170D3234303232313139323631305A170D
3339303231373139323631305A305D310B300906035504061302525531133011
0603550407130A5A656C656E6F6772616431143012060355040A130B532D5465
72726120435350310C300A060355040B1303526E44311530130603550403130C
5465737420526F6F742043413066301F06082A85030701010101301306072A85
030202230106082A8503070101020203430004406189FF08D1F9B6BFF4D18B4B
1454F16500AC2F012F644B5D054AAFFCB665FD30D4059066BB02F280D03B2EAD
6440493092861 2DBAES98A892C60D889F6521409A320301E300B0603551D0F04
0403020186300F0603551D130101FF040530030101FF300C06082A8503070101
03020500034100035EA36F2A71887FB6ABAT782AFA73B782F0D4506B09F49490C
D2CA89A8C2A447EBC9602DB9229520F8FC69B0DSBESATF3BEFF17B78388B623A
47F06874D0E717

quit
|

end

CeTeBble UHTepchenchbl

1. ®ain /etc/network/interfaces
cat /etc/network/interfaces | tail -n 3

source /etc/network/interfaces.d/*

2. ®ann /etc/network/interfaces.d/interfaces

auto st vtiO

iface st vti0 inet static

address 10.10.10.2/24

pre-up ip link del S$IFACE type dummy 2>/dev/null || true
pre-up ip link add S$IFACE type dummy

post-down ip link set dev S$SIFACE down

auto vrf blue

iface vrf blue inet manual

pre-up ip link del $IFACE type vrf 2>/dev/null || true

pre-up ip route flush table 10 2>/dev/null || true

pre-up ip link add $IFACE type vrf table 10

pre-up ip link set dev S$IFACE up

pre-up ip route add table 10 unreachable default metric 4278198272
pre-up ip link set dev gre 0 master $IFACE

pre-up ip link set dev eth2 10 master S$SIFACE

post-down ip link set dev $IFACE down

auto vrf red

iface vrf red inet manual

pre-up ip link del S$IFACE type vrf 2>/dev/null || true

pre-up ip route flush table 20 2>/dev/null || true

pre-up ip link add S$IFACE type vrf table 20

pre-up ip link set dev $SIFACE up

pre-up ip route add table 20 unreachable default metric 4278198272
pre-up ip link set dev st vti0 master SIFACE

pre-up ip link set dev eth2 20 master SIFACE

post-down ip link set dev $IFACE down

OunHamunyeckan mapwpyTtusaums (FRR)

frr version 10.3.3
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